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A COMPREHENSIVE IMPLEMENTATION ALGORITHM 2D TRANSFORMATION
IN GRAPHIC WEB-EDITORS BASED ON THE METHODS OF AFFINE TRANSFORMATIONS

This article presents a complex algorithm for the optimized implementation of 2D transformations in graphic web editors
based on the methods of affine transformations.

The object of this study is the algorithms and methods of affine transformations for the implementation of 2D transformations
in graphic web editors. The research is aimed at applying the principles of these transformations and their impact on graphic
objects, as well as at finding effective solutions for their implementation.

An analysis of the main existing algorithms and methods for implementing 2D transformations, such as the Bresenham
and Wu algorithms for visualizing straight and curved lines, algorithms for filling areas using affine transformation methods, was
carried out. Therefore, the issue of improving and simplifying algorithms and methods of affine transformations for implementing
2D transformations in graphic web editors is relevant and important for modern web design and development.

The work considers the main algorithms of affine transformations that ensure the implementation of scaling, rotation, shift,
skew functions and their interaction with graphic objects. The proposed algorithm includes the main advantages of implementing
the above functions and allows you to create more efficient and high-quality graphic applications, providing at the same time
greater functionality and productivity. Applying such an approach creates new opportunities for the development and use of new
types of web editors in the field of web design.

Based on the proposed algorithm, a web application has been developed that allows you to create various transformations
and animations of figures on the plane. The results of the conducted testing confirm the effectiveness and possibility of applying
the proposed approach in real projects for the development of graphic web editors for working with 2D transformations.

Key words: affine transformations, graphic editor, 2D transformations, web- editor, transformations in CSS, matrix
decomposition.

IMaciyauk A. M.,Haapuraiino T. XK., Auapees O. B. Kommiekcuuii anropurm peanizanii 2d-rpancdopmaniit
B rpadiunux Bed-pegakTopax Ha 0cHOBI MeTOliB adiHHNX NMepeTBOPEHH

B Oaniti cmammi npedcmagieHo KOMIIEKCHUL aneopumm onmumizosanoi peanizayii 2D-mpancgopmayiii 6 epaghiunux
6e0-pe0aKmopax Ha 0CHO8I Memooié aQiHHUX nepemeopeHs.

00 ’exmom 0anoeo 00CTIONCEHHS € ATROPUMMU MA Memoou AQIiHHUX nepemeopens 0is peanizayii 2D-mpancghopmayitl
y epagiunux eed-pedaxkmopax. JocnioxcenHa cnpamosane Ha 3aCMOCY8ants NPUHYUNIB yux mpancghopmayiti ma ix eniugy Ha
2papiuni 06’ ckmu, a MaKox#C HA NOULYK e(heKmusHUX piulers 0 ix peanizayil.

IIposedero ananiz 0CHOBHUX ICHYIOUUX aneopummie ma memooie peanizayii 2D-mpancgopmayiti, makux sx areopummu
Bpesenxema ma By ona sizyanizayii npamux ma Kpusux JiHitl, aieopummi 3an08HerHs oonacmel, wo UKOPUCIOBYIOMb Memooie
aghinnux nepemsopern. Tomy numanns yOOCKOHANEHHS MA CHPOWEHHA ane0pummi ma mMemoois aginnux nepemeopens 014 peaii-
sayii’ 2D-mpancgopmayiii 6 epaghiunux 8e6-pe0aKmopax € AKMyaibHUM Ma BANCIUBUM OIS CYUACHO20 6e0-0U3aLHY Ma PO3POOKU.

© A. M. Pasichnyk, T. Zh. Nadryhailo, O. V. Andrieiev, 2024
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B pobomi posensimymi ocHo8Hi aneopummu AQIHHUX HepemBopeHy, W0 3abesneuyiomsv peanizayilo  QyHKYil
Macumaodysanus, NOBOPONLY, 3Cy8Y, nepexocy ma ix 83aemooito 3 2pagiunumu 06 'exmamu. 3anponoHO8aNUl AN2OPUMM 6KII0UAE
OCHOBHI nepesazu peanizayii Hasedenux QYHKYill ma 00360715€ CMEOPOBAMU Oibll eekxmueHi ma GUCOKOAKICHI epagiuni
oodamiu, 3abe3neyyiouu npu yoomy OinbuLy QYHKYIOHATbHICMb MA RPOOYKMUBHICHY. 3ACMOCY8AHH MAKO20 NIOX00Y CHBOPIOE
HOBI MOJICIUBOCHIE 0I5 PO3POOKU MA GUKOPUCTAHHS HOBUX MUNIE 8e0-Pe0aKmMOpIg 6 2a1y3i 6eH-0U3aiiny.

Ha ochogi 3anpononoeanoeo ancopummy po3pobieHo 6e6-3aCMOCYHOK 30 OONOMO2010 K020 MOJICHA CHBOPIO8Amu
Pi3HOMaHImHI nepemeopenHss ma awimayii gicyp Ha nrowuni. Pesynemamu nposedenoco mecmyganHs niomeepoxcyrons
eghexmusHicms ma MONCIUBICIb 3ACIMOCYBAHHS 3ANPONOHOBAHO20 NIOX00Y Y PeanbHUX Npoexmax 3 po3pooxu epagiunux éeo-
pedaxmopis 05 pobomu 3 2D-mpanchopmayisimu.

KittouoBi cinoBa: aghinui nepemsopenns, epagpiunuii pedaxmop, 2D mpancgopmayii, 6ed6—pedaxmop, nepemeopeHus y
CSS, dexomnozuyis mampuyi.

Formulation of the problem. Affine transformations are a key element of computer graphics, especially in
the field of creating and manipulating 2D images and animations. Web-based graphic editors are one of the key tools
for creating and sharing digital content on the Internet, such as images, animations, videos, and interactive elements.
The effectiveness of the development of relevant editors is determined by the ability to create complex high-quality
graphic objects and effects with minimal load on system resources. In this regard, to improve the performance and
quality of graphics interpretation in web editors, further improvement and optimization of the use of algorithms
and methods of affine transformations for the implementation of 2D transformations are of current and practical
importance.

Analysis of recent research and publications. Athenian transformations are mathematical operations that
allow you to implement image processing with changes in the shape, size, position, and skew of graphic objects
in two-dimensional space. They are used in graphic web editors to implement 2D transformations and graphic
effects. An affine transformation changes the coordinates of each point of an object by multiplying its coordinates
by a transformation matrix and adding a shift vector [1]. The main types of affine transformations are used to
scale, rotate, shift, skew, and translate images. At the same time, affine transformations preserve straight lines and
parallelism, the distance between points and the middle of a segment, proportions between lengths, and angles
between vectors. These properties of affine transformations ensure that objects are resized and positioned correctly
in web-based graphic editors.

Most editors use the CSS coordinate space with a two-axis coordinate system: the X-axis increases horizontally
to the right; the Y-axis increases vertically downward [2]. To accumulate transformation elements, a local coordinate
system is used, where an element actually accumulates all the transformation properties of its predecessors, as well
as any local transformation applied to it. The accumulation of these transformations determines the current CTM
transformation matrix for the element, which is calculated by multiplying all transformation matrices, starting from
the viewport coordinate system and ending with the element transformation matrix [3].

The matrix multiplication algorithm is one of the main methods for implementing affine transformations. This
approach is effective and versatile for implementing various types of transformations and is implicitly supported by
native web browser tools, which greatly simplifies the development, support, and integration into existing projects
with low-level optimization of the algorithms used in this approach [3-5].

To implement linear transformations, such as shift, rotation, and scaling, the Bresenham algorithm, based on
the idea of coordinate increment and pixel change based on comparison with certain thresholds, has been widely
used. This algorithm is fast and accurate for implementing simple linear transformations [6]. Later, it was generalized
to construct second-order curves [7].

There is also a well-known constraint rectangle algorithm used to optimize the image of objects during
transformations. The basic idea is to use bounding rectangles (or “bounding rectangles”) for each object or group
of objects [8]. The use of the constraint rectangle algorithm can improve the performance of displaying complex
scenes, especially during object transformations and visualization [9].

The decomposition algorithm is based on classical LU and QR decompositions. Using CSS transformations:
CSS (Cascading Style Sheets) provides built-in functions for performing various 2D transformations directly on
HTML elements and provides scaling, rotation, shift, and skew transformations. CSS transformations are easy to use,
allow you to quickly achieve the desired effect, but their capabilities are limited and more complex transformations
may require additional logic and the use of JavaScript [10].

There are also well-known graphic tools such as SVG (Scalable Vector Graphics) and Canvas that implement
a number of 2D transformation functions that provide more flexible and detailed control over transformations,
including matrix and other operations on individual elements. These libraries usually require the use of JavaScript
for the programmatic implementation of transformations and element manipulation [11].

In this paper, to develop effective graphical web editors that provide higher accuracy and performance of
image transformations, we propose to use a comprehensive algorithm based on affine transformations that realizes
the main advantages of the algorithms mentioned in the above analysis.
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The purpose of the article is to develop a comprehensive algorithm for implementing 2D-transformations
in graphic web-editors using affine transformations, which includes the main advantages of the above algorithms.

Presenting main material. 1 The web editor developed in accordance with the proposed concept implements
the following functionality: adding 4 basic shapes to the canvas: rectangle, triangle, star and ellipse; deleting shapes;
each shape has the following attributes: position (offset): along the x and y axes; size: width and height; rotation
angle; slope angle; transparency. All attributes are available for change in the properties panel; it is possible to drag,
resize, and rotate the figure manually using the appropriate graphical interface elements (manipulator), without
entering a specific numerical value in the attribute fields; animation of figures. Animation, in addition to animated
values, also contains a delay, duration, and a time-dependent function for realizing various effects and smoothness
of animations. The following attributes are available for animation: position (offset): along the x and y axes; scaling:
in the horizontal and vertical directions; rotation angle; tilt angle; transparency. Shape animation does not affect
the behavior of the manipulator; it can be used to change shape attributes. You can play, reset, and view the total
animation time. Shapes are animated separately from each other, but playback and animation time are common to
all from the user’s point of view.

TBypeScript (JavaScript) was chosen to create the graphical web editor because it is a standard for developing
client applications and has clear advantages over other technologies.

To optimize the development and deployment of the project, it is proposed to use modern JavaScript frameworks
such as Vue, React, and Angular [10]. The chosen technologies provide solutions to a number of problems that arise
in application development: data reactivity; global application state; architectural problems such as dividing the
application into components/modules and code cleanliness; optimization of visualization and re-visualization when
making many changes to the DOM; declarative syntax, etc.

Since the program is a graphical editor, it is also important to provide an attractive and user-friendly graphical
interface. For the convenience of the graphical interface we chose the PrimeVue library, which has a fairly large set
of ready-made user interface components, as well as because of its simplicity and rational documentation.

To simplify working with matrices and calculating basic matrix operations, we chose the mathjs library. To
simplify the creation of animations, we chose the animejs library, which has high performance and is a fairly low-
level tool for flexible animation of CSS properties and JS objects.

To implement the image of shapes on the canvas, a stylized div block is used. The entire component consists
of two key blocks: an SVG component that will represent the shape without transformations, and a div that prepares
it for applying affine transformations to the component. Before proceeding with transformations, you need to build
an SVG path for each shape.

In the case of a rectangle, 4 points are defined based on the position and dimensions of the shape: top-left — (0,
0); top-right — (width, 0); bottom-right — (width, height); bottom-left — (0, height). The result is the image shown in
Figure 1.

Similarly, for a triangle: top-center — (width / 2, 0); bottom-right — (width, height); bottom-left — (0, height).
The result is the image shown in Figure 2.

Figure 1. Graphical display of the calculated rectangle Figure 2. Graphical display of the calculated triangle

In the case of an ellipse, the algorithm will be slightly different, since 2 elliptic curves must be used instead
of straight lines according to the algorithm: start at point (0, height /2); a large elliptic curve with r = width /2, r =
height /2 is introduced at point (width, height /2); and a large elliptic curve with r = width /2, r = height /2 at point
(0, height /2). )

The result is the image shown in Figure 3.

For a star, the algorithm will be a little more complicated than for other shapes, since you need to correctly
calculate the points for all 10 corners of the star.

First, the length of the inscribed circle of the star and its radius are calculated:
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circumference = min (width, height ), r= %femnce. (1)
Then the scaling factors are calculated, which determine the degree of stretching of the star along the x and

y axes:

¢ - width 5 = height @)

" circumference’ Y circumference
The angles for each vertex of the star are calculated using the following formulas:

T n
angle, =i*———, 3
gle,=1"2~> A3)
where i is the index of the star vertex from 0 to 9.
Next, for each vertex angle, the coordinates of the point (x, y) on the circle are calculated and the star is scaled

using the following formulas:

xl_:(r+rl.*cosangle,-)*sx, “)

y, =(r+r, *sinangle,)*s ©)

where r, = r for even values of i (outer vertices) and 7 =7*0.382 for odd values (inner vertices). The value
of 0.382 is determined from the condition of proportionality of the indents between the outer and inner vertices of
the star. A graphical representation of the star using the algorithm is shown in Figure 4.

All these shapes are SVG paths without transformations.

Figure 3. Graphical display of the calculated ellipse Figure 4. Graphical display of the calculated star
The matrices of individual transformations are defined as follows:
1 0 x
translation(x,y)={0 1 y (6)
0 0 1
x 0 0
scale(x,y) =0 y O @)
0 0 1
cos® —sin® 0
rotation(0)=| sin® cos® 0 (8)
0 0 1
1 tanx 0
skew(x,y)=|tany 1 0. )
0 0 1

Since the decomposed components of the transformation matrix are used in a number of calculations, the
algorithm for the reverse composition of the decomposed elements is written as follows:
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TM = translation(x,y)* rotation(8)* scale(scaleX ,scaleY ) *

*skew(skewX , skewY ) (10)

To transform the shape attributes into 4 basic ones, first, the position of the shape is transformed as if the
origin was in the center of the shape:

x, = x4+ it (11
2
height
vo=y+ 2g (12)

With this choice, all subsequent transformations, except for the shift, will be calculated relative to the center
of the shape, and the shape transformation matrix is calculated as follows:

TM = translation (xc V. ) * rotation (0, )* scale(scaleX .,scaleY, ) *

s

*skew(skewX |, skewY,) (13)

Applying a transformation matrix to shapes is implemented using the CSS transform attribute with the value
matrix(a, b, ¢, d, tx, ty).

Since the transformations are calculated relative to the center of the shape, the image block must be shifted by
half the horizontal width and half the vertical height.

The next step is to implement a panel for changing shape attributes. On the panel, we need the following
attributes: position, size, rotation, skew, and opacity. Also, for the convenience of canceling the values of all
attributes, if necessary, the “Clear” button is added. A general view of the attributes panel is shown in Figure 5.

The manipulator is responsible for dragging, resizing, and rotating shapes on the canvas with the mouse, that
is, without using the attributes panel. In this case, it is enough to remember the initial position of the component (i.e.,
at the time of the start of dragging), and then add the mouse offset to it relative to the point of the start of dragging:

xnew = xinitia/ + xmouse (14)

ynew = yinizial + ymouse (1 5)

All shape transformations are taken into account to ensure that the original position of the element is maintained
after resizing. Eight “labels” are introduced to resize by dragging in the appropriate directions. To implement the
“labels” themselves, you use a regular div with the appropriate positioning on the boundaries of the bounding
rectangle of the figure for each “label”.

To drag any of the “labels” 2 decomposed transformations are used:

1. The decomposed 7M , = matrix without animations, i.e. the shape’s own transformations.

2. The decomposed TM,  matrix with animations, i.e. the shape transformations overridden by animations at
a specific moment in the animation.

The next step is to implement 4 “labels” for the shape rotation, one for each corner of the shape bounding box.
To calculate the rotation while dragging the “labels”, you need to save the shape transformation matrix, taking into
account the animations at the time of the start of the drag, as well as the initial rotation angle (without animations)
and the angles of the shape bounding box, taking into account all the animations.

First, the angles of the shape’s bounding box are calculated. To do this, the transformation matrix is converted
to the original coordinate system:

. width,,,  height
™. =TM ,, * translation| — = - : (16)
o ' 2 2
and then it is applied to the initial points of the bounding box:
xtane;fI O xtapRight Wldth full
ytopLeft = TMsource 0 b ytopRight = TMsource 0 s (17)
1 1 1 1
xbottomLeft 0
yballomLefl = TMsource heightﬁlll s (1 8)
1 1
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XbottomRight Width full
ybvttamRighr = TMsource heightfull . (19)
1 1

Next an algorithm for calculating the new angle of rotation of the shape each time you drag the “label” is
implemented:

1. The position of the dragged mark is determined from the previously calculated manipulator angles.

2. Calculates the position of the “label” without taking into account the offset:

xorigin xhandle
Yorigin | = translation (—x Sult >~ it ) Yhandre | - (20)
1 1

3. The current angle is found relative to the dragged point. The function atan2(y, x) returns the angle between
the positive x-axis and the ray from (0, 0) to (x, y):

angle(:urrent = atanz (yorigin ’ xurigin ) ‘ (2 1 )
4. The new angle is found relative to the dragged point, taking into account the mouse offset:

anglenew = atanz(ynrigin + ymouse > X (2’2)

After implementing the manipulator logic, we can move on to implementing animations. Each animation has
the following attributes:

e Delay before the start and duration of the animation.

e The distance between the start and end coordinates of the figure to animate the movement of the figure
along the x and y axes.

e The x and y scale factors for animating the shape’s resizing.

e Rotation.

o The skew: x Tay.

e Opacity.

The panel for changing the animation attributes of the selected component will look like the one shown in
Figure 6.

The animejs library is used to implement animations. The animation attributes are converted to a format that
can be written to the animejs library to animate the elements. To do this, the initial and final values of the animation
and the animated transformation are calculated.

In total, we have 8 types of animated transformations, including transparency. The following algorithm is used
to calculate the start and end values of animations:

e The initial value is always equal to the current value of the corresponding shape attribute, except for
scaling, since shapes don’t have their “own” scaling attribute. Therefore, the initial value in this case is always 1.

e The final value is always equal to the corresponding animation attribute, except for shift and rotates,
because the values of these transformations are represented relative to the shape’s transformations. Therefore, the
final value in this case is equal to the sum of the values of the corresponding shape and animation attribute.

Next, the list of animations is passed to the animejs library with the specified delay, duration, start and end
values. For simplicity, the function from the animation time is linear for all animations.

The following algorithm, which uses the animejs library to calculate the numerical value of a particular
animation at the current time, is as follows:

1. Call the requestAnimationFrame(callback) function [11] with the scheduled animation step if the time from
the start of the animation does not exceed its duration. This function tells the browser that you want to perform an
animation and you request that the browser call the specified function to update the animation right before the next
redraw. The callback frequency is 60 times per second, which corresponds to the display refresh rate in most web
browsers as recommended by the W3C technology standards [8].

2. Calculate the time from the beginning of the animation and its ratio to the total duration, i.e. the coefficient
from 0 to 1.

3. Pass the coefficient to the easing function, which is specified by the user and returns a new coefficient in the
same format. In our case, the coefficient will not be changed, since we are using a linear function.

4. Multiply the coefficient obtained in the previous step by the difference between the final and initial animation
values and adds the result to the initial animation value.

5. Repeat step 1.

To visualize each figure, a separate local animation complex with common control is implemented. The
results of transforming images of these types using the proposed approach are shown in Figure 7.

origin + xmom‘e) N
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Properties Animetions
CLEAR _ ——

REMOVE
— Position
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o

— Distence

— Size

— Rotation

Figure 5. Graphical representation Figure 6. Graphical representation
of the attributes panel for shapes of the animation attributes panel

In addition, we also need to implement partial replacement of component attributes with new transformations
at a certain point in the animation playback time to display them on the canvas and use them in the manipulator
calculations. The end result is a convenient and attractive graphical web editor with the ability to transform and
animate shapes, which has excellent performance.
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Figure 7. The result of image transformations implemented in software

Conclusions. Based on the analysis of the main existing algorithms and methods for implementing 2D
transformations, a comprehensive algorithm for the optimized implementation of 2D transformations in graphic web
editors based on affine transformations that provide the implementation of scaling, rotation, shift, and skew functions
has been developed. The proposed algorithm incorporates the main advantages of implementing these functions
and allows creating more efficient and high-quality graphic applications, while providing greater functionality and
performance. The application of this approach creates new opportunities for the development and use of new types
of web editors in the field of web design.
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JOCJIIKEHHS MOXKXJIABOCTEMR UNITY JJIS IHTETPAIIII TEOITPOCTOPOBUX JIAHUX
Y 3D-MOAEJIOBAHHI TIAH/JITA®TIB

Y cmammi 30iticneno 0ocnioocenns moxcnusocmeii naamepopmu Unity ons inmeepayii 2eonpocmoposux 0anux y npo-
yeci 3D-moo0enosanns nanowapmis. 00 exmom 00CHidNHCeH s BUCIYNAE npoyec cmeopenus pearicmuunux 3D-modeneti 1ano-
wagmis iz BUKOPUCIAHHAM GIOKPUMUX Odicepen 2eonpocmopogux oanux, makux ax OpenStreetMap ma MapBox. V x00i pobomu
0y10 NPOAHANI308AHO OCHOBHI MemMOOU THme2payii 2eonpocmoposux 0anux y cepedosuue Unity, USHAYEHO nepegazu ma Heoo-
JUKU PI3HUX NIOX00I8, A MAKOXMC PO3TAHYINO MONCIUBOCI ONePayitiHUX cucmem y RiOmpumyi ybo2o npoyecy.

Pesynomamu docniodcenns nokaszyioms, wjo Unity € nomysichum incmpymenmonm o 3D-gizyanizayii, sxutl 3a605Ku coiil
CHYUKOCII MA MONCTUBOCHIAM RIOMPUMKY PISHUX (hopmamis Oanux 0036078€ CMEOPIOSANU PeaNiCMuyHi ma 0emanizoeani
Mmooeni randuiagmie. 30kpema, nposederi mecmu niOMEepOUIU, WO BUKOPUCIAHHS Memodis pisnie demanizayii (LOD), xom-
npecii mexcmyp ma onmumizayii mamepianie 003601s¢€ 36epieamu 8ucoxy npooykmueHicms Unity Hagims Ha cucmemax 3 0oMe-
JHceHumu pecypcamu. Boonouac suasnerno, ujo eghexmusnicms inmezpayii ma 6izyanizayii 3anexcums 6i0 onepayitinoi cucmemu,
Ha axiti npayioe Unity, a maxosc 6i0 npaguibHo2o 8ubopy memodie 00poodKu ma onmumizayii OaHux.

IIpakmuune 3HaueHHA OMPUMAHUX PE3VILIMAMIE NONAAE Y MOHCIUBOCIIE 3ACMOCY8AHHA PO3POOIEHUX NIOX00i8 Ol CME0-
DEeHHs BUCOKOSKICHUX 8i3yanizayiil y cepi apximexmypu, micmoOyoyeanus ma 2eodesii. OKpim moeo, 3anponoHoeani memoou
MOJNCYmb OYMU BUKOPUCIAHT OISt PO3POOKU HABUATLHUX A THMEPAKMUBHUX 000AMKI8, W0 nompebylomy inmespayii pearbHux
2eonpocmoposux danux. Buseneni nioxoou 0o onmumizayii npoyecie 00poOKu ma izyanizayii danux MOXCYmy 3HAUMU 3ACHO-
CYBAHHSL Y pO3POOYI ie0p Ma BIPHYATbHUX Ceped0sUly, Oe BUPILIATbHE 3HAUEHHA MAIOMYb 8UCOKA NPOOYKMUBHICMY 1 peanicmuy-
Hicmb modenosanta. Ompumani 6UCHOBKY MAKOHC MOXCYMb CLY2Y8amil OCHO80I0 015 ROOATLULUX 00CTIONCEHb, CHPAMOBAHUX
Ha onmumizayio npoyecie inmezpayii danux y 3D-modenosanni ma poswupenni GynkyionanoHux moxcausocmeii Unity 0ns
pobomu 3 pisHUMU Odicepenamit 2e0nPoCHOpPOsUX OAHUX.

Kntouosi cnoBa: 3D-wmoodenoganns, Unity, ceonpocmoposi dani, OpenStreetMap, MapBox, eisyanizayis ranowagmis,
iHmezpayia 0anux, onepayitina cucmema.

Bulhakova O. E, Ulianovska Yu. V., Riabovolenko V. A. Exploring the potential of Unity for integrating geospatial data
in 3D landscape modeling

This article explores the potential of the Unity platform for integrating geospatial data into the process of 3D landscape
modeling. The study specifically focuses on the creation of realistic 3D landscape models using open-source geospatial data
such as OpenStreetMap and MapBox. The research analyzes the main methods of integrating geospatial data into the Unity
environment, identifies the advantages and disadvantages of different approaches, and examines the role of operating systems
in supporting this process.
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To achieve the objectives of the study, several key tasks were undertaken: the selection and preliminary processing of geo-
spatial data from open sources, the adaptation of these data to Unity specifications through processes such as data conversion
and the normalization of elevation values, and the integration of the data into Unity using specialized tools like Terrain Tools
and Mapbox SDK. The study emphasizes the importance of optimizing these processes to ensure that Unity operates efficiently,
even when handling large datasets.

Particular attention was given to the methods used for data processing and visualization to achieve high performance.
Techniques such as Level of Detail (LOD) management, texture compression, and material optimization were employed, ena-
bling Unity to maintain stable operation even on systems with limited resources. The research further explores how different
operating systems can impact the performance and integration capabilities of Unity when managing large datasets. It was
found that while Unity s flexibility and robust toolset allow for effective geospatial data integration, the efficiency of the overall
modeling process is significantly influenced by the performance of the operating system and the optimization of Unity § settings
for specific use cases. These findings highlight the necessity of carefully selecting both the software environment and the data
processing methods to maximize the platform’s capabilities.

The results demonstrate that Unity is a powerful tool for 3D visualization, providing flexibility and support for various
data formats, enabling the creation of realistic and detailed landscape models Beyond its application in traditional fields such as
architecture, urban planning, and geodesy, the study reveals that the optimized models can also be effectively used in developing
immersive virtual environments for educational and training purposes. Such environments can leverage real geospatial data to
provide users with a more authentic experience, which is particularly valuable in fields like disaster management, military train-
ing, and environmental simulation. Additionally, the study suggests that the methods developed could be applied in the creation
of interactive applications that require the integration of real-world geographic data.

The practical significance of the findings extends to various industries, including not only architecture, urban planning,
and geodesy, but also the entertainment industry, particularly in game development and virtual reality applications where high
performance and realism are critical. The study s conclusions provide a solid foundation for future research aimed at optimizing
the processes of data integration and enhancing the functionality of Unity for handling a wider range of geospatial data sources.
Future research could also explore the potential of integrating real-time data streams into Unity models, allowing for dynamic
updates to landscapes based on current environmental conditions or other changing variables. This approach could significantly
enhance the realism and practical applicability of 3D models in various real-world scenarios, making Unity an even more val-
uable tool across different sectors.

Key words: 3D modeling, Unity, geospatial data, OpenStreetMap, MapBox, landscape visualization, data integration,
operating system.

IocranoBka npodaemu. TpusumMipae (3D) MonemtoBanHs JaHAMA(TIB € BXXIMBUM IHCTPYMEHTOM Y TaKUX
rajy3sx, SIK apXiTeKTypa, MiCTOOyqyBaHHs, reofe3is Ta po3poOka irpoBux gomaTkiB. Bucokosikicui 3D-moneni
JI03BOJISIIOTH €(DeKTUBHO Bi3yalli3yBaTH TEpUTOpii Ta MpUiMaTH OOIPYHTOBAHI PIlIEHHs OO0 IX MOAANBIIONO PO3-
BUTKY. OJJHUM 3 KJTFOYOBHX aCIEKTiB CTBOPEHHS TaKUX MOJEJCH € IHTerpallisi reonpoCTOPOBUX AaHUX, 30KpeMa
Kapr, TornorpagivHux 300paxkeHb Ta iHpopMaIii mpo iHYPacTPyKTypy.

[Inardopma Unity BuminseTses cepen iHCTpYMEHTIB i1t 3D-MonemoBaHHs 3aBISIKH CBOTH THYYIKOCTI Ta MOXK-
JUBOCTSAM poOOTH 3 pi3HUMHU (GopmaTamu AaHuX. [IpoTe mporiec iHTerparii reonpocTopoBux Aanux y Unity mae
HU3KY BUKJIMKIB. 30KpeMa, mpobiieMa moysarae B 3a0e3medeHHi CyMiCHOCTI ¢opMatiB AaHUX 13 BuMoramu Unity.
Hani 3 Takux mxepen, sk OpenStreetMap ado MapBox, MoxxyTh MaTu pi3Hi GopMaT, 1m0 HoTpedye J0AaTKOBUX
KPOKIB JIJIsl KOHBEpTAIlii Ta ajanTarrii.

[HIIOFO BasKJIMBOIO MPOOJIEMOIO € 3a0e3MEeUCeHHST PealiCTHYHOCTI MOJieNltoBaHHs. He3Bakaroun Ha TOTYXHi
iHcTpymMeHTH Unity, BUHMKAIOTh TPYJHOILI 3 TOYHUM BiATBOPEHHSM JAeTalel JTaHamadTy, 0COOIMBO AT BETHKUX
teputopiil. Lle 3arocTproeTbes uepe3 0OMeXeHICTh anapaTHOro 3a0e3MeUeHHs Ta PECypCH ONepaliifiHoi cucTeMH,
IO BIUIMBAE HA MPOMYKTUBHICTH MOJIEITIOBAHHSI.

OnTumizauis podounx mnpoueciB B Unity /Ui iHTerpallii reonpocTOpoOBUX TaHUX TaKOXK € KpUTUYHOI. Buko-
PHUCTaHHS CTaHAAPTHHX METOIIB OOpOOKH MaHWX MOXKE MPU3BECTH IO HAJMIPHOTO HABAHTAXKCHHS HA CHCTEMY,
0 BIUTMBAE HA CTAOIIBHICTh pOOOTH. 3aCTOCYBaHHS XK MEPEIOBUX aITOPUTMIB ONTHUMI3AIT JO3BOJISE MiABUIIUTH
SIKICTh MOJICITIOBAHHSL.

Ponp onepariitHoi cuctemu, sika miarpuMye poooty Unity, € 111e OJHUM BaXJIMBUM acCIeKTOM. BinnoBiHICTh
MK MOXKJIMBOCTSIMH OTIepAIliifHOT cHCTeMH Ta BuUMoramu Unity JIo anapaTHOTO 3a0e3eueHHs € KpUTHIHUM (PaKTo-
POM JJIsl TOCSATHEHHS BUCOKOI IPOTyKTHBHOCTI.

Takum 9uHOM, AOCHimKeHHS MoxJiuBocTed Unity /i iHTerparii reonpoctopoBux naHux y 3D-mopemnto-
BaHHI JAHIMA(PTIB € aKTyaJIbHUM 3aBAAHHSM, 10 MOTpedye BUPIMIEHHS MPpoOIeM CyMiCHOCTI, peaiCTHYHOCTI Ta
onTtuMizalii po6ouux MpoIeciB IS MiBUIIECHHS SIKOCTI Ta MPOIYKTUBHOCTI MOJICTIOBAHHSI.

AHaJi3 ocTanHix gocaigkeHb Ta myoaikaniii. OcTaHHI pOKM 0O3HAMEHYBAJUCS 3HAUHUM 3POCTaHHAM iHTep-
ecy J10 BUKopucTaHHs 3D-TexHONOTiH y pi3HUX raiy3sax, 30KpeMa B apXiTeKTypi, MicToOyyBaHHi, reoae3ii Ta exko-
JIOTIYHOMY IJIaHyBaHHI. 1le 3yMOBJIEHO PO3BUTKOM KOMII FOTEPHHUX TEXHOJIOTIH 1 301IBIICHHSIM AOCTYITHOCTI Bif-
MTOBITHOTO TIPOTpaMHOTO 3a0e3neueHHss. OTHUM i3 KIIOYOBUX HAMPSIMIB JOCIIKEHb € IHTErpallis FeonpoCcTOPOBUX
nanux y 3D-cepemoBuIna U1t CTBOPEHHS PEaliCTUIHUX MOJIEINEH, sIKi MOXKYTh OyTH BUKOPHCTAHI IS IUTaHyBaHHS,
aHaJTi3y Ta Bi3yalizallii TepUTOPIH.
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V 1[EOMY KOHTEKCTi BapToO BinsHauuTH poclimkenHs M. CwmiTa, mpucBsueHe iHTerpalii TeonpocTopoBHX
JAHUX 3 BIKPUTHX JKepel, Takux sk OpenStreetMap, Aist CTBOPEHHS TPUBUMIPHUX Mojenei. Y cBoil po0orti
aBTOP aHAJIi3ye MEePEeBary Ta HEJOMIKH IIUX JAHUX, 30KpeMa IX TOCTYMHICTh, TOYHICTh i MOXKJIUBICTh BUKOPUCTAHHS
JUTsI KOHKpETHUX 3aBAasb [1, c. 14]. JocmipKkeHHs TakoX MiAKPECIIIOE HEOOXIAHICTh TOTIePEeIHbOT 00pOOKH TaHUX
nepen ix iHTerpariero y 3D-momeni.

Cepen mporpaMHUX 3aco0iB, IO aKTUBHO BHKOPHUCTOBYIOTBHCS IUISL iHTErpallii TeompoCcTOPOBUX MaHUX,
MokHa Buniaut ['IC-cuctremu (Geographic Information System). Jocmimkenns I1. IBanosa ta K. binoro 3oce-
peIKeHe Ha aHalli3i MokIuBocTel Tpaaumiianx ['IC-niporpam, Takux sk ArcGIS Ta QGIS, mis 3D-Bizyamizariii.
ABTOpH BKa3yIOTh, III0 X0Ua I1i IPOTpaMH MAIOTh MOTYKHI IHCTPYMEHTH JUIsi 0OOpPOOKH reonpOCTOPOBUX JaHMX, 1X
MOXIIMBOCTI moA0 3D-Bisyasizarii 3aJIMIIal0TECS OOMEKEHUMH, 110 CTUMYJIIOE JOCTITHHUKIB O TOIIYKY HOBUX
pimens [2, c. 47].

Unity sk mutatdopma uia 3D-MonentoBaHHS IpUBEPTAE Aeani OlIble yBaru cepea AOCTiAHUKIB 3aBISKU
CBOil THYUYKOCTI Ta 3[aTHOCTI MiATPUMYBaTH pi3Hi Gopmaru maHux. Y gocmijxeHHi JI. [pexema akieHTyeThCs
yBara Ha BukopucTanHi Unity ans iHTerpauii reonpocTopoBUX IaHUX i3 Takux Jxepen, sk OpenStreetMap,
1 MOJabIIOT afganTarii IuX qaHux s poootu B Unity. ABTOpP TaKoXK aHai3ye BUKIUKH, TIOB’I3aHi 13 CYMICHICTIO
(dhopMariB aHUX, 1 MPOMOHYE METOAU JJIsA X BHUPIIICHHS, 30KpeMa BUKOPUCTAHHS CIEIiali30BaHUX aJrOPUTMIB
KOHBepTaii 3, c. 35].

Kpim Toro, 3Ha4Ha yBara npuailisieTbCs JOCTIKSHHAM MpoaykTHBHOCTI Unity pu po0OoTi 3 BETUKUMH 00Cs-
raMH TeONpPOCTOPOBUX gaHuX. Y poboti M. [lerpoBa Ta O. CuopeHka 3a3Ha4aeThes, M0 ePEKTUBHICTE POOOTH
Unity 3Ha4HOIO MipOIO 3aJISKUTh BiJl ONEPalliifHOl CHCTEMH Ta anapaTHOTO 3a0e3MeUYeHHs, 110 BUKOPUCTOBYIOThCS
JUIs OOpOOKH TaHWX. ABTOPH NPOBOAATH CEPil0 €KCIEPHMEHTIB, MOPIBHIOIOUN MPOAYKTUBHICTH Unity Ha pi3HHX
OTIEpAIifHUX CUCTEMaX, 1 POOJIATH BUCHOBKH PO ONTUMAJIbHI HAJIAIITYyBaHHSI IJIAT(OPMHU Ta OIIEPAIiHOT CHCTEMHU
JUTS T ABUILEHHS TPOAYKTUBHOCTI [4, ¢. 61].

Oxpemo BapTo BiA3HAYUTH poOOTH, MPUCBSUEH] MPOOIEMi peaslicTHIHOCTI Bizyauizauii tanamadTiB y Unity.
Hocnimxennsa C. bpayna nokasye, mjo xoua Unity Ma€ MOTY>KH1 IHCTPYMEHTH JJIs1 CTBOPEHHS TPUBUMIPHUX MOJIe-
e, mpobieMa moJsirac B TOYHOMY BIATBOPEHHI IeTaliei TaHaAmad Ty, 0COOIMBO MPU MOJEITIOBAHHI BEJTHKHX TEPH-
TOpiii. ABTOp NMPOINOHY€E BUKOPUCTAHHS aJTOPUTMIB ONTHMI3allii Ta Creliani30BaHuX 0i10J1i0TeK, 110 J03BOJISIOTH
MIBUINMTH JeTali3amito Mojeieii 6e3 3HauHOTro 301IBIIICHHST HAaBaHTaXXEHHS Ha cucTeMy [5, c. 29].

TakuM YHMHOM, aHAJI3 OCTaHHIX JOCIIPKEHb MTOKA3Ye, 10 IHTETpailis reonpocTopoBux naHux y Unity € akTy-
AIBHOI0 TEMOIO, SIKa MPHUBEPTAE yBary JOCIIIHUKIB i po3poOHWKiB. He3Bakatoun Ha 3HAYHI JOCATHEHHS B il
rairy3i, 3aJUIIA0THCS BIAKPUTUME TUTAHHS, TTOB’A3aHi 3 OIITUMI3aIli€I0 MPOIIECiB IHTErpaIlii Ta Bizyaizailii, miBu-
HIEHHSM NMPOXyKTUBHOCTI podoTH Unity, a TakoX 3a0e3MeUEeHHSIM BUCOKOI SIKOCTI Ta peajlicThaHocTi Mozeneit. Lle
MiJIKPECITIOE HEOOXAHICTh MOJANBIINX JOCTiIKEHb 1 PO3POOKHA HOBUX IiJIXOIB, SIKi JI03BOJSATH €()EKTUBHO BHKO-
pucroByBatu Unity amst ctBopenHst 3D-Mmopeneit nanamagTiB 3 BUKOPUCTAHHSIM I'€ONPOCTOPOBHUX JTAHUX.

MeTo10 CTATTI € TOCIiIKEHHS MOXKIIMBOCTEN BUKOpUCTaHHA mardopmu Unity 11 iHTErpalii reornpocTopo-
BuX naHux y 3D-monentoBanHi nanmmadrie. OCHOBHA 3a/a4a MOJIATAE B aHAII31 METOMIB 00poOKH Ta Bizyasizarlil
TeoNpOCTOPOBHX MaHHUX y Unity UL CTBOPEHHS PEAiCTHYHHX Ta JETali30BaHUX MOJeNel JaHamadTiB, aHami3i
TEXHIYHHMX aCIMEKTiB, 110 BIUIMBAIOTh HA SKICTh 1 MPOAYKTHUBHICTh MOJECITIOBAHHS, 30KpeMa CYMICHICTh (hopMariB
JaHuX 1 onTuMizamis poooTu Unity. [ ToCATHEHHS METH HEOOX1THO PO3B’sA3aTH TaKi 3a/ayi:

— 3IIACHUTH BUOIp Ta MiJITOTOBKY T'€OMPOCTOPOBUX JIAHUX 13 BIIKPUTHX JHKEPEIT;

— ajanTyBaTH JaHi 1o crenudikarnii Unity Ta iHTETpyBaTH iX y CEpeIOBHINE MOJICITIOBAHHS,

— ONTHUMI3yBaTH IIporecu 0OpoOKH Ta Bisyasizallii Moaesnel st 3a0e3me4eHHs BUCOKOI IIPOAYKTHBHOCTI.

BukJiag ocHOBHOro Matepiaiy

Budip Ta miaroropka reonpocTopoBux AaHUX. [lepmumM etanom HociiKeHHS € ineHTHdIKaIlis Ta BUbip
BIJIMOBIIHUX JDKEPEI T€ONPOCTOPOBUX JaHUX, SIKi BUKOPUCTOBYIOTHCS JIJs cTBOpeHHs 3D-moxeneit nanmmadris
y Unity. OcHOBHa yBara mpuIUIsIacs BIJKPUTUM JDKEpesaM JaHuX, 10 3a0e3NneuyloTh BUCOKY JeTallizaliio Ta
aKTyanbHicTh iH(popMmarii. Cepen Takux mxepen Oynu oopani OpenStreetMap (OSM) Ta MapBox.

OpenStreetMap € oHUM 13 HAHOUTBIIKMX 1 HAWBIOMIIIMX JPKEPEN BiIKPUTHX I€ONPOCTOPOBHX JaHUX, Ha/la-
FOUHM JIOCTYN JIO IIUPOKOTO CIeKTpa iHdopmalii npo Tonorpadito, iHOPACTPYKTYPY, JTOPOKHIO MEpPEXY, BOIHI
pecypcu Ta iHmIi eixeMenTH Janamadry [6]. Lli nani noctymHi y pizHux Gopmarax, Bkitodarodn popmar GeoJSON,
SIKHIA JIETKO 1HTErpy€eThCs B Pi3HI mardopmu, 3okpema Unity [7]. OqHak nepen BUKOPUCTAHHSM IIi JIaHi OTpeoy-
FOTh TIOTIEPEAHBOT 00pOOKH TSt 3a0e3MeUeHHs iX cyMicHOCTi 3 Unity.

MapBox Takox Hajae IOCTYI A0 T€ONPOCTOPOBUX AAHUX, SIKI MOKYTh OyTH BHKOPHCTaHI JJIi CTBOPCHHS
TPUBUMIpHUX Mopenel. MapBox Hamae MmoTyXHiI iHCTpyMeHTH Ui poOoTu 3 KapTorpadidHoro iHdopmariero,
BKJTIOUAIOYM MOXKIIMBOCTI Bi3yaustizarii qaHux Ta ix iHterpauii B Unity uepe3 MapBox SDK [8]. Lleit incTpymMeHT
JIO3BOJISIE 3aBaHTAXXKyBaTu i 00poOsaTH KapTorpadivni nani 6esnocepeanbo B Unity, 110 3HAYHO CIIPOIIYE MPoOLIEC
CTBOPEHHS MOJIENEH.

[icns BuOOpy mKepen gaHux Oyra mpoBeAeHa monepeaHs 00pooka, sika BKIIFoYaia KOHBEPTAIIo TaHHX Y Gop-
Mary, mo marpuMyrotees Unity. Hampuximan, nani 3 OpenStreetMap Oymu xonBeproBaHi y gopmar GeoJSON,
0 JTO3BOJIHIIO JIETKO iMITOpTyBatH iX y Unity 3 MiHIMaJIBHOIO BTPATOIO TOYHOCTI Ta aertam3aii [9]. Okpim Toro,
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OyJIM 3aCTOCOBaHI aJrOPUTMU OYMIICHHS JaHUX, IO TOTIOMOIIIA YCYHYTH MTOMUJIKH T4 HETOYHOCTI B OPUTTHATBHUX
JAHHX.

ITonepeanst 0OpoOKa JaHMX TAaKOXK BKIJIIOYANIa aJalTalil0 BUCOTHUX MoOJeNed 1 penbedy, AKi € KIOUOBUMHU
KOMITOHEHTaMH JIJIs1 CTBOPEHHS peaslicTUYHUX JaHamadTiB. BucotHi nani Oynu interpoBani B Unity yepes iHCTpY-
MentH Terrain Tools, o0 HO3BOJIUIIO CTBOPUTH TPUBUMIPHUH penbed 3 BUcOKo TouHicTio [10]. Li mani Oymn
MOTIEPEeIHHO HOPMAITi30BaHi Ta IMiATOTOBICHI I 3a0e3MeueHHsI IXHFOT0 HaJIe)KHOTO BimobOpaxeHHs B 3D-cepen-
opuii Unity.

Takum 9rHOM, e€Tar BUOOPY Ta MiATOTOBKH T'€ONMPOCTOPOBHX JAaHUX 3a0€31eUnB HAIIHY OCHOBY JIJIS TTOAITh-
IIMX eTaliB JOCIiKEeHHs, 30KpeMa Jiisl iHTerparii nux nanux y Unity Ta cTBopeHHs peanicTHaHuX 3D-moneneit
nma"amadTis.

AnanTauia faHux Ta interpauist B Unity. [licis BuGopy Ta monepenapoi o0poOKH TeonpoCcTOpoBUX JAHUX
HACTYITHUM €TaroM JOCHI/DKEHHS CTaJlo iX iHTerpyBaHHS B cepefoBuie Unity. Llei mpouec BKIo4aB JeKiIbKa
Ba)KJIMBUX KPOKIB, TAKHX SIK aJaNTallis 1aHuX A0 crnenudikaniit Unity, BUKOPUCTAHHS CIELiali30BAHUX IHCTPYMEH-
TiB 1 IJIATiHIB, a TAKOXK 3a0€3MEUCHHSI HAJIS)KHOTO BifoOpakeHHs JaHAmadTy 3 BACOKOI TOYHICTIO.

Jna inrerpauii nanux B Unity Oynu BUKOpHCTaHi creliaji3oBaHi iHCTpyMeHTH, 30kpeMa Terrain Tools Ta
Mapbox SDK mnst Unity. Terrain Tools € mOTy)KHUM iHCTPYMEHTOM, SIKAH ITO3BOJISIE CTBOPIOBATH Ta pearyBaTd
penbedu Oe3nocepenrbo B Unity. BUkoprcTaHHS IIbOTO iHCTPYMEHTY 3a0e3Ieuye TOUHE BiITBOPEHHS Tormorpadiy-
HUX JIAaHHX, TO3BOJISIFOYM CTBOPIOBATH CKJIAMHI JIAHAMAPTH 3 PI3HUMH piBHAME neTanizanii [10].

Mapbox SDK mis Unity Hamae po3poOHHMKaM MOXIHUBICTH IHTErpyBaTH NaHi 3 Mapbox Oe3nocepenHno
y cBoi npoektu. et SDK miaTpumye 3aBaHTaXKeHHs Ta BiOOpaXeHHs KapTorpadiYHUX JAHUX, TAKUX K JOPOXKHI
Mepexi, OynmiBii, BogoiMu Ta iHm eneMeHTH, y 3D-cepemoBumi Unity [8]. BuxopucToByrour Iiei iHCTPYMEHT,
OyJ0 MOXKJIMBO 3aBaHTaKyBaTH Ta Bi3yasi3yBaTH KapTorpadidHi JaHi B peanbHOMY Haci, M0 3a0e3MeUmIo BUCOKY
TOYHICTH 1 peaiCTUYHICTh MOJIETICH.

IIpu inTerpauii nannx y Unity BUHHUKIM TE€BHI BUKIWKH, MOB’A3aHi 3 HEOOXiJHICTIO ajanTauii AaHUX IO
cneuudikaniit miei miarpopmu. Jani, orpumani 3 OpenStreetMap Ta Mapbox, criouatky Oyiu MiATOTOBJICHI AJIs
BukoprcTanHs B Unity nuisxoM KOHBepTalii y GopmaTw, 1o miATpUMYIOThCS TuiaTdopmoro, Taki sk GeoJSON [7].
Kpim Toro, HeoOXigHO Oyii0 3a0e3MeUnTH BiAMOBIAHICTS KOOPAMHATHOT CUCTEMH JaHUX cucTeMi koopauHar Unity,
sIKa BUKOPUCTOBY€E CHCTEMY KOOPAWHAT Ha OCHOBI METPHYHHX OJMHUIIb.

JUIS NOCATHEHHS PealliCTUYHOCTI BimoOpakeHHs JaHAmadTiB Oyld BUKOPHCTaHI METOIW HOpMai3arlil
BHCOTHHUX JaHux. Llell mpoliec BKIIOYaB MEepeTBOPEHHsS] BUCOTHUX 3HA4YeHb B MacmITall, 10 BiJMOBiIAa€ METPHIIi
Unity, u1st 3a0€31e4eHHS KOPEKTHOTO BiATBOpeHHs penbedy. OcobiuBy yBary Oyiio MpUIUICHO JeTani3allii JaH-
mraTiB, 30KpeMa BiToOpaXeHHIO TPCHKUX MacHBiB, PIUKOBUX CHCTEM Ta IHIIHMX CKIAJHHUX CJIEMCHTIB penbedy [9].

OnHUM i3 KITIOYOBHUX ACTIEKTIB YCIIIIHOI IHTETpallii reonpocTopoBUX AaHUX B Unity € 3a0e3MeYeHHS TOUHOCTI
BifoOpaskeHHs TaHamadris. s nporo 6ynu 3actocoBaHi Meroan OararopiBHeBoi aeramnizanii (LOD), mo no3Bo-
JISIOTh 3MEHIIUTH HABaHTA)KEHHS Ha CHCTEMY LUIAXOM aJanTalii KITbKOCTI MOJITOHIB 3aJI€KHO BiJl BIACTaHIi 10
o0’exra [11]. Bukopucranus LOD po3Bonuio gocarta 6anaHcy Mik IPOAYKTUBHICTIO Ta SIKICTIO BiTOOpaXKeHHs,
IO € KPUTHYHUM TIPH CTBOPEHHI BEIUKHX Ta CKIaTHUX MOJEIei TaHamadTiB.

TakuMm 4rHOM, aanTallist reOnpOCTOPOBUX MAaHUX Ta IX iHTerpamis B Unity BUMaraim KOMIUIEKCHOTO MiIXOLY,
BKJTFOYAFOYH BUKOPUCTAHHS CIICIiali30BaHUX 1HCTPYMEHTIB, afanTaIliio JaHuX Jo crenudikariii Unity Ta 3a0e3re-
YEeHHS BUCOKOT TOYHOCTI Ta PEaiCTHIHOCTI BiIOOpaKeHHS JTaH{IIadTiB.

OnTumizauisi npoueciB 00podku Ta Bizyanizauii. Ha npoMy erami nociimpkeHHs: OCHOBHA yBara Oyiia npu-
JlJIeHa onTUMi3allii mporeciB 06poOKu Ta Bizyauizallii reonpoctopoBux nanux y Unity. BpaxoByrouwn, mo pobora
3 BEJTMKUMH 00CSTaMH JaHMX MOKE 3HaUHO BIUIMBATH HA MIPOAYKTUBHICTH CHCTEMH, OyJIM 3aCTOCOBAHI Pi3HiI METOAN
onTUMi3allii, CIPSIMOBaHi1 Ha 3MEHIICHHS! HABaHTA)KEHHS Ha arlapaTHi pecypcH Ta 3a0e3reueHHs IIaBHOCTI poOoTH
Unity miji 4ac CTBOpEHHs Ta BifoOpaskeHHs: 3D-Mozeneit nanamagTis.

OpHUM 13 KITIOUOBUX METOZIB ONTUMIi3allii, BAKOPUCTAHUX Y TOCIHIKEHHI, € 3aCTOCYBaHHS PiBHIB eTami3amii
(LOD). LOD no3Bossie fUHAMIYHO 3MIHIOBATH KiJIBKICTh MOJITOHIB, 110 BUKOPUCTOBYIOTHCS AJISl BiTOOpa)KeHHs
00’€eKTa, 3aJIe)KHO BiX BifcTaHi 10 KamepH. Lle 3HaYHO 3HIKYE HaBaHTa)KEHHS Ha rpagidHU Mpoiecop, 0COOIHBO
i 9ac poOOTH 3 BEIMKHMH JIaHIIIAa(TaMu, Je BaXIJIMBO 30epiraTd BHCOKY MPOAYKTUBHICTH 0€3 BTpATH SKOCTI
BimoOpakeHHs Ha Onm3bKii BincTani [11].

VY nmocnimpkeHHi Oylid HallaIITOBaHI KijibKa PiBHIB JeTai3allil st KOXHOTO THITY 00’€KTiB, 30KpeMa sl eJie-
MEHTIB JIaHAMAaTY, TAKUX SIK TOPH, Jicu Ta Oyximi. Lle 103BOIMIIO0 3MEHITNTH KUTBKICTh PEHACPUHTY Ha 00’ €KTaxX,
K1 3HAXOSTHCA JTAEKO BijI KAMEPH, 1 BOJHOUYAC 30€pEerTH BUCOKY SKICTh 300pakeHHS Ha 00’ €KTaX, SAKi po3Talllo-
BaHi Onmxye.

[HII0F0 BaXJIMBOKO YACTUHOK ONTHUMIi3allii 6yno 3MCHILICHH HABAHTAKCHHA HA CHCTEMY 3 PaXyHOK ONTH-
Mizamii TEKCTYp i MaTeplaJ'[lB Y upomy qociikeHHi 0yl10 BUKOPUCTAHO KUTbKA METOAIB KoMIpecii TEKCTYD, o6
3MEHIINTHU IXHIl po3Mip Oe3 3HaYHOI BTpaTh SKOCTi. Lle 103BOMMIIO 3MEHIIMTH BUKOPUCTAHHS MaM’ATi 1 MPUCKO-
puTH 3aBaHTaXeHH: cueH y Unity.

Takox Oysa 3miCHEHa ONTUMI3allisi MaTepiaiB MIITXOM 3MEHIIICHHS KUTbKOCTI IISHIEPiB Ta BUKOPUCTAHHS
cTaHmaptHuxX MarepiamiB Unity, 110 3MEHIIWIO KIIBKICTh OOYHMCICHB, SKi HEOOXiTHO BHUKOHATH TpadidHOMY
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IpoIecopy. 3aBIsSKU [IbOMY BIAIOCS JOCSATTH 3HAYHOTO TOKPAIIEHHS IPOIYKTUBHOCTI 0€3 CYyTTEBHUX BTpAT Y Bi3y-
AJbHIN SKOCTI.

JlocsirHEeHHs ONTUMAJIBHOTO OaIaHCy MiX IMPOAYKTUBHICTIO Ta SKIiCTIO BiOOpaXkeHHs OyJI0 OJHUM i3 TOJIOB-
HUX BUKIIMKIB I[HOTO JOCIiPKEHHS. Y X011 ONTUMIi3arlii Oyo mpoaHalii3oBaHO KiJIbKa BapiaHTiB HaamTyBaHb Unity,
30KpeMa IapaMeTpH BIATBOPCHHS TiHEW, OCBITIICHHA Ta BinOuTTiB. [lapamerpu Oynau HajdamTOBaHI TAKUM YUHOM,
00 3a0e3MeYnTH IUIaBHY pOOOTY HONATKy HaBiTh HA CHCTEMAaX 3 0OMEKECHHMH pecypcaMu, 30epirarods IpH IbOMY
MPUIHATHY SKICTh Bi3yali3allii.

Oco0muBy yBary OyJio IpHIiIEHO HAJAMTYBaHHIO TIHEH, OCKIIBKHM BOHA MOXYTh 3HAYHO BIUIMBATH Ha IMPO-
IYKTHBHICTh. Bynu BunipoOyBaHi pi3Hi THITH TiHEH, TaKi SK peaiCTUYHI TiHi 3 BUCOKOI PO3IILHOO 3JATHICTIO JUIS
OMKHIX 00’€KTIB 1 MPOCTIIlI, OUTBIIT PO3MUTI TiHI JJIS JANbHIX 00’ €KTiB. Lle 103BOMMIIO 3MEHITUTH HABAHTAKCHHS
Ha CHCTEMY 1 MATPUMYBATH CTaOUIbHY YaCTOTy KaJpiB.

@DiHaTbHUM €TamnoM omnTuMizaimii Oyo TecTyBaHHS NMPOAYKTHBHOCTI Ha PI3HUX amapaTHUX IDIaTdopMax,
BKJTIOUAIOYH SIK OTY>KHI po0OUi CTaHIIi1, TaK 1 MEHIII IPOAYKTUBHI MOOUIBHI mpucTpoi. TecTu nokaszanu, 1o Hajda-
ITYBAHHS, 301MCHEeHI i 4ac onTUMi3allii, 3a6ezneqy}0TL ctabinbHy poboty Unity He3asexHo Bix miatrgopmu. Ha
OCHOBI pe3yJ'ILTaT1B TECTyBaHH 6ynn BHECEH1 OCTAaTOUH1 KOPUT'YBaHHS O HAJIAIITYBaHb, 100 3a0€3MeYnTH MaKCHU-
MaJIbHY CYMICHICTB 1 HpOI[yKTI/IBHICTB Ha PI3HUX TIPHCTPOSIX.

TakuM YUHOM, TIPOBEACHI 3aX0IH 3 ONTUMI3AIii JO3BOJIUIN 3HAYHO IiIBUIIUTH €(peKTUBHICTE podotu Unity
MpY CTBOPEHHI Ta BimoOpaxkeHHi 3D-monene nanmmadris, 3a0e3meuyroun MmiaBHy i cTabibHYy poOOTY HaBiTh
y CKJIaTHUX CIICHAX 3 BEIMKUMH OOCSTaMH JTaHUX.

TecTyBaHHS Ta oUiHKA sIKOCTi MoaeJeii. [Ticis 3aBepieHHsI €TaliB MirOTOBKH, aJanTallii Ta onTuMizarii
reoNpOCTOPOBUX JaHUX y cepenonuiii Unity, o0CHOBHA yBara 6yna 30Ccepe/KeHa Ha TeCTYBaHH1 cTBOpennx 3D-moze-
nen naH):[ma(leB Meroro 1poro erarty OyJ10 OLIIHUTH TOYHICTh BiATBOPEHHSI T€OMPOCTOPOBUX AAHUX, peamcmqmcu
BisyaJtizallii, a TAKOX MPOAYKTUBHICTh poOoTH Unity rmpu BioOpakeHHI CKIaIHUX JaHAA]TIB y peaJbHOMY Yaci.

OpHUM 13 KITIOYOBHX acCIIEKTiB TECTyBaHHA Oyja MepeBipka TOUHOCTI BIATBOPEHHS T'€ONPOCTOPOBHUX JaHUX
y Unity. {11 1bOoro BUKOPUCTOBYBaJIKCh OpUriHaibHI AaHi 3 OpenStreetMap Ta MapBox, siki Oyiiu nopiBHAHI 3 KiH-
ueBumu 3D-mopensamu, crBopernmu B Unity. OcoOmuBa yBara npuaisuiacs mepeBipili BiIHOBIAHOCTI KOOPAMHAT,
MacITady i MponopIii 00’ €KTIB Yy MOJIEI peabHUM JTaHUM.

115 mpoBeIeHHS IILOTO TeCTYBaHHs OyJIM BUKOpHCTaHi BOynoBaHi iHcTpyMeHTH Unity, IO JO3BOJISAIOTH TOYHO
BHMIPIOBAaTH BiJICTaHI MiXK 00’€KTaMH Ta OIIHIOBATH iX po3mipu. [TopiBHSIHHS MOKa3aJio, 10 BIAXUICHHS MK OpH-
riHALHUMY JTaHUMH 1 MojenssmMu B Unity € MiHIMaJIbHHMH, IO MIATBEPIKYE BUCOKY TOYHICTh aJanTalii Ta iHTe-
rpaiii naanx. OJHaK y JesIKUX BUIaIKkaX Oy/Id BUSBIICHI HE3HAYHI BiIXUJICHHS, ITOB’sI3aHi 3 KOHBEPTAIIEF0 KOOPIH-
HaTHUX CHCTEM i HOpMaJIi3ali€l0 BUCOTHHUX JTaHHX.

HactynHuM BaXITHBHM eTaroM Oyno OI[iHIOBAaHHS PEaliCTUYHOCTI CTBOpPEHUX Mopeneit nanamadTis. s
1bOT0 OyIM MPOBEAEHI Bi3yalibHI TECTH, IO BKIIIOUAJIM MOPIBHSIHHS 300paskeHb Mojelieil 3 peanbHuMH (OoTorpa-
(isMu MicueBOCTeH, AKi BOHM BiATBOproBaiu. OLiHIOBAINCS TaKi apaMeTpH, K AeTaji3alis penbedy, TEKCTypu
MMOBEPXOHb, OCBITJICHHS 1 TiHi, @ TAKOXK 3arajbHa SKICTh Bizyalizalii.

J11s1 moKpaIeHHs pealiCTHIHOCTI OYIIN 3aCTOCOBaHI TaKi TEXHIKHY, SIK JHHAMIYHE OCBITICHHS, BiJOOpaKeHHS
BiIOJTMCKIB 1 TIHEH, a TAKOXK HAJIAIITYBaHHS NISHEPIB /TS BiITBOPSHHS TEKCTYP MOBEPXOHb. TeCcTH mokasaiu, 1o
3aCTOCOBaHI METOIH JIO3BOJIWIN JOCATTH BHCOKOTO PiBHS PEaiCTHYHOCTI, 0 POOUTH MOAEI MPUAATHUMH IS
BHKOPUCTAHHS B JIOJIaTKaX, Ji¢ BaKJIMBA Bi3yallbHa TOYHICTh, HANPHKIIAJ, B apXiTEKTYPHOMY NPOEKTyBaHHI a0bo
BIpTYQJILHUX Typax.

OKpiM OIIIHKM TOYHOCTI Ta PEaNiCTUMHOCTI, BAXKJIMBUM aCIIEKTOM OyJio TecTyBaHHS MpOoAyKTUBHOCTI Unity
i yac poOOTH 3 BEIMKUMHU JTaHAIIa(GTHIMU MozesiMU. Byro poBeaeHo cepiro TecTiB Ha Pi3HUX alapaTHUX IUIaT-
(opmMax, BKJIIOYAIOUH K BUCOKOIIPOAYKTUBHI po0O0Ui CTaHIIi{, TaKk i MOOITBHI IPUCTPOT 3 0OMEKEHUMH PECYypPCaMU.

TecTu BKIIOYAIN BUMIPIOBAaHHS 4acy 3aBaHTaXKEHHS Mojelel, uactotu kaapiB (FPS) mix yac pennepusry,
a TaKOX 3araJlLHOr0 BUKOPHUCTaHHS PECYpCiB CHCTEMH, TaKuX SIK MaM’sITh 1 mpouecop. Pe3ynsraTi mokasanu, 1o
3aCTOCOBaHI METOIM onTuMi3alii, 30kpeMa piBHi getamizauii (LOD) i onTuMizamis TEKCTYp, 103BOJIMIM 3HAUYHO
MiABHUIIUTH IPOTYKTUBHICTE, HABITH HA CUCTEMAaX 3 OOMEKCHUMH PECYPCaMH.

30kpeMa, Ha MOOITEHUX TPUCTPOSX BAAJIOCS JOCATTH CTa0impHOI 9acToTH KazapiB Bume 30 FPS, mo € mpu-
WHATHUM TSI OITIBIIOCTI JIONATKIB, TIOB’s3aHUX 3 Bizyarizaliero manamadTis. Ha moTyXHHX poOOYMX CTaHIisAX
MPOAYKTUBHICT OyJIa Iie BHUIOI0, 3 YaCTOTO0 KajpiB oHan 60 FPS npu peHnepuHry BETUKUX 1 CKIIaTHUX CIICH.

3araibHa OITiHKA SIKOCTI CTBOPEHHMX MOJIEICH BKJIFOYAIa 3BaXKyBaHHS Pe3yJIbTaTiB yCiX MPOBEIACHUX TECTIB.
[Ticns 3aBepIIeHHS BCiX €TaliB TECTYBaHHS MOXKHA 3pOOHTH BHCHOBOK, IO po3pobneHi 3D-moxpeni rmanamadris
y Unity BiAMOBigar0Th BUCOKUM CTaHAAPTaM TOYHOCTI Ta PEaNliCTUIHOCTI, a TAKOXX IEMOHCTPYIOTh BHCOKY ITPOIYK-
TUBHICTh Y PI3HHX YMOBax eKcrmyaTaui'l'

3aBasku TMPOBE/ICHIM ONTUMI3ALISAM 1 HAJIAIITyBAHHAM Unity, mogeni MOXYTh 6yTI/I BUKOPHUCTAHI B plSHI/IX
ray3sx, TaKuX SK apXiTeKTypa, MiCTOOYIyBaHHs, T€0AE3is, a TAKOXK B lHL[yCTpll po3Bar i BipTyajbHOI peaqbHOCTI.
TecTyBaHHS TaKOX [1OKA3ajo, L0 3allPONOHOBAHI MIIXOAU A0 IHTErpauii reornpocTOPOBUX AAHUX MOXYTh OyTH
YCIIIIHO 3aCTOCOBaHI /I CTBOPEHHSI PEaTiCTUYHMX 1 JeTalli30BaHUX MoJeleH, siKi e(DeKTUBHO MPAaIfoI0Th HABITh
Ha IU1aThopMax 3 0OMEKCHIMH PECYpCaMH.
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BucHoBku. Pesynbratu gociiKeHHs TPOAEMOHCTPYBaH, 1o Tatgopma Unity € eeKTHBHIM iHCTPyMEH-
TOM JUISL IHTETpalii TeonpOCTOPOBUX JaHUX y mpoueci 3D-monentoBanHs naHAmadTiB. BUKopuCcTaHHS BiIKPUTHX
JDKepen naHux, Takux sk OpenStreetMap Ta MapBox, y moetHaHHI 3 HaJI€KHOIO MiTOTOBKOIO Ta IaNTAIlEr0 [IUX
nanux jo crienudikaiiii Unity, J03BOJIHIO CTBOPUTH BHUCOKOSIKICHI Ta peasiCTUYHI MOeli. 3aCTOCOBaHI METOIU
ONTHMi3alii, 30kpema piBHi aetamizanii (LOD) Ta onTumizamis TEKCTyp, 3a0€3NEUHIN BHCOKY MPOXYKTHBHICTH
1 crabinbHIcTh po6oTH Unity HaBiTH Py POOOTI 3 BETUKUMU 00CATaMH JaHUX 1 HAa PI3HUX anapaTHUX miardopmax,
BKJTFOYAr0YH MOO1IbHI MprcTpoi. TecTyBaHHS MoKa3aio, mo oTpuMani 3D-Mo/eli MaroTh BUCOKY TOYHICTh BiITBO-
PEHHSI Ta pealliCTUYHICTh Bi3yallizallii, 0 poOUTh iX MPUIATHUMH JJIs1 BAKOPUCTAHHS B TAKHX Tally3sX, sIK apXiTeK-
Typa, MiCTOOYy/TyBaHHS, Te0Ie3is Ta BipTyajbHA peabHICTh. 3arajoM, J0CHiKSHHS MiATBEPIUIIO MEPCIIEKTUBHICTD
Unity sk yHiBepcanbHOi IaT¢OopMHy IS CTBOPEHHS iHTEPAKTUBHUX 1 BUCOKOSKICHUX Mozeseil Janamadris, mo
MOXYTb €(peKTUBHO 3aCTOCOBYBATHUCS B Pi3HUX cepax.

[Tonpu KOCSTHYTI pe3yabTaTH, € KiNbKa HAIPSAMKIB, IKi MOTPeOyIOTh MOJATBIINX AOCITiIKEHb!

1. Xoua BUKOpPHUCTaHiI METOAU ONTUMI3allii MOKa3aJu CBOIO €(EKTUBHICTh, MOAAMBII JOCTIPKCHHS MOXYTh
OyTH cpsIMOBaHI Ha BIOCKOHAJIEHHS aJIrOPUTMIB OOpOOKH JAaHUX Ta ONTHUMI3allil0 PEeHAEPHHTY, OCOOINBO IJIs
BEJIMKUX JaHAmAadTHUX Mojesel abo Mozeseid 3 BUCOKOIO JIeTali3ali€lo.

2. V MaliOyTHIX TOCTIHKEHHIX MOKHA PO3TIIHYTH IHTETPAIIif0 TOJATKOBHUX KEPEIT TEOIPOCTOPOBUX JAHUX,
TaKHX SK CYyIyTHHKOBI 3HIMKHU a00 AaHi 3 0e3miIoTHUX JiTansHuX amapatiB (BI1JIA), mo 103BoauTh 1ie OibIie
MIJBUINATH TOYHICTB 1 peaiCTUIHICTh MOZEIICH.

3. [lepcrieKTHBHUM HANPSIMKOM € JIOCIHIIKCHHS MOXJIMBOCTEH IHTEPaKTHBHOCTI CTBOPEHHX MOAENIEH,
30KpeMa JIOJIaBaHHSI CIICHAPITB MOBEIIHKH, CUMYIIALIIT MPUPOTHUX MPOIIECIB, TAKUX K 3MIHU KIliMaTy abo pyX BOJIH,
10 MOXe OyTH KOPHCHUM JIJISl €KOJIOTIYHOTO TUTAHYBAHHS Ta JIOCIIKEHb.

4. INopanpin JOCTIHKEHHS MOXYTh 30CEpEIUTHCS HA aJanTallil po3pobIeHnX Mopaenel [ist cnenngiqHux
rajy3ei, Takux fK BiChbKOBE TUIaHYBaHHA, PO3po0Ka irop abo OcBiTa, 0 BUMaraTuMe po3poOKH HOBHX MiIXOJIB
JI0 IHTerpaIlii Ta ONTUMI3allii TeOMPOCTOPOBUX JIAHUX.

OTxe, OTpUMaHi pe3ylbTaTH € BKIHMBAM KPOKOM Y PO3BUTKY METOOJIOTIT iHTErpallii reonpoCTOPOBHUX JaHIX
y 3D-monemtoBanHs Ha rargopmi Unity. [loganenn ToCHimKeHHS y IEOMY HAIPSMKY JO3BOJSTH PO3IIMPHUTH MOXK-
JIUBOCTI TUIAT(HOPMH Ta 3a0e3MeUnTH 11 ePeKTHBHE 3aCTOCYBAaHHS Y IiIe OUTBII IIMPOKOMY CIIEKTPI ramy3en.
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HOKPAIEHHSA PO3II3BHABAHHSA CTPYKTYPOBAHOI'O TEKCTY
HEMPOHHOIO MEPEXXEIO YOLO

Y oaniii pobomi posensoaemuvca nioxio 0o nokpawjentsa po3nisHAarHHA CMPYKMYpOSaH020 MeKcmy 3a 00nomMo2010 inme-
epayii neviponnoi mepexci YOLO (You Only Look Once) ma mexnonoeii OCR (Optical Character Recognition). Memoio po6omu
€ 00CTi0NHCeHHsT MOodCIUBOCMel NIOBUWEHHS eeKMUBHOCII PO3NIZHABAHHS CIPYKINYPOBAH020 MEKCMY ULTAXOM iHmeepayii
mooeni YOLO 3 mexronocieo OCR, a maxodic cmeopeHHs agmomMamu308aroi inghopmayitinoi cucmemu 015 8UAGTEHHs MEKCMO-
8UX 00 €KMig Ma ix NOOATLULO20 POINIZHABAHHSL, WO O0360/IA€ NIOBUUUMU eheKMUBHICIb 00POOKU CIPYKITYPOBAHO20 MEKCHT).

Asmopamu 3anpononosano apximexmypy 6a2amonomoxoeoi Mooeni, wo UKOPUCIOBYE PeKypeHmHI ma 080- ma mpu-
BUMIPHI 320pMK08I HelipoHHi Mepedici. Pospodnene npozpamue 3abe3neuents, wjo pearizye aneopummu 004UcIenHs ONMUYHO20
NOMOKY Ma HACMOMHO20 AHANI3ZY CUMBONIE, Hanucane Ha Mogi Python i3 euxopucmannam 6ioniomex Ultralytics, Pytesseract,
Python Image Library ma gpetimsopky seb6-dodamxis Flask. Inmepeetic peanizosarno 3a donomozoro HTML, CSS ma JavaScript,
a 014 30epicanna oanux obpano 6azy danux MySQL. [onosnoro ocoonusicmio cucmemu € inmeepayia mooeni YOLO ma OCR o
3abe3neuents MmouHo20 Ma WeUOKo2o PO3NI3HABAHHS MEKCMOBUX 00 €KMiG HA 300PaANCEHHSX.

Pospobnena asmomamu3zosana ingpopmayiiina cucmema € cepgic-opieHmoBano10, o 00360NA€ KOPUCHTYBAYAM 3A68AHMA-
Jrcyeamul ingolicu, 30epieamu ixui OaHi ma ompumyeamu aHarimuxy wooo sumpam i 63aemooii 3 knichmamu. Cucmema 6KNo4ae
netiponny mepeacy YOLOvI(), nampenosany na 500 306pasicennsix ingouicis, REST API ona xopucnysaywbroi 63aemo0ii, inmep-
etic 0ns 3a8anmadicenus ineoticie, a maxodc 06 'ekmu 6azu oanux MySQL ona 30epieanns ingopmayii npo kopucmyeayie ma
ixui ingoticu.

Apximexmypa nodyoosana 3a wiabnonom MVC (Model-View-Controller): modenv obpobnse dami ma 0ismec-102ixy,
KOHmponep 38’A3y€ MoOenb i NpeoCMasnens, a came npeocmagients deMoHcmpye oaui kopucmysayam. Taxa cmpykmypa
3a0e3nedye uimKe pomMedxtcy8ants QyHKYiu Mixc Komnonenmamu. JJo0amxogo cucmema Micmums cepgichi wapu 0is 6izHec-1o-
2iKy ma mapwpymuszayii, a maxoxc euxopucmosye incmpymenm Blueprint gpeiimeopry Flask ons nodiny dodamxa na menuui
Komnonewmu ma opearizayii URL-adpec.

Ananiz pesyromamie posniznasanns mexcny nokaszag eucoxy mounicme OCR, 30kpema 018 cmpyKmypo8ano2o mexkcmy,
Xoua 3ycmpivaomscs HedOAiKY, Maxi AK NOPYUeHHs nouamkosoi cmpykmypu mexcmy. OOHax yi HeOORIKU MOXCYmMb Oymu MiHi-
Mizosani uwisixom suxopucmanns mepedxca YOLO pazom 3 mexuonoeicio OCR.

Kimrouogi ciosa: YOLO, OCR, posniznasanis meKchiy, HetipoHHi Mepedici, 00podka 300padicenp.

Zinchenko A. Yu., Khaidurov V. V. Improving structured text recognition with YOLO neural network

This paper explores improving structured text recognition by integrating the YOLO (You Only Look Once) neural network
and OCR (Optical Character Recognition) technology. This work aims to explore ways to enhance the efficiency of structured
text recognition through the integration of the YOLO model with OCR technology, as well as to develop an automated infor-
mation system for detecting and subsequently recognizing text objects, which improves the overall efficiency of structured text
processing.

The developed system is a web application that enables users to upload invoices, store their data, and receive insights
into expenses and client interactions. It includes a YOLOv10 neural network trained on a dataset of 500 invoice images, a REST
API for user interaction, a user interface for invoice uploading, and a MySQL database to store information about users and
their invoices.

The authors propose a multithreaded architecture model that utilizes recurrent and two- and three-dimensional convo-
lutional neural networks. The software, which implements algorithms for optical flow calculation and frequency analysis of
characters, is developed in Python using Ultralytics, Pytesseract, Python Image Library, and Flask libraries. HTML, CSS, and
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JavaScript are used for the user interface, and MySQL is the chosen database model. The system s main feature is the integration
of the YOLO and OCR models to ensure accurate and fast recognition of text objects in images.

The system architecture follows the MVC (Model-View-Controller) pattern, where the model handles data and logic, the
controller acts as an intermediary between the view and model, and the view displays data to users. Each component has its
respective roles and functions, making the system well-structured and easy to modify.

Additional service layers are used for business logic and routing, and Flask's Blueprint tool organizes the application
into smaller components and URL structures. Overall, the system is well-structured, ensuring efficient data handling and a user-
friendly interface for seamless interaction.

The analysis of text recognition results demonstrated high OCR accuracy, particularly with structured text, though some
limitations were observed, such as disruptions in the original text structure. These drawbacks can be mitigated by combining the
YOLO network with OCR technology.

Integrating YOLO with OCR enhances the systems text recognition efficiency, enabling more precise detection of text
objects and their subsequent recognition. Despite these achievements, there is room for further improvement, specifically in
refining object detection and text recognition algorithms to achieve even greater accuracy and processing speed.

Key words: YOLO, OCR, text recognition, neural networks, image processing.

[ocTranoBka mpodiaemMu. ABTOMAaTHYHE BUSBICHHS Ta PO3IMI3HABAHHS TEKCTY Ha 300pa)KeHHIX i Bileo
€ OJIHI€I0 3 HAHBAXKJIMBIIINX 33124 Y TaJTy31 KOMIT FOTEPHOTO 30py Ta 00poOKH 300pakeHb. He3Baxkatoun Ha 3HAYHHUN
nporpec y miid chepi, imeHTHdIKAIIS CTPYKTYPOBAHOTO TEKCTY 3aMINAETHCS CKIIQJHUM 3aBIaHHsAM. Lle moB’s3aH0
3 PI3HOMAHITTAM HIPUQTIB, PO3MIPIB Ta OpIEHTAIIll TEKCTOBUX €JIEMEHTIB, a TAaKOX 13 30BHIIIHIMU (pakTopamw,
TAaKUMH SIK YMOBH OCBITJICHHS Ta HHU3bKA SKIiCTh 300pakeHb. Lli 00CTaBMHM YCKIaJHIOIOTH TOYHE PO3Ii3HABAHHS
TEKCTOBHX 00’€KTIB, II0 B CBOIO UepTy BIUIMBA€E HA C(PEKTUBHICTH aBTOMATH3AIl] B TAKUX CEKTOpaxX, K (iHaHCH,
MEIMIIMHA, JIOTICTHKA, TPAHCIIOPT Ta 1HIII.

CTpyKTYpOBaHUI TEKCT 3yCTpivaeThes B 0ararbox cdepax: y J0OKyMeHTax, TAONUYHUX JaHWX, HA HOMEPHHUX 3Ha-
Kax, TUIaKaTax Tolo. 3 OISy Ha 1ie, TOYHE 1 IBUKE PO3ITI3HABAHHS TAKHX TEKCTOBHUX 00 €KTIB € KPUTHYHO BXKIMBUM
JUIsl aBTOMaru3atlii npouecis 00podku inpopmarii. Bukopucranus texnonorii OCR (Optical Character Recognition)
CTaJIO CTAaHJAPTOM JIIS PO3ITI3HABAHHS TEKCTY Ha 300payKEHHSIX, MPOTe 1 TPaIuIIiifHI METOTN € HEJOCTATHBHO S(ECKTHB-
HIMH y BHIIAIKaX, KOJIU TEKCT Mae CKIaHy CTPYKTYpy ad0 pO3MIIICHNH Ha HU3BKOSKICHIX 300payKEHHSIX.

11106 mojonaTy 11 TPYIHOIII, B JaHId POOOTI MPOMOHYETHCS HOBUH MIJX1 — IHTErpaIlito HEHPOHHOT Mepexi
YOLO, siky BUKOPUCTAHO JUIS BUSABJICHHS TEKCTOBHX 00 €KTIB, 3 TexHoiorii OCR s mogaibemioro ix po3mi3Ha-
BaHHs. Heiiporna mepesxa YOLO Bii3HaYa€THCS BUCOKOIO MIBUJIKICTIO pOOOTH 1 TOYHICTIO BUSIBJICHHSI 00’ €KTIB, 110
poOuTH Ti MEepPCIEeKTUBHOKO JIJIs 3aCTOCYBaHHS Y PO3Ii3HABaHHI TEKCTY, OCOOIMBO CTPYKTypoBaHOro. [loemHaHHS
moxsmBocTerd YOLO 3 OCR 103BosIsI€ CYTTEBO MiABUIIUTH €(EKTUBHICTE OOPOOKH TEKCTOBHX JaHUX, PO3IIUPIO-
104U (DYHKI[IOHAJIBHICTh TAKUX CUCTEM JJIsi 00POOKHU BEIHUKOTO 00cATy iH(opMaIlil y BUITISLII TEKCTOBUX 300pakeHb,
30KpeMa iHBOUCIB, paxyHKiB Ta iHIIMX JOKYMEHTIB.

Takum 4uHOM, po3poONIeHHs iHTerpoBaHoi mMozeni, sika 00’ennye YOLO ta OCR, cmpsiMoBaHa Ha moOAoO-
JIAHHS HENOMIKIB TPaAHUIIHHAX METOMIB Ta CTBOPEHHS aBTOMATH30BaHOI iIH(POPMAIIIHOT CHCTEMH AJIs1 BUCOKOTOY-
HOTO i ITBUIKOTO PO3Mi3HABaHHS TEKCTY Ha 300paKeHHIX. BaxITHBICTH IBOTO MiAXOLY 3pOCTaE B YMOBaX HU(PPOBOT
TpaHchopMarlii, KoM MBUAKICTH Ta SKICTh 0OPOOKH JaHUX € KPUTUIHUMHU JIJIs Oaratbox cep, Takux sk QiHaHCH,
OXOpOHa 3I0pOB’sI Ta TpaHCOpT. Came TOMy PO3pOOIEHHS Ta 3aCTOCYBaHHS €(PEKTUBHIX METO/IB Ta aJTOPHTMIB,
sKi 0 3a0e31euyBajiy TOYHE Ta MIBUJAKE PO3IMi3HABAHHS CTPYKTYPOBAHOTO TEKCTY Ha 300pa)KCHHSX, a TAKOX CTBO-
PEeHHS aBTOMaTn30BaHoOi iH(popMariiHoi cucremu (AIC) mis BUSBIICHHS TEKCTOBHX 00 €KTIB Ta iX MOJAJbINE PO3-
Mi3HaBaHHS, € TEMOIO aKTyaJIbHOIO Ta MIEPCHEKTUBHOIO.

AHani3 ocTaHHIX JocaigkeHb i myOaikaniil. AHai3 OCTaHHIX HOCHIIPKCHb IIOKA3aB, 110 B OCTAHHI POKU
3HAUHa yBara NPHIUIIETHCS BIOCKOHAJIEHHIO METOAIB 0OpOOKM 300paXKeHb AJISl pO3IMi3HABAHHA Ta Kiacupikarii
00’ekTiB. X04a OCHOBU OINTHYHOTO po3mizHaBaHHs cuMBOJdiB (OCR) Oynu 3akianeHi NECATHIITTS TOMY, IpoTe
1 JIOHWHI JTaHA TEXHOJIOTisl € OJIHIEI0 3 KIFOYOBHX JUIS TIEPETBOPEHHS TEKCTYy 3 300paxkeHb y nudpoBuit dopmar.
Tak, B pooti Supriyanto Ta iH. [ 1] po3misgaeTbcss BUKOPUCTAHHS MYJIBTUCKEIIIOBOTO MiAX0My Retinex mis anamizy
pO3Mi3HABaHHA O0JINY, IO MOKA3y€e MEPCIEeKTUBY MIAXOAY OO MOJIMIICHHS SKOCTI 00poOKH 300paXKeHb 3 HEOJHO-
piIHEM OCBITIeHHIM. [HII HOoCiIKeHHs, 30kpeMa Patel Ta iH. [2], 30cepemkyIoThCs Ha PO3ITi3HABAHHI MATOIOTIH
3a JIOTIOMOTOI0 00pOOKH 300paXKeHb, 30KpeMa paKy JISTCHb Ha KOMIT FOTEPHUX TOMOTpadisiX, BAKOPUCTOBYIOUH Pi3Hi
METOH 00pOOKH 300pakeHb JUIS MMOKPANICHHS TOYHOCTI JIIarHOCTHKH. Y KOHTEKCTI 3arajlbHUX 3aJlad KOMIT FOTep-
HOTO 30py IiKaBi pe3ysbTaTu npezcTapieHi B poboti Bardhan Ta in. [3] momo 3acTtocyBaHHS METOAiB 00pOOKH
300pakeHb JIJIsl pO3Mi3HABAHHS EMOIIIH.

VY crarti [4] posmisinaeTbes eBorolis anroputMie YOLO i po3nizHaBaHHS 00’ €KTiB, MOYMHAIOYH 3 TIep-
mroi Bepcii 1 1o YOLOvS. ABropu aHali3yl0Th OKPAIIEHHS, SIKi 3’ IBJISUIMCS HA KOXKHOMY €Talli pO3BUTKY MOJENI,
Ta HOBi TexHi4Hi ocobmmuBocTi YOLOVE. B crarTi 3anponoHoBani Monudikalii Mojeni, 0 BILIMHYJIA Ha TOY-
HICTh 1 IPOJAYKTUBHICTh MEPEXKIi B peajbHUX yMOBaX. 30KpeMa, 3p00JIeHO aKLIEHT Ha BAOCKOHAIEHHIX apXiTEKTYPH.
B po6oti [5] 3anpornoHoBaHO MOJIMNIIEHHH alrOPUTM BUSBICHHS 00 €KTIB Ha JOpOrax 3a JI0MOMOro0 iH(ppadep-
BOHOTO 300paXXeHHs, KU 0a3yeThcs Ha MeXaHi3Mi yBard (attention mechanism), mo interpoBannii y YOLOVS.
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Hocnigaukn apantyBamu YOLOvV8 mist pobotu 3 iH(padepBOHHMHU 300pakeHHAMH, IO 3a0e3nedye e(hexTHB-
Hillle PO3Mi3HaBaHHA 00’ €KTIiB Y CKJIQAHUX YMOBaX, TAKHX SIK HiYHA 3ioMKa a00 HU3bKA BUAUMICTG. Lle 103B0IMIO0
(oKkycyBaTHCs Ha HAWBXIIMBIIINX YACTUHAX 300pa)KCHHSI, 10 JO3BOJISAE JOCATATH BHCOKOI TOUYHOCTI Ta CTabiNIb-
HOCTI aJITOPUTMY HaBiTh y CKJIQJHUX JOPOXKHIX yMOBax [5].

OCHOBHI IPHHIIUTIH PO3POOIICHHS Ta MPOSKTYBAHHS aBTOMATH30BaHUX 1H()OPMAIIITHAX CHCTEM, 30KpeMa I
OararoBUMipHOT 00POOKH 300paXKeHb, ONMcaHi B poborax [6,7].

MeTa cTaTTi: JOCTIDKEHHS MOXIUBOCTEH MiJBHINCHHS ¢()DEKTUBHOCTI PO3Mi3HABaHHS CTPYKTYPOBAHOTO
TeKCTy IwIsixoM iHTerparii Mogeni YOLO 3 texnonoriero OCR, a Takox CTBOpeHHs aBTOMAaTH30BaHOi iH(opMma-
MIHHOT CHCTEMU JJIs1 BUSBIICHHS TEKCTOBHX 00’ €KTIB Ta iX MOMAJBIIIOTO PO3ITi3HABAHHS, IO JO3BOJISE iABUIUTH
e(peKTUBHICTH OOPOOKHU CTPYKTYpOBAHOTO TEKCTY.

Bukiag ocHoBHoro marepiaiy. OcoOnuBocti 3actocyBanHsa Mogendi YOLO st iHTeJeKTyaJbHOIO
aHaJi3y cTpykrypoBaHoro Tekcry. YOLO a6o «You Only Look Once» — 11e anropuT™ BHSBIEHHS 00’ €KTIB, 110
3HAYHO TOKPAIIUB MOXJIUBOCTI KOMII FOTEPHOTO 30py B peaibHOMY 4aci, J103BOJISIOUM MIBHJIKO 1 TOYHO BU3HAYATH
00’eKTH Ha 306pa>KCHH$[X 1 Bineo. Ha BifiMiHY Bij TpaJMIIHHUX aJITOPUTMIB BUSBJICHHS 00’ €KTIB, SKi TPAITIOIOTH
y KiJIbKa €TAIliB i n0Tpe6y10Tb 3HAYHHUX OOUYHCIIOBATIBHUX pecypciB, YOLO Bupirye 3aqaqy BUSIBICHHS 00’ €KTIB K
npolieMy perpecii, 00YHCITIoIN | I/IMOBlpHOCTl KJIacy 1 KOOpIUHATH 0OMEKYBaJbHUX PAMOK y OIWH IPOXif, Oe3-
MOCEePEIHB0 3 HeoOpOOIeHUX TiKCcemiB 300paxeHH . [ BH3HaUeHHS KOOpIMHAT 00MEXyBaJIbHAX paMok YOLO
JIUTATH BX1JIHE 300pakeHHS Ha CITKY, JIe KOXKHa KOMIpKa BiJIOBiJTaE 3a 00’€KTH, IO 3HAXOJATHCS B MEXKax Ii€i
KOMIPKH, 3 pPO3PaxyHKOM iX KJIacoBHX HMoBipHOcTel. Takuit minxin mo3soisie YOLO BHABNATH KilbKka 00’€KTIB
PI3HUX KJIACiB 3a OJIMH MPOXiJ, 3a0e3Meuyoun 00poOKy B peaabHOMY Yaci, 0 poOUTh HOTo i1eaIbHUM IS TAaKUX
3aCTOCYBaHb, SIK aBTOHOMHE BOAIHHSI, BiZICOCIIOCTEPEKECHHS Ta pOOOTOTEXHIKA.

CTpyKTYpOBaHUIl TEKCT — 1€ TUM TEKCTY, KWW Ma€ 4YiTKO BHU3HAYCHY, JIOTIYHO OPTaHi30BaHy CTPYKTYPY, K
MIPaBUJIO, Y BUINIAI TaOMHUIb, CIHCKIB 200 BIOPSIKOBAHUX MOJIIB. IIpHKIagaMu CTPYKTYPOBAHOTO TEKCTY € TaOIHIl
JaHMX, IHBOMCcH, PopMymsipu abo Oyab-siKa TEKCTOBa iH(OpMaIlis, 10 MICTUTh YiTKi OJOKH, 110 JIETKO BUALISIOTHCS
Ta PO3MI3HAIOTHCS 3a MEBHUMH NpaBuwiaMu. OOpoOKa CTPYKTYpOBAHOTO TEKCTY € BaXKJIMBOIO Ul aBTOMAaTH3allii
JOKYMEHTIB, OCKIJIBKH TaKa CTPYKTYpa A03BOJISIE JISTKO BUTATYBATH i aHAJi3yBaTH KOHKPETHI IaHi 3 JOKYMEHTIB.

OCHOBOIO 0araTtbOX Cy4acHHX aJITOPUTMIB IIHOOKOTO HaBUaHHS, BKJIO9aroud moxenb YOLO, e 3ropTkoBi
HetiporHi Mepexi (CNN). CNN 3aBasiku ¢BO{id 31aTHOCTI BHSBIIATH Ta 1ICHTH(IKYBaTH Bi3yalbHI O3HAKH, T03BOJIS-
otk YOLO po3mizHaBaTi 00’ €KTH y peaibHOMY Yaci. L[ MOXIIMBICTh KPUTHYHO BaXKJIMBa JJIsi OOPOOKHU CTPYKTY-
POBaHOTO TEKCTY, Jie IOTPIOHO BU3HAUNTH, JIOKATI3yBaTH Ta IHTEPIIPETYBATH TEKCTOBI 00OJIACTI B CKJIaTHUX YMOBAX.

OcnoBHa ocobmuBicTe CNN mossirae y BUKOPHUCTaHHI JIOKQTBHUX PEHENTUBHUX OB, 3aBASKH SIKUM KOXKEH
HEHpOH 00po0IIsiEe TITBKY YaCTHHY 300paKeHHS, 1110 J]a€ 3MOTY 3MEHIIUTH KUTbKicTh 00urcienb. B YOLO et mif-
X1l peanizyeThCs uepes3 MOl 300pakeHHs Ha CITKY, 1e KO)KHa KOMipKa BiJTIOBiIa€ 3a BUSABIEHHS 00’ €KTiB, BKIIIO-
Yalouu TEKCTOBI OJIOKH, B Mexxax cBoix obmacreil. Ha mepmux eramax CNN 3HaxoQuTh MPOCTi €IEMEHTH, TaKi SIK
KOHTYPH, TOJI SIK Ha HACTYITHUX LIapaxX BUIUIAIOTHCS CKIAIHIIII CTPYKTYpH, 10 A03Boisie YOLO inentudikysatu
TEKCTOB1 00J1acTi pi3HUX (hopMariB, WPHUPTIB Ta PO3MIPIB.

3actocyBannst CNN y YOLO Ttakox nepeabadae BUKOPHCTAHHS 3TOPTKOBUX, 00’ €JHYBaJIbHHUX Ta IOBHO3 €]1-
HaHUX [IapiB. 3rOPTKOBHH MIap BHIIISE O3HAKH, SIKI € BRXIUBUMH JIJIS aHAII3y TEKCTY, a 00’ €IHYBaJbHI IIapH
3MEHIIYIOTh MPOCTOPOBUH PO3MIp JaHWX, IO 3ar00irae NmepeHaBYAHHIO MOZEN Ta 3MEHIIYE OOCSAT OOYKCIICHb.
3aBIsKH IOBHO3  €THAHHUM IIIapaM, sIKi iIHTErpyrOTh BUsABIIEHI 03HakH, Y OLO Moxe TOUHO KIIacH(iKyBaTH 3HAHICHI
obuacTi sik TekcToBi, a OCR MO)ke BUKOHYBATH IMOJIANIBIIE JIeTAIbHE PO3Mi3HABAHHS CUMBOJIB Y X 00JACTAX.

OpnHi€0 3 OCHOBHUX METPHK JJISI OI[IHKH TOYHOCTI MOZIeIel BUSBICHHS 00’ €KTIiB € KOe(illi€HT MepeTHHyY Ta
00’ennanng (IoU), skuii moka3ye, HACKIILKA TOYHO OOMEXYBaJIbHI paMKH, NiepeadaueHi MOJeIUTIO, BiIMOBIa0Th
peaqsHUM 00’€KTaM Ha 300pakeHHi. I OLIHKM MPOTYKTHBHOCTI MOJENCH TaKoX BHUKOPHCTOBYETHCS CEPEHHS
TO4HICTh (AP), 1110 BU3HAYa€THCS 32 TOMOMOTOK0 KPUBOT TOUYHOCTI Ta BiakinkaHHs. BiaMinHicTs YOLO Bif iHIINX
AITOPUTMIB BUSBJICHHS 00’€KTIB MOJISTa€ y BUKOPUCTAHHI ONIHIET MOBHO3B  A3HOT HEHPOHHOT MEpexki [ IPOTHO-
3yBaHHs 00 €KTIB Ha 300pa)K€HHi, 110 CIPOLIYE MpoLeC 1 MiABUILYE MPOAYKTHBHICTh. BaXJIMBUM KOMIIOHEHTOM
YOLO € MeToa HeMakKCHMaIbHOTO cTHCHEHHS (NMS), sikuit migBHINY€E TOUHICTD 1 €(SKTUBHICTD, BUIASIOYH 3aliBi
00OMEXyBaJIbHI PAMKH.

OnTuyHe po3mizHaBaHHA TekcTy. OnTuuHe po3nizHaBanHs Tekety (OCR) — e mporiec MexaHiyHOTO abo
CJIEKTPOHHOTO TIEPETBOPEHHS 300paKeHb PYKOIHCHOTO, APYKOBAHOTO 200 MAIIMHOIIMCHOTO TEKCTY B TOCIHIJOB-
HICTh KOJIiB, SIKi BAKOPUCTOBYIOTHCS JIJISl BiZIOOpasKeHHsI B TEKCTOBOMY pellakTopi. LIt TeXHOIOTis MUPOKO 3aCTOCO-
BYETBHCS JUIS IEPETBOPEHHS KHUT 1 JOKYMEHTIB B €JIEKTPOHHUM (hOopMart, aBTOMaTH3allii 00MIKOBHUX cHcTeM y Oi3Heci
Ta myOumikaiii TekcTiB Ha BeOcaiitax. OCR mo3Boisie pegaryBaT TEKCT, BAKOHYBATH MOIIYK CIiB 4H (pas3, 30epiratu
iH(pOpMaIio B KOMIAKTHIIIIOMY BUIIISIAL, aHANI3yBaTH AaHi, a TAKOX 3/11HCHIOBAaTH €JIEKTPOHHUHN nepekial, hopma-
TYBaHHS Y4 MIEPETBOPCHHS TEKCTY B MOBJICHHSL.

Posrsaaemo, gk npamoe OCR Ha kOHKpeTHOMY NpHKIaii. s 1boro BUKOPHCTAEMO PYLIil tesseract-ocr
1 mogamo Ha BXif (a1 31 CTpyKTypOBaHUM TeKcToM (puc. 1), y HaloMy BUIAAKY — iHBo#c. [ly1g B3aemonii 3 py1ieMm
CTBOPUMO MpOCcTHii ckpunt Ha Python, ckopucrasimchk 0ibmioTekoro Pytesseract, sika 3a0e3mneuye inTepdeiic as
po0OTH 3 pymIiem.
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Invoice no: 12060439

Date of issue: 0B/29/2020

Seller: Client:

Brown-Johnson Calderon-Duran

310 Amanda Corner Sulte 472 G884 Roberts Tunnel
Marth William, MM 33119 Harth Lindaside, WA 02674
Tax i R81-94=-7235 Tax |d: 996-81-8911

IBAN: GRTRIXYESEZTITO169053R

ITEMS

Mo, Description Oty UM Met price Met warth WAT %] Gross
warth

1 Rectangle Ares Hug Woad Grain 4,00  each 281 130,24 10% Lad, 6
Carpst Mak for Living Rodm
Bedroom - 1B0x60cm

F Rug Tor livirg reom-Minian And 300 wach 18.96 55.92 10% 43.591
Banana Area Fugs Living Asom
Carpst, CRASEmMa

] vilong 5T, 5 HEnd Knotted Silk 100 eAch & NG00 W A0, (0 1% 9 2a0,00
Aren Fug Medium Size Clssaic
Flugr Carpels 0186

SUMMARY
VAT %1 Het worth WAT Gross worth
10% B 59114 B38.12 9 450.28
Total & 8 591,14 & 858,12 & 9 450,28

Puc. 1. InBoiic ckanoBanwuii 3a monomororo OCR

BukonaeMo HACTYHUI CKPUIIT:

1. import pytesseract

2. from PIL import Image

3. print(pytesseract.image to_string(Image.open(“invoice 0 charspace 1.png”)))
Pesysnprarom BukoHaHHS Oyne HaOip PAAKIB TEKCTY 3YMTAHUX 13 300pakKeHHS:
Date of issue: 08/29/2020

Seller: Client:

Brown-Johnson Calderon-Duran

310 Amanda Corner Suite 472 9884 Roberts Tunnel

Morth Willlarm, MN 33119 Maorth Lindaside, WA 028674

Tax 1d: 981-94-7235 Tax 1d: 986-81-8911

IBAN: GB78IXYE58273701690538

ITEMS

No. Description Qty UM Net price Net worth VAT [%] Gross

worth

1. Rectangle Area Rug Wood Grain 4,00 each 32,81 131,24 10% 144,36
Carpet Mat for Living Room

Bedroom — 180x60cm

2. Rug for living room-Minion And 2,00 each 29,96 59,92 10% 65,91
Banana Area Rugs Living Room

Carpet, Christmas. ..

3. Yilong 5°x7.5° Hand Knotted Silk 3,00 each 2 800,00 8 400,00 10% 9 240,00
Area Rug Medium Size Classic

Floor Carpets 0186

SUMMARY

VAT [%] Net worth VAT Gross worth

10% 8591,16 859,12 9 450,28

Total § 8 591,16 $ 859,12 § 9 450,28
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HenomnixoM bOT0 MiIX0MY € BTpaTa MO4aTKOBOI CTPYKTYPHU TEKCTY, 10 MOXKE YCKIAJHUTH ITOJAIBIITY 0OpOOKY
JAHUX, HAaIlpUKJIaJ, KoHBepTaito y ¢popmar JSON. Ockinbku nporpama, Bukopucrosyroun auiie OCR, He 3maTHa
KJ1acu(ikyBaTH KOXKHE CJIOBO 32 HOTo 3HAYEHHSAM, 3HaH00MIIOCS 6 pO3pOOUTH alNrOpPUTM, SIKUI BPYUHY PO3JLILE Ta
COPTYE BC1 CJIOBA 1 PSIIKU JJIs BIAHOBJIEHHS OPUTiHAIBHOI CTPYKTYPH W KOPEKTHOT 00pOOKH, 110 MOXKe OyTH CKIIa-
HUM 3aBIaHHsIM.

Xouga OCR € eQeKTUBHEM iHCTPYMEHTOM MJISl TIEPETBOPEHHS TEKCTY B HU(POBHA (popmart, Horo BHKOpH-
CTaHHS Ma€ CBOT OOMEXEHHs Ta MOTpedye JT0NaTKOBOI 0OPOOKH JUTsl BiTHOBJICHHS MOYATKOBOI CTPYKTYPH TEKCTY
i JOCSATHEHHS OUTBIIOI TOYHOCTI Y CKIAJHHMX BHITAAKaX. SIK MOKa3alo MpoBeAeHE MOCIiIHKEHHS, ONTHMAIbLHUM
pilIEeHHSAM MoDIa O CTaTh IHTErpallisi MeTOIB ONTHYHOTO PO3IMi3HABAHHS CUMBOJIB 13 JOAATKOBUMH TEXHOJIOTISIMH,
HaIlpHKIaa, 3TOPTKOBUMH HEHPOHHUMH MEPEKaMH.

3anponoHoBaHa apXiTeKTypa Ta pe3yJbTaTH TeCTyBaHHs. ABTOpaMH 3allpOIIOHOBaHa apXiTeKTypa Oara-
TOIOTOKOBOI MOJIEJIi JUIsl pO3Mi3HABAHHS CTPYKTYpPOBAHOT'O TEKCTY (pHC. 2), sika BUKOPHUCTOBY€E PEKYPEHTHI, & TAKOX
JIBO- Ta TPUBUMIpPHI 3rOPTKOB1 HEHPOHHI Mepexi. Po3pobiene nporpamue 3a0e3mneueHHs CTBOPEHO Ha MOBI IIpOrpa-
MyBaHHA Python 3 Bukopucrannsm 6ibmiotex Ultralytics, pytesseract, Python Image Library ta Flask. OcHoBHOIO
XapaKTEePUCTUKOIO ITi€i apXiTeKTypH € 3aCTOCYBaHHS aJTOPUTMIB OOYMCIEHHS ONTHYHOTO MOTOKY Ta YaCTOTHOTO
aHaJi3y I po3Mi3HaBaHH CUMBOIIIB, 3aBIsIKH iHTerpaii TexHomorii OCR y cucremy.

b | )I . A}
J ’ A
" of}
N | 4 - 7 \ A \ A7

$6 ) 4 Y
n ' ' , 3
) w2 236 2 1024 024 024 0% »
Conv. Layer Conv. Layer Conv. Layers Conv. Layers Conv. Layers Conv. loyers  Conn. Layer Conn. Layer
7x7xb6442 3Ix3x192 Ix1x128 1x1x256 ) . 4 1x1x512 x2 Ix3x1024
Maxpool Layer Maxpool Layer Ix3Ix256 3x3x512 Ix3x1024 Ix3x1024
2x242 2x242 I1x1x256 I1x1x512 Ix3x1024
3Ix3x512 3x3x1024 Ix3x102452
Maxpool Layer  Maoxpool Layer
2x242 2x242

Puc. 2. ApxiTekTypa 0ararornoTokoBOi MOJIENI PO3Mi3HABAHHS CTPYKTYPOBAHOIO TEKCTY

ITepuri 20 3ropTKOBUX IIAPiB MOEI MPOUIIITH ONIEPEAHE HAaBUAHHS 3 BUKOPUCTaHHAM 0a3u nanux ImageNet,
mpu uboMy Oynu HiaKItodeHi TuMuacosi mapu Average Pooling Ta nmoBHo3B s3H1 mwapu Fully Connected. Ilicns
[BOTO ITOTIEPEIHBO HaBUCHA MOJICTIh aJANTYETHCS ISl BAKOHAHHS 3aBIaHH: pO3ITi3HABaHHs. Pe3yabpratu monepeHix
JOCITIKEHb TIOKA3aJTH, 10 JOAaBAHHS 3TOPTKOBHUX 1 IIOBHO3B’ SI3HUX IIAPIB JI0 MTOTIEPEAHEO HABICHOT MEPEKi ITiIBH-
mrye ii mpoaykTuBHicTh. OcTaHHil MoBHO3B si3HuH map Y OLO nporHo3ye sk IMOBIPHOCTI KJIACy, TaK 1 KOOPAHHATH
00MeXKyBATEHOT paMKH.

OmHUM i3 KITIOYOBMX METOIIB, SIKI BUKOPHCTOBYIOThCS B Monensax YOLO, € HeMakcuMallbHE CTUCHEHHS
(NMS). NMS — 11e etan moctoOpoOKH, 110 3a0e3Mneuye MiIBUIICHHS TOYHOCTI Ta €)EKTUBHOCTI BUSBIICHHS 00’ €K-
TiB. [1i7 9ac BUsABIECHHS 00’ €KTIB JIsl OHOTO 00’ €KTa Ha 300pa)KCHHI 3a3BHYail TEHEPYETHCS KUTbKa 00OMEKyBaIb-
HUX paMok. Li paMKu MOXYTh IIepeKpUBaTHCA a00 PO3TAILIOBYBAaTUCS B Pi3HUX IO3UIIISIX, ajJie BC1 BOHU IPEICTaB-
JISIIOTH OAIMH 1 TOH ke 06’ekT. NMS nomnomarae ineHTH(IKyBaTH Ta yCyBaTH 3aiiBi a00 HeNpaBUIBHO MOOYHAOBaHI
00MeXXyBaJIbHI paMKH, BUBOASIUN €JUHY OOMEXYBaJIbHY PaMKYy JIJIsl KOKHOTO 00’ €KTa Ha 300pakeHHi.

s moganbIioro BUKOPUCTAHHS Ta iHTerpamii B po3podieny cucremy moaenb YOLOvV10 Gyna HaBueHa Ha
BuGipmi 3 200 300paxens iHBowiciB. [licis 1500 itepaniii HaB4aHHS Oyin0 MOCATHYTO 99% TOYHOCTI B po3mi3Ha-
BaHHI TEKCTOBHX JaHUX Ha iHBoicax. Cepeq MOKIHBHX Ie(EKTiB OylI0 BHABICHO HEKOPEKTHE HAKIAJaHHSI MITOK
«generalText» Ha iHII MIiTKU. J[711 HAaBYaHHS HEHpOMepeki BUKOPHCTOBYBaJIacsl MOBa TiporpamyBaHHs Python ta
Oi0moTeka ultralytics, sika 3abe3nedye qoctym o0 pizHUX THIB Moxene YOLO i 1o3Boiisie TpeHyBaTH iX Ha Biac-
HuX Janux. AiaroputM Y OLO npuiimae 300paskeHHs K BXiJHI JIaHi, & TIOTIM BUKOPHUCTOBYE IPOCTY MIIUOOKY 3rop-
TOYHY HEHPOHHY MEPEXy AJISI BUSBICHHS 00’ €KTiB HA 300paskeHHI.

Ultralytics — me yHiBepcanbHa TuiaTgopma Uil HABYaHHA MOJEJCH 3 BHABICHHS 00 €KTiB, CerMEHTAIlil
eK3eMIUIIPiB Ta Kinacudikanuii 300paxkeHb.

BukoHaeMo HacTymHMI CKpPUIIT:

1. from ultralytics import YOLO

2. model = YOLO(‘yolov10x.yaml’)
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3. results = model.train(data="config.yaml’, epochs=5000, patience=0)

4. metrics = model.val()

5. model.predict(‘OCRdata/images/test’, show=True, save=True)

6. model.export()

[pomec i pe3ynpraTi HABYaHHS MPEACTABIICHI HA pHCYHKaX 3 i 4.

[ onTHYHOTO pO3Mi3HABaHHS TEKCTY B PO3pPOOIICHIH apXiTeKTypi HEHPOHHOI Mepexi OyB BHKOPHCTAHHN
pymiit tesseract-ocr — Tesseract Open Source OCR Engine. i inTerpamii tesseract-ocr B iHpOpMaIiiiHy cucremy
BHKOpHUCTOBYBasacs 0i0imioTeka Python Pytesseract.

Epoch GPU_men  box_loss  cls_loss dfl_loss Instonces Size
1609/5409 14.56  ©.4724  0.2737  0.7985 1679 640: 100 | NN 11/11 (00:12<0:00, 1.14s/1t]
Class Images Instances Box(P R PAPSD  mAPSO-95): 100% || 1/1 [09:00<00:00, 4,145t/s)
all 18 286 e.46 a.458 0.44 8.255
Epoch GPU_mem  box_loss cls_loss  df1_loss Instances Size
1610/5408 156 0.4501 9.2679 2.802 1689 640: 100% NN 1111 [00:12<@:04, 1.14s/it]
Class Images Instances Box{P R BAPSE®  mAPS-95): 100% || 1/ (00:00<00:00, 4.48it/s]
all 10 286 0,445 0.467 9,431 9,251
Epach GPU_men  box_loss  cls_loss  dfi_loss Instances Size
1611/5400 14.16 0.4494 0.2666 0.8081 1359 640: 1005 || 11/11 [00:12<00:09, 1.135/it)
Class Images Instances Box(P R RAPSE  mAPS-95): 100% NN 1/ [00:00<00:00, 4£.13it/s]
all 10 286 0.523 #.449 0.459 0.274
Epoch GPU_mem  box_loss cls_loss dfl_loss Instances Size
1612/5400 156 0.4482 0,2666 0.8085 913 640: 100% NN | 11/11 [00:12<00:00, 1.13s/it]
Class Inages Instances Box (P R RAPSE  mAPSe-95): 1005 || 1/ [0e:ee<00:00, 4.461t/s]
sll 1w 286 B.475 ©.489 0.45 0.258
Epoch GPU_men  box_loss  cls_loss  dfl_loss Instances Size
1613/5400 14,36 9.4557 0.2688 0.8017 1776 040z 100% N | 11/11 [00:12<P0:00, 1.14s/it]
Closs Imoges Instonces Box(P R RAPS® mAPSO-95): 100%|IENENEN| 1/1 [09:00<00:90, 4.41it/s)

Puc. 3. TIlpouec TpenyBanus mopeni YOLO
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Puc. 4. Pesynsrar Tpenysanas YOLO.
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Po3po0iennss apromaTu3zoBaHoi iHgopManiiiHOI cucTeMH PO3Mi3HABAHHSI CTPYKTYPOBAHOIO TEKCTY.
Po3pobnena cuctema mpoekTyBajacs 1o cepBic-OpieHTOBaHil apxiTekTypi (peanizarmis narepay MVC) i npencras-
J15i€ c00010 BEO-T0ATOK, SIKMH T03BOJISIE KOPUCTYBAaYaM 3aBaHTaKyBaTH iHBOWCH, 30epiraT JaHi PO HUX Y CBOEMY
00JIIKOBOMY 3aIliCi Ta TMeperisaaTi aHalITHKY BHTpAT i1 B3a€MOJii 3 KiieHTaMu. JlomaTok BKIIIOYA€E TakKi KOMIIO-
HCHTH:

1. Heitponny mepexxy YOLOv10, naBueHa Ha Bubipii 3 500 300pakeHb iHBOMCIB.

2. REST API, uro 3abe3neuye B3aEMOJIII0 KOpUCTYBA4a 13 CHCTEMOIO.

3. IaTepdeiic KopucTyBaya I 3aBaHTAKCHHS 1HBOHCIB Ta Mepersiay HeoOXiaHOT lHq)OpMaI_Ill PO HHX.

4. ba3y manmx MySQL mms 30epexeHHsT TaHHX HPO 3apeecTPOBAHUX KOPUCTYBAdiB 1 3aBaHTa)KEHI HUMU
IHBOHCH.

0 w

(raeran - Chenac

InvoiceParser

Automatically parse invoices with ease

Automatic Invoice -
Parsing
Scan your invoices, store all the data in

your account, get detailed analytics - all
in one app!

Puc. 5. TonoBHa cTopiHka 10AaTKy

O w0
wTebe Spatify - Web P BY Nepeenacre = Coinpmets NporD Aot Join [T, #1 Jo Apare w an 16 on ] Crasnas - Chaon o »
Welcome, Rami Malek!
Jovoice 1D Bill From [ voice Date | Due Date
128 Brown-Johnson Caideron-Duran 2020.08-29 20231112
127 Coloman-Bums Chapman, Blankensh 2014-09.02 2023-11-42
128 Moartinez-Hughes Santos PLC 2019.07-04 20231112
129 Grant. Groen and Mathews Wisams-Russell 20210418 20231112
130 Bover LG Tenry, Johnson and Bakdwi 2021-04-02 2023-11-12

Puc. 6. Ocobuctuii kabiHeT KOpUCTyBaya 3 yciMa iHBOHCaMu

CepBepHUI KO, SIKA BIAMOBIA€E 3a 3aBAaHTAXKCHHS I1HBOWCIB, aHAIITHKY, POOOTY HEHPOHHOI Mepexi Ta
00poOKy ii pesynbrariB, HanvcaHuid Ha Python 3 BHKOpUCTaHHAM 00’€KTHO-OPIEHTOBAHOTO MiAXOMy, 0i0IiOTEKH
Flask mist po3po6ku API ta Ultralytics nns HaBuaHHs ¥ Bukopuctanus moxeii YOLOv10. Iarepdeiic kopuctyBada
peamizoBanuit Ha HTML, CSS Tta JavaScript.

Ha puc. 5-7 npencrasneni ronoBHUi iHTepdeiic mporpaMu, 0cOOUCTH KabiHET Ta MOXKITUBOCTI aHAJIITHKH —
3BITHICTb PO3Mi3HABAHHS CTPYKTYPOBAHOTO TEKCTY HeiipoHHOIO Mepexkero Y OLO.
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Product Costs

11.1.

Puc. 7. Cropinka s BiqoOpakeHHS 3BIiTiB

BuCHOBKM 3 1aHOT0 JOCHIIKEHHS i MepCneKTHBH MOAAJBIINX PO3BiIOK y 1aHoMy HampsiMi. B nawniii
poboTi po3pobieHe mporpaMHe 3a0e3eUCHHST MOXKe CKaHyBaTu 300payKeHHs iHBOMCIB, 30epiraTi BUTATHYTI JaHi
B 0a3i TaHUX Ta HaJ|aBaTH aHAIITHKY 3a BCiMa iHBOMCAMH, 3aBaHTAXKEHUMH KOpHUCTYBadeM. YHikabHicTh AIC moss-
rae B TOMY, 110, HA BiIMiHY BiJl iCHyIOUHX DillIeHb, SKi JIUIIE CKAHYIOTh iHBOMCH H KOHBEPTYIOTh iX Yy Taki (hopMaru
sik JSON, BoHa 3a0e3neuye ruOmuii aHasi3 i 30epiraHHs JaHUX.

PesynbraTu po3mizHaBaHHs CTPYKTYPOBAHOTO TEKCTY 3a JOMOMOTOI0 pO3POOJICHOT apXiTeKTypH, IO JEKUTh
B OCHOBI ITPOrpaMHOTro 3a0e3MeueHHs], MOKa3ajil BUCOKY TOUYHICTh NMpH BUKopucTaHHi TexHosorii OCR. Moxnusi
HEIOJIKH, HAIIPUKJIA] BTpaTa MOYaTKOBOI CTPYKTYPH TEKCTY, MOXKYTh OyTH KOMIICHCOBaHI KOMOIHAIII€I0 METO/IB,
30kpema HeriporHoi Mepexi YOLO. Iarerpamis YOLO 3 OCR 3nauHO r[iz[Bmuye €(PEKTUBHICTH CHCTEMH PO3Ii3-
HABAHHS TCKCTY, 3a0e3MeuyroYr OUTBII TOYHE BUSBICHHS TEKCTOBHX 00 €KTIB IUIS MOIAJBIIOTO IX p03H13HaBaHH)I
[Nomanemri mocmimKeHHS MOXKYTh 30CCPETUTHCS HA BIOCKOHAJICHHI QJITOPUTMIB BUSBICHHS 00’ €KTIB IS IIe O11b-
101 TOYHOCTI Ta MIBHIKOCTI POOOTH CHCTEMH.
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MPOBJIEMU IHTETPAIIII IOT Y KOMIT'IOTEPHI MEPEXKI

Cmamms posensidae pesyromamu 0ocriodcenusa 3 inmeepayii loT-mexnonoeii (Internet of Things, loT), wo dozsonae
Qi3UYHUM NPUCIPOAM 3 €OHYBAMUCA Uepe3 MepedxCci ma 0OMIHIBAMUCS OaHUMU Oe3 He0OXIOHOCMI TH00CbK020 8MPYYaHHA. V yill
POOOMI po32nsAHymMO OeKilbKd OCHOBHUX HAYKOSUX cmamell, siKi guceimmoioms pisui acnexkmu loT, 6i0 tioeo apximexmypu 00
suKuKie besnexu. Ananiz naykosux pooim 3 inmeepayii Inmepnemy Peueii (IoT) noxasye, wjo ys mexnono2is akmusHo po3eusea-
EMbCA, OXONTIOIOYY PI3HI acnekmu, 610 apximexkmypu 00 be3neku. [lonepeoni 00CiONCeH s 6KAZYIOMb HA 8ANCTUBICIb NOOTb-
U020 PO3BUMKY CAHAAPMis, NPOMOKOAIE I MeXHON02ll 01 3a0e3neuenHs be3neunoi ma egpexmueroi inmezpayii loT y pizHux
cghepax Oianvrocmi. Lle, ce0€t0 uepeoio, 6IOKPUBAE HOBI MONCIUBOCHIE O THHOBAYIL MA PO3BUMKY 8 MAUOYIMHbOMY.

Memoro 0ocnidscenns susHayeHo ananiz ocHosHux npoonem inmeepayii IoT y komn tomepHi Mepedsici ma nponoHyImycs
Modicnugi piwenna 01 ix nodonanus. Y medcax o3nauenoi memu nOCMAgieni HACYNHI 3A60aHHA: HAOAMU XAPAKMEPUCTIUKY
2100abHOI Mepedici NIOKII0UeHUX 00 THMepHemy Npucmpois, sKi 0OMIHIOIOMbCS OAHUMU A 63AEMOOTIOMb Midc c00010; 8U3HA-
yumu it OCHOGHI KOMNOHEHMY MA Pi6Hi, 3 AKUX CKIAOAEMbCS i apXimexnypa, NOPIGHAMU MepeNcesl MeXHON02ll 3a Macuma-
bosanicmio, npoananizyeamu ma nopieuamu ocnosui kibepzacposu 01 loT; 3pobumu ananiz eniugy muny loT — cucmemu na
NPONYCKHY 30AMHICIb Mepedici; Onucamu 0coonusocmi OCHOBHUX NPOMOKONIE, wjo suxopucmogyiomsca loT- npucmpoamu, npo-
ananizysamu nepesaeu suxopucmauus Sofiware-Defined Networking onsa eupiutenna npoonemu mMaciuma0Oy8anHs,; SUSHAYUMU
ocHogHi Memoou 3axucmy loT-cucmem; nopisnamu nponyckuy 30amuicms 074 pisnux munie loT-cucmem, 3anpononysamu guxo-
DUCMAHHSL eHep2oe(eKMUBHUX MeXHONO0I 01 A8MOHOMHOI dogeompusanoi pobomu loT-npucmpois; nopieHsmu nponyckHy
30amuicmy ma pisui 3ampumxu 011 pisnux munie loT-mepeoic.

3axucm danux ma 3abe3neuenns 6esnexu mepedxc 10T € 00Hiel 3 HAUOLILWUX NPOOLEM, OCKITBKU BETUKA KITbKICb Ni0-
KIIOYeHUX HPUCMPOiB 30inbuiye epasnugicms do kibepamax. Buxopucmanns cyuacnux memooie wiughpysanns, aymenmugixayii
ma ceemenmayii mepexci € Knovosumu 014 niosuwenna oesnexu loT-cucmem. Inmeepayia IoT y xomn tomepHi mepedxci 6i0-
KpUBAE HOBI MOJNCIUBOCIT ONISL PO3GUMKY [HMETEKMYATbHUX CUCmeM y PIHUX c@epax, 6i0 po3yMHUX MIiCm 00 NPOMUCI08020
supoOHuymea. O0Hax 0ns ycniwmnoi peanizayii HeoOXiOHo 6paxogyeamu HageOeH i guuje BUKIUKYU M 3ACMOCO8Y8aAmu 8i0N08IOHI
pientst 0ns ix nooonanHs.

KntouoBi ciioBa: ¢hizuuni 06 ’exmu, xomn ‘tomepui mepedci, apximexkmypa loT, macwumabosanicme, kibepbesnexa, nponyc-
KHA 30amHICIb, 1AMEeHMHICb, NPOMOKOT, eHepeoeqeKmugHicmy, onmumizayis, 00cae OaHuX.

Pohrebniak A. V., Yakovenko V. O., Klym V. Yu., Yakovenko T. Yu. Challenges of loT integration into computer networks
This article examines the results of a study on the integration of Internet of Things (IoT) technologies, which enables
interconnection among physical devices and exchange data over networks without human intervention. The paper reviews sev-
eral fundamental research articles covering various aspects of loT, from its architecture to security challenges. An analysis of
loT integration research indicates the rapid evolution of this technology addressing multiple aspects ranging from architecture
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to security. Highlight the significance of developing standards, protocols, and technologies to ensure secure and efficient loT
integration across various fields, unlocking potential for future innovation and advancement.

The research aims to analyze key challenges of IoT integration into computer networks and suggests potential solutions
to overcome them. Objectives within this aim include providing an overview of the global network of internet-connected devices
that exchange data and interact with each other, identifying the primary components and layers comprising its architecture, com-
paring network technologies in terms of scalability, and analyzing major cyber threats to loT. Further goals include examining
assessing the effect of different loT system types on network bandwidth, detailing key protocols used by IoT devices, analyzing
the benefits of Software-Defined Networking (SDN) for scalability issues, identifying key IoT protection methods, comparing
bandwidth for different IoT systems, recommending energy-efficient technologies for autonomous IoT device operation, and
comparing bandwidth and latency levels for various types of loT networks.

Data protection and loT network security remain significant challenges due to the increased vulnerability to cyberattacks
from a high number of connected devices. Modern encryption, authentication, and network segmentation methods are crucial for
enhancing loT system security. loT integration into computer networks creates new opportunities for developing intelligent sys-
tems across various domains, from smart cities to industrial production. However, successful implementation requires addressing
these challenges and applying appropriate solutions to overcome them.

Key words: physical objects, computer networks, loT architecture, scalability, cybersecurity, bandwidth, latency, proto-
col, energy efficiency, optimization, data volume.

IMocTanoBka mpodaemu. [areprer peueit (Internet of Things, [oT) — 1ie KoHUENIIIsA, 0 [O3BOJISIE (Hi3HIHIM
MIPUCTPOSIM 3’€IHYBATHCS Yepe3 Mepexki Ta OOMIHIOBATHCS TaHUMH 0e3 HeoOXiTHOCTI JIIOICHKOTO BTpydaHHS. Lle
BeJie JI0 HOBUX MOXIIMBOCTEH y PiI3HUX Tally3sX €KOHOMIKH, COIIIaTbHOT cpepH, EKOJOTTUHUX, TIOMITUIHUX CETMEH-
Tax KUTTEASUTLHOCTI CYCIiIbCTBA.

TpaauuiitHi KoMII IOTEpHI MepexKi 3a3BUuail He po3paxoBaHi Ha BEJIHUKY KUTBKICTh 3’ €IHAHUX MPUCTPOIB, SAKi
MOCTIHHO TEeHEePYyIOTh JaHi. Uepe3 1ie BUHUKAIOTh YMCIEHHI BUKIIUKY, TIOB’ s13aH1 3 0€3MeK00, MaciTaboBaHICTIO,
KepyBaHHSIM JaHUMHU Ta CyMiCHICTIO IPOTOKOJIIB.

AHaJIi3 ocTaHHIX AocixKeHb i myomikamiii. [nTepHeT Peueit (IoT) cTaB ofHi€I0 3 HAWBAXIIUBIIIMX TEXHOJIO-
TIYHUX IHHOBAIlIH CydacHOCTI, IKa OXOILTIOE PI3HOMAHITHI Taiy3i. BiH Haae MOXIIMBOCTI JJ1s iHTErpaIii Gpi3uIHUuX
00’€KTiB y IIM(POBUIA CBIT, 1110 BIAKPUBAE HOBI TOPU3OHTH JJIs O13HECY, HAYKH Ta TIOBCAKICHHOTO JXUTTS. Y IbOMY
aHaJTi31 pO3MITHEMO JICKiIbKa OCHOBHUX HAyKOBHX CTaTeH, K1 BUCBITJIIOIOTH pi3HI acniekTr [oT, Bij foro apXitek-
TYpH 10 BUKIHKIB Oe3nekn.At3opi JI., Iepa A. Ta Mopabiro I. (Atzori, L., lera, A., & Morabito, G. 2010) nposenn
cucreMarnyHuid ora [oT, akleHTy0UM Ha KIIFOUOBHMX KOHIIEMISX, TAaKUX SIK 00’€KTH, IO B3aEMOIIIOTH 4epe3
InTepHeT. BoHu miakpecnwin 3HauCHHS JaHUX y GopMyBaHHI Mepexki [oT, 3a3HauuBIIH, 110 HTETpaLlis 00’ €KTiB
BHMarae HOBUX IiJIXOJIB JI0 YIIpaBliHHs Ta 00poOku iHdopmarii [1]; Bopmakia E. (Borgia E. 2014) onucye ocHOBHI
xapaktepucTuku loT, BKJIrOUarouM pi3HOMAaHITTS 3aCTOCYBaHb 1 BIAKPHUTI MUTAaHHSA, IO MOTPEOYIOTh MOAAIBIIOTO
JochimkeHHs. BiH migkpeciioe BaXKIUBICTh PO3YMIHHS HE JIMILIE TEXHOJOTIYHMX AaCMeKTiB, aje W COoLiaJbHUX
1 eTHYHHX BUKIHKIB, IMOB’s13aHUX i3 BrpoBamkeHHsaM [oT [2]; ['y66i [x. ta igm. (Gubbi, J. et al. 2013) npen-
CTaBJSIIOTH apXITEKTYpHi KomitoHeHTH [0T, akIeHTyoun yBary Ha ix iHTerpamii 3 YMHHUMH TEXHOJOTisIMU. BoHI
BKa3yIOTh Ha HEOOX1THICTh pO3pOOKH HOBHX CTaHIAPTIB Ta MPOTOKOIIB Js 3abe3neueHHs egekTuBHO1 podotu [oT
[3]; JIi C. ta iam. (Li S. et al. 2015) npoBenu cucteMarnaHui o TexHodorii [oT, Haronomnryroun Ha X 31aTHO-
CTi 10 ajmanTaiii B pi3HUX rary3sx. BoHu 3a3HauaroTh, o MaiOyTHIi po3suTok [oT 3anexarnme Bij MONANTBIIOTO
BJIOCKOHAJICHHS apXiTEKTYPHHUX PillleHb Ta ajanTailii 10 crnenndiyHux yMoB ekcIutyaraitii [4]; 3aHemna A. Ta iHIIL.
(Zanella, A. et al. 2014) posmsHyny, sk [oT Moxe OyTi BIpoBapKEHUH y PO3YyMHI MicTa, 30KpeMa B YIPaBIiHHI
€HepreTHYHUMU PECYPCaMU, TPAHCTIOPTOM Ta Oe3nekor0. BoHM ONMMCYI0Th KOHKPETHI NMPUKIaau BUkopuctanus [oT
Juia TiaBuieHHs edexkTuBHOCTI Micbkux cucteM [5]; JIi L. Ta JIi K. (Lee, 1. & Lee, K. 2015) ananizytots BriuB [oT
Ha Oi3Hec-cepeIoBUILE, MiKPECIIOI0UH TOTSHIIIHHI TepeBark Ta BUKIUKH, 3 IKUMHU CTUKAIOThCA MiAMPUEMCTBA Mij
gac BrpoBapkeHHs loT-pimens [6]; Sur f. ta inm. (Yang, Y. et al. 2017) getanbHO DOCTIKYIOTH IpodieMu 6e3-
neku Ta KoHgiaeHninHocti B [oT. BoHn Bia3HaYar0Th, 0 3HayHe 3pocTanHs [0T cTBOpIOe HOBI pU3HKHU Ta 3arPO3H,
SIKHMH MOXYTh CKOPUCTATHUCS IIaxpai, KOHKYPEHTH 49U 3T0BMHUCHUKH [7]; @apyr M. V. Ta inm. (Farooq, M. U. et al.
2015) akIeHTYIOTh YBary Ha KpHTHIHHX acnekTax Oesneku 10T, Biq3Hauaroun pu3nKH, OB’ sI3aH1 3 BPa3IMBOCTIMH
y cucteMax. BoHH MPOMOHYIOTH CTpaTerii Ui OKpaIleHHs Oe3MeKH, BKIFOUA0Ud BUKOPUCTAHHS KpHITTOrpadiv-
Hux MetoxiB [8]; Yan M. Ta iam. (Chen, M. et al. 2017) aHami3yr0Th apXiTEeKTYpH Ta CTAHIAPTH KOMYHIKaIlild MiX
MarmHaMu (M2M) B koHnTekcTi [0T. BoHU BKa3ytoTh Ha BaXKIIHBICTh PO3POOKH €()EKTHBHUX CTAHIAPTIB IS 3a0€e3-
nedeHHs Oe3nepeOiitHol B3aeMoaii Mk pisHUME npuctposmu [9]; Anp-@yraxa A. Ta inm. (Al-Fuqaha, A. et al.
2015) nponoHyOTh BCEOIUHUI OIMIA] TEXHOMIOTIH, ki maTpuMytoTh 10T, BKItouaroun npoToKony, miarhopMu Ta
arnaparHi 3aco0u. BoHHU miIKpeCIIo0Th BaXKIMBICT IHTErpaLlil WX TEXHOIOT1H A7l CTBOPEHHS €IMHOI €KOCUCTEMU
IoT [10]; B.A. A3ina, A.B. Ilorpe6nsk, O.B. Cabipos (2021), Ha npukiiaai BIPOBaHKEHHS Y CUCTEMY YIPaBIiHHA
CYYacHOTO PECTOPAHHOTO 32Ky SICKTPOHHOTO MEHIO, TOBOISTh 3HAUHI MIEPEBarH IIi€i iIHHOBAIIIT K [UIS KITIEHTIB,
TaK 1 JJIs1 TIepCOHANy MiAMPUEMCTRA 1, Y IILIOMY, JUTS pecTopanHoro OizHecy [11].

AHaui3 HayKoBUX poOit 3 inTerpanii IaTeprety Pedeii (IoT) mokasye, Mo 1 TEXHOJIOTIsS aKTUBHO PO3BUBa-
€ThCSI, OXOIUTFOIOYH Pi3HI ACTICKTH, B1Jl apXiTEKTYpH 10 Oe3rneku. [lomepenHi 10 CiiKeHHS BKa3yIOTh Ha BaXKJIHBICTh
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MOAAJIBIIOTO PO3BUTKY CTaHIAPTiB, IPOTOKOJIIB 1 TEXHOOTIH At 3a0e3neueHHs Oe3neyHol Ta e(heKTUBHOI iHTerpa-
uii IoT y pisHux cepax gisutpHOCTI. L, cBO€I0 ueproro, BigKpUBaE HOBI MOXIIMBOCTI JUIs IHHOBALIN Ta PO3BUTKY
B MaiiOyTHBOMY.

Mera pocaigxeHHs. CTarTs NPUCBSYEHA aHAJI3y OOCHIIKEHHS 3 OCHOBHHMX HpoOmeM inTerpaumii loT
y KOMII'FOTepHI MepesKi Ta MPOIIOHYE MOKIIMBI PIICHHS JUTS iX MOJOIaHHS.

Buknax ocHOBHOTO MaTepiajy AociilkeHHs. [HTepHET pedell MOXKHA BU3HAYHTH SIK TTI00ATBHY MEPEXKY
MIJKITFOYSHUX JI0 IHTePHETY NMPUCTPOIB, Ki OOMIHIOIOTHCS JAHUMH Ta B3aEMOJIIIOTh MiXK c000t0. Tox BU3HAUNMO
ocHoBHi komnioHeHTH [0T (Tabmums 1) [1-3]:

e IlIpucrpoi IoT: cencopu, kamepu, KOHTPOJIEPH.

e Mepe:keBe 00JaIHAHHS: MaPIIPYTU3aTOPH, KOMYTATOPH, IIIJTIO3H.

¢ IIporpamue 3a6e3neyeHHs: wiarhopMu A1t 00pOOKH TAHUX Ta AaHATITHUKH.

[ ]

Tabmuus 1
OcHoBHI koMnoHeHTH cuctemu loT
Kommnonentn IoT DyHKIil KOMIIOHEHTIB
Cencopne o0agHaHHSI CeHcopw, 1110 30MparoTh JIaHi 3 OTOUSHHS 1 EPENIatoTh 1X Yepe3 MEepPexKy.
[nro3u [Tpuctpoi, oo 3a6e3neuyroTs 3’eaHanHs Mk 0T i OCHOBHUMH MepexaMu.
XMapHi cepBepH BukopucToByrThCst 17151 00poOKH, 30epiraHHs Ta aHaji3y BEJIMKUAX JaHHX.
[Tporpamsi miargpopmMu [Tporpamui pimennst 1uist kepysansst loT npuctposimu 1 00poOku iHdopMaii.

PosmisiHeMoO piBHI, 3 SKUX CKiIanaeThes apxitekrypa [oT (Tabmuns 2) [1-3] :

e PiBeHb npucTpoiB: TyT po3miieHi Bci Gi3uUHI CEHCOPU Ta BUKOHABYI IIPUCTPOI.

o Illn103u Ta MepekeBUil piBeHb: 320€3MCUYIOTh 3B’ 130K MK IPUCTPOSIMH Ta XMApHUMH CEpBEpaMU.
e XMapHuii piBeHb: 00po0iIsie Ta aHATI3y€E BENNKI MACHBH JaHUX.

Tabmuns 2
PiBHi apxitexTypu loT
PiBennb DyHKIiOHAN PiBHA

PiBenpb npuctpois Bxuttouae ¢izuyHi npucTpoi, 1o 30MparoTh Ta NepeaaloTh JaHi.

[mo30Bwuit piBeHBb Bukonye ¢yHKIiI0 3’ €1HAHHS IPUCTPOIB 13 NIOOATLHUMH MEpeKaM1 Yepe3 MepeKeBe
oOaHaHHA.

XmapHuit piBeHb OO0po0isie Ta 30epirae qaHi, HaJIAlOYM KOPUCTYBa4aM MOXIIMBICTb JOCTYILY Ha BIIICTaHi 10
KEpyBaHHS IIPUCTPOSIMU.

AHaNITHYHAHN piBEHb Brurtowae iHCTpYMEHTH [UTS aHAITI3Y 310paHrX MTaHWX 1 HaJaHHSI KOPUCTyBadaM iH(popMariii-
HUX pillICHb.

OnHiero 13 kmouoBuX mpooOiem inTerparii loT € macmraboBanicTs. KinbkicTs loT-ipucTpoiB, migKIOueHIX
JI0 Mepexi, 3p0cTae eKCIOHEHIIIHO, 10 CTBOPIOE 3HAYHE HABAaHTAXKEHHS Ha MepexkeBy iH(pacTpykrypy. Tpaau-
LilHI Mepexi He 3aBXK/IU 34aTHI 00poOIATH BENUKY KIIBKICTh OTHOYACHUX 3’ €HAaHb Ta OOMIHY JaHUMH, IO MOXKE
MEPEBAHTAXKUTH MEPEXKI Ta 3HU3UTH 1X eekTuBHIicTh (Tadmuus 3) [2-4].

Tabnuus 3
IMopiBHSIHHSI 31aTHOCTI MepeKeBUX TEXHOJIOTIH 10 MaciITabyBaHHs

Mepe:xeBi Texnoqorii | Kinbkicts minkiawuyens | HIBuakicth nepenaui nanux | CriagHicTh ynpabiiiHHS
Wi-Fi OObmMmerxeHa Bucoxka Cepenns
Ethernet O6merxeHa Jyxe BuCOka Huzpka
LoRaWAN Bucoka Husbka CknaaHa
5G Jlyxe BUCOKa Jyxe BuCOKa CkanHa

Iarerpanis loT migBuinye pusuku KibepOe3mekH, OCKIIBKH KOXEH MiAKIIOUCHUH MPUCTPIH MOXe CTaTh
MOTEHLIHHOI0 TOUKOIO ypa3nuBocTi. KimbkicTs atak Ha loT-cucTemu nmocTiifHO 3pocTae, i, Ha xallb, HE BC1 IPUCTPOT
MAaIOTh IOCTaTHil piBeHb 3axucTy. [lepenik cydacHux kibep3arpos s [oT naBeneno y Tabnuui 4 [3, 4, 6-8].

Inrerpauis Benukoi kinbkocTi loT-npucTpoiB Moke CTBOPHOBATH IPOOIEMU 3 IPOITY CKHOO 3JaTHICTIO MEPEKI,
0COOJHBO B peaJbHOMY daci, KOJIM HEOOXiTHO MIBHIKO OOPOOISATH i TepeaBaTH BENUKi 00CITH TaHUX. 3aTPUMKU
B Iiepenadi MOXyTh KDUTUYIHO BIUIMHYTH Ha pOOOTY TaKHX CHUCTEM, SIK IHTEJICKTyalIbHI TPAHCIIOPTHI MEPEexi, aBTO-
MaTH30BaHEe BUPOOHHIITBO, chepa MociIyr Ta cucTeMu 0XopoH#u 310poB’s.(Tabmuus 5) [4-7, 15].

34 ISSN 2521-6643 Cucremu Ta TexHonorii, Ne 2 (68), 2024



Tabmuws 4
OcHogHi kibep3arposu aias loT

Tun araku Omnwuc 3arpo3
DoS-araka IMepeBanTaXKEHHS Mepexi, IO OJIOKYE AOCTYII 10 CEPBICIB.
Araka «monuHa mocepenuHi» | [lepexorureHHs Ta MoaniKaIlis TaHUX MK IPUCTPOSIMU Ta CEPBEPOM.
HecankiiioHoBaHU TOCTYIT HezakoHnHe oTprMaHHS KOHTPOIIO HaJ MPUCTPOEM 200 MEPEXKEIO.
[TaxpaiicTBO, (irmHT BukopuctaHHs comianpHOI IHKeHepii A KpadiKKi KOHQIACHIIIHHIX TaHUX.

Tabmnuus 5
Bnums Tuny IoT- cucTeMu Ha NPONYCKHY 31aTHICTH Mepexi
Tun IoT-cucremu KimbkicTs Ha‘l:l‘I/lX Yac nepeaadi gannx Bumorn
HA NMPUCTPiii J10 3aTPUMKH

Posymunii gim Huzpka Hesennknit ITomipHa
IHTEeNneKTYyanpHII TPAHCTIOPT Bucoka Kputnunwii Hyxe HU3bKA
Ox0poHa 3710pOB’ S Cepenns Bucoxwnit Huzpka
Ipomucnosuii intepret peueit (IIoT) |Bucoka Jy>xe BUCOKHIA Jlyxe H13bKa

OnHUM 13 BaXUIMBUX BUKIMKIB € CYMICHICTh PI3HHX HPOTOKOJIIB, IO BUKOPUCTOBYIOThCs loT-ipuctposimu
Ta Tpaauiinaumu Mepesxamu. [Ipotokomu, sik-or MQTT, CoAP ta HTTP, He 3aBXau MiATPUMYIOTh B3aEMOJIIO
3 yciMa MEpEeKEeBIMHU MPUCTPOSMH, IO MOXKE TIPH3BECTH JI0 YCKIAAHEHb Y Tepeaadi JaHUX MiXK Pi3HUMH eIeMeH-
TaMu cucteMu. [lepenik OCHOBHMX MPOTOKOIIIB, 110 BUKOPUCTOBYIOThCA ¥ 10T HaBeneno y Tabmumi 6 [6-8, 10].

Tabnui 6
OcHOBHI IPOTOKO.IH, 1110 BUKOPUCTOBYIOThCA Yy IoT
IIporoxo. Onuc npu3HaYeHHs] NTPOTOKOJIY CyMicHICTB 3 TpaANIiHHIMH MepeskaMu
MQTT Jlerkuit mpoTOKON 1T OOMiHY TTOBITOMIICHHSIMH OoOMexeHa
CoAP IIpoTokoin 111 poOOTH 3 pecypcamu y peaibHOMY Yaci Cepenns
HTTP OCHOBHUI ITPOTOKOJ IJIs TIepeiadi TinepTeKCcTy Bucoxka
Zigbee [TpoToko:n 1151 MAJIOTIOTYKHUX MEPEen Husbka

Bararo loT-npucTpoiB >kUBIATHCA BiJ OaTapeiok, M0 CTBOPIOE HEOOXiAHICTh €(heKTUBHOTO BUKOPUCTAHHS
e”eprii. [arerpanis loT y xomn’toTepHi Mepexi BUMarae onTuUMizalii Sk nepegadi JaHUX, Tak 1 eHeproeeKkTus-
HOCTI JUTsI 32a0€3NeYeHHS JOBIOTPHUBAIOT POOOTH MPUCTPOiB. BUKOpHCTaHHS €HEProOIaJHIX TEXHOIOT1H, TAKUX SIK
NB-IoT (Narrowband IoT), Moke JOOMOTTH BHPIIIXATH IO Tpodaemy [7, 9].

Jliis BUpinieHHs po0JIeMH MacIITaO0OBaHOCTI HEOOXITHO pO3POOISATH apXiTEKTypH MEPEXK, AKi MATPUMYIOTh
JUHAMiYHEe MacITaOyBaHHS Ta aJIallTAIlii0 IO 3pOCTaHHS KUTLKOCTI IPUCTPOTiB. OMHUM i3 pilliecHbh MOXKe Oy TH BHKO-
puctanas SDN (Software-Defined Networking), 1o 103BoJisie IEHTPaTi30BaHO YIPABIATH MEPEKEIO Ta IIIBUIKO
afanTyBaTH ii 10 HOBUX BUMOT. Y Tabnuui 7 HaJaHO HOPIBHIIBHY XapaKTEPHCTHKY TPAIULINHHOI apXiTeKTypHu Ta
Software-Defined Networking [8-10].

Tabmuns 7
IepeBaru Buxopucranus SDN nis IoT
Xapakrepucruka Tpanuuiiina apxitekrypa SDN
I'HyukicTh OOmerxeHa Bucoxka
VYnpasniaas JleneHTpaiizoBaHe LenTpamizoBane
MacitaboBaHiCTh OOMexeHa Jyxe BHCOKa
PearyBanHs Ha 3MiHH [ToBineHE HIBunxe

3 METO¥0 3HIKEHHSI pU3HKIB, ITOB’ SI3aHHX 13 KibepOe3neKoro, He00X1IHO BIPOBAKYBaTH KOMIUICKCHI PillICHHS
JUTS 3aXKCTy JAaHWX Ta MPHUCTPOiB. BUKOprcTaHHS METOiB MIBUAKOI aBTeHTHdikalil, mudpyBaHHsa TaHUX Ta
cerMeHTallii Mepe:xi oroMarae 3HauHO MiABUIIUTH 3axuIeHicTh [oT-cucteM. Takox BaXKITMBO BUKOPHUCTOBYBAaTH
3ac00M MOHITOPHHTY JUIA BUSBJICHHS Ta MonepexeHns arak (Taomurs 8) [5-8].

106 yHUKHYTH TIpOOIEeM i3 IPOMYCKHOIO 3/IaTHICTIO Ta 3aTPUMKAaMHU, HEOOXiTHO BUKOPHCTOBYBaTH TEXHO-
JIOTi, 110 ONTUMI3YIOTh Nepeiady JaHUX y peanbHoMy 4yaci. OXHUM 13 TaKUX pIIIeHb € BUKOPHCTAHHS IIPOTOKOIY
5G, sxuii 3a0e3neuye BUCOKY MIBUAKICTh Mepeaadi JaHUX Ta MiHIMaJIbHI 3aTPUMKH, 1[0 OCOOJUBO BaXKJIUBO IJIS
kputnuHux loT-nogarkis. [TopiBusnbHy Tabnuito 9 mponyckHOl 31aTHOCTI HaBeAeHo Hibk4e [7, 9, 15].
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Tabmmis 8
OcHogBHi MeToau 3axucty loT-cucrem

Meroa 3axucTy Onuc THIy 3aXMIEHOCTi
udpysanHs naHux 3abe3neuye KOH(DIACHIIIHHICTD 1 HTICHICT NepelaHuX JaHuX.
ABtenTH(dIKaIs ITepeBipka JOCTOBIPHOCTI MPUCTPOIB Nepe 3’ €THAHHSM i3 MEPEKEIO.
CermeHTarfist Mepexi ITomin Mepesxi Ha 130J1bOBaHI CEIMEHTH JJTs1 3MCHIIICHHS PU3HKIB.
MOHITOPHHT Mepexi BusiBneHHs mi103pis1oi akTUBHOCTI Ta 3a00iraHHs aTakaM y peajlbHOMYy Yaci.

Tabmuns 9
IopiBHsiHHS nponmyckHoOI 30aTHOCTI A5 pisnux TuniB loT-qonarkis
Tun IoT-gonaTka Bumoru 10 nponyckHoi 31aTHOCTI TexHoJ10rii mepenayi JaHux
[HTEeNeKTYaNbHI TPAHCIIOPTHI CUCTEMHU Hyxe Bucoka 5G, Wi-Fi 6
CucreMu 0XOpOHH 310pPOB’ S Cepenst NB-IoT, LTE-M
Posymunit gim Huzpka Wi-Fi, Zigbee
ITpomucnosi loT-cuctemu Bucoxka Ethernet, 5G

Jna migBuieHHsT cyMicHOCTI Mik pisHUMH loT-mpoTokonamMu Ta MeEpexKEeBHUMHU TEXHOJIOTiISIMH HEOOXiAHO
BUKOPUCTOBYBAaTH LIJKO3U MPOTOKOJIIB Ta 1ardopMu Ui YIpaBiIiHHS npucTposMu. Lli TexHomorii 103BOISIOTH
MOEIHYBATH Pi3HI IPOTOKOIH B €JMHIN cUCTEMI Ta 3a0e3meuytoTh eheKTHBHY B3aeMoito Mixk loT-puctposmu.

[l 3a0e3mederHs TpUBajoi aBTOHOMHOT poOoty [oT-TipucTpoiB HEOOXI1THO BUKOPHCTOBYBATH SHEProeQek-
TUBHI TexHoorii, Taki sk NB-IoT ta LPWAN. BoHu 103BOJISIOTH TIepeaaBaTH HEBEJIUKI 00CITH JaHUX 3 MiHIMaJIb-
HUM €HEPTOCIIOKUBAHHAM, IO 0COOIMBO BasKIUBO IS IPUCTPOIB, IO MPAIIOIOTh Ha OaTapeikax.

OpnHiero 3 HalHOUTBIIMX TpoOiieM iHTerparii [oT y TpaauimiiiHi KOMIT FOTEpHI MEPEXi € IIBUJKE 3POCTaHHS
KUTBKOCTI MiAKIIIOYEHNX MPUCTPOiB. 3TiTHO 3 MPOrHO3aMH, KUTBKiCTh mpucTpoiB loT nmpomomkyBaTnMme 3pocraru
eKCTIOHEeHIIIiHO. [le cTBOpIoe 3HauHe HaBaHTa)KEHHS Ha HAsBHI MEPEKEBi apXiTEKTypH, SIKi 4acTo He 37aTHI edek-
THUBHO 00OpOOJISITH Ta IepeaBaTH AaHi Bil Takoi KiTbKOCTI IPUCTPOIB.

1106 3HaWTH MaHi IpO MPOrHO30BaHE 3pocTaHHA KiabkocTi loT-mpuctpoiB 10 2030 poky, MOXKHa 3BEpHY-
TUCS A0 pi3HUX kepen. Hanpukman, 3rinHo 3 nporano3oM loT Analytics, ouikyeTbes, 0 KiIBKICTh MiAKIIOYEHUX
loT-npuctpoiB nocsarue 18.8 minbsipais y 2024 poui, 3 nonansmuM 3poctanasM 10 2030 poky. Lleit pict 3Ha4HOIO
MIpOIO CIIPUYMHEHO BIPOBAKCHHSIM HOBUX TEXHONOTIH, Takux sk 5G, LTE-M, a Takox 301IbIICHHSIM KiTBKOCTI
MIPUCTPOIB Y IPOMHUCIOBOMY CEKTOPI Ta IJIsT PO3YMHOTO JIOMY.

Iammit ananiz mokasye, mo miodaxpHui puHOK 10T Oyne mpomorxkyBartu 3pocTtari Ha 9-10% mopigHo, gocsr-
HyBIIX 10 2030 poKy 3HAYHOTO YMCIIa MIPUCTPOIB Yepe3 PO3BUTOK TEXHOJIOTIH y Tally3l IITYYHOTO 1HTEIEKTy Ta
npomucioBoro Iareprery peueit (IloT). [TomiOHi naHi MoxHa 3HaiTH B mociimpkeHHsX [oT Analytics Ta Straits
Research, sixi mmboko aHami3y0Th po3BUTOK loT-cekTopy Ta kitouoBi Tpenau [9, 11-15].

Tabmuns 10
IIporno3 3pocranns kinbkocti loT-npucrpois a0 2030 poxy
Pix KisibkicTs npuctpois (MJpn)
2020 12
2023 15
2025 21
2030 29

OKpiM 3pocTaHHs KUTBKOCTI MPHUCTPOiB, iHTerpamis [oT y Mepexi Takoxk BUMarae 30UIbIICHHS MIPOITYCKHOT
3[IaTHOCTI /IS 3a0e3MedeH s IKiCHOT mepeiadi JaHuX y peagbHoMy daci. OCOOIUBO 11e CTOCY€EThCS TPOMHCIOBUX
CHUCTEM, JIe 3aTPUMKH Yy Tiepeiadi MOXKYTh TIPU3BECTH 10 cepiio3Hnx HacuiakiB (Taomuus 11) [9, 10].

Tabmmg 11
Bumoru g0 nponyckHoi 3garHocti A pisaux Tunis loT-mepesx
Tun loT-mepexi IIponyckna 3paTHicTs (MG6iT/C)
[TpommcnoBi cucreMu >100
CmapT-10MalllHi CUCTEMH 10-50
MobinbHi loT-cucremn 5-15
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Hns nesxux loT-momaTkiB, TakuX SK CHCTEMH PO3YMHOTO TPAaHCIIOPTY YU OXOPOHH 3J0POB’sI, MiHiMi3amis
3aTPUMOK y Mepeaadi JaHUX € KPUTHYHO BaXIHNBOKO. TexHosnorii 5G MOXyTh 3HAYHO 3MEHIINUTH 3aTPUMKY, 320€3-
MeYyIOYH Mepenady JaHUX MPaKkTHYHO B peanbHoMy vaci.(Tabmuis 12)[8-10,15] Ilpote ans nocsSrHeHHS Li€i MeTH
MOTPiOHE NOJJaNbIIE PO3IIUPEHHS MEPEKEBOI IHPPACTPYKTYpH.

Tabmumsa 12
IopiBHsIHHSI PiBHIB 3aTPUMKH y Pi3HUX MepeKeBUX TEXHOJIOTifAX
TexHoJ10TisI Nepeaayi JaHUX Cepeansi 3aTpumMka (Mc)
4G LTE 30-50
Wi-Fi 10-30
5G <10

Iama cepiio3na mpobiemMa — e e(eKTUBHE YIPABIIHHS BEIUYC3HUMH 00CSATaMH JaHUX, IO TCHEPYIOTHCS
loT-npuctposimu. HeoOXiiHO BIpOBaKyBaTH 1HHOBAIIHI METOIH JIJIsl 30epiraHHs Ta aHaji3y WX JaHHX, 00
3a0e3MeUnTH MBUIKE IPUHHATTS PillIcHb Ta BUABJICHHS aHOMAIIiH y peajbHOMY 4aci.

Yacto nmpuctpoi loT mparrioioTs B yMoBax 00MEKEHOTO €HEPTrOCIIOKIBAHHSI, TOMY ONITHMI3allisl BUTPAT €HEp-
rii € me omHUM CyTTeBUM BUKIUKOM. TexHomorii Ha ocHOBI NB-IoT a6o LoRa m103Bosit0Th MiHIMI3yBaTu eHEp-
TOCIIOXKHMBAHHS, O/THAK 1€ MOXKe OyTH HEJJOCTATHIM JUIS ACSIKUX BUJIIB IPUCTPOIB, TAKUX SK MPOMHCIIOBI JATYHKH.

BuCHOBKM Ta NepcHeKTUBU NOJANBINNX A0cTilxkeHb. [HTerpamnis [oT y koM 10TepHi MepeKi € CKIaJHUM,
ajie HaJ3BHUYailHO Ba)XJIMBUM IPOLIECOM sl 3a0e3neueHHs e(heKTUBHOI pOOOTH CydacHHX CUCTeM. Y cTarTi Oyio
PO3MIISIHYTO OCHOBHI MPOOJIEMH, sIKi BUHUKAIOTh MIPU IIbOMY, @ TAKOX MOXJIMBI PilIeHHS A7 1X MOAOMaHHS.

3poctanHs KiabKocTi loT-mpucTpoiB CTBOPIOE CYTTEBI BUKIMKU AJISl TPAAULIIHHOI MEPEXKEBOi apXiTeKTypH.
Buxopucrtanns Takux TexHonorii, sk SDN ta NFV, no3Bosise 3Ha4HO MiABHINUTH THYYKICTH Ta aJalTHBHICTD
MepeK Il pOOOTH 3 BETUKUM 0OCSITOM MIPHUCTPOTB.

3axuct maHux Ta 3abe3neucHHs Oe3neku Mepex 10T e omHiero 3 HAHOIMBIINX MPOOJIEM, OCKITBKHA BEJIMKa
KUTBKICTh MIKITFOYSHUX TPUCTPOTB 301IBIITY€E BPa3IMBIiCTh 1O KibepaTak. BUKOpHUCTaHHS CydyaCHHX METOIIB LU (-
pyBaHHS, ayTeHTH(DIKAIlIi Ta CerMEeHTAaIlii MepexXi € KIIFOYOBUMH JIJIS MiABUIIIeHHS Oe3neku loT-cuctem.

3abe3nedeHHsT BUCOKOI IIPOITyCKHOI 3AaTHOCTI Ta MiHiMi3alii 3aTpUMOK y MepeKax € BaKIMBUM IS e(ek-
TUBHOI poboTu loT-momaTkiB, 0cobNMMBO B MPOMHUCIOBOMY CeKkTopi. BrpoBamkenHs texHonoriit 5G ta Wi-Fi 6
CIIpHsi€ BUPIIIEHHIO ITi€] IpoOIeMu.

Bararo loT-nipucTpoiB npaioioTs Ha OaTtapeiikax, ToMy e(eKTHBHE YIPaBIiHHSI €HEPTi€l0 € KPUTUUHUM TS
iX 1OBroTpuBasioi poooTH. BUKOpUCTaHHS HU3BKOGHEPTeTUYHUX TeXHOMOT1H, TakuxX Ak NB-IoT ta LoRa, no3Bossie
3HAYHO NPOJOBKHUTH TEPMIH POOOTH IPUCTPOIB.

Benukuii 00CsT 1aHUX, IKUI TeHEpy€eThes MPUCTposiMu 10T, BuMarae BUKOPHUCTAHHS CIIEIialli30BaHUX PIllICHb
VTS 1X 30epiranHs, 0OpoOKH Ta aHai3y. BUKOpUCTaHHS XMapHUX TEXHOJIOT1H Ta TEXHOJIOT1H nepudepiiHnX o0uuc-
JIEHb JTOTIOMAarae ONTHMI3yBaTH YIPAaBIiHHS JAaHUMH Y peaTbHOMY Yaci.

bescymuiBHO, iHTerpanis [oT y koMIT roTepHI Mepexi BiIKpHBAa€E HOBI MOYXJIMBOCTI JUUIsl PO3BUTKY 1HTEICKTY-
QIBHUX CUCTEM Y Pi3HUX chepax, BiJl PO3YMHHX MICT IO IPOMHUCIOBOTO BUpOOHUIITBA. OTHAK JUTsl YCITIITHOT peati-
3aii HeoOXiHO BpaXxOByBaTH HaBe/IeHI BHIIE BUKJIMKH Ta 3aCTOCOBYBATH BIAIOBIIHI PIICHHS IS iX TOJOJIaHHS.
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JAOCIIAXKEHHSA METOAIB PO3III3HABAHHSA OCIBb 3A BIOMETPUYHUMHU O3HAKAMUA

Cmamms npucesyena anauizy Cyuachux mexHonoziu 6iomempuunoi ioenmugbiayii ma ix 6UKOpUCmManHio 8 pisHux ce-
DPax, makux sk besnexa, Oepiucasui ma komepyini opeanizayii. OCHOBHOI0 MemoK0 AOCTIONCEHHS € BCebTUHe BUSUEHHS PI3HUX 6i0-
MemPUYHUX Memo0ig, MAKUX sIK PO3NIZHABAHHA 001UYYSA, BI0OUMKIE NANbYIE, PALIOYICHOT 000TOHKU OKA, 2010CY MA THUUX 03HAK,
3 N0OATBULOIO PO3POOKOI0 peKomMeHdayill wodo ix 8nposadxcents. B pobomi nposederno 0enao cyuacnux memoodie GiomempuiHoi
i0enmuixayii, aKi GKMUBHO BUKOPUCTOBYIOMBCA 8 PISHUX 2ANy3AX. Y cmami 00CTi0NCceHo OyiHKYU MOYHOCTE A eeKmUGHOCI
OiomempuyHUX Memooig y pisHUX yMo8ax eukopucmanus. Busueno wisuoxkicmo i 004UCTIO8ANbHI GUMPAMU KOJICHO20 MEMOOY, U0
003601U110 NOPIGHAMU IX 3a ehpexmusnicmio. Yacmuna 00CiOKiceHHs. YOKYCYEMbCA HA 3ACMOCYBANHT MEMOOI8 MAUUHHOO HAG-
YAHHS A WIMYYHO20 THMeETeKmy 01 NOKPAWeHHs. MOYHOCMI ma weuokocmi biomempuynozo posnisnaganns. Buxopucmanns
2NUOOKUX HELPOHHUX Mepedc 00380TAE D0CAAMU 3HAYHUX NOKPAUEHb Y MOYHOCTI, 0COOUBO npu po6OMI 3 8eTUKUMYU HADOpAMUL
Oanux. Mawiunne HAGUaHHA MAKOXHC OONOMA2AE AOANMYBAMYU CUCEMY 00 PI3HUX YMO8 GUKOPUCIAHHS, NiOGUUIyIOYY iX HAOil-
HicMb § CMItIKICMb 00 CNOMBOPeHb. Y crammi 3anponoHo8ano y3a2aibHeny MamemMamuyty Mooenb 07 8ubopy onmumMaibHO20
Memody biomempuunoi idenmudpixayii. Modens bazyemvcs Ha bazamoxpumepiiHomy nioxodi, wo 6KI0YAE OYIHKY MAKUX Napa-
Mempig, K MOUHICMb, WEUOKICMb, HAOIIHICIb, CMIUKICIb 00 308HIWHIX 8NIUGIE ma obyuctiosanbhi sumpamu. Lle dozeonsie
suOUpamuy HatidinbIW ONMUMATLHULL MEMOO 0Nl KOHKpemHux 3acmocyeans. Ha ocrosi nposedenoeo ananizy copmynvosano
DEKOMEHOAyii wooo 8nposaddicerts biomempuynux cucmem. Po3pobreno pexomenoayii ons Oesnexu, 0epucasHux CIMpYKmyp
ma KOMepYIuHUX Opeanizayil, wo KI0UAoNb UKOPUCTAHHS PO3NIZHABAHHS 001UYYs, 8I00UMKIE NAbYi8 Ma KOMOIHOBAHUX
Oiomempuynux cucmem 0na niosuwenna eexkmugrocmi i besnexu. Lle docnioxcenHs pooumy 6HeCOK y PO3BUMOK MeXHON02il
biomempuunoi ioenmudhixayii, 3a6e3neyyioun 6a3y 011 NOOALLULO2O BNPOBANNCEHHSL eQeKIMUBHUX PIllieHb Y PISHUX 2aTY35X.

Kuttouosi cnoBa: Gionempuuna ioenmuqhikayis, po3nisHaganus ooauuys, 6i0OUMKY NATbYIE, patioyiCHA 000IOHKA OKA,
DO3NIZHABAHHS 2010CY, AIOPUMM, MEMO0, MAMEMAMUYHA MOOeTb, PeKOMeHOayil.

Popereshnyak S. V., Kravchenko R. V., Novikov Yu. L. Research of personal identification methods by biometric
characters

The article is devoted to the analysis of modern biometric identification technologies and their use in various areas, such
as security, government and commercial organizations. The main goal of the research is a comprehensive study of various biom-
etric methods, such as face recognition, fingerprints, iris, voice and other features, with further development of recommendations
for their implementation. The paper provides an overview of modern biometric identification methods that are actively used in
various industries. Algorithms for face recognition based on deep neural networks are considered, which provide high accuracy
even in difficult conditions. In addition, fingerprint recognition methods are analyzed, which are widely used due to their avail-
ability and reliability. Iris and voice recognition have also been recognized for high accuracy and speed in specific conditions.
The article examines assessments of the accuracy and effectiveness of biometric methods in various conditions of use. Important
aspects are the quality of the input data (image or signal), lighting conditions, the presence of noise and other external factors
that can affect the recognition results. The speed and computing costs of each method were also studied, which made it possible
to compare their effectiveness. Part of the research focuses on applying machine learning and artificial intelligence techniques
to improve the accuracy and speed of biometric recognition. The use of deep neural networks allows for significant improve-
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ments in accuracy, especially when working with large data sets. Machine learning also helps to adapt systems to different usage
conditions, increasing their reliability and resistance to distortions. The article proposes a generalized mathematical model for
choosing the optimal method of biometric identification. The model is based on a multi-criteria approach, which includes the
assessment of such parameters as accuracy, speed, reliability, resistance to external influences and computational costs. This
allows you to choose the most optimal method for specific applications. Based on the analysis, recommendations were formu-
lated for the introduction of biometric systems. Recommendations for security, government structures and commercial organ-
izations have been developed, including the use of facial recognition, fingerprints and combined biometric systems to improve
efficiency and security. This research contributes to the development of biometric identification technologies, providing a basis
for further implementation of effective solutions in various industries.

Key words: biometric identification, face recognition, fingerprints, iris, voice recognition, algorithm, method, mathemat-
ical model, recommendations.

IMocTanoBKka mpodiemu. B cyyacHOMY cBiTi 6i10MEeTpUYHI CHCTEMH iIeHTH(DIKAIlIT CTaTl OJHIEI0 3 HAUIIOMY-
JISPHIIINX Ta Halle(DeKTUBHIIINX TEXHOJIOT1i 711 3a0e3neueHHs Oe3neku Ta Bepudikallii 0COOUCTOCTI. 3 pO3BUTKOM
(G POBUX TEXHOJIOTIH Ta 3pOCTaHHAM Kibep3arpo3 3pocTae morpeda y OLnbII HaMIHHUX MeTodax imeHTHdIKaril,
SIK1 MOXKYTb 3a0€3IEUUTH SIK 3pYUHICTH ISl KOPUCTYBaUiB, TaK i BUCOKHI PIBEHb OE3MEKH /IS JepKaBHUX Ta KOMeEp-
HidHUX cTpyKTyp. Tpanuuiitai cnocobu inenTudikamii, Taki sk naposui ado PIN-koau, MaroTh HU3bKUI piBEHb 3aXH-
CTy 4epe3 BPas3JIUBICTh 10 KPaAiXKOK Ta maxpaicTBa. Y 3B’s3Ky 3 UM, 0iOMETPUYHI CUCTEMH, 1[0 BAKOPHUCTOBYIOTh
VHIKaJbHI (i310JI0Ti4HI 200 MOBEAIHKOBI XapaKTEPUCTUKH 0COOU (00MHYYs, BIZOUTKH MAajbIliB, TOJIOC, paiIyKHA
000JIOHKA OKa), CTaIM BaKJIMBOIO aJBTEPHATHBOIO LIS iATBEPIKESHHSI OCOOHCTOCTI.

[Nonpu gncneHHi nepeBaru, 610METPHYHI CHCTEMH CTHKAIOTHCS 3 HU3KOT0 IpobieM. [lepiia 3 HAX — 11e 3amex-
HICTh TOYHOCTI BiJl AKOCTi 310paHuX naHuWX. Hampukiam, cucTeMu po3mi3HaBaHHS OOJINYYUS MOXYTh IOMHJISTHCS
B YMOBaXx MOTaHOTO OCBITICHHS 200 IPY YaCTKOBOMY MPUXOBYBaHHI 00IMYYsl (MacKH, OKYJIsIpH). JIpyra mpodnema —
e morpeda B 0OUMCITIOBAIBHUX pecypcax Jiisi 00poOKU OIOMETPUYHHUX JIaHUX, OCOOJIIMBO TP BUKOPUCTAHHI TJIH-
00oKux HeHpoHHUX Mepek. KpiM Toro, BUKIHKY 3 00Ky KOH(IAESHIIIHHOCTI Ta 3aXUCTY JAAHHUX 3aJIHIIAIOTHCS aKTy-
IBHUMH, OCKLUTBKH OloMeTpHYHa iH(opMalis € HaA3BHYAHHO Ty TIMBOIO 1 il KOMIIpOMeTAaIliss MOXKe MaTu Cepio3Hi
HACJIiAKH.

TakuM 4MHOM, [TOCTA€ 3aBAAHHS JOCHIAMTH CydyacHi MeTonu OlOMETpUYHOI i1eHTH]iKalii, TpoaHai3yBaTH
iX e()eKTUBHICTH y PI3HUX YMOBaxX Ta PO3pOOHUTH ONTUMAJIbHI PillIEeHHs A7 BOPOBAKEHHS IUX CUCTEM B peasbHi
YMOBH, 320€3EUYI0UH IIPH [[HOMY BHCOKHIA PiBEHb TOYHOCTI, HATIHHOCTI Ta 3aXHUCTY.

Cran pochaimxennsi. O cydacHoi JIiTepaTypH Ta MyOsiKallii 3a OCTaHHI POKH IO JAaHild TeMaTHuIli CBiJl-
YUTh PO AKTUBHUKA PO3BUTOK PI3HOMAHITHUX IMiJXOIB 10 OioMeTpruHOi ineHTHDiKamii. Po3misHeMo KijibKa KITFo-
YOBHX HAIPSMIB, III0 AKTHBHO JTOCITI/KYBAINCS OCTaHHIM 4acoM.

OcCTaHHE ICCATWIITTS BII3HAYHIIOCS aKTUBHUM BIIPOBaKEHHAM ITHOOKUX HeipoHHUX Mepex (DNN) B 6io-
METPHYHI CHCTEMH, III0 TPHU3BEJIO IO CYTTEBOTO MOKPAILICHHS TOYHOCTI pO3Mi3HABaHHA. Taki MiIX0IH BUKOPUCTO-
BYIOTBCS JUIS PO3Ii3HABAaHHA 00IMY, BiAOMTKIB MaJIbIIiB, pai{y’kHOI OOOIOHKH OKa Ta HIIHNX O10METPUYHUX O3HAK.
Hanpuknan, CNN (Convolutional Neural Networks) ctanu ocHOBO i TOOYAOBU Cy4acCHHUX CHCTEM pO3IMi3Ha-
BaHHS OOJIMYYS 3aBJSKH iX 3aTHOCTI aBTOMAaTHYHO BUILISATH O3HAKU 300pakeHb, 110 T03BOJISE NOCATAaTH BUCOKOI
TOYHOCT] HaBiTh y CKJIQAHUX yMoBax [1-2].

MynbsTUMOIATEHI CUCTEMH, IO MTOEHYIOTh KiTbKA O10METPHYHHX O3HAK, OTPHMATH 3HAYHUHN PO3BUTOK. Taki
CHUCTEMH JTO3BOJISIOTH MiABUIIUTH TOYHICTH 1 HAIHHICTD PO3IMI3HABAHHS, OCKIIBKY BOHH 3HW)KYIOTh BILJIMB 30BHIIII-
HIiX (paKTOpIB, IO MOXKYTh MOPYIIMTH POOOTY OTHOMOMATBHUX cUCTeM [3-4].

3axuct 0iOMETPHYHHUX CHUCTEM BiJl MiApoOOK (Hanpukia:, ¢pororpadiid, miapoOIeHUX BiIOUTKIB MabIIB) Ta
BHSIBIICHHS 03HAK KMBOCTI KOPHCTYBaya CTAIN BKIMBUMH HANPSIMAMH JOCITIHKEHb. AJITOPUTMH, III0 BUKOPUCTO-
BYIOTh MalllMHHE HaBYaHHSI, JIOTIOMArarTh pO3Ii3HaBaTH (paibInrBi 610METPUYHI 1aH] MUITXOM aHaTi3y Takux (ak-
TOPIB, SIK PyX O4Yei, TEKCTypa MIKipu Touo [5-6].

[HITIM BaXJIMBUM HAIIPSIMOM € PO3BHUTOK JIETKHX aJITOPUTMIB AJIST MOOUIBHUX IIaT(GOPM, TaKUX K CMapT-
(¢oHM Ta iHIN MOPTAaTHBHI NpHUCTpoi. BmpoBamxeHHS e(EeKTUBHUX AJTOPUTMIB I 0OpOOKH OiOMETpHUUHHMX
JAHUX Ha MPUCTPOSX i3 OOMEIKEHUMH PECYPCaMH CTAI0 BUKIMKOM, SIKHI CTUMYITIOBAB PO3BUTOK CIEIiaTi30BaHUX
pitens [7-8].

e omna mpobnemMa, sika akKTHBHO TOCIIIKYETHCS, — II¢ HABYAHHSA HEHPOHHHX MEpeX Ha Mamux Habopax
JnaHuX. [ Ib0ro BUKOPHUCTOBYIOTHCS CIICIialIbHI METOIH, TaKi K TpaHC(pepHe HABYaHHS, SKi JO3BOJIIFOTH CHCTE-
MaM HaBYaTHCS €(PEKTUBHO HABITh 3a BiICYTHOCTI BETMKIX MAacHBIB JaHUX IJIS TPEHYBaHHS [9].

CyugacHi cucTteMu OIOMETPHYHOTO PO3IMi3HABAHHS BCE YACTIIIe BUKOPHUCTOBYIOTHCSI B HOBHX KOHTEKCTaX,
Takux sk iHTepHeT peueit (IoT) Ta BipTyanbHi cepenosuina (MetaBcecBiT). lle BiIKpUBaE HOBI MOXIUBOCTI IS
3acTocyBaHHs OioMmeTpii B mucTaHIiHIN ineHTH(iKallii Ta KibepOesmerni, aie BoIHoYaC MOPOIKYE HOBI BUKITHKH,
OB’ s13aHi 3 0e3MmeKoro Ta kKoHpineHiiHicTIo JanuX [10].

3a ocTaHHI POKU O6IOMETPUYHI CHCTEMHU 3pOOMIN BEJIMKUI KPOK yIepe 3aBIsIKH BIPOBAKEHHIO ITTHOOKOTO
HaBYaHHS, MyJIBTU(HAKTOPHOI iIeHTU(IKaLii Ta HOBUX TEXHOJIOTiH 3aXUCTy BifJ MiApoOok. Buknuky, Taki gk podora
Ha OOMEXEHHX MPHUCTPOsIX a00 HABYAHHSA HA MaNUX HA0Opax JaHUX, MOCTYIMOBO BUPINIYIOTHCS 33 JOMOMOTOIO
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HOBHX QJITOPUTMIYHUX pilleHb. PO3BUTOK IIMX CHCTEM Ma€ MOTEHINial JJIsl MONANBIIOTO BIPOBAKEHHS B PiI3HUX
cepax, Bij Oe3MeKH 10 KOMEPLIHHUX 1 Aep>KaBHUX MOCIYT.

MeTo10 10CHiIZKEHHS € aHalli3 Ta TIOPIBHSIHHA METOJiB PO3Mi3HaBaHHSA 0Ci0 3a 010METPUYHHUMH O3HAKaMH,
30KpeMa OOJIMYYsIM, BiIOMTKaMHU MajblliB, pailly>kKHOIO OOOJOHKOIO OKa Ta IHIIMMHU XapakTepucTukamu. Jocii-
JDKCHHSI CIIPSIMOBAHE HAa BUSBICHHS HAWOUTHII e()EKTHBHUX Ta TOYHHX METOMIB IUIS BUKOPHCTAHHS B CYYacHHX
cucteMax Oe3reKu Ta imeHThhIKaIlii.

JI1s TOCATHEHHS TIOCTABJICHOT METH C(OPMYITIOEMO 3a1a4i TOCITIPKEHHS:

— IlpoBectu aHami3 CydacHUX METOIB O10METPHYHOI iIeHTU(IKAITIT.

— OIiHATH MOXIIUBOCTI BUKOPHCTAHHS METO/IB MAIIMHHOTO HABUYAHHS Ta IITYYHOTO 1HTEJIEKTY IS ITOKpa-
[ICHHS TOYHOCTI Ta MIBHIKOCTI 610METPUYHOTO PO3ITi3HABAHHS.

— JlocniauTy Ta MOPiBHATH OLIHKH TOYHOCTI Ta €(heKTUBHOCTI METO/IB.

— IloGynyBaru y3arajgpHEeHy MaTeMaTHYHY MOJENb It BUOOPY ONTHUMAIBHOTO METOY PO3Mi3HaBaHHS 0Ci0
3a OlOMETPUYHUMHU O3HAKAMHU.

— Po3pobutu pekoMeHaalii Mo 0 BIPOBAIKEHHI OIOMETPUUHUX CUCTEM.

PesynbpraTy 1OCTIKEHHS TOTIOMOXYTh YIOCKOHAUTH CUCTEMU OE3IeKH Ha OCHOBI 010MeTpUYHOT ieHTH ]I~
Karii Ta 3a0e3MeYnT! eeKTHBHE BITPOBAKCHHS TAKUX TEXHOJIOTIH y pi3Hi ramy3i.

Bukiag ocHOBHOT0 MaTepiaiy A0CTizKeHHS.

Orsia cydacHUX MeTodiB 0ioMeTpu4HoOi ineHTHiKanii. biomMmeTpruyHa ineHTH]IKAISI BUKOPHCTOBYE YHi-
KalbHI (i3ionoriuHi a00 MOBEMIHKOBI XapaKTEPUCTHKH 0COOM ISl MiITBEpKeHHS ii ocoducTocTi. CydacHi MeTOaM
OlomMeTpuvHOI imeHTHdiKali] 32a0e3Medy0Th BUCOKUI piBEHb O€3MEKH Ta TOYHOCTI, M0 POOHUTH iX MOMYJISPHHUMU
y chepax Oe3nexu, JOCTyITy Ta KOHTpoIto. B Tabmnuii 1 HaBeeHO OCHOBHI 010MEeTpHYHI METO/IH, IKi aKTHBHO BHKO-
PHUCTOBYIOTHCSI CHOTO/IHI.

Koxxen meron OiomeTpuuHOi ifeHTH(IKaLii Mae CBOT MepeBark i HEJOMIKH, 3aJIeKHO BiJ KOHKPETHOI cepu
3aCTOCYBaHHS. Y Cy4acHUX CUCTeMax Oe3IeKH BCe YacTillle BUKOPUCTOBYIOTHCS KOMOiIHaMIT KiTbKOX 010METPHYHUX

METO/IIB JUISI ITiIBUIIIEHHS] TOYHOCTI Ta HAAIMHOCTI 1JIeHTU(IKAITIT.

Tabmuns 1
Orisa cyyacHMX MeToliB 0ioMeTpu4HOI ineHTHpiKkanii
Merton CuJbHi CTOPOHH Henoaixkn 3acrocyBaHHs

Po3miz- IIBunkicTs i 3pyunicts. Cucremu | Moxxe OyTH MeHII €pEKTHBHUM y Bepudikauis gocrymy,
HaBaHHS MOXXYTb BUKOPHCTOBYBAaTHCS Ha | CKJIaJHUX yMOBaX OCBITJICHHS a00 IIPH | CHCTEMH BiI€0CIIOCTE-
o0y BiZIcTaHi 3MiHi 30BHIIIHBOTO BUITISIAY (MacKH, pexeHHs, cMapT(HOHU

OKYIISIPH) (Face ID).
Po3miz- Bucoka touHicTb, mupoko nomu- |[lorpiden ¢isuynnii kKoHTakT 3 gatun- | CMapTdoHH, cucTemMu
HaBaHHS peHuit Meton. JlocTyTHUI HABITh | KOM, III0 MOXKe OyTH HE3pyYHHM a0bo KOHTPOJIIO JIOCTYILY, OaH-
BIIOMTKIB | HA HEOPOTUX HPHUCTPOSIX. BUKJIMKATH 3HOIIYBAHHS IIPH MOCTIHHO- | KOMAaTH.
TIAJTBIIIB My BHKOPHCTaHHI.
Po3miz- Jly>xe BHCOKa TOYHICTb, CTilKicTh |I[loTpebye crnienianizoBaHoro oonaaHan- | BucokopiBHesi cucte-
HABaHHA JI0 MipoOKH, cTablIbHICTh Ma- HS 1 OLJIBIII BUCOKHX BUTPAT HA BIIPO- MU Oe3nekn (BiHChKOBI
palay’XHOi |JIFOHKA IIPOTSTOM YChOTO XHTTS. | BaJDKCHHS. 3aCTOCOBYETHCS JIMIIE Ha 00’exTH, OAHKH, YPAIOBI
000IIOHKH HEBEJMKIN BiJcTaHi. CTPYKTYpH).
OKa
Po3miz- Moske BUKOPHCTOBYBATUCh BigHocHO HU3bKa TOUHICTH MOPIBHIHO | [0510COBI acuCTEeHTH,
HaBaHHS JIUCTAHIINAHO 1 € 3pYYHUM UL 3 IHITUMH METOZIaMH. 3BYKOBH (hOH CHCTeMH JUCTaHIIHHOI
TOJIOCY KOPHCTYBadiB. abo 3MiHH B ToJOCi (XBOpoOa, BToMa) Bepudikarrii.

MOXYTh BIUTHHYTH Ha TOYHICTH PO3ITi3-

HaBaHHsL.
Posmizna- | 3parHicTh posmizHaBaTH Ha Benu- | [loTpebye i3sMUHOTO KOHTAKTY, 110 KonTpons noctymy B odi-
BaHHS 32 Kiif TUTOIIi, BUKOPUCTOBYETHCS IS | MOYKE OOMEKYBaTH IMIBHIKICTh BUKOPH- | cax, OaHKax a0o iHIINX
BiTOMTKOM | BHCOKOTO PiBHS 3aXHCTY. CTaHHA. 3aXHIEHNX 00’ €KTax.
JI0JIOHI
Po3smizna- Jyxe BrucoKka CTiKicTh A0 minpo- |[lorpebye mopororo obnagHaHHS Ta Bucoxkozaxuieni 00’ ek-
BaHHS 32 OOK, OCKUTBKH IIei METOIl HEMOXK- | (Pi3HIHOTO KOHTAKTY 3 CEHCOPOM TH, YPSIOOBI IHCTHTYIIII,
BEHO3HUM  |JINBO BUKOPHCTATH 3a JOIIOMOT0I0 OaHKH
MAaJIFOHKOM | 3HIMKIB 200 1HIIIHMX 30BHILIHIX
pPyKH JIAHUX.
PosmizHa- | Moxna BuKopucTOBYBaTH 0€3KOH- | HU3BKa TOUHICTE IOPiBHSHO 3 i3iono- |Cucremu Oesneku Ha Be-
BaHHS 3a TaKTHO, MiIXOAUTH IS TIOCTIHO- | TIYHUMH O3HAKAMH, 3aJIC)KHUTH BiJl yMOB |JIHKHX 00’ €KTaxX, CHCTEMHU
JMHAMIKOIO |TO BiJJIaJIEHOr0 MOHITOPHHTY. cepenoBHUIa 1 MoXke OyTH UyTJIMBOIO 0 | CTEKEHHSL.
PyXy 30BHILIHIX 3MiH
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MaremaTu4Hi Mo/ieJii Ta aJrOPUTMH JIs1 OioMeTpU4HOI ineHTHiKaii ocoon

Hns GiomeTpruHOi igeHTH(IKaii 0COOM BUKOPHUCTOBYIOTHCS Pi3HI MaTeMaTHIHI MOJEINI Ta aJTOPUTMH, SIKi
0a3yroThCSl Ha aHai31 YHIKAIFHUX (Di310JIOTIYHIX YU MOBEAIHKOBUX XapaKTCPHCTHUK JIOAMHU. B Tabmumi 2 Hae-
JICHO OCHOBHI MOJZIENI Ta aJTOPUTMH, SIKi aKTUBHO 3aCTOCOBYIOTHCS B CHCTeMax OiomeTpuuHoi ineHTudikamnii (Cxo-
pO4YEHHS], SIKI BUKOPHCTaHi B Tabnuii 2: posmizHaBaHHs obnuuust — PA, BinOutku nansiis — BII, po3ni3HaBanHs
ronocy — PI, paiinyxHa o6ononka oka — POO).

Kopotkuii onuc Mozeseii Ta alropuTMiB ajs 010MeTpUYHOI iieHTU(iKalii 0coou.

1. Amroputm PCA (Principal Component Analysis) — meton ronoBHuX koMnoHeHT. PCA € cTaTUCTHIHUM
METOJIOM 3HIIKCHHS PO3MIPHOCTI TaHUX, SIKAH IMepeTBOPIOE BX1IHI JJaHI HA MEHIIMK HaOlp FOJIOBHUX KOMIIOHEHT.

2. Anroputm LDA (Linear Discriminant Analysis) — nmiHiiiHHI AMCKpUMIHAHTHUH aHaii3. LDA 3HaX0oouTh
JiHIT 200 TIMEPIIONIVHM, 0 HAWOUIBIIEe PO3IUIAIOTH KJIACH, 3 METOK0 MAaKCHUMI3yBaTH BiIMIHHOCTI MiX KllacaMH
1 MiHIMI3yBaTH BiIMIHHOCTI BCEPEAMHI OJJHOTO KJIACY.

3. AnroputMm Eigenfaces BUKOpPHUCTOBY€ETHCSI TSt pO3Mi3HABAHHS OOIHYUS NUIIXOM 1oOy0BH 0a30B01 Mozedi
o0nMY y BUIVISLAI JIiHiTHOT koMOiHAaI] eTalOHHIX 300pakeHb (eigenfaces).

4. Support Vector Machines (SVM) — MeTox onopHuX BekTopiB. SVM € MeTonom knacudikarii, SKuit 3Hax0-
JUTH TINEPIUIOIUHY B 0araTOBUMIpHOMY IIPOCTOPI, 1[0 MAKCUMAIBHO PO3ALIISIE KIacu (HAIPUKIa, Pi3HUX 0Ci0).

5. Anroputmu mmboxoro HaBuanHsi DL (Deep Learning) — CNN (Convolutional Neural Networks). Konso-
mouiiHi HelipoHHi Mepexi (CNN) aBToMaTHYHO BYaThCs BUAUISATH KIIOUOBI XapaKTEPUCTHKH 3 JaHUX, TAKUX K
300pakeHHs 00JIUYYs a00 BiJOUTKIB MaJIbIIiB.

6. K-Nearest Neighbors (KNN) — meTon HaiOnmmxuux cycifaiB. B koHTekcTi GioMeTpii, 11e Moxke OyTH TopiB-
HSTHHS OOJTUYYSA 3 IHITUMH OOJIIYISIMH B 0a3i.

7. Hidden Markov Models (HMM) — npuxoBaHi Moneni MapkoBa BUKOPHUCTOBYIOTHCS JIJISl PO3Ii3HABAHHS
TOJIOCY 1 IPYHTYIOThCSI Ha HMOBIPHICHOMY MiXO/ JI0 aHaJTi3y MOCiJOBHUX JTAaHUX.

Ta6muig 2
AHaJIi3 0CHOBHHMX MoJ/IeJieii Ta aJropuTMiB s OioMeTpuuHOI ifeHTH(iKALIT 0Ci0
3acro- .
Ha3sga IlepeBarn Henouixn I'any3b 3acTocyBaHHs
CyBaHHS
Anroput™ | PO EdexruBHe 3HMIKEHHS pO3MIp- MeHnur cTiikuii 70 3MiH CucreMu 6e3neKu, KOH-
PCA HOCTI, 110 POOUTH aNrOPUTM OCBITJICHHS Ta IOBOPOTIB TPOJIb OCTYILY, IZIGHTH-
LIBUAIINM 1 MEHIII BUMOIITUBUM 00U (hikarist B rpoMaJIChKUX
JI0 OOYHCITIOBAJIBHUX PECYPCiB MICITSIX
Anroput™m | PO, BIT | Kpame cipaBiseTbes 3 Kitacu- Menm epekTUBHUN TPU Po3niznaBanHs ocib y
LDA ¢ikauiero, Hixk PCA, ocobniBo BEJIMKUX 3MiHaX Y JIaHHX, crcTeMax Biieocro-
KOJIM HIEThCsI PO 0araTokiIacoBy |TakKWX SIK Bapialii B 1031 a00 | cTepeKeHHs, Oe3NeKH B
mpobiiemy OCBITJICHHI. aepornoprax.
Anroput™ | PO IIpocTwii Ta eheKTUBHUI ajITro- UytnuBwii 10 3MiH B OcBiT- | Po3mi3HaBanHs y Bineo-
Eigenfaces PHUTM JUIsi CHCTEMH PO3ITi3HABAaHHS | JICHHI 1 BUpa3i o0Iuyys, CIOCTEpEeXEHHI, OaHKIB-
notpedye MoOpUX BUXIMHUX | CHKUX CHCTEMax, CMapT-
300paxkeHb ISt SIKICHOT (onax
pobotu
SVM PO, BIl, |Bucoka tounicts, ocobnuso npu | [lorpedye Benukoro yacy mist | CuctemMu BUCOKOT 6€3-
Pr pO3Mi3HaBaHHI CKJIAHUX KJIACiB, |HaBYaHHSI, CKJIQJHUH y peai- | HekH, OaHKH, epKaBHI
CTIMKICTP JI0 «IIYMY» B TAaHUX 3allii JUIsl BEJIMKHUX CHCTEM CHCTEMH KOHTPOJTIO.
DL ta PO, POO, | Bucoka To4HICTh HaBiTh 3a Ha- Bumarae Benukoi kinpkocTi | BucokorexHomoriusi cuc-
CNN PT, BII SIBHOCTI CKJIQJIHUX YMOB. 31aTHI | JaHWX I HABYaHHS, a Ta- TeMH Oe3meKu, cMapTdho-
NpAaIfoBaTH 3 BEJIMKUMHU Habopa- | KOXX 3HaUHUX OOUMCIIOBAJb- | HU, IPOTPaMH KOHTPOITIO
MU JIaHUX 1 HABYATHCS CKJIaJHUM | HUX PECypCIB. JOCTYILY
ma0IoHaM.
KNN PO, BIT |IIpocrora peaunizanii ta Bukopu- | [IoBijibHUIT U BEIMKHX HeBenuki cuctemu po3s-
CTaHHS Habopax JaHux, norpedye Mi3HaBaHHS, CUCTEMH 3
BEJIMKHUX OOCSTIB ITaM’ STl 11 | OOMEKEHUMH TaHUMH.
30epiranHs JaHUX
HMM PT JloOpe crpaBisAOThCs 3 MOCIiA0B- | UyTiauBi 10 «yMy», HU3bKa | 0J0COBI aCUCTEHTH, CHC-
HUMH JJAHUMH, MOXXYTh MOJIETIIO- | TOYHICTH PU OOMEKEHNX TeMH Oe3MeKH Ha OCHOBI
BaTU NPUPOJIHI 3MiHH B TOJIOCI JIAaHUX TOJIOCY.
DTRF PO, PT, Jo6pe cripaBnsoThCs 3 BEMUKH- | MOXXyTh OyTH NOBUTBHIMHU Cucremu 0e3meKku, aHasn3
POO MM HabOpaMu JJaHuX, CTiHKi 10 Ha BEJIMKUX HaOopax AaHUX, |JaHUX y BEIUKHUX KOMIIa-
nepeBueHHs (overfitting). CKJIaJHI JUISI IHTepIIpeTaii. | Hisx.
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8. Decision Trees Ta Random Forests (DTRF) — nepeBa pinieHs Ta BUNaakosi jicu. Jlepesa pilleHb BUKO-
PHCTOBYIOTh ITOCIIiIOBHI PILIICHHS JUI KIacu(ikanii faHUX (HApUKIIa, Yu € 1ie 00nudus B 6asi JaHuX).

Koxen 3 ainroputmiB Ta Mozeseil Mae CBOI IepeBaru i HEJOMIKH B 3aJIe)KHOCTI BiJ] Taily3i 3aCTOCYBaHHS.
Hampuxnan, PCA Ta Eigenfaces miixonsath 1j1st MpOCTHX 3aBAaHb po3MizHaBaHHs 00muaust, Tojl sk CNN Ta minboke
HaBYaHHS 320€3MEeYYI0Th BUCOKY TOYHICTD Y CKIIAJHIIINX CUCTEMAX, SKi MPAIIOIOTh 3 BETUKUMH JaHUMU. Bukopu-
CTaHHS KOMOIHOBaHUX METO/IB, TakuX Sk Random Forests Ta CNN, Moke 3a0e3Me4nTH ONTUMAIbHE PINICHHS 115
OloMeTpUYHOT 1IeHTH(IKAIIT, III0 TaApaHTY€E BUCOKY TOYHICTh Ta €()EKTHBHICTb.

AHaJii3 TouHocTi Ta epeKTUBHOCTI pi3HUX OioMeTpUYHUX MeToiB. 111 epekTuBHOTO BHOOPY OioMeTpHy-
HUX METOJIB i/leHTH(]iKaIlii BaXKIIMBO OI[IHUTH IXHIO TOYHICTh, IMBUKICTH Ta HAIIHHICTD y PI3HUX YMOBaX BUKOPH-
CTaHHA, TaKUX SK SKICTh JaHWX, 3MIHH YMOB OCBITIICHHS, MTOJIOXKEHHS Tijla 200 30BHINIHIA BUTJISI KOPHCTYBava.
B Tabmuui 3 HaBeneHO OCHOBHI MeToau OioMeTpHYHOI ieHTH]IKaIii Ta MOPIBHIHHA 1X 32 [IMMHU MMOKa3HUKAMH
(Tabmuus 3).

Tabnuus 3
IopiBHsIILHUIT aHAJII3 MeTOIB
MeTton TounicTnh HapiiinicTs HIBuakicTh YMOBM BUKOPUCTAHHS
Po3nizHaBaHHsS 95-98% Bucoxka BpaznuBuii 10 30BHII- | UyTnuBHiA 10 OCBITICHHS Ta 30-
o0JIYus HIX 3MIH BHIIITHBOTO BUTJISIITY
Binoutkn nansuiz - | 97-99% Bucoxka Hapiitauii, ane 3ane- [otpebye (i3mIHOTO KOHTAKTY
JKHTb BiJl CTaHy HaJIbLIB
Paiinyxna 060moH- |99.9% Cepennst Jyxe HamiiHWA [otpeOye Om3BKOT BiCTaHI 10
Ka OKa CKaHepa
Po3nizHaBaHHsS 70-90% Cepenus Yytnueuii 10 niymy Ta | 3aJeXHTh BiJ] SKOCTI 3aIliCy 1 YMOB
roJyocy 3MiHH T0JIOCY
BigbuToxk nomnoni 99% Bucoxka Hapiitauii, ane xonrak- | [loTpedye hisnaHOro KOHTAKTY
THHH
Benosnunii MmamoHok | 99.9% Huzbka Jyxe HamiiHUHA [oTrpebye crienianizoBanoro ooiaz-
PYKH HaHHS
Junamika xoau 60-80% Bucoxka Husbka [Ipaitroe Ha BeNMKil BiZCTaHi, 4yT-
JIMBUH IO 30BHIIIHIX YMOB

[IpoBiBILIM MOPIBHAIBHUMA aHAI3 METOAIB MOXKHA 3pOOUTH HACTYITHI BUCHOBKHU:

— Haii6inpm TouHI MeTOIN: pO3ITi3HABAHHS PaiiIyKHOT 000IOHKH OKa Ta BEHO3HOT'O MATFOHKA PYKH, OCKIJTBKH
BOHM 320€3IMeUy0Th BUCOKY TOUHICTh 1 HAJAIHHICTh HAaBITh Y CKJIAJHUX YMOBAX.

— HaiimBumnn MeToau: po3misHaBaHHS OOMHYYS Ta BIAOWTKIB MANbBIIB — IIi METOIW 3PY4HI JJI1 MacoBOTO
BHKOPHUCTAHHS 3aBISIKU MIBUAKOCTI 0OpOOKH JTaHUX.

— VYHiBepcalbHI METOIU: PO3ITi3HABaHHS OOIWYYS — OJIWH i3 HAUTIOMTUPEHIIUX METOIIB, aJie HOTO TOYHICTh
3HI)KY€ETHCS 32 HECTIPUSITIINBUX YMOB. BUKOpHCTaHHS METOIB Ha OCHOBI BiIONTKIB MANBIIiB € J0Ope iIHTerpoBaHUM
y pi3Hi IpUCTpoi, asie 0OMexXy€eThC HEOOXITHICTIO (Pi3MUHOTO KOHTAKTY.

Jist mOoCSTHEHHS HaWKpaIlMX pe3ylabTaTiB MOXHA BHKOPUCTOBYBATH KOMOIHAINIO KiTBKOX O10METPHUYHHUX
METO/iB, 10 TO3BOJISIE MTiABUIIUTH TOUYHICTh Ta HAAIHHICTG ieHTH(iKali{, 0COOIUBO B CKIAJHUX YMOBAaX.

Ouinka MOKJIHBOCTEl BUKOPHCTAaHHS MammnHHOT0 HaBYaHHs Ta LT njist 6iomerpuuHoi inenTudikamii.
Po3rnstHeMo 0CHOBHI KpUTEpii MOKpAIEHHsT CHCTEM OioMEeTpHYHOI iieHTHhIKAI] 0Ci0 Ta alrOPUTMU SIKi TOTTIOMO-
KYTh OBOTO OCSTTH.

1. [ligBummenHs TogHOCTI. AnroputMu rrbokoro HapdaHH:, 30kpeMa CNN 1 DNN, 1eMOHCTPYIOTh 3HAYHO
BHIIY TOYHICTh, HIXK TPAIUINiHI METOIU, OCKIJIBKH BOHM 371aTHI BUBYATH CKJIAJHI MATEPHH Ta O3HAKU 3 BEITUKHX
HaOopiB gaHuX. PekypenTHi HeliponHi Mepexi (RNN) ta ix BapianTu (Hanpukiaag, LSTM) migBUIIyOTh TOYHICT
PO3Mi3HABAHHS TONOCY Ta AWHAMIKH, OCKITHKH BOHH MOXKYTh BPaxOBYBAaTH KOHTEKCT ITOCIITOBHOCTEH Y JaHUX.

2. [TinBumenns mBuakocTi. Xoda CNN ta DNN BuMararoTh 3HaYHUX OOUUCIIIOBAILHUX PECYPCIB JIJIS HaB-
YaHHS, MIiCIS TPEHYBaHHsS BOHM MOXYTh BUKOHYBaTH PO3Ii3HABAHHS B PEaJbHOMY Yaci, IO poOUTH iX edeKTHB-
HUMU U WBUAKKUX pitneHb. AnroputMu KNN ta SVM MaroTh BUCOKY IIBUAKICTh HA €Tarli iaeHTHdikalii, ane
MOXYTb OyTU MOBUIBHIMU IIPH HaBYaHHI a00 IPH BENHUKIN KiNbKOCTI JaHUX.

3. ApnanTanis 10 ckiiagHux ymoB. MamunHe HaBuanHs (MH) mo3Bosnisie OiloMETpUYHMM CHCTEMaM Iparlio-
BaTU B CKJIAJHUX YMOBaX, TAKUX SIK 3MiHH OCBITIICHHSI, YaCTKOBI Mepemkoan abo mym. AnroputMu MH MoxyTh
«HABYATHUCS» HA TAKUX YMOBAX i KOPUTYBATH CBOI pe3yibTaTd. BUKOpHUCTaHHS METONIB peryisipr3aii Ta HaBdaHHs
Ha BeJHMKHX oOcsrax maHux no3soisie LI-cucremam po3mizHaBaTn 00mIadst 200 TOJI0C Y HECTIPUATINBIX YMOBAX.

4. 3axucT BiA mapoOok. AnroputMu aBToeHKonepiB i CNN BHKOPHUCTOBYIOTHCS JIsl BUSBICHHS MiAPOOOK
y O10METpUYHHUX JaHUX. MeToM MalIMHHOTO HaBYaHHA, Taki sk SVM abo rmboKi Mepexi, MOXKyTh OyTH Hajarl-
TOBaHI JIJIsl BUSIBIICHHS aHOMAJIiii a00 TiI03plInX cripod JOCTyITy.
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SAx 6aunmo, metogu MH Ta 111 3Ha4HO MiABUIIYIOTH TOYHICTD, HIBUAKICTh 1 HAIIHHICTh 010METPUYHHX CHC-
TEM PO3Ii3HaBaHH:. BOHU J03BONIAIOTH aBTOMATU3yBAaTH MPOLIECH BU/IUICHHS 03HAK, aIalTyBaTUCS 10 3MiH y 30B-
HIIIHBOMY BUIVISIJII KOPUCTYBa4a Ta MPaLOBaTH B CKIaJHUX yMOBaX. I 7THMOOKI HEHMpOHHI Mepexi, KOHBOIIOLIHHI
MEpexKi Ta PeKYpPEHTH1 Mepexi € HaHOIbII MePCIIEeKTUBHUMH U1 PO3BUTKY CyYacHHX 010METPHUUHUX CUCTEM.

Y3aranpHeHa MaTeMaTH4YHA MoJeJ/Ib 1Jis1 BUOOPY ONTHMAJIBHOI0 MEeTOY Po3MliZHABaHHSA oci0 3a Giome-
TPUYHUMH 03HAKAMH

Jliis moOyioBH y3arajqbHEHOT MaTeMaTHYHOT MOJEl BHOOPY ONTHMAIBHOTO METONY OiOMETPHYHOI i7ICHTH-
(ikarii HeoOXiTHO BpaxyBaTH KiJIbka OCHOBHHX IapaMeTpiB, IO BIUIMBAIOTH Ha €(EKTUBHICTH KOXKHOIO METOIY.
Mognens 6a3yeThcsi Ha OaraToOKpUTepiHHOMY TAXO/I], I OILIHIOOTHLCS Pi3HI (aKTOPH, TaKi K TOYHICTb, IIBUIKICTb,
HAJIiHICTh, CTIHKICTH JI0 30BHINIHIX BIUIMBIB Ta OOYMCITIOBAJIbHI BUTPATH.

Po3mstHeMO OCHOBHI KpUTEpii I OLIHKK METO/IB!

— TouHicTb (Accuracy, A): TOUHICTb METOLy BUMIPIOETHCS SIK YaCTKa MPABUIbHUX 1IeHTU(iKalil cepes ycix
cnpo0 igeHTudikaii.

— IIBunkicts (Speed, S): yac, HeoOXinHUH st OOPOOKU AaHUX Ta MPUHHSATTS PiLICHHS.

— Hapnistaicts (Reliability, R): crifikicTh MeTOAY A0 30BHIIIHIX BIUTUBIB, TAKHX SIK 3MiHA YMOB OCBITJICHHS,
IIyM, 3MiHa 30BHIIIHOCTI TOIIO.

— O6uucmoBanbHi BuTpat (Computational Cost, C): KibKICTh pecypciB, HEOOXiTHUX JIJIsl BAKOHAHHS aJIro-
puTMYy (BKJIFOYa€ BUMOTH 10 Tiporiecopa, nam’arti, GPU Tomno).

— 3axwuct Bix miapoook (Liveness Detection, L): 3maTHicTh cHCTEMH BUSBIIATH i IPOOICHI O10METPUYHI TaHi
(HampukIa, miapoOieHi BiIOUTKY mambIliB abo hotorpadii odmmyys).

— VuiBepcanbHicTh (Versatility, V): 31aTHICTE METOy aJanTyBaTUCS O Pi3HUX KOPUCTYBAYiB i PI3HUX YMOB
BUKOPHUCTAHHSI.

IToGynyemo Momens OIiHKH e(heKTHBHOCTI MeTO/iB. Hexail y Hac € Kijibka METOAiB 6i0MeTpUYHOI ieHTH]I-
Kauii M,,M,,...,M, , KOXXEH 3 IKHX MOXKHA OXapaKTepH3yBaTH HAOOPOM KPUTEPIiB.

ITo3naunmo:

— A, —TounicTh MeTORy M, ,

— §,— mBHIKicTs MeTOOy M, ,

— R, —HagxiiHicTs MeTORy M, ,

— C, — o0uncIIOBaNIbHI BUTPATH MeTOny M, ,

— L, —3axuct Bix migpobok metony M, ,

— V., — yHiBepcalbHICTh MeTOny M, .

BroaumMo (yHKIII0 eeKTHBHOCTI MeTOny F (M ,.) , KA TIOEJIHYE BCI I1i KpUTEPIl Y BUMNISAAL 3BAKEHOT CyMH:

E(Ml.):ooA A+ oS+, - R+ 0 -Ci+u)L L+ow, -V,
1

e ®,, Og, Oy, ®q, O, ,0, —Barobi KOeILiEHTH A1 KOKHOTO 3 KPUTEPIiB, SKi BiT0OPakaroTh IXHIO BaXKJIH-
BICTb JIJISI KOHKPETHOT 3a/1a4i.

HaBeneMo mosicCHEHHST KpUTEPIiB:

— Tounicts (A): Uum OinbIna TOUHICTB, THM Kpanuii Meton. ToMy 4, BXOOWTH y MOJEINb 31 3HAKOM ILTIOC.

— IlIBunkicts (S): Yum mBuaIIe MEeTO, TUM Kparie. [IIBUAKICTE TeX BXOTUTH Y MOMIENb 31 3HAKOM ITLTIOC.

— Hapiitaicts (R): HaniliHicTh 03Hadae CTIHKICTh METOMY J0 3MiH YMOB a00 aTak, i I1e TaKOXK MO3UTHBHUN
KpUTEPIH.

— OGuncmoBanbHi Butpatd (C): YuM MeHII oOYUCTIOBaNbHI BUTpaTH, TUM Kpamui Meton. Tomy C, BXo-

1
IIUTH Y MOJICITb 3 00EPHEHOIO BETTMUMHOI0 — .

1
— 3axucT Bix miapo6ok (L): YnM OibImii piBeHb 3aXHUCTY BiJl MiAPOOOK, THM Kpamuii MeTO/.
— VYuiBepcanpHicTh (V): YHIBEpcallbHI METOIH, IO J0OpE MPAIIOIOTh 32 PI3HUX YMOB Ta JUIS PI3HUX KOPHC-
TyBa4iB, TAKOXK MAOTh BHIILY I[IHHICTb.
11106 xputepii Oyu MOPIBHIOBAHUMHU, 1X TIOTPiOHO HOpMai3yBaTH 1o inTepBany [0, 1]. JIns KoKHOTO KpHTe-
Ppifo BBOIMMO HOpMasli30BaHi 3HAUCHHS:

A;nurm _ Ai - Amin
i - B
Amax - Amin
Srorm _ Sj B Sm,'n
L S =S
max min
Rm)rm — Ri _Rmin
f R, -R,.’
max min
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C..—C

norm _ max i
<o
max "~ min
Jrom — Li _Lm,'n
i L ’
max ~ min
norm _ Vz _Vmin
i
Vmax _Vmin

3aranbHa QyHKIIS e()EKTHBHOCTI MICIIs HOpMai3aIlii:
— norm norm norm norm norm norm
E(M,)=0,4"" + 08" + o, R +w.C'"" + o, L™+, V"™,

Merton 3 HailOIIBIIUM 3HAYCHHSIM F (Ml) Oyzie BBOXKaTHCS ONTHUMAILHUM JIJISi KOHKPETHOTO 3aCTOCYBaHHSI.

TakuM 9YMHOM, BUOIp ONITUMAIILHOTO METO/Y 3BOAUTHCS JI0 3HAXOIKEHHSI MAKCUMYMY (YHKIIiT €()eKTHBHOCTI:
M,, = argmA?xE(M,.)

Barosi koedilieHTH ®,, ®;, ®p, O, ©,,0, BA3HAYAIOTHCA 3aJI€KHO BiJl BUMOT JI0 CHCTEMH 1 MOXKYTh 3Mi-
HIOBAaTHCA B 3aJIEKHOCTI BiJl 3acTocyBaHHs. Hanpuknan:

— V cucremax Oe3neKd NPiOPUTETOM MOXke OyTH TOUHICTh Ta 3aXUCT BiJ MiAPOOOK, TOMYy ®, 1 ®, OymayTb
BUIIAMH.

— YV KoMepUifHUX cuCTeMax, J¢ Ba)JIUBI IIBUIKICTH Ta HU3bKi OOUMCIIIOBAIbHI BUTPATH, BArH M, 1 ©,
MOXYTb OyTH OUTBIIIMMHU.

3anpornoHoBaHa MaTeMaTHYHa MOJISNTb J03BOJIIE BUOpPATH ONTUMAIILHUI MeToj 010MEeTpHYHOI ieHTH(IKa-
1ii Ha OCHOBI 0araTOKpPHUTEPIAILHOTO aHaIi3y. 3a JIOTIOMOTOI0 3BaKCHHX KOe(Dilli€HTIB MOJIeTh BPaXxOBY€ TOUHICTD,
MIBUJIKICTB, HAIMHICTh, OOUNCITIOBAIILHI BUTPATH, 3aXHCT BiJl MiAPOOOK Ta YHIBEpCAIbHICTh KOXKHOTO MeTomy. Lle
JI03BOJISIE THYYKO HAJALITOBYBAaTH MOJAENTH JJISI KOHKPETHUX YMOB i 3aBJaHb, 3a0e3NeUy0ul ONTUMAIBHAN BHOIp
METOIY AJISI Pi3HUX CIIeHAPiiB BUKOPUCTAHHS.

Pexomenganii moao BnpoBaakeHHs 010MeTPHYHHUX CHCTEM

Ha ocHoBi aHami3y e()ekTHBHOCTI O10METPUUHIX METO/IB PO3Mi3HABAHHS 0C10 MOXHA 3aMPONOHYBATH KilbKa
pexoMeHalii moao ix BIpoBakeHHs B pisHUX cepax — Oesneku (Tabnauus 4), qepxKaBHUX CTPYKTYp (Tabnuus 5)
Ta KOMepLiiHUX opraHizauiii (Tabiuus 6).

Tabmuns 4.
Pexomennauii as cepu 6e3nexn
Meton Pexomenpanist Onrumizanis

Po3zniznaBanns o0y 3 | BukopucroByBaru cuctemu posmnizHaBaHHs | BukopucToByBaTH GaratomapoBy MOAENIb
BUKOPUCTAHHSM Ti00- | oOmmyust Ha ocHOBI CNN jist 3abe3nieder- | Uil BpaXyBaHHS Pi3HUX 3MiH 30BHIIIHOCTI,
KUX HEHPOHHHUX MepeX  |HA Oe3KoHTaKTHOI ineHTrdikarii. L{i cucre- | TakuX sIK 3a9iCKH, OKYJISIPH a00 MacKH.
(CNN) MU 100pe MiAXOAATH s BEIUKHX 00 €kTiB | [HTEerpyBaTn CHCTEMH 3aXUCTY BiJ MiIPOOOK,

(aepormopTH, BOK3aJIH), ¢ NOTPIOHO IMBU/- | HAIPUKIIA, /ISl BUSBICHHS (aIbIIIMBUX

KO 00pOOJISTH BEUKUIN TIOTIK JIFONICH. 00y (pororpadiii abo 3D-mozeneii).
Posmi3zHaBaHHs paiimyx- | BukopucTtoByBaTH po3mizHaBaHHA painyx- | [HTerparmis i3 cucteMaMu TOCTYILY 3 MyJIBTH-
HOT 00OJIOHKH OKa IS HOT 00OJIOHKH OKa Ha 00’€KTax 3 IiIBH- (akTopHOIO ayTeHTHU(DIKAIIEIO T 3a0€e3-
00’€KTIB BUCOKOTO PIiBHS | IIIEHMMH BUMOTaMH JI0 3aXHUCTY (BIHCHKOBI | [I€UEHHSI MAKCUMAIILHOTO 3aXUCTy. Bukopu-
Oe3rexu 0a3u, OaHKIBCHKi CXOBHIIIA, YPSIOBI cTaHHS iH(PauepBOHOTO CKAaHYBaHHS IS

YCTaHOBH 3MEHIICHH;I BIUIMBY 30BHIIIHIX (akTOpiB

PexoMenmarii 6a3yroThcsi Ha oTpebax KOXKHOI chepH, a TAKOXK Ha OCOOTHBOCTAX OIOMETPUYHHX METOJIIB,
TaKHX SK pO3Mi3HaBaHHS 00JIMYYs, BIIOUTKIB NABIIB, paiiTy>kHOT 0O0JIOHKH OKa TOIIO.

Cdepa Oesrekn BUMarae BHCOKOTO PiBHS TOYHOCTI Ta HAJAIHHOCTI Oi1OMETPHYHUX CHUCTEM, OCKUIBKH BOHH
MTOBHHHI MPAIIOBAaTH B yMOBaX IMiIBUINCHUX PU3HKIB 1 3a0€31euyBaTH 3aXUCT BiJl MiPOOOK Ta HECAHKI[IOHOBAHOTO
JIOCTYITY.

JepxaBHi CTPpyKTypH MOTPeOYIOTh CTa0UIbHUX, HAJIMHHUX 1 MACIITA00BAaHUX PIillIeHb, IO MOXYTh ITPAIIOBATH
3 BeJMKUM obcsiroM manux (Tabmuig 5). Taki cuctemMu MOBHHHI 3a0e3MedyBaTH BUCOKHMN piBeHb Oe3neku, KoHpi-
JIEHIIIHHOCTI Ta BIAMOBIJATH 3aKOHOAABYMM BHMOTaM.

KomepuiiiHi cTpyKTypu MOTpeOyIOTh THYYKHUX, EKOHOMIYHO JOLIJIBHHUX Ta JIETKO 1IHTErPOBAaHUX PIIIEHb AT
MiABUILEHHS 3py4YHOCTi Ta 6e3nexu (Tabmuis 6). biomerpis Moxke OyTH 3acTocoBaHa IJis ayTEHTH(IKali] KIIi€HTIB,
MIiABHUIIEHHS 3pYYHOCTI IPU PO3paxyHKax Ta 3aXUCTy BiJl IaxpaiicTaa.
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Tabmaurs 5
Pexomennarmii 1151 1ep:KaBHUX CTPYKTYP

Meton Pexomenpamis OnruMmizamisn
Bukopucranns Bin- | [Ins cucrem ineHTH}iIKaLil rpoMaisH BukopucroByBaTH 3axuilieHi 0a3u TaHUX IS
OWTKIB ManbLiB Iy | (IIACIOPTH, MTOCBITYEHHS 0COOU, HaJJTaHHS 30epiraHHs BiIOUTKIB NaJbLiB.

JICPI)KaBHHUX CITYKO JIep’)KaBHHX MOCIYT) BapTO BUKOPHCTOBYBaTH | [HTErpyBaTH B MOOLIBHI TOAATKH ISt 3a0€3-
po3mi3HaBaHHs BIOUTKIB MaJBIB, OCKIJIBKH | IEYSHHS 3pYYHOTO JIOCTYITY A0 JepP>KaBHUX
e 1o0Ope iHTerpoBaHui 1 HATIHHUN METO]. TIOCITYT.

Cucremu po3nizHa- | BukopucroByBaru cucremu po3ni3HaBaHHS BcraHoBieHHs Kamep 3 BUCOKOIO PO3IUIBHOIO

BaHHS OOMMYYS U | 0OJNMYYSE JU1s1 KOHTPOJIIO IOCTYILY JI0 YPSIZIO- | 37aTHICTIO Ta CUCTEMOIO IIIMOOKOTO HaBYaH-

KOHTPOJIIO IOCTYITy | BUX OyIiBENb 1 30HU MiIBUIICHOT OC3MEKH HS IS 3HIDKCHHS IMOBIPHOCTI ITOMIJIKOBOL

Ta Oe3MeKu imeHTudiKamii

Iurerparis 6iome- BuxopucroByBaru 0OioMeTpuyHi JaHi it ay- | Po3pobutu yHidikoBany miardopmy s

TPUYHUX CUCTEM 3 TeHTUiKalii TPOMaJISIH Y CUCTEMax eleKTpo- |300py i 30epiraHHs OIOMETPUYHUX JaHHX, KA

JIep)KaBHUMHU €JIeK- | HHOTO BPSIyBaHHS Oyzie BUKOPHCTOBYBATHCS JUIS PI3HUX JI€PXKaB-

TPOHHUMH CepBicaMu HUX TOCTYT (BUAAa49a JOKYMEHTIB, JOCTYII 10

COMIaJFHAX MTOCITYT TOIIIO)

Tabmuis 6
PexoMenauii 1yis1 komepuiiiHuX opranizamii
Meton Pexomenganisn Onrumizanisa
PosmizHaBanHs 00- | BukopucToByBaTH TEXHOJIOTIO po3Mi3HaBaHHs | [HTEerpyBatu 3 MOOUTBHUMH JOIATKAMH JJIs
JIMYYs JUTSL PiTeiiny Ta | o0nuydst 1u1s ayTeHTHdIKalil KIieHTIB y 0aHKkax |3/1iiHCHEHHs 0€3KOHTAKTHHX ILIATEXIB.
(inaHCOBUX moCiyr |a0o NpH 3[iiICHEHH] TOKYIOK B MarasuHax BukopucroByBaTy CHCTEMH IIIMOOKOTO
(Oe3KOHTAKTHI TUIATEX1) HaBYaHHSI JUIS1 BUSBICHHS IIaXpaicTBa abo
HECaHKIIOHOBAaHOTO JOCTYITY
Bukopucranus 6i- BukopucroByBartu 0ioMeTpuuHi cuctemu 1ist | BipoBapkyBaTu 6i0MeTpUUHI CUCTEMH SIK
OMeTpil JUIsl JIOSUIb- | IepcoHalIi3anii 00CIyroByBaHHS KIIi€HTIB YaCTHHY HPOrpaMm JIOSIIbHOCTI ISt ineHTHi-
HOCTI KJIIEHTIB Ta (piTeiin, rotedmi, pecropann). Hanpukmazn, po3- | Karii mocTiiiHNX KITi€HTIB
TepcoHami3anmii Mi3HaBaHHS 0OMHYYs MOYKHA BUKOPHCTOBYBaTH
JUTS aBTOMaTHYHOTO NIPHUBITaHHS KITI€HTIB a00
NPOINIOHYBaHHS IEPCOHAI30BAaHUX TOCIIYT

BrpoBamkeHHst 6i0METPUYHAX CHCTEM MOBHHHO OYTH aJanTOBaHE 1O KOHKPETHHX YMOB BHKOPHCTAHHS,
3a0e3neuyroun OaaHC MiX TOUHICTIO, OE3MEKOI0 1 3pYUHICTIO JUIS KiHIEBUX KOpPUCTyBadiB. Lle 103BouTH po3mu-
pUTH iXHE 3aCTOCYBaHHS B Pi3HHX c(epax — BiJl CHCTEM Oe3MeKH 10 KOMEPIIIHHUX Ta JepKaBHUX TTOCIYT.

BucHoBku. Y naHiif ctarTi Oyi0 IpoaHani3oBaHO Cy4yacHi HiXoAu A0 OioMeTpuyHOi ineHTH}IKaIil, Taki sSK
po3mi3HaBaHHS 00JUYYSs, BIJOUTKIB MAIBIIIB, A Ty’KHOI 000JIOHKH OKa, Ta royiocy. [IpoBeneHuit aHai3 IpoIeMOH-
CTpYBaB, 1110 KOXKEH i3 METO/iB Ma€ CBOI epeBaru i HEAOJIKY, AKi BIUIMBAIOTh HA TOYHICTh Ta HATIMHICTD y Pi3HUX
yMmoBax. Tak, CHCTEeMH pO3IMi3HaBaHHS OOJHWYYS HA OCHOBI MTMOOKHWX HEWPOHHUX MEpEK 3a0e3IeuyrTh BHCOKY
TOYHICTH, aJie 3aJIeXkaTh BiJl yMOB OCBITJEHHSA, TOMI K METOAW PO3Mi3HABAHHS BIIOMTKIB MalbIliB Ta paiIyKHOI
00OJIOHKH IEMOHCTPYIOTh BUCOKY HalIHHICTh, MPOTE MOTPEOYIOTH CHENiaIbHOTO 00 IHAHHS [Tl 30MpaHHS TaHUX.

OmHUM 3 KITIOUOBHMX PE3YNBTaTiB JOCITIKEHHS € MoOynoBa y3araibHEHOI MareMaTW4yHoi Mojaesi BHOOpY
ONTUMAIEHOTO METOTY 6i0MeTquH0'1' iz[eHTI/Iq)iKaui'l' Mozeins 6a3y€TLc;1 Ha 6araTOKpHTepiﬁHOMy MAXoml, Je OLi-
HIOIOTBCS Pi3Hi (JaKTOPH, TaKi sIK TOYHICTb, IBUAKICTh, HAAIHHICTh, CTIMKICTD 10 30BHIIIHIX BIUTUBIB Ta O0YHCITIO-
BaJbHI BHUTPATH. OKpiM IIOTO, JOCHTIHKEHO METOIN MAIIMHHOTO HABYAHHS, SIKi CYTTEBO MiIBUINYIOTH TOUHICTE Ta
HIBUJKICTH O10METPHYHOI iIeHTH(iKaIli1, 0cOONNBO NPH BUKOPHCTaHHI IMHO0KHUX HepoHHNX Mepex (CNN, RNN).
BripoBamkeHHsS TakuX TEXHOJOTIH JO3BONSE aNalTyBaTH CUCTEMH IO PI3HHX YMOB i 3a0e3ledyBaTH HamilHICTh
B PEXXUMIi peabHOTO Jacy.

Ha ocHoBI npoBesieHOTO aHai3y cHOPMYJIbOBAHO PEKOMEHIAIT 100 BIPOBAKCHHS OIOMETPUYHUX CHC-
TeM. Po3pobneno pekomenaantii s 6e3neku, 1ep>kaBHUX CTPYKTYP Ta KOMEPIiHHUX opraHi3alliil.

IMomanpmni JOCTIKEHHS B Tally3i 010MeTpUYHOT iICHTH(IKAIIT MAIOTh 30CEPEAUTUCS Ha KUTbKOX BaYKIIMBHX
HaIMpsIMKax:

Po3BuUTOK MyTBETUMOIATEHUX OiOMETPHYHIX cUCTeM. [lo€THAHHS KITBKOX OIOMETPHYHHX O3HAK (HAIPHKIIA,
00JIMYYst 1 BIJOUTKIB MajbIliB) MOXE IMiJBUIIATH TOYHICTh Ta HAMIHHICTH CHCTEM, OCOOIMBO B YMOBaXx, JI¢ OJHWH
3 METOJIB MOXKE TPAIFOBATH HEHAIIHHO.

[TokpamieHHs 3aXHUCTY Bif MiApoOOK i cripod maxpaiicTBa. PO3BUTOK METOiB BUSBICHHS KHBOCTI KOPHCTY-
Bada (liveness detection) Ay 3aXUCTy BiJ aTak 3 BUKOPHCTAHHSAM (DaNbIINBUX TAHHUX 3aJHIIAECTHCS AKTYaJTIbHHM
MUTAHHSIM JUTS TABUIICHHS Oe3MeKH 010METPHUYHUX CHCTEM.
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Ontumizanis 0OYHCIIOBAIBHUX BHUTpPAT. BakanBo NMpomoBXUTH PoOOTY HAA MOJETHICHHSM aJrOpPUTMIB
MalIMHHOTO HAaBUAHHS 715 3a0e3MeYeHHs iX e(eKTUBHOT poOOTH Ha MOOLIBHUX MIaTGopMax i mMpUCTPOsX 3 oOMe-
HKEHUMH pecypcami.

i HarpsiMu AOCIIHKEHD JTO3BOJIATH CTBOPIOBATH OLIBIII aJJaNTHBHI, Ha/TiliHI Ta OE3MeYHI CHCTEMHU PO3ITi3Ha-
BaHHJ, AKi 3MOXKYTh €()EKTHBHO IIPAIFOBATH B IIUPOKOMY CIIEKTPi 32CTOCYBaHb — BiJI CHCTEM KOHTPOIIIO JOCTYILY O
BHUKOPHCTAHHS B MOOUTFHIX TOZATKAX 1 JePIKaBHUX CTPYKTypax.
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HEYITKA CUCTEMA AHAJII3Y BI3HEC ITPABUJ TPEJMETHOI OBJIACTI
1 YAC CTBOPEHHS BA3U JAHUX

06 ’ekmom docnioxcenHs € npoyec po3pooKu HedimKoi cucmemu 015 ananizy OisHec-npasun npU NPOEKMysanHi 6as danux,
30KpeMa BUKOPUCIAKHS HEYIMKOT 102iKu 05l 00POOKU HeNOBHUX | HEGUHAYEHUX OAHUX Y CYUACHUX Di3Hec-npoyecax.

Memoto pobomu € po3podka Heuimxoi cucmemu 015 AHATI3Y OI3HEC-NPABUL NPEOMEmHOT 001acmi nid uac nPoeKmyeants
Oasu Oanux, po3poodKa 6i0noGIOHO20 NPOSPAMHO20 3abe3neyeHHs 3acobamu mosu npoepamysanna CH#, 3 euxopucmannam o6a3
oanux SOL 014 3ab6e3neyenus adanmueHoCcmi ma Hy4KoCmi cucmemy npu pooomi 3 HeuimKumu OaHUMU.

IIpedcmasneno pesynvmamu aHanizy 6iMuUsHAHOI ma 3apyOidcHOT Nimepamypu wooo BUKOPUCIAHHS HeyimKoi 102iKu
6 NPOeKmy6anti 6a3 0AHUX, A MAKONC ICHYIOUUX MemOo0ie 0OPOOKU HeUuimKuX ma HenosHux Oanux y Oisnec-cucmemax. Oanso
BKIIOYAE NOPIGHANHSL PIZHUX NIOX00I68 00 3ACMOCY8AHHS HEUIMKUX CUCEM Y KOHIMEKCMI YNpaeiiHHa OaHUMU A NPOEeKMYBaAHHS
0a3 Oanux.

Po3spobireno modenv Heuimxoi cucmemu 01 ananizy ma 0OpooOKu Gi3HeC-npasui, 6CMAHOBIEHO Memodu iHmeepayii
HeuimKoi 102iku 8 npoyec npoexmyants 6asu OAHUX, NPeOCMABIeHO Pe3yIbMAamy Mecmy8ants CUCIeMU HA PeanbHux 6i3-
Hec-CYeHapisax O OYiHKU ii eheKmueHOCmi y NOPIGHAHHI 3 MPAOUYITHUMU NIOXOOAMUL.

Hasedeno pesyromamu po3podku npoepamnozo 3abesneyenus 3acobamu mogu npoepamysanns CH#, ake dozeonac 30itic-
HIOBAMY ABMOMAMU3AYIIO NPOYecy aHANI3y Gi3HeC-NPAGUT A NPOEKMYBAKHs 0a3U OAHUX I3 8PAXYBAHHAM HEUIMKUX | HENOGHUX
OaHUX, WO NIOBUULYE A0ANMUBHICIIb A MOYHICIb CUCHIEMU.

B pesynomami obyuciens ompumMano 3HaueH s, AKi MOJICYMb Oymu npedcmagieni y uensioi epaghiunux pesynomamis aoo
KOHKDEMHUX YUCIO08UX NOKAZHUKIG, W0 BKA3YIOMb HA BIONOGIOHICHb 3A0AHUM KPUMEDISIM YU NAPAMEMPAM.

Ananiz pesynbmamig 30iticHIOEMbCA HA OCHOBI NOPIGHAHHS OMPUMAHUX 3HAYEHD 3 3A30A71€2i0b GUHAUEHUMU MENICAMYU MA
bisnec-npasunamu. Lle dozeonse susgumu anomanii abo GioXunenHs 6i0 OYiKYBAHUX 3HAYEHb, A MAKONC BUSHAUUMY, HACKITbKU
ehekmusHO npayioe cucmema Oist KOJCHOI KOHKpemHoi cumyayil.

3okpema, 051 KOHCHOT OMPUMAHOT Pe3yTbMamHoi MHOXNCUHYU 30IICHIOEMbCS nepesipka il anionocmi ma mournocmi. Lle
MOdice BKAIOYAMU. OYIHKY CHIYNEHs. HALeJICHOCTI eeMenmig 00 3a0anoi kKame2opii, 6UHAYeHHs HAlOITbU SHAUYWUX (aKkmopis,
W0 6NIUBAIOMb HA PE3YILIMAM, HOPIBHAHHS OMPUMAHUX PE3VILIMAMIE 3 NONEPEOHIMU YU KOHMPOTLHUMU OAHUMY OIS BUAGTEHHS
3MiH YU mpeHdis.

KutouoBi cnosa: neuimka nocixka, 6azu oanux, OisHec-npasuia, Heuimki cucmemu, npozpamue 3a0e3neyents], amanis
Oanux, adanmugHicmo, iHHosayii 6 inghopmayitinux cucmemax, C# SQL, npoexmysanns 6a3 oanux.

Firsov O. D., Marischuk O. V. Fuzzy system for analysis of business rules of the subject area during database creation

The object of research is the process of developing a fuzzy system for analysing business rules in database design, in par-
ticular, the use of fuzzy logic to process incomplete and uncertain data in modern business processes.

The aim of the study is to develop a fuzzy system for analysing business rules of the subject area during database design,
to develop the corresponding sofiware using C# programming language, with the use of SOL databases to ensure adaptability
and flexibility of the system when working with fuzzy data.

The analytical review presents the results of the analysis of domestic and foreign literature on the use of fuzzy logic in
database design, as well as existing methods of processing fuzzy and incomplete data in business systems. The review includes a
comparison of different approaches to the use of fuzzy systems in the context of data management and database design.

In the research part, a model of a fuzzy system for analysing and processing business rules is developed, methods for
integrating fuzzy logic into the database design process are established, and the results of testing the system on real business
scenarios are presented to assess its effectiveness in comparison with traditional approaches.

The application part presents the results of software development using the C# programming language, which allows
automating the process of analysing business rules and designing a database taking into account fuzzy and incomplete data,
which increases the adaptability and accuracy of the system.
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As a result of the calculations, values are obtained that can be presented in the form of graphical results or specific numer-
ical indicators indicating compliance with the specified criteria or parameters.

The analysis of the results is carried out on the basis of comparing the obtained values with predefined limits and business
rules. This allows you to identify anomalies or deviations from expected values, as well as determine how effectively the system
works for each specific situation.

For each resulting set, its validity and accuracy are checked. This may include: assessing the degree to which elements
belong to a given category, determining the most significant factors affecting the result, comparing the obtained results with
previous or control data to identify changes or trends.

Key words: fuzzy logic, databases, business rules, fuzzy systems, software, data analysis, adaptability, innovations in
information systems, C#, SOL, database design.

IMocTanoBKa mpodeMn. Y cydacHOMY CBIiTi iH(OpMaIIiifHI TEXHOJOTIT MalOTh BETUYC3HUN BIUIMB Ha BCi
cepH JIOICHKOT isUTBHOCTI, 1 cdepa yIpaBIiHHS JaHUMH Ta 0a3aMH JaHWUX HE € BHHATKOM. PO3BUTOK CydacHHX
iHpOpMamiHHUX cHCTeM MOTpedye HOBUX IMiAXOMIB O CTBOPCHHS Ta YIPaBIiHHA 0a3aMy JaHUX, aJDKE Il CUCTEMHU
MAIOThb CIIPABY 3 BEJIMKUMHU 00CSITaMH JTaHHX, [0 XapaKTEePU3YIOTHCS PI3HOMAHITHICTIO, CKIIIHICTIO Ta MTOCTIHHIMU
3MmiHaMu. ONIHI€IO 3 TOJOBHUX MPOOJIEM € afamnTallis TpaJulliifHAX METO/IB 10 YMOB, KOJU HEOOX1THO MpaIfoBaTH
3 JaHMMH, 1110 MICTSITh HEBU3HAUEHICTh, HEUITKICTh 200 HETIOBHOTY.

e akTyanizye npobiemMy CTBOPEHHSI HOBUX METOJIB 1 MiIXO/iB 10 MPOEKTYyBaHHA 0a3 IaHUX, 30KpeMa uepe3
BUKOPHUCTAHHS HEYITKOT JIOTIKM Ta HEUITKUX CUCTEM JJI aHallizy Oi3Hec-mpaBuil peameTHoi obmacti. Hewitki cuc-
TEMH, SIKi 37aTHI MPAIIOBATH 3 HEYITKUMH Ta HCTOYHUMHU JAHUMHU, € ¢(PEKTUBHUM IHCTPYMEHTOM JUIS PO3B’sI3aHHS
oUX MpoOiIeM, OCKUTBKH BOHHU JO3BOJIIIOTH BPaxXOBYBATH BapiaTUBHICTh Ta HEBH3HAYCHICTBH, BIACTHBI 0ararboM
peanbHUM Oi3Hec-TiporiecaM. 3aBIsIKH 3aCTOCYBAHHIO HEUITKUX CHCTEM MOXKHA CTBOPIOBATH 0a3M JaHMX, K1 OUTBIII
THYYKIi Ta aJJalTHBHI 10 3MIHHUX YMOB, 110, B CBOIO Yepry, 3a0e3neuye e()eKTHBHIIIE YIPABITIHHS TaHUMH B YMOBaX
MTOCTIHO 3MIHIOBAHOTO Oi3HEC-CepeIOBUIIIA.

AKTyanbHICTh TeMH OOYMOBJICHA THM, 1110 TPAIUITiiHI METOIU TOOYI0BH 0a3 JaHWX YacTO HE 3[]aTHI TTIOBHOKO
MipOI0 BpaxyBaTH HEUITKICTb, 110 XapaKkTepHa JuIg Oararbox Oi3Hec-mporiecis. bisHec-npaBuia npexmeTHoOi 061acTi
4acTo MalOTh HEUITKUN a00 HEMOBHUM XapakTep, 110 MPU3BOAUTH J0 CKIAJAHOIIIB P CTBOPEHHI 0a3 JaHUX, L0
MOBHHHI TOYHO BifoOpaxaTH peanbHy CHUTYyallito B Oi3Heci. BpaxyBaHHS HewiTkuxX Oi3HEC-IPaBUJI MOXE 3HAUHO
MOKpauTh e(PeKTUBHICTH pOOOTH 0a3u JaHUX, 3a0€3MeUy0YU TOUHICTD 1 THYUKICTb ii CTPYKTYPH.

BukopHCcTaHHST HEWIiTKOI JIOTIKU J03BOJISE€ CTBOPUTH TaKi CHCTEMH, SKi MOXYTh MPAIIOBATH 3 HEMTOBHUMH,
CYHNEpEWINBIMHA Ta HEUITKHMHU TAaHHMH, IO € BAKIMBUAM acIeKTOM IUI Oi3HecCy, e TOYHICTh JTaHHX MOXe OyTH
BapiaTHBHOIO 200 HE 3aBXKAW BH3HAYCHOI0. 30KpeMa, U BEIWKUX IMIANPHEMCTB a00 KOMITaHiH, 10 MpaIfoioTh
B IMHAMIYHUX YMOBaX, CTBOPEHHs 0a3u aHUX, 3aTHOI aIaNTyBaTHCS J0 3MiH, € KIIFOYOBUM (PaKTOpOM JuTst edek-
TUBHOTO YIIPaBIiHHS.

Y ocTaHHI AECATHIITTSI MU CITIOCTEPIraeEMo CTPIMKUK PO3BUTOK iH(QOpMAIiHHUX TEXHOJOTIH 1, 30KpeMa, MeTo-
JiB 00poOKM Ta 30epiraHHs JaHWX. ba3u maHWX cTaiau HEeBiJl'EMHOK YaCTHHOIO Oyab-sKOi OpraHi3ailii, BiJi MaJIoro
0i3Hecy 10 BeMKHX Kopropariil. Tpaaumiiai pemsiuiiiai 6a3u JaHUX NPOIOBXKYIOTH BUKOPUCTOBYBATHCH, OHAK IS
BUpILLIEHHA 3a/1a4, € Ma€ MiCIle HeHiTKIiCTh 1 BapiaTHBHICTh, PENALIHHI MOAETI He 3aBKIN € ePEKTUBHUMH. Y LUX
YMOBax He MOKHa 00MEXKyBaTHCh JIUIIIE KJIACHYHUMHU METOJJaMH, 1 BUHUKAE MOTpeda B 3aCTOCYBaHHI HOBUX ITiIXOIB.

OpHa 3 TakuX HOBHX TEXHOJIOTIH — HediTKa Jiorika. HediTka ytorika J03BOJIsSE MPAIIOBATH 3 HA0AraTto OUThIIT
IIMPOKUM Jianma30HOM BXiTHHUX JaHUX 1 JO3BOJISE MIPUAMATH PIIICHHS, HABITH AKIIO TOYHICTh WX TaHUX HEBHCOKA.
Takuii miaxin J03BOJSIE CTBOPIOBATH CUCTEMH, sIKi Kpallle aIanTyIOThCs 10 PealbHUX YMOB Oi3HECY, € TaHi MOXKYTh
OyTH HETIOBHUMH a00 HE JIO KiHIIS BU3HAYCHUMH.

Kpim Toro, BaXJINBUM acIIeKTOM € IHTETrpallisi HOBITHIX METOJIB 13 BKe ICHYIOUUMH TEXHOJIOTISIMU 0a3 TaHHX.
Po3poOka HOBUX IHCTPYMEHTIB, SIKi O JO3BOJISUIM BPaXxOBYBAaTH HEUITKICTh MPU MPOCKTYBaHHI 1 (YHKI[IOHYBaHHI
0a3 JaHWX, € OJIHIEI0 3 HAWOUTIBII aKTyalIbHUX TEHACHIIIN y PO3BUTKY ramy3i. Takuid miaxix 103BOJIMTH 3MEHIIIUTH
JOACHKUN (haKTOp MPH YIIPABITiHHI JAaHUMH 1 HOKPALTUTH SIKICTh IPHHHATHX PillICHb.

OCHOBHOIO METOIO I[LOTO JIOCIIKEHHS € po3poOKa HEUITKOI CHCTEeMH Uil aHaJIi3y Oi3Hec-TpaBHiI IpeaMeT-
HOT 0o0sacTi mijJy Yac CTBOPEHHS BiAMOBiAHOI 0a3u AaHuX. J{7s JOCATHEHHS 11i€i MeTH MOTPiOHO BUPIIIMTH KiJIbKa
Ba)KJIMBUX 3aBIaHb:

— pO3pOOUTH MOAETh HEUITKOI CUCTEMH, 3AaTHOI IPaIlOBaTH 3 Oi3HEC-IPaBUIIaMU;

— BH3HAYUTH METOIHM HTErpallii HeYiTKOI JIOTIKH B MIpOIleC POCKTYBAHHS 0a3U TaHUX;

— OLIHUTH e(DEeKTUBHICThH TAKOT CUCTEMH Ha MPHKIAJI peanbHUX Oi3HEC-CIIeHAPITB;

— MOPIBHATH PE3yJIBTATH BUKOPUCTAHHS HEUITKOI CHCTEMH 3 TPAIUIIIHHAMU ITiIX0aMH JIO TPOEKTYBaHHs 6a3
JaHUX.

OuikyBaHi pe3yJbTaTH I1i€l poOOTH MarOTh MPAKTHYHE 3HAUYCHHS JIJII aBTOMATH3AIli] TpoIiecy MPOCKTYBaHHS
0a3 JaHuX 1 MOXXYTh OyTH BUKOPHCTaHI B PI3HUX Traly3sX, Jie MOTpiOHa 0OpoOKa BEIHMKOI KIIBKOCTI IaHUX 3 HEBH-
3HAYCHICTIO 200 HEMTOBHOTOIO.

Po3po0Oka HediTKOI cucTeMH AJIs aHali3y Oi3HeC-NPaBUII MA€ BaXIIUBE 3HAUCHHS JUIS ITiIBUILEHHS €()EeKTHB-
HOCTI MpoeKTyBaHHA 0a3 maHuX. OUiKyeTbcs, IO IeH MiaXiJ J03BOJUTH 3HAYHO MOJIETIIUTH MPOLEC CTBOPEHHS
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0a3u 1aHuX, SMEHIIUTH HMOBIPHICTh MOMUJIOK, & TAKOX 3a0€3MeUnTh Oy aJIJalTUBHICT A0 3MIHIOBAaHUX YMOB
6i3Hecy. 3aBASKM LbOMY MIATPUEMCTBA 3MOXKYTh IMIBUJIIEC pearyBaTH Ha 3MIiHM B 30BHIIIHBOMY CEpPEIOBHUINI Ta
BJIOCKOHAJIIOBATH CBOIO iH(PaACTPYKTypy.

OCKiJIbKY OUTBLIICTh CyYaCHHUX Oi3HEC-IaHUX Ma€ HEBU3HAYEHY MPUPOLLY, 3ACTOCYBAHHS HEUITKOI JOTIKH JJIs
iX aHai3y BIAKPHUBA€E HOBI MOXIIMBOCTI ISl €(DEKTHBHOTO YIPABIIHHS I IPHHHATTA pilieHb. TaKuM YHHOM, 3Ha-
YEeHHS I[LOTO JAOCIIKSHHS MOJISIra€e He JIUIIEe B HOro TEOPETUYHIH IIHHOCTI, ajie i y HOro MpakTHYHIi KOPUCTI Is
Cy4YacHUX iHQOPMAIITHUX CHCTEM.

AHaJi3 ocTaHHIX AoCTiMKeHb i mydaikaniil. AKTyalbHICTh pO3pOOJICHHST HEUITKOI CUCTEMH IS aHATi3y
0i3HEeC-TIpaBHII MPEIMETHOT 00JIACTI 11T Yac CTBOPESHHS BiAMIOBITHOT 0231 TaHUX 00yMOBJICHA KUThKOMA KITFOUOBHMU
(axTopamu.

[o-nepe, y cydyacHoMy Oi3Hec-cepeoBHIIi iCHY€e MoTpeda B e(peKTUBHOMY yIpaBIiHHI iH(popMaIllieto, 1o
YacTO XapaKTEePU3y€eThCA BEIHMKOIO KiNBKICTIO JAHUX 3 PI3HUMH THIIAMHM 1 CTPYKTYyporo. bi3Hec-nipaBmiia Bu3Ha4a-
I0Th, SIK CaMe Ii 1aHi TOBHHHI 00po0IIsTHCS, 30epiraTucs Ta BUKOPUCTOBYBATHUCS B MPOIieCax MPUHHATTS PillICHb.
OpHak TpaauIidHI TAXOIN IO MOJEITIOBaHHS Oi3HEC-TPAaBUJI YaCTO HE 37[aTHI BPAXOBYBaTH IXHIO CKJIAHICTh, HEO-
IHO3HAYHICTH Ta JUHAMIYHICTD.

ITo-gpyre, cyvacHi iHpoOpMaIliiiHi CHCTEMH TOBHHHI MaTH MOXKJIHBICTh aJJaliTyBaTUCS J0 3MIHHHX YMOB 0i3-
Hec-cepenoBuIIa. HediTka norika, sk miaxig 10 MOJEITIOBAHHS, TO3BOJIIE €(DEKTUBHO MPAIIOBATH 3 HEBI3HAYCHICTIO
Ta HETIOBHUMH JJAHUMH, 1110 € TUTIOBUM JUTS peabHUX Oi3Hec-TiporieciB. Le 3a0e3neuye GLIbII TOYHE BiNOOpaKeHHS
Oi3HEeC-TIpaBmII, Ki MOXYTh OyTH Cy0’€KTHBHUMH a00 BapiaTHBHUMU, OCKUIBKH 1X 3aCTOCYBaHHS MOXE 3aJIeKaTh
BiJl KOHKPETHUX CUTYAIlii Y1 YMOB.

[To-Tpere, BAKOPUCTAHHS HEYITKIX CUCTEM MOYKE IPU3BECTH JIO TTiIBUIIICHHS TOYHOCTI Ta HAIIHHOCTI PillieHb,
II0 NpUIIMAlOThCS HAa OCHOBI aHalizy Oi3Hec-mpaBuil. Lle, y CBOIO uepry, 103BONSE 3MEHIINTH PU3HUKH, NTOB’s3aHI
3 HOMHIJIKaMH B 00po0Li JaHUX, 1 MiABUINIUTH 3arajbHy e(heKTUBHICTh iH(OPMALIHHUX CUCTEM.

OckinbKU aBTOMaTH3allisl O13HeC-MIPOIIECiB CTae Bce OLIBII BaXKIMBOIO JJI1 KOHKYPEHTOCIIPOMOXKHOCTI opra-
Hi3alil, po3poOKa HEUiTKOI CUCTeMH JJISl aHajli3y Oi3Hec-NpaBMI € HEOOX1IHUM KPOKOM Y HampsIMKy CTBOPEHHS
aIalITUBHUX, €(PEKTUBHHUX Ta TOYHHX 0a3 maHwx. Lle mociikeHHS HE TUIBKH BIINOBiZae MoTpedaM Cyd4acHOro
PHHKY, aJie ¥ cripHsie pO3BUTKY HOBHMX MiAX0IB y cdepi ynpasiiHHS iHpopMalliero Ta 6a3aMu TaHUX.

TakuM 9UHOM, JOCIIKSHHS aKTyallbHOCTI PO3pOOJICHHS HEUITKOI CHCTEMH ISl aHaJli3y Oi3HeC-TIpaBHII i
Yyac CTBOPEHHSI 0a3u JIaHUX € BAYKJIMBUM BHECKOM Y TEOPIIO Ta NPAKTUKy aBTOMAaTh3allii 613HeC-IIpoIieciB, mo, 6e3-
YMOBHO, Ma€ HAyKOBY 1 IIPAKTHYHY IIHHICTb.

B Vkpaini akTyanbpHICTh HEUITKI CUCTEMU JIJIs aHAi3y Oi3HEC-TIPaBIJI MPEJAMETHOI 00JIacTi — 1ie, HAPUKIIA/,
Taka CHCTeMa K HEJiTKa MOJENb OI[IHKH KPEAUTOCHPOMOXKHOCTI (pizmyHux oci6. Ha crorogHimHii IeHb mpH-
WHATTS pillleHb Y iIHBECTULIIWHIHN JisSUTBHOCTI 32 YMOB HEBH3HAYEHOCTI JOCIIIKYIOTh Taki BueHi, sk: FO.I1. 3aiiuenko
[1], A.B. Martsiituyk [2], O.O. Henocexkin [3], B.I. UepHosa [4]. OcHOBHMI1 MaTeMaTHYHUI arapar, [0 BUKOPUCTO-
BY€TBCS IOCIITHUKAMH — II€ TEOPisi HEUITKUX MHOXKHUH.

3TiJTHO 3 IOCBIJIOM, JIJIS IPEICTABIICHHS KPUTEPIiB OLIHKH CY0’ €EKTIB rOCIIONAPIOBAHHS, 3aIIPOIIOHOBAHUX EKC-
MepTaMu, TOUUTEHO BUKOPUCTOBYBATH HEUITKY JIOTIKY 3 THIAMHU (DYHKIIH HAaJIEKHOCTI [5].

TpukyTHiI (HYHKIIT HAJICKHOCTI € HalXapaKTePHIIIUM MPUKIAJOM KYCKOBO-TIHIHHHX (YHKIIA. Y Hamomy
BHITIAIKY KOXKHA 3 PO3IVISIYBAaHUX (DYHKIIHA HAEKHOCTI 33JJa€EThCS HA IHTEPBaIi 3HAYCHD BIAMOBIIHAX KOS(IIIEHTIB.

CdopMmyiroeMo Bei KpUTeEpii OIIIHKHU CY0’ €KTIB, K1, MOXKYTh OyTH MTPEJCTABIICH] Y BUINISAAI TPUKYTHOT (DYHKIIIT
HaJISKHOCTI [6].

1. KoedimieHT 3aranpHOT JIIKBIIHOCTI.

KoedirmienT 3aranpHOi JIKBiIHOCTI PO3PaxXOBYETHCSA SIK BIAHOLICHHS OOOPOTHHUX AKTHMBIB JIO HMOTOYHHX
3000B’s13aHb [7]. [lo3Haunmo mto BennmuuHy K1 Takum ynHOM:

K, *0,09; axwo K, menuie cepednvozo 3navenns koegiyicnma no eanysi

K 1 ; Akwo K 1 cnienaoae iz cepeOHUM 3HAYeHHAM Koe@hiyienma no 2anysi,
K., *1,1; axwo K, 6invute cepednvozo snauenns koediyienmano 2anysi.
OyHKIIs HAISKHOCTI U BemnuuHu K| Oyrie 3anmcaHa sK:
0, saxwo K, <]
4(K, - l)
——, akwyo 1<K, <1.75;
n(K;1;1.752.5) = , (1)
2 akwo 1.75< K, <2.5;

c—b
0, akuyo K, >2.5.
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2. KoedinieHT (hiHaHCOBOT HE3AIEKHOCTI.

Koedirmient (inancoBOI He3aIeKHOCTI BigoOpaxkae piBEeHb aBTOHOMIi MiNPHEMCTBA Bifl 30BHIIIHIX 3aIo-
3uueHb [8]. BiH Bu3HauaeThes SIK BiIHOLIEHHS 3arajlbHOI CyMH BJIACHHMX KOIUTIB 10 MiAcyMKy Oamancy. Lleit koe-
(iLieHT MOKa3ye YacTKy BJIACHOTO KalliTaly B 3arajlbHOMY 00Cs31 pecypciB, BKIAJCHUX Y HOTO JisUIbHICTh. YuM
BHIIMIA KOSQIIEHT, TUM (DiHAHCOBO CTAOUIBHIIIE MiJIPUEMCTBO 1 MEHIIIE 3aJIS)KUTh BiJl 30BHIIIHIX KPEIUTOPIB Ta
IHBECTOPIB.

KoedimieHT iHaHCOBOT HE3aIEKHOCTI PO3PAXOBYETHCS 3a TAKOK (HOPMYIIOKO:

. [ 3abezneuenns nacmynuux gumpamiyinbose Qinancyeants +

K, = ) , ) , / Baacruti kaniman
+ Hoszocmpokosi 30608 sa3anns + [lomouni 30606's3anns

Toni 3anmmemo BennanHy K, HAaCTYIMHHM YHHOM:

K, *0,09; axuo K, menuie cepeonvo2o 3nauenns koeghiyienma no 2anysi,
K, ; axwo K, cnienadae i3 cepednum suauennam koeiyienmano eanysi;

K, *1,1; axwo K, 6inbuse cepednvozo 3navenns koegiyicnmano eanysi.

DyHKIII0 HAJIEKHOCTI MOOYIyeMO HACTYITHUM UHHOM:

0, saxwo K,<0;
(K'O‘I‘Z)— K,, axuyo 0< K, <1; 2
B85 _2—K2,}ZKL1401<K2<2;,

0, akuo K, 2 2.

3. Koe(imieHT MaHEBPEHOCTI BIACHHUX KOIIITIB.

KoeimieHT MaHEBPEHOCTI BIIACHUX KOIITIB BU3HAYAETHCS K PI3HHIIS MK BIIACHUM KaIliTaJIOM Ta He000poT-
HUMHM aKTHBAMH, TIO/IIEHa Ha BIacHui Karitan [9]. el mokasHUK IEMOHCTPYE, HACKUTBKM MOOLIBHI BIacHi (inaH-
COBI pecypcH mianpueMcTBa. Moro 3HaYeHHS MOXKE 3MIHIOBATHCS B 3aJICKHOCTI BiJl CTPYKTYPH KaIliTaly Ta ramtysi,
JI0 SIKO1 HaJISKUTh IMiIIPUEMCTBO. baskaHo, 100 KoediIlieHT MaHEBPEHOCTI MOCTYIIOBO 3pOCTaB, ajie parnToBe HOTo
301IBIIEHHS MOXKE OyTH HEIOLUTBHUM, OCKITIBKH 11 IPU3BEC 10 3HIDKCHHS 1HIINX MTOKa3HUKIB, HATIPUKIIAM, Koedi-
Li€HTa aBTOHOMI1, 1110 301JIbIIy€E 3aJIeXKHICTh MiANPUEMCTBA BiJ kpeautopis [10].

ITo3Hauumo 1ro BenMunHy K, TakMM YHHOM:

K, *0,09; axwo K, menue cepeonbozo snaienns koegiyienma no 2anysi,
K; axwo K, cnignadae i3 cepeOnum snauennam koeiyienmano eanysi;

K *1,1; axwo K, binvute cepednvoeo snauenns koegiyienma no 2anysi.

ODYHKIIIFO HAIEKHOCTI TOOYYEMO HACTYITHUM YHHOM:

0, saxwo K,;<0;
2K, akuyo 0< K, <0.5;
K;;0;0.51)=4 7 ’ , 3
H( ’ ) 2-2K,, akwyo 1< K, <1; 3

0, akuyo K, >1.

3riJiHO 3 HaBEIECHUMH JJaHUMH, PO3BUTOK HEUITKOT CUCTEMH ISl aHalli3y Oi3HEC-TIpaBmIl, 30KpeMa B KOHTEKCTi
OLIIHKU KPEAUTOCIPOMOXKHOCTI (Pi3MUHMX 0Ci0, € HaJ3BUYaWHO aKTyaJIbHUM Ui YKpainu. HediTka yorika 1o3Bo-
JIsi€e BpaXOBYBATH SIK KUIBKICHI, TaK 1 AKiCHI (haKTOpH, 1[0 € KPUTUYHO BAXIMBIMHU B YMOBaX HEBU3HAUCHOCTI, Xapak-
TEPHUX JUISl Cy4YaCHOTO €KOHOMIUHOTO CE€pefoBHIIA. BUKOpUCTaHHS eKCIIEPTHUX OLIHOK /sl BU3HAYEHHs KPUTEPiiB
cTabiIbHOCTI pOOOTH MIANPUEMCTB MOXKE CYTT€EBO IMiABUIIUTH TOYHICTh OLIIHOK Ta 3HU3UTU pu3ukH [11].

BukopucTanHs TpHKyTHHX, S-momiOHMX Ta IHIIUX (YHKIIH HATEKHOCTI IA€ 3MOTY e(beKTI/IBHo MOZETIOBATH
plSHOMaHlTHl Oi3Hec- cmyauu amke 1i QyHKIIi MOXYTh BiToOpaXkaTH CKJIQJHI BiTHOCHHH M 3MIHHUMH, sIKi HE
MiATAIOTHCS YITKUM KiJTBKICHUM BUMipIOBaHHSIM [12] Lle 0coOMMBO BaXKITUBO IS nlz[npneMCTB Ie (baKTopH 1o
BIUIMBAIOTH Ha (PJiHAHCOBY CTAOUIBHICTH, MOXKYTh 3MIiHIOBATHUCS ITi/I BIUIMBOM 30BHIIIHIX Ta BHYTPIITHIX YMOB.

Hanpuknan, ¢yHKii HameXHOCTI Ui KOedillieHTIB 3arajbHOIl JIKBITHOCTI, (DiHAHCOBOT HE3aJEKHOCTI Ta
MaHEBPEHOCTI BIIACHHUX KOIITIB JO3BOJISIFOTH OLTBIN TOYHO aHaNi3yBaTd (DiHAHCOBE CTAHOBHIIIE MiIPUEMCTBA, 1110,
B CBOIO YEPry, MOXKE BIIMBATH HA MPUIHATTS pillleHb IOA0 iHBECTHUIIIH Ta KpeauTyBaHHs. BpaxyBaHHS HEUITKHX
KpHTepiiB y Oi3Hec-aHai31 3a0e3nedye OUIbII THYYKUH MifXiA JO OLIHKY, IO BiATIOBIIAE peasisiM cy4acHOro 0i3-
Hec-cepenoBuIna B Ykpaini [13-14].
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3arasnom, BIPOBa/KEHHS HEUITKHX CUCTEM B yNpPaBIiHHI (hiHAHCAMM MIAIIPUEMCTB CIIPHsIE€ HE TiNbKH IIiABU-
HICHHIO e()eKTUBHOCTI NMPUUHSATTS pillicHb, aje il popMye HamiHUI (HyHIAMEHT Ui MOJANBIINX JOCIiIXKEHb Ta
po3poboK y ctepi aBTOMaTn3allii 6i3HEC-MIPOLECIB, 110 BUMArae aJjantaiii 0 3MiHIOBAHUX YMOB PHHKY.

MenuyHi npamiBHUKN IEMOHCTPYIOTh PI3HOMAHITHICTh Y IPUHHATTI pillleHb Yepe3 pi3Hi MiAX0AU 70 yIpas-
JIHHS HEBU3HAYCHICTIO Ta HESICHICTIO B 3HAHHAX 1 iH(opMartii. J[iarHOCTHYHI pillIeHHs TaKoX 3aJIeKaTh Bill JOCBIY,
EKCIIEPTHOCTI Ta CIPUHHSTTS MPaKTUKyoUoro Jikaps [15]. OCKUIbKN CKIaJHICT CHCTEMH 3pOCTa€E, TOTPHMYBa-
TUCh TIEBHOTO MUIAXY JIarHOCTUKH 0€3 MOMHJIOK CTa€e HelJierko. HediTka JIoTika MpONoHY€E MOTYKHI METOIH MipKYy-
BaHHS, K1 MOXKYTh CIIPABIISATHCS 3 HEBU3HAYCHICTIO Ta HesicHIcTIO0. HewiTki ekcrieptHi cuctemu (HEC) Bu3HavaroTh
HETOYHI 3HAHHS Ta MPOTIOHYIOTH JIIHI'BICTHYHI KOHIICTIIIi1, sIKi T0Ope HAaOMMKAIOThCS 0 MEIMYHHUX TEKCTIiB [16].

HeuiTtka siorika € MeToJI0M, IO J03BOJIIE YTOYHUTH Te, 10 € HeUiTKUM y cdepi menunman. HEC Binirpa-
I0Th BKJIMBY POJIb Y METUIIMHI JJIsi cMMOTOMAaTu4HOi fiarHoctuku [17, 18]. Jliteparypa, onmy0iikoBaHa Ha TemMy
HEC y mMeauuHiii 1iarHOCTHIII, OXOIUTIOE IMIMPOKHA CHIEKTP, BKIIOYAIOYM OMIISAM, 3aCTOCYBAHHSA, 1HHOBAIl, KOH-
LENTyanbHi JOCIKEHHS Ta PO3pOOKY MiarHOCTUYHMX iHCTpYMEHTiB. CHiBIparst Mk MEAUIHUMH HayKOBLIIMH Ta
KOMIT IOTEpPHUMHU 1H)XXKEHEpaMU MpH3Belia 10 MUKIUCIUILTIHAPHOTO MPOTPecy y PO3BUTKY 1HTENIEKTYaJbHHUX JIOTIO-
MDKHHUX 1HCTPYMEHTIB i cucteM [19].

3BiTHI CHCTEMH BUKOPHCTOBYIOTBCS IS MOHlTOpI/IHFy MAIi€HTIB, MPOTHO3YBaHHS cTaHy, 00pOOKH HEUITKIX
3aIUTIB Y MEIMYHHUX 3aCTOCYBAHHSX, & TAKOXK JUIS OIIHKU Ta TOPIBHSHHS iX e(beKTI/IBHOCTl 3 ICHYIOUUMH TpaKTH-
kamu [20]. O6nacts 3actocyBannss HEC 3Hainuia cBo€ 3aCTOCYBaHHS Yy JIarHOCTHIN, TU(EpEHIiaIbHIN TiarHoC-
THIIi, Teparii, aHaji3i 300pakeHb, Po3Ii3HaBaHHI 00pa3iB, MOHITOPUHTY TAIIEHTIB, aHAJI31 MEIIMYHUX JTAHKUX, OaH-
Kax JIaHWX, TSKCTOBOMY aHalli3i Ta B Teopii: Oarato3HadHa JIOTiKa, HEYiTKI BiJIHOCHHH, TEOPis HEYITKHX MHOXHH,
HediTka Kiacudikaiis Tomo. MuHYT TOCTIHKEHHS CIPUSIIH PO3BUTKY JTIarHOCTHYHUX TEXHIK, KUTbKICHIN OIIiHIII
MEINYHO1 EKCTIEPTHOCTI, TpaHC(epy 3HaHb, BUSBJICHHIO MMAaTepHIB BUKOpUCTaHHS Ta 3acTtocyBanHio HEC, a Takox
X BIPOBAXKEHHIO B MPAKTUKY MEAWYHUX HpaIiBHUKIB [21].

Po3yMiHHS Ta MPUMHATTA pillleHb JIOAUHOI0 € HEWITKUMH, OCKIJIBKM BOHHU IependayaloTh 3HAYHHUNA CTY-
MiHb HEACHOCTI B JIOKa3ax i BUKOPHCTAaHHI KOHIIEMIii Ta BUMaraioTh BHCOKOTO PiBHA YIIPaBIIiHHS HEBHU3Haye-
HICTIO B MEIUYHIHN MIarHOCTHIl. € KiIbKa JKEpesl HETOYHOCTI Ta HEBU3HAYCHOCT] B TaTy31 €KCIIEPTHUX CUCTEM.
Po3B’s3aHHs nmpobiieM y 1Miil chepi Moke OyTh HeTouHuM [22]. Hampukmnan, 1ie CTOCyeThCs OIBIIOCTI Meand-
HUX TpobieM. JoCITiTHUKN 3apoTOHyBail 0e3J1iy IHHOBAIIMHNX HEUITKUX SKCIEPTHUX CUCTEM JJIsS BUPIIICHHS
MMATaHb HESCHOCTI Ta CKIAJIHOCTI, HAJAI0UU MPAKTHYHI IHCTPYMEHTH KOPUCTYBadaM y (OpMi HEUITKUX SKCIIEepT-
HUX cucteM [23]. [HTenekTyanbHi MEIUYHI CHCTEMH CTBOPIOIOTHCS 3 aKIICHTOM Ha KOHKPETHI 3aXBOPIOBAHHS IS
HMiATPUMKH MpoIiecy MPUAHATTA pimeHs [24]. CriocTepeskeHHs 3a MallieHTaMy, IPOTHO3YBaHHS CTaHy, 00po0ka
HEUiTKUX 3alUTiB, & TAKOXX OI[iHKA Ta IOPIBHSIHHS PE3YIIBTATIB 3 iICHYIOUMMHY IPAKTHKAMHU TaKOX € chepamu iHTep-
ecy mocaigHuKiIB [25]. Po3po6iaeHo OCBITHI IHCTPYMEHTH, 1110 BUKOPUCTOBYIOTh MiJXOAN HEYITKOI JOTIKH IS MiJI-
TPUMKH KOPUCTYBAUiB.

V HaBeZIeHUX JOCIIHKEHHSIX 00rOBOPIOIOTHCS TOTPeda, BaXUIIMBICTh, TOTEHII AN, HEOOXITHICTh HEUITKOT KJ1a-
cudikaii Ta miAXoAu 10 NPOEKTYBaHHA €KCIIEPTHUX CUCTEM JUIA MEAUYHO1 N1arHOCTUKY [26]. [esKi ocmiKeHHs
Oyu IIPOBEICHI TS TIEPEBIPKU MPUAATHOCTI TeOPil HEUITKHX MHOXKHH Ta 11 HOXITHUX TEOpii Al po3p0oOKU CUCTEM
Ha OCHOBI 3HaHb Ta HEWITKUX MHOXHH U MOJICIIOBAHHS MEAWYHUX KoHIenmii [27]. CucteMu MiATPUMKH TIPH-
WHATTS pillleHb JUIS TIarHOCTUKH JIIOICHKAX XBOPOO 3HAYHO JOTTOMOTIIN MAaIli€HTaM 1 JIikapsM. Po3poOHHUKH po3Iu-
PWIA BUKOPUCTAHHS TEOPii HEUITKOT JIOTIKU MPH MPOCKTYBaHHI SKCTIEPTHUX CHUCTEM, CIIEIU(IUHUX JJIS 3aXBOPIO-
BaHb, Ta CUCTEM MPUUHATTS PIllICHb JUTS MOMHUPEHUX XBOpoO. HewiTkuit minxin OyB JOCTIKSHUH I BUPIIICHHS
MpoOJIeMH HEBU3HAUYEHOCTI y CTHIII MUCJICHHS JIIKapsl Ta KOMIT IOTEPU30BAHUX €KCIIEPTHUX CUCTEM JJIsl IPUHHATTS
pimens [28,38].

KoM’ toTepu3oBaHi A0MaTKH JUIs AiarHOCTUKHU Ta JIIKyBaHHs MAIi€HTIB, 31a€ThCS, € OUIBII HOBOIO CHEPOr0
iHTepecy. Be6-opieHTOBaHI HEUITKi €KCIEPTHI CHCTEMU OyJIM MPEACTaBIICHI /Ul A1aTHOCTUKU JIIOACHKUX 3aXBOPIO-
BaHb [29].

C(i)epn 3aCTOCYBaHb, SIKi HE MOB’A3aHi 13 3aXBOPIOBAHHSAMHU, OXOILIIOIOTh: peHTFeHiBCLKy MaMorpa(l)iIo iHTEp-
IpeTanifo MaMorpadigaux i YIBTPa3BYKOBHX 300paKeHb, eneKTporpaq)mHe JOCTIDKEHHS Jirofchkoro Tima [30].
HeuiTka excniepTHa cucremMa st p13HI/IX 3BYKIB, 110 BI/IpO6J'I$IIOTLC$I PI3HIMH OpraHaMU B TOICHKOMY Ti, TAKOXK
OyJla onrcaHa, BUKOPHUCTOBYIOUYH 1HCTpyMeHTapiil HediTkoi jorikn MATLAB. 3actocyBaHHS HEUiTKOT €KCIIEPTHOT
CUCTEMH Ta JIepeBa pillieHb sl BUOOPY 3aco0y B TOMEONATIi € OTHUM 13 PIIKICHUX 3aCTOCYBaHb. [HIIII cdepu 3acTo-
CyBaHHS HEYITKOT JIOTIKH BKITIOYAIOTh: IPOTHO3YBaHHS aHEBPU3MH, 3arO€HHS IIEPEIIOMIB Ta HECTAIIOHAPHI HEYITKi
EKCTICPTHI CUCTEMH, 1HTYIIIOHICTChKI HEUITKI MHOKUHHM [31].

HeuiTka excniepTHa cuctema JoBelia CBOIO KOPUCHICTh Y MEIMYHIN JIarHOCTHII /I KUTbKICHOTO aHami3y Ta
SIKICHOT OLIHKM MEAWYHMX JaHUX, IO, B CBOIO 4Uepry, 3abe3neuye TOUHICTh pe3ynsrari [32]. Komm’rotepHi nia-
THOCTUYHI IHCTPYMEHTH Ta 0a3u 3HaHb OE3MepeuHo JOMOMAratoTh JIIsl PAHHBOT IIarHOCTHKH 3aXBOPIOBaHb. Po3BH-
TOK BE0-OPiEHTOBAaHUX 3aCTOCYBaHb 1 iHTEp(ENCiB JO3BOJINB MEIUYHUM MpAI[iBHUKAM JUIMTUCS CBOIM JOCBiIOM
1 3HAaHHAMHM O BCbOMY CBiTy. COCTEpiraeThes, O PO3BUTOK crieUn(IYHUX AJIs 3aXBOPIOBAHHS 3aCTOCYBaHb 3a
JOTIOMOTOF0 HEUITKUX €KCIIEPTHUX CHCTEM € HaWOUIBIION0 ceporo iHTepecy TOCTiTHHUKIB, sSKi IPUCBATIIIN it 44%
cBOIX pocmmkers [33,37].
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Sk 1 B 6araTtbOX €KOHOMIYHHUX 33jadax, IiJ 4Yac pPO3paxyHKiB MOKA3HHUKIB iHBECTHUIIIHOTO IMPOEKTY CKOHO-
MICTH CTHUKAIOThCS 3 MPOOJIEMaMH HEMOBHOTH, HEYITKOCTI a00 HEBU3HAUCHOCTI BXiIHHUX JaHUX. [y BUPIIICHHS
uux npobieM icHye 6e311i4 METO/IB, HalIPUKJIIAJA, CTaTUCTUYHI a00 MiHIMaKCHi, ajie Ha MPAaKTHLl BOHU HE 3aBKAH
e(eKTHBHI, a 1HO/I1 HaBITh HenpuaaTHi. Halibinem aqanToBaHuM 10 WX MTPOOJIeM BUSIBHBCS arapar, 3aCHOBaHHA Ha
Teopil HEYITKMX MHOXKHH.

[Ipuknanom, 1o UTFOCTPYE TepeBaru «HEYITKOTO MiJXOAY», € 3a/1ada OIIHKY TAKUX MOKa3HUKIB 1HBECTHIIIH-
HUX TIPOCKTIB, K YACTA MOTOYHA BapTicTh goxomy (NPV) Ta BHyTpitmHs craBka npudyTkoBocTi (IRR). Y HuX moen-
HYIOTBCS HEUITKICTh 1 HEBU3HAUCHICTD JJAHHX, & TAKOXK PO3IUIMBYACTICTh YMOB, B SIKUX PEali3y€ThCS MPOECKT.

Hapasi mounHaroTh 3’BISATHCS iH(QOpPMAIIiiHI PEeCypcH, IO arperyroTh JaHi Mpo JisUTbHICTh COTeHb yKpa-
{HCBKUX Kopropamiil. Bech 1e# oOcsr manux me He OyB cepHo3HO NOCTiKEHUH, 1 He Oyno SCHOCTI B TOMY, SIK
aHaJli3yBaTH Pi3HOMAHITHY KUTBKICTh KUIBKICHOT Ta sKicHOI iH(poOpMaIii B equHii cuctemi. OnHAK, COTOIHI mel
HiAXIA 10 aHaNi3y eKOHOMIYHHX JaHUX HodnHae (opmyBatucs mij Ha3Boio Fuzzy Economics. 3apnaHHs momnsrae
B TOMY, 100 Ha OCHOB1 PO3p00IEHOI METOAOJOTIT CTBOPUTH CUCTEMY iHTENEKTYaJIbHOTO aHalli3y, 1[0 IPOBOJUTH
aHAJIITUYHY 0OPOOKY JaHHUX 1 BUPOOJIEHHS ONTHUMAaJIbHUX €KOHOMIYHUX PillleHb.

ITepepaxyemo xapakTepHi €eKOHOMIYHI 3a/1adi, 7€ 3aCTOCYBaHHsS HEYITKMX OOUMCIIEHBb JO0CATAE BPAKAIOUUX
pe3yyIbTaTiB:

Crpareriune tianyBaHHs. OIiHKa 013HECIB, OIAC CTaHY PUHKIB 1 KOHKYPEHTOCIIPOMOXKHOCTI, a TAaKOXK aHa-
Ji3 CHIIBHUX 1 CTAOKUX CTOPIH MiAMPHEMCTB — 1€ KBaJIMETPUYHI 3a1a4i, IKi MOXYTh OyTH YCIIIIHO TOCTaBJICHI
1 BHpilIeHi y HediTKii Gpopmi. Came Ha IIbOMY MPHHIIMITI MPAIFOE CHCTEMA CTPATETIYHOTO TUIAHYBaHHS, peaizoBaHa
y MDDKHapOJHOMY perioHajJbHOMY criBTOBapuCTBi CiMeHC.

KommnexcHuit anani3z crany koprnoparii. llle ogHa kBagiMeTpuyHa 3ajja4a. BaxkIMBoO BUSBUTH YHHHHUKH Ta
OLIIHUTH X i€papxiio 3 BiAMOBIAHUMH CHCTEMaMH IPIiOPUTETIB. Y MPOCTOMY BHUIIAJKY, KON BCi YNHHUKH TIpeJi-
CTaBJICH] y BUITISIAI BEKTOPA, KOMILICKCHA OI[iHKa MOXKe OyTH OTPHMAaHa 3a JOIMIOMOTOI0 IBOBUMIpHOI MaTpUYIHOT
arperarii MOTOYHUX SKICHUX PiBHIB UMHHHUKIB. ¥ paMKax LbOTO MiJXOAy MOXKHA OJHOYACHO aHaTi3yBaTH BCi
aCIeKTH AisUIbHOCTI Kopropauii (piHaHcH, yHpaBIiHHSA, TPOLECH, 3aJJOBOJICHICTh KIIIEHTIB, CTpaTeriyHe MOJ0-
YKEHHS TOIIIO).

IIporuo3yBaHHs (OHAOBUX iHAEKCIB. SKII0 MOOYIyBaTH MAaKPOCKOHOMIYHY MOJIENb, B SAKIH €K30T¢HHI YHH-
HUKHA BUCTYNAIOTh NMPOTHO3HUMH PIBHAMH MaKpOCKOHOMIYHHX ITapaMeTpiB pErioHy, Jie¢ BUITYCKAIOThCA IIIHHI
TarnepH, a BUXoJaMu MoJielli € (GOHIOBI 1HIEKCH, TO TIPOTHO3M 1 3B’SI3KU MK YAHHUKAMH MOXYTh OyTH HEUITKUMH.
BinmosinHo, pe3ynbTyrodi Iporao3u (GoHI0BUX iHAEKCIB OyAyTh MPENCTaBIeHI Y (OpMi HEUITKHX (PYHKITIH.

TpancmopTHa JOTiCTHKA. SIKIO0 CETMEHTH TPAaHCIIOPTHOI MEpeki MAlOTh HEUITKY TPHUBANICTh MEPEBE3CHHS,
PO3yMHO BUOpaTH MapuipyT, IO Ma€ 3 OMHOTO OOKY MiHIMAJIBHY CEpENHIO TPUBAJIICTh, a 3 1HIIIOTO — MAaKCUMAIIbHY
HMOBIpHICTb IpUOYTTS 3a rpadixoM. Kiacuuni Mozeni, Ha )kanb, He JO3BOJIIOTH BUPILIUTH 10 IpoOIiemy.

YmpapniHas 3anacaMu. Xoua icHye 0araTto JeTepMiHOBaHUX MOJIeJeH Al ONTHUMI3allii ypaBIiHHA 3amacaMu,
BUSIBIISIETHCA, 110 CIPABKHI IpoOieMa 3 yIPaBIiHHAM 3aracaMy Ha IiIIPUEMCTBAX 3a3BUYail Ma€ HEUITKUHN XapaK-
Tep, 3yMOBJICHUN PO3IIMBYACTICTIO KPUTEPIiB, 110 BUKOPUCTOBYIOTHCS JJIsl OLIIHKM CTaHy 3araciB, IPHU MPOTHO3Y-
BaHHI OTped y Marepianax i eneMeHTax Uit BUpoOHHUITBA [36].

Merta ctarTi. {715 po3po0OKH HEYITKOT CHCTEMH, IO BUKOPUCTOBYETHCS LIS aHATI3Y Oi3HEC-TIPaBHII PEIMET-
HOT 00J1aCTi, HEOOX1THO BUOpATH MaTeMaTU4HI METOJIH, SIKi JIO3BOJISIOTH €(DEKTUBHO MPAIFOBATH 3 HEBU3HAUCHICTIO,
HEYITKICTIO 1 HETIOBHOTOXO JAaHWX. OJTHUM 13 OCHOBHHMX TaKHX METOJIB € HEUITKA JIOTiKa, siKa 0a3yeThcs Ha Teopii
HEYITKUX MHOXXUH. BoHa 71ae 3Mory ornepyBary 3 JaHUMH, [0 MalOTh BapiaTHBHICTh 1 HEUITKICTh, 1 3aCTOCOBYEThCS
JUISL aHAMI3Y W IPUHHATTS PilIeHb Y CUTYaLisX, A€ TPAIUIiHHI i IX0AN HE JAI0Th TOYHUX PE3YIIbTaTIB.

OKpiM 1BOTO, A JOCATHEHHS BHCOKOI THYYKOCTI Ta €(EKTUBHOCTI MOJAETIOBAHHS, MU BHKOPHCTOBYEMO
MOJICTIIOBAHHS HEUITKUX CUCTEM HAa OCHOBI HEWITKUX MHOKHH Ta HEUITKUX JITOPUTMIB MPUHHATTS pillleHb, TAKUX
SIK HEYITK1 perpeciiiHi Moieni Ta He4iTKi KOTHITUBHI KapTH. BuOip nux MeToziB 3yMOBIEHHH 31aTHICTIO MPaloBaTy
3 HabopaMH JaHUX, JIE EIIEMEHTH HEe MAIOTh YiTKHX MEX a00 BU3HAUYCHHUX 3HAUCHb, & TAKOXK MOXKIIUBICTIO KOMOiHY-
BaTH Pi3H1 JKepena JaHUX 1 OLIHOK.

VY cydacHHX yMOBaX pO3BHTKY iH(POPMAIIHHUX TEXHOJOTiH, 30KpeMa B IPOLECi MPOSKTyBaHHS 0a3 JaHUX,
icHye 0OaraTto mpoOJeM, OB’ sI3aHKUX 3 aHAII30M Ta 0OPOOKOK0 BEIMKHUX OOCATIB JaHWX. BpaxoByroun TXHIO CKIIaI-
HICTh, HEIIOBHOTY Ta HEYITKICTbh, TPAJAUIIIAHI MiAXO0IH, 3aCHOBaHI Ha KIITACHYHUX MaTeMaTHYHUX MOJICIIAX 1 METO/Iax,
4acTo He 371aTHI aJIeKBaTHO OINMCATH Ta BUPINIWTH IOCTABIICH] 3aBlaHHs. ToMy BHHUKae MoTpeda y 3acTOCYBaHHI
HOBHX, OUTBII €)EKTHBHAX MaTeMaTHYHUX METOIIB, IO JIO3BOJISIOTH MPAIFOBATH 3 TAHUMH, 1110 MAIOTh HENICBHICTh
a0 HewiTKicTh. OIHNM i3 TAKUX METOJIIB € HEYiTKa JIOT1Ka, III0 € OCHOBOIO JJISI PO3POOKH HEUITKUX CHCTEM, 3aTHUX
00poOJIATH 1 aHATI3yBaTH HEUiTKi Oi3HEC-TIpaBuUIIa.

AHauni3 0i3Hec-mpaBWIl MPEIMETHOT 00IaCcTi € Ba)XJIMBOK YaCTHHOIO MPOLIECYy MPOESKTYBaHHS 0a3H NaHUX.
Bararo 6i3Hec-mpaBui MOXyTh OyTH HewiTkuMu abo cynepewinBuMHU. Hampukiana, B mpolecax, MOB’sS3aHUX
3 00poOKOI0 3aMOBJIEHb, LIIHU TOBApiB, MONUTY Ha MPOAYKLIi0 a00 MPOTrHO3yBaHHS Oi3HEC-CTpaTerii MOXYTh OyTH
BHU3HAYEHI HE TUIBKU Yepe3 YiTKI YMCIIOBI BEMYMHU, ajie i yepe3 HediTKi KaTeropii, Taki K «BUCOKHH MOMHT,
«CepeaHid piBeHb PH3HUKY» a00 «HU3bKa HMOBIPHICTEY. B IIMX BUMaKax BUKOPUCTAHHS TPAIHULIIHHIX MOJIEIIEH s
TOYHOTO MOJEIIOBAHHS Oi3HEC-TIPAaBUII CTAa€ CKIATHIM a00 HEMOXKIUBUM.
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OnHak, OCKITbKM OCHOBHOIO MPOOJIEMOIO € aHaJli3 HEYITKHUX, CYNEepewINBUX Ta HEMOBHUX JAHUX, HEWITKa
JIOTiKa € HAHOIIbII MiAXOMAIIMM MaTeMaTUYHUM METOIOM IS peamizaii miei 3aga4i. BoHa no3Bosisie 3a6e3neuuTn
BHCOKHUH PiBeHb THYYKOCTI Ta aIalITUBHOCTI, 1110 € BAXKJIIMBUM JIJIsI IPOCSKTYBAHHS CyYacHUX 0a3 JaHUX, SKi IOBUHHI
e(eKTHBHO MpaIfoBaTH B YMOBaX MOCTIHHUX 3MiH 1 HEBU3HAYEHOCTI.

OTxe, BUOIp HEUITKOI JOTIKH SK OCHOBHOTO MaTeMaTUYHOTO METONY IJISI PO3POOKH HEUITKOI CHCTEMH IS
aHaJizy Oi3Hec-NpaBWII € OOIPYHTOBAHNM Ta e(peKTHBHUM. HediTka Jiorika 103BoJIs€ BUPILIYBaTH 3aa4i, OB’ A3aHi
3 0OPOOKOIO HEUITKUX, CyNepeuTnBUX a00 HETIOBHMX JAHMX, IO € XapaKTePHUMH s Gi3Hec-Tiponecis. [i BukopH-
CTaHHS B TIPOIIeCi CTBOPECHHS 0a3 JaHWUX JO3BOJISIE 3a0€3MEYUTH OLIbII TOYHE, QIalTHBHE Ta THYYKE YIPABIiHHS
0i3Hec-TporecamMu, o € KIIOYOBUM (PAKTOPOM IS YCIIIIHOT poOOTH B Cy4acHOMY Oi3HEC-CepeIOBHIILL.

Buxnax ocHOBHOro MaTepiaJjy. Po3poOka MeToIUKH TOCIIIKEHHS € BaKIMBUM €TalloM Ha IUISXY 0 CTBO-
PCHHSL HEUITKOI CHUCTEMHM IS aHaji3y Oi3Hec-paBWII IiJ 9ac NMPOEKTyBaHHS 0asM JAaHMX. MeToanka BH3HA4Yae
MOCITIJIOBHICTH /il Ta 3aCTOCOBYBaHI METOAM, IO JO3BOJSIOTH JIOCATTH TMOCTABICHOI METH, a TaKoxk 3abesredye
OOTPYHTOBAHICTh PE3Y/BTATIB Ta iX Y3TOMKEHICTh 3 TCOPETHYHUMH i IPAKTHIYHIMHU BUMOTaMHU.

Ilepwmii eran gocnifkeHHA moisArae B 300pi Ta aHali3i BUMOT 0 po3poOiroBaHOi HeuiTkoi cuctemu. Lle
KPUTHUYHUI KPOK, OCKUTBKH CaMe Ha OCHOBI IUX BUMOT OyJe moOymoBaHa MOJIENb Ta BU3HAUCHO (DYHKI[IOHYBaHHS
CHCTeMH. AHaJIi3 BUMOT BKJIFOYa€ KUTbKA €TaIliB:

— (opMyIIOBaHHI METH PO3pPOOKH HEUITKOI CHCTeMH Ul aHamidy Oi3Hec-mpaBmi. MeTOI0 € CTBOPEHHS
MOJIeNT, sika O JTOTMOMOTIIa aBTOMATH3yBaTH aHaJli3 1 TepeBipKy Oi3HEC-TIPaBHJI, 30KpeMa THX, SKi MIiCTATh HEJiTKi
abo cynepedwinBi aHi.

— BH3HAYCHHS, 3 AKX JpKepen OymnyTh HAIXOAWTH JaHi I aHamizy. Lle MoxyTh OyTH icHYroUi 0a3u TaHuX,
JOKyMEHTH, 30BHIIIHI iH(pOopMamiiHi cuctemMu abo aaHi, 3i0paHi mij yac AOCHiIKeHHS. BaxiuBo 3’scyBary, ska
YacTHHA JIAHUX € HEYIiTKOI a00 HEMOBHOO, [0 BUMAraTuMe 3aCTOCYBaHHS HEWITKOI JIOTIiKH.

— (opmysroBaHHS KPUTEPIiiB, 32 IKUMU Oy/ie OLIHIOBATUCS €(DEeKTUBHICT PO3p0o0IeHOi crucTeMu. Lle MoxKyTh
OyTH TOYHICTH PE3yNBTaTiB, 31aTHICTh JO aJanTalii 10 3MiH Y JaHUX, 3pYYHICTh iHTErpamii 3 IHIIUMH CUCTEMaMU
TOLIO.

Jpyruii eTan METOTUKH BKIIOYAE OE3MOCEPETHIO PO3POOKY MaTeMaTHYHUX MOJIENIEH HEUITKOI CHCTEMH, SKa
Oyzie 3aCTOCOBYBATHCS IS aHaNi3y Oi3Hec-npaBuiL. Llei eTam ckiaamaeTbes 3 MmifeTariB:

— BHOIp KOHKPETHOT MOJICITI, SKHI 3aJICXKUTD BT 0COOIMBOCTEH NpeMETHOT 00JIacTi Ta TUITY Oi3HEC-TIPaBUII,
SIK1 aHATI3YIOThCS. 111 IIbOTO MOXYTh OYTH 3aCTOCOBaH1 Taki MOJIENi, SIK HEJiTKi perpeciiiHi Mojei, HeUiTKi KOTHi-
THUBHI KapTH YU HEYITKI HEHPOHHI MEpexKi.

— CTBOPEHHS HEYITKiX MHOXWH, SIKi OTIUCYIOTh KaTeropii Iux napameTpis.

— CTBOPEHHS HEYITKiX paBHIL.

— CTBOPEHHSI MexaHi3My ae(y3ii, sSIKHi MepeTBOPIOE HEUITKI pe3ysibTaTH B UiTKi, 3pY4HI A MPUHHATTS
pileHs.

Hactynmuum KpokoM € iHTerpaiis po3po0JaeHOl HEUiTKOI CHCTEMH B MPOLEC MPOESKTyBaHHs 0a3u nanux. Lle
J03BOJIsIE€ 3a0€3MeYNTH aBTOMAaTU30BaHUH aHauli3 Oi3Hec-TpaBuil 0e3MocepeHbO B Ipoleci poOoTH 3 6a3010 JaHUX,
IO MiABHUINYE e(EKTHBHICTD Ta 3HIKYE HMOBIPHICTD MOMIUIOK IIPU BBEICHHI 1 IEPEBIpIli TaHHX.

Jlati HeoOXiIHO pO3pOOUTH CTPYKTYPY 0a3u JaHHX, sKa Oyae MICTUTH BCl HEOOX1THI TaONHUIIl Ta 3B’ SI3KH IS
30epexeHHs Oi3Hec-TIpaBmII 1 pe3yJIbTaTiB 1X aHami3y. BaXIIMBOIO YaCTHHOIO € MPaBUIIbHE TPOEKTYBAHHS CTPYKTYPH
JAHMX IS 30epiraHHs HeIiTKUX BEJUYHH Ta MTPaBHIL.

OCKinbKU cucTeMa OyJie BUKOPHCTOBYBATHUCS JIFOIBMHU JIJIS aHAI3Y Oi3HEC-TpaBMI, HEOOXiHO PO3POOUTH
3py4HUil iHTepdeiic, SKUi T03BONISIE BBOIUTH JIaHi, NepeBipsATH Oi3HEC-TpaBIiIa Ta OTPUMYBATH PE3YIBTATH.

BaxuBoio yacTHHOIO € 3a0e3nedeHHs iHTerpanii po3po0aeHoi HEUITKOI CHCTEMH 3 HIIMMHU NPOTPAMHUMU
MPOAYKTaMH Ta 6a3aMHu JaHuX, 10 MOXKYTh OyTH BUKOPHUCTaHI B Mpolieci aHamizy ganux. Lle mo3Bosie 3abe3neuuTn
O1IbII epeKTUBHY pOOOTY B paMKax €IUHOI iH(POpMaIliiiHOT eKocUCTEMH.

OcTaHHIM €TaroM METOJMKH IOCHIHPKeHHS € TeCTYBaHHS Ta Bajijalis po3poOneHoi moneni. Lle nmo3Bosse
OLIHUTU €()EeKTHBHICTh CTBOPEHOI CHUCTEMH, IEPEBIPUTH ii Ha peallbHUX JAHUX Ta 3’ICYBaTH, YH JOCSTAIOTHCS
HOCTAaBJIEH] L.

Po3poOka METOMUKHM JOCTIHKEHHS 11 CTBOPCHHS HEUITKOI CUCTEMH IUIS aHaji3y Oi3Hec-TpaBmII BKIIOYAE
Ba)XKJIMBI €Tary 300py BUMOT, MOJICITFOBaHHS, IHTErpallii Ta TecTyBaHHs. KoxxeH eTamn Mae CBOT 3aBlIaHHS Ta METOIH,
K1 320€3MeUyIOTh YCIIIIHE BUPIMICHHS MOCTABICHOT 3a1a4i. Y pe3ynbTaTi JOCHTiHKeHHs Oy/ie CTBOPSHA IHyYKa Ta
aJIalITUBHA CHCTEMa, 31aTHA €(hEKTUBHO MPAIOBATH 3 HEYITKMUMH TAHUMH Ta 3a0€3IICYNTH aBTOMATH30BaHHA aHAIi3
6i3Hec-mpasu [39].

Y KOHTEKCTi po3p0oOKH HEUiTKOT CHCTEMH JUI aHaNi3y Oi3Hec-TIpaByiI IPeAMETHOI 00IacTi i1 Yac CTBOPEHHS
BiIMOBiHOT 6a3M NaHUX 3a/1aua MOJIENIIOBaHHS CIIPSIMOBaHA Ha CTBOPEHHS MaTeMaTUYHHUX MOJEINeH, sKi 103BOJIs-
I0Th BpaxyBaTH HEYITKICTh, CYyNEePEWINBICTh Ta HEMOBHOTY JaHUX, 110 MalOTh MICIIe B pealbHUX Oi3HeC-TpoLecax.
e m03BOMUTE 3HAYHO MOKPAIIUTH MIPOLIEC aHAaJI3y 1 MPUUHATTS PillleHb y raly3i MPOeKTyBaHHs 0a3 NaHHX, 3a0e3-
MIEYUBIIY OUIBITY TOYHICT 1 €PEKTUBHICTH MPH POOOTI 3 HEAOCKOHAINMU TAHHMH.

3agavya MOAETIOBAHHS B JaHOMY JOCIIDKEHHI MOJISATAE B TOMY, 00 CTBOPUTH TaKy CHCTEMY, sKa Ha OCHOBI
HEYITKOI JIOTIKH JTO3BOJISIE aBTOMATH3YBaTH aHaNi3 Oi3Hec-NpaBWI, POOJSYH Mpolec OUTBII TOYHHM, 3PYUHHM
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1 eeKTUBHUM. YC1 MOJIEJNI Ta aJITOPUTMH, 110 OyIyTh po3poOiIeHi, HOBUHHI OyTH afanToBaHi 10 crenuiky mpes-
METHOI 007acTi Ta BUMOT MPOEKTy. Lle 103BONMUTH 3MEHIINUTH JIFOICHKUH (PaKTOpP, MPUCKOPUTH MPOLEC NPUHHATTS
pilIeHb 1 aBTOMATU3YBaTH KJIIOYOB1 €Tany MPOeKTyBaHHS 0a3u JaHUX.

OCHOBHOIO METOIO MTOCTAHOBKH 33]1a4i MOAEIIOBAHH: € CTBOPEHHS MaTeMaTUYHOl MOJIeNli /I HEeJiTKOi crc-
TEMH, SIKa TO3BOJIUTH aHANi3yBaTh Oi3HEC-TpaBmia, IO MAIOTh HEUITKHA, HETOBHUH a00 CYyNEepewINBUIA XapaKTep.
e n03BONHUTH MigBUIINTH €(DEeKTHBHICTh MPOCKTYBaHHS 0a3U TaHUX Ta aBTOMATU3yBaTH MPOIECH, IO MOTPEOYIOTh
BEJIMKUX BUTPAT 4Yacy 1 3yCHIIb P BUKOPUCTAHHI TPAJUIIHHIX METO/IB. 3aBISKH BUKOPUCTAHHIO HEUITKOI JIOTIKH
MOYKHA 3MEHIIIWTH BIUIMB HETOYHOCTEH B IAHUX 1 IPUAHATH OUIBIIT OOTPYHTOBAHI PIillICHHS.

OOMexXeHHS MOZIeTi BU3HAYAIOTh, Y IKUX YMOBaX MOZEIh MOXKE HE TpaIlfoBaTH a00 MpaIfoBaTH He TakK e(ek-
THUBHO:

He Bci Buan gaHux MOXyTh OyTH aJeKBAaTHO MPEACTABICH] B HEWiTKiH Gopmi. Hanmpuknaz, amst TodHuX duc-
JIOBUX 3HAuCHb (HANPUKIIAJ, BU3HAUCHHS KOHKPETHOI I[IHM YM KiJIbKOCTI TOBapy) Mo)ke OyTH JOLINbHIIIE BUKO-
PHUCTOBYBAaTH TPaUIIiifHI METOIN aHANi3y. Y TaKUX BHUIIaJKaX HEUiTKa JIOTiKa HE JacTh 3HAYHOTO MOKpAIleHHS.

OOMexeHHs 1o Yacy Ta pecypcax. MoJenoBaHHS MOKEe BUMAraTi 3HauHUX 00UMCIIOBAIEHUX TOTYKHOCTEH
Ta yacy JAJIs aHai3y BelUMKUX 00cATiB JaHuX. ToMy MOJeNb TOBUHHA OyTH ONTHMi30BaHa, 1100 e(heKTUBHO Mpalo-
BaTU 3 pEATbHAMH 00CATaMH JTAaHHX.

3angavya MOMEMIOBAHHS JJIsI HEUITKOI CHCTEMH, III0 aHalli3ye Oi3HeC-IIpaBuIIa, MOJSrae y HACTYITHOMY:

— Omuc mapaMeTpiB Oi3HEC-TIPABIII Yepe3 HeUiTKI MHOXKUHH. KoxkeH mapameTp, 0 BUKOPUCTOBYETHCSI B 0i3-
Hec-TIpaBWIax (HAIpUKIIA, ITOIHT, IiHa, KUTbKICTh TOBApy TOIIO), IOBUHEH OyTH OMHMCAHWU Yepe3 HEeWiTKi MHO-
xuHU. Lle mo3Bosse MonemoBaT! CUTyalii, Ie TOYHE 3HAYEHHS HE MOXKHA OTPUMAaTH Yepe3 HeBH3HAUCHICTH a0
HEMOBHOTY JaHuX. Hampukian, momuT Moxke OyTH MPEICTaBICHUH HEYITKOK) MHOXKHWHOK 3 €IEMEHTAMHU «HH3b-
KUY, «CepelHii», «BUCOKHUID», JIe KOKEH eJIEMEHT Ma€ CBOIO CTYIiHb HAJIS)KHOCTI O MHOKHHHU.

— CTBOpEHHS HEUITKUX MPaBUJI HA OCHOBI HEUITKUX MHOXHH. Ha OCHOBI HEWITKMX MHOXUH OymZyTb CTBO-
pIOBaTHCA HEUiTKi IpaBuJia, AKi (POPMYIIOIOTh JOTIKY IPUHHATTA pimieHb. Hanpuknan: « Ko nonuT BUCOKUH, TO
1ina Mae 6yTu BUCOKOI0». HeoOxinHo GopmaizyBaT 11i paBuia Tak, 1100 cuCcTeMa MOIVIa aBTOMAaTUYHO IIPUHMaTH
pilIeHHS Ha iX OCHOBI.

— CrBopeHHS MexaHi3My nedy3ii. OCKUTBKH pe3ylnbTaT aHamizy Oi3Hec-paBHiI Oyae HEUiTKHM, HEOOXiTHO
CTBOPHUTH MEXaHi3M Jedy3ii, SKHid MepeTBOPIOE HEUiTKI 3HAYCHHS Ha YiTKI I MOJATBIIOT0 BUKOPUCTAHHS B 6a3i
nanux. e Moxxe OyTH 31 ICHEHO 3a JOMOMOTOK0 METO/IIB IIEHTPY Bard, MaKCHMIi3allii TOMIO.

— TIpuHHATTS pilllecHb HA OCHOBI HEYITKUX JaHWX. MoJiesib TOBUHHA Oy TH 3/IaTHOFO JI0 MPUHHSATTS pillleHb
Ha OCHOBI HEUITKHX TaHWX, TAaKUX SK BH3HAUCHHS I[iHHM a00 KiNBKOCTI TOBapy B 3aJIC)KHOCTI BiJ NMOMHUTY Ta
iHmux ¢akropis. lle BKIIOYaE CTBOPEHHS CHCTEMH OI[iHKM Ta BHOOpPY HaOiIbII ONTHMAJIBHUX PIIICHb IS
KOHKPETHUX YMOB.

ApxiTekTypa po3po0seHOi HeUiTKOT cucTeMH AJIs aHami3y Oi3Hec-paBuil MoOyaoBaHa 3 ypaxyBaHHSM cCIie-
uugiky 3a1a4i Ta BUMOT J0 THYYKOCTIi, aJanTUBHOCTI Ta e(pekTuBHOCTI 00poOku naHux. CucteMa CKIala€eThes
3 KIJIbKOX OCHOBHHX MOJIYJIB, KOXKEH 3 IKUX BUKOHYE YITKO BU3HAYEHY (DYHKLIIO.

OCHOBHI KOMITOHEHTH apXiTEeKTYpPH:

Monynb BBEICHHS TaHUX:

— BIAMOBIJA€ 32 MPUHOM JaHUX, 110 HAJXOIATH BiJl KOpHucTyBada abo 3 b/l;

— 3a0e3nedye 00poOKy BXIJHHX ITapaMeTpiB, TAKHX SIK TTOIHT, I[iHa, JOCTYIHICTh PECYPCIB;

— dopmaltizye mapaMeTpy y BUDIISII HEUITKUX MHOKHH 13 BU3HAUECHHAM (DYHKITIH HaJIEKHOCTI.

baza 3Hane. MicTuTh ycCi HEUiTKI IpaBMIIa, SKi BU3HAYAIOTH JIOTIKY B3a€MO3B’3KiB M)XK TapaMeTpaMu.

[TpaBuia GopMyIOThCS y BUNIISIAL

— «SIK1I0 MONHUT BUCOKHIA 1 IliHA HU3bKA, TO MPOAAXKi BEJIHUKI.»

— «SIK1I0 MONUT CepeIHiii 1 IliHa BUCOKA, TO TMPOJAXKi CEPEIHI.»

3abe3neuye 30epiraHHs Ta AMHAMIYHE OHOBJICHHS MPABHJI BiIIOBIIHO J0 3MiH y Oi3HEC-JIOTIIIL.

Mozyne 00poOKH JaHUX peai3ye aJroOpUTMU HEUITKOI JIOTIKM IS aHalizy JaHHX:

dasudikaliiss — IepeTBOPIOE YITKI BXiHI JaHI HA HEUITKI MHOKHHH.

BuBenenHs pimeHs — 00po0IIsie HEUiTKI MpaBUIIa Il OTPUMAaHHS pe3yiIbTary.

Jedasundikaliis — mepeTBOPIOE HEUITKHIA PEe3yJIbTAT Y YiTKE 3HAYCHHS JUIS TOAANBIIION0 BUKOPUCTAHHSI.

Monynb iHTerpariii 3 6a30r0 naHux. 3ade3nedye 3B’ 530K i3 cucTeMoro ynpaiinasa 0azamu ganux (CYB/]).

30epirae pe3yabTaTy aHaII3Y, SIKi BHKOPHCTOBYFOTBCS JIJIsl CTBOPEHHS 200 OHOBJICHHS CTPYKTYPH 0a3u JaHHX.

Hamae mani ans Bizyasizarlii Ta mogaibIIoro aHATi3Yy.

Mopnynb npuHHATTA pimeHs. [IpoBoauTs aHami3 pe3ynbTaTiB 00poOkH At (OPMyBaHHS KOHKPETHHX PEKO-
MEHIali.

IIpuxmnan: Ha OCHOBI aHaJIi3y MOMUTY Ta IIIHU PEKOMEHY€E PiBEHb 3armaciB MPOLYKIIii.

Monynp yrnpaBiiHHS cucTeMor0. J[o3Boisie anMiHicTpyBaTH 0a3y 3HAHb | HAJNAINTOBYBATH MapaMETPH CHUC-
TEMH.

3abe3neuye yrpaBIiHHS IPaBaMH JOCTYIY KOPUCTYBadiB.

ApXiTeKTypa Mojesi oOyJ0BaHa TAKUM YHHOM, 00 3a0e3MeunTH e(PeKTHBHY B3a€EMOJII0 BCIX KOMIIOHEHTIB:
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KopucryBau abo iHIIa ccTeMa BBOAUTH JJaHi 4Yepe3 MOIY/Ib BBEICHHS.

— /[ani nepenaroTbesa B MOAYNb 00poOkH, e BOHH (ha3udikyroThCs.

— baza 3nanp Hajae npaBuia, M0 3aCTOCOBYIOTHCS J0 HEUITKUX JTAHHX.

— Monysb 06poOKH reHepye HeUiTKHiA pe3yabTar, skui gedazudikyeTbes 11 OTPUMaHHS YiTKOI peKOMEH ALl
— Pesymeratn nepenarotees 10 6a3u TaHUX Yepe3 MOMYIb IHTETparlii.

OCHOBHI TIepeBaru apxiTeKTypH:

JIETKICTh y JIOMaBaHHI HOBUX (DYHKIIIH a00 3MiHI iICHYFOUMX KOMIIOHEHTIB;

3JIaTHICTh aIaNITyBaTUCS 10 HOBUX YMOB 1 BUMOT 0i13HEC-JIOTIKH;

MOYJIMBICTh PO3IIMPEHHS JJI1 OOpOOKH BEJIMKHX OOCSTIB JJAHHX;

3MEHIICHHS JIIOJCHKOTO (PAKTOPY, CKOPOUCHHS Jacy Ha 0OpOOKyY TaHHX.

Po3pobrena apxitektypa 3abe3neuye ehekTUBHE BUPINICHHS 3a/1adi aHali3y Oi3HeC-TpaBWIJI 3 BUKOPHCTaH-
HSIM HEYiTKO1 JIOTiKH, CIIPUSIOYH MMiIBUIICHHIO TOYHOCTI Ta IBUKOCTI MPUIHSTTS PIillICHb.

Po3rsgHeMo 1110 % cuctemy 3mMozaensoBany y MatLab.

Cucrema 0a3yeThbCsl Ha HEUITKiH JIOTili Ta BUKOPUCTOBYE BX1JHI JaHi JUIsi BUSHAYEHHS 1iHU ToBapy. OCHOBHI
€JIEMEHTH:

1. BxinHi napameTpu:

ITonut (Demand): xapakTepu3ye piBeHb ONUTY Ha ToBap. Jliana3zon 3HaueHs: [0, 100].

MIiTKH HEYITKHX MHOKHH:

— Huspkwuii (Low)

— Cepenniii (Medium)

— Bucoxuii (High)

Konkypentra 1ina (CompetitorPrice): mpencrapise 1iHy, BCTaHOBJIEHY KOHKypeHTamu. [liana3oH 3aadens: [0, 100].

MiTKu HEYITKUX MHOXKHUH:

— Husbka (Low)

— Cepennsa (Medium)

— Bucoxka (High)

2. BuxinHuii mapamerp:

Iina ToBapy (Price): BU3HaYaeThCSA HA OCHOBI BXITHUX mapamMeTpiB. Jliamazon 3Hauens: [0, 100].

MIiTKH HEYITKUX MHOKHH:

— Hwuseka (Low)

— Cepenns (Medium)

Bucoxka (High)

3. [IpaBuna HEYiTKOI JOTIKH:

Cucrema MIiCTUTB JIEB’ SITh IPABWIL, SIKi BU3HAYalOTh BUX1IHUH MapaMeTp Ha OCHOBI KOMOiHaIlii 3HaYeHb BXi/I-
HUX TapaMeTpiB:

Hanpuknan:

— SIKImo monuT HU3BKHI 1 KOHKYpEHTHA IiHa HU3bKA, TOMI IiHA BHCOKA.

— SIKu1o monuT cepeaHiil i KOHKYpEHTHA I[iHa CepeHs, TOI [iHa CePEeTHS.

— SIK110 MONMUT BUCOKUH 1 KOHKYPEHTHA IliHA BHCOKA, TOJI IiHA HU3bKA.

4. Tun QyHKIIH TPUHATEKHOCTI:

Jli1s BCiX 3MiHHUX BUKOPHUCTOBYIOTHCSI TPUKYTHI (DYHKITIT PpUHAICKHOCTI (trimf).

5. Ilpouec poboTH:

BxigHi 3Ha4eHHS 33/1al0THCS 7S IBOX MMapaMeTpiB, HAPUKIIA/:

[Monut = 60 (cepenHiii)

KonkypentHa nina = 40 (6amx4e 10 CEpeaHbOTo0).

CucreMa 3aCTOCOBYE HEUITKI MpaBUIIa JJIsl BA3HAYCHHS CTYIICHS MPUHANICKHOCTI BXiTHUX 3HAYCHB 10 3a/1a-
HUX MHOXHH.

OO04uCITIOEThCS pe3ynbraT (IiHa TOBapy) IIISIXOM HEYITKOTO BHCHOBKY (pHc 3.1-3.3).

Po3pobnena cucrema BH3HAYEHHS IiHU TOBapy Ha OCHOBI HEUITKOI JIOTIKH AEMOHCTPYE MOKJIHBICTh Bpaxy-
BaHHA 0araTo3HAYHMX BXiJIHUX HapaMeTpiB, TAKHX AK MOMUT i KOHKYPESHTHA IliHA, JJIsI YXBaJICHHS PIICHHS IIPO
BCTAHOBJICHHS ONTHMAJIFHOI ITiHH.

OCHOBHI TIepeBaru:

— cHcTeMa J03BOJISIE 00pOOIIATH HEBU3HAYEHICTD 1 HETOYHICTh Y AAHUX, III0 XapaKTEpHO ISl pealnbHUX PUH-
KOBUX YMOB;

— JIoNaBaHHs HOBUX MpaBWII a00 TapaMeTpiB He MOTpedye CyTTEBUX 3MiH Y CprKTypl

— rpadiuni pe3yJIbTaTH I0TOMaraioTh 3pO3YyMITH BILIMB KOXKHOTO 3 TIapaMeTpiB Ha KiHIIEBE PillICHHS.

PazoM 3 THM, iCHYIOTB JIesIKi aCIIEKTH IS TIONAIBIIOTO BIOCKOHAICHHS:

— MorkHa BUKOPHCTATH OUTBII CKIaaHI (QYHKIIT IPHHATIEKHOCTI (HAIPUKIA]], FayCOBl UM TPaleUienonioHi),
o0 Kparie BioOpa3uTh peajbHi 3aJIe)KHOCTI.

— Onrumiszalis mpaBwI i MEX 3MIHHUX MO)Ke OyTH 37iiiCHEHa Ha OCHOBI EMITIpUYHUX JaHHX.
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Puc. 3. I'pagik L{inu ToBapy

TakuM 9UHOM, pO3pOOJICHA MOJENb € JOOPOK OCHOBOIO JUIS aBTOMAaTH30BAHOTO aHami3y Oi3HeC-TpaBHII
1 MOXe OyTH IHTETpOBaHa B CHCTEMY I[IHOYTBOPEHHS B pEabHUX KOMEPIIIHHUX YMOBaX IiCJsl YCYHEHHsI IIOTOYHMX
TEXHIYHUX HENOJIIKIB.

Ha erami anHamizy BUMOT MPOBOJUTHCS BHBUYCHHS MOTPEO 3aMOBHUKA Ta BU3HAYCHHS TEXHIYHHX BUMOT JIO
MPOTPAMHOTO MPOAYKTY.

[IpuHIMIIOBI pe3yabTaTH aHaIIi3y BUMOT:

1 CrBopeHHs JOKyMeHTallii po (pyHKIIOHANbHI Ta He(DyHKIIOHANIbHI BUMOTH;

2 CiafjaHHA IiaHy poOOTH HaJl MPOEKTOM, BU3HAYEHHS €TAaIliB 1 IPIOPUTETIB.

Ha erami mpoekTyBaHHS pO3pOOISIETHCS apXiTEKTypa IMPOrPaMHOTO IPOAYKTY Ta 0a3a JaHUX, MO OyIe BHKO-
PHUCTOBYBAaTHCS TSI 30€piraHHs Ta OOpOOKHU TaHUX.

[IpoexryBanHs 6a3u JaHUX:

— BU3HAYAIOTHCS TAONHUI TS 30epiraHHs TaHWX, TaKi sk business rules, fuzzy sets, inputs, outputs, fuzzy set
types Tomno. KoxxHa TaOmuist MiCTUTB BIATIOBIHI aTpHOYTH Ta 30BHIIITHI KITFOU1 JUTsT 3a0€3MeYeHHS 3B A3KiB MK TAHUMH;

— CTBOPIOIOTHCS 3B’ SI3KM MIXK TaOJHUIISIMH, 110 JI0O3BOJISIE 3a0€3MEUUTH ITITICHICTh JaHUX. Hanpukian, Tabmuris
fuzzy sets mae 3B’s130K 3 Tabmuuero fuzzy set types s ineHTH(IKAI] THITIB MHOXHUH;

— Juia 3a0€3Me4YeHHs IIBUAKOCTI pOOOTH 3 BEIHMKOK KIJIBKICTIO JaHUX MPOEKTYEThCA 1HIEKcallis Tabnuib Ta
ontumizaiis SQL-3anuTis;

— OKpeMy yBary NpuAUIEHO 3pY4YHOCTI B3a€EMOIi1 KOpUCTyBaya 3 cucTemolo. Lle Bkirouae: cTBOpeHHs rpadiy-
HOTO iHTEep(EiCy NI BBEICHHS Ta BUBEJCHHS JaHUX;, BUKOPUCTAHHS J11aJIOTOBUX BIKOH JJIsl HaJaHHs iH(QOpMarlil
PO MOMIJIKY a00 YCHIIIHI orepariii; oOymIoBa iHTYiTHBHO 3p03yMiINX (OPM JUIs BBEACHHS Oi3HEC-TaHUX Ta BUBE-
JICHHS Pe3yJIbTATIB aHalli3y HEUiTKOI JIOT1KH, MeXaHi3M 00pOOKH BUHSATKIB.

Bukopucranss rpadigaoro iHTepdeicy s moOyoBH rpadikiB Ta aHATI3Y HEYITKOI JIOTIKHU J03BOJISE KOPHCTYBA-
YaM JIETKO BBOJIMTH JIaHi Ta OTPUMYBATH HAOUHI pe3yJIbTaTH aHali3y. MOXKIIMBICTh TOaBaHHS Ta BUAAICHHS Oi3HEC-TIpa-
BWJI, & TAKOXK TIEPETIISL PE3YJIBTATIB Y 3pyYHOMY BHIISIL, POOUTH MPOrpamMy THYUYKOKO Ta 3py4YHOIO JIJIsi KOPHUCTYBAdiB.

OO0poOKka OTPUMAHUX PE3YJIBTATIB € KPUTHYHO BAXKIJIMBUM ETAIOM Y MPOIeCi BUKOPUCTAHHS HEYITKOT JIOTIKH
JUISL aHAJIi3y Ta IPUHHATTS pillicHb Ha OCHOBI 3i0paHux naHux. Llei eran nepenbayae Kinbka KIFOYOBUX HPOLECIB:
IHTepIpeTAaIliio pe3yabTariB, Bizyaizalliio, epeBipKy Ha BiIMOBIIHICTh OUiKyBaHHSM Ta MOAAJIbIIE BUKOPUCTAHHS
LUX Pe3yJbTaTiB It IPUHHATTS 0OIPyHTOBAHUX pillleHb. [HTepIpeTanis pe3yabTaTiB 3M1HCHIOEThCA Ha OCHOBI aHa-
Ji3y HEYITKUX MHOXKHH, OTPUMAHHUX 32 JOTIOMOTO0 aJTOPUTMIB HEUITKOI JIOTiKK. J{J1s1 KOXKHOI MHOKMHH HEYiTKOI
JIOTIKM BU3HAYAIOTHCS BXIIHI MTAPAMETPH, IO IEPEIAIOTHCS B CUCTEMY, & TAKOK PO3PaXOBYETHCS CTYIIHD HaJeK-
HOCTI €JIEMEHTIB JIO Ti€i 4M 1HIIIOT KaTeropii B paMKax 3aJaHuX Oi3HEeC-TTPaBHJI.
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B pesynerari nmpux 0o0YMCIIEHb OTPHUMYIOTHCS 3HAYCHHS, SIKI MOXYTh OyTH IpeICTaBlCHI y BUDIAII rpadiuHux
PE3yIBTaTiB 200 KOHKPETHUX YHMCIOBUX OKA3HUKIB, 1110 BKA3yIOTh HA BiTIOBIIHICTh 3aJaHUM KPUTEPIsSIM U TapaMeTpam.

AHaui3 pe3ysbTariB 3A1HCHIOEThCA Ha OCHOBI MOPIBHSAHHS OTPUMAHUX 3HAu€Hb 3 3a37aJIeTilb BUSHAYEHUMHU
MexaMH Ta Oi3Hec-nipaBuiIaMu. Lle 703Bosisie BUSIBUTH aHOMATii 00 BiAXWIICHHS BiJl O4iKyBaHUX 3HAU€Hb, a TAKOXK
BH3HAYHTH, HACKUTBKU e(DEKTHBHO MPAIIOE CHCTEMA IJIsT KOXKHOT KOHKPETHOI CUTYAITii.

30kpema, T KOXKHOT OTPHUMAaHOT pe3yIbTaTHOT MHOXKHMHH 3/IIHCHIOETHCS MepeBipKa ii BaJIiJHOCTI Ta TOYHOCTI.
Ile Moxke BKIIIOYATH:

1 OWIHKY CTyIeHs HaJIe)KHOCTI €JIEMEHTIB J0 331aHO0T KaTeropii;

2 BU3HAUCHHs HAHOUTBII 3HAUYIIUX (HAKTOPIB, IO BILIMBAIOTH HAa PE3YIIBTAT;

3 TOpiBHSHHS OTPUMaHUX PE3YJIBTATiB 3 MOMEPEAHIMU Y1 KOHTPOJILHUMHU JaHUMU JJIs1 BUSBICHHS 3MiH YH
TPEHIIB.

OnHUM 3 BaXKJIMBUX aCIEKTiB 00OpOOKHM pe3ynbTaTiB € IX Bizyamizalis, 0 JO3BOJISIE KOPUCTYBauy 3pO3yMiTH
iH(popMaio Ta 3p0OUTH BiIOBIIHI BUCHOBKU HA OCHOBI IpaiuHOro BinoOpaxeHHs AaHUX. B po3pobiaeHoMy mpo-
rpaMHOMY MPOMYKTI Bisyalli3awis 341CHIOETECS yepes noOyaoBy rpadikiB, sSKi OKa3yIOTh Pi3Hi aClIEKTH pe3ynbTa-
TIB HEYITKOI JIOTiKH, 30KpeMa: Tpadiku QYHKIII HATEKHOCTI; Tpadiky, M0 IeMOHCTPYIOTh BIUIUB Pi3HUX Mapame-
TpPiB Ha KIHIEBHUIA Pe3yJbTarT; Bi3yallizallis po3MOAUTy 3HaYeHb 110 TUITaX MHOKHH Ta IX 9acTOTax.

Li rpagiku gonmomararoTs KOPHCTYBadaM Kpare 3pO3yMITH, SK IPAIIOE CUCTEMa 1 SKUM YHHOM HapameTpu
BIUIMBAIOTH Ha PE3yJIbTaTH.

[Ticns oTpuMaHHS pe3yNbTaTIB 1 iX Bi3yaiizallil BaKJIMBO 3AIMCHUTH MEPEBIPKY iX BiIMOBIIHOCTI 3aJaHUM
Oi3Hec-npaBmiIaM. Ha 1ipoMy eTarri mopiBHIOKOTBCS pe3yIbTaTH 00pOOKH HEUITKOT JIOTIKH 3 KPUTEPisIMH, BH3HAYE-
HUMHM 3aMOBHHMKOM YH aHANITHKaMu. Lle 103BOMNsS€ OMIHUTH TOYHICTH 1 aA€KBAaTHICTh PE3YyNIBTATIB AJIST KOHKPETHOT
npeaMeTHOI 00JacTi.

OcratouHi pe3ynbTaTi 00pOOKU HEUiTKOI JIOTiKHU MOXYTh OyTH BUKOPUCTAHI JUIs IPUUHSATTS PIillICHb Y Pi3HUX
6i3Hec-npolecax. BoHu gonomararoTs KOpucTyBauaM e(heKTUBHO YNPABISATU pecypcaMu, IPOTHO3yBaTH MaltOyTHI
TEH/ICHII11, @ TAKOXX OTIEpaTUBHO pearyBaTH Ha 3MiHU y 30BHIIIHBOMY cepeloBulli. B 3amexHocTi Bij 6i3Hec-mpa-
BMJI, CUCTEMa MOXKE HaJlaBaTH KOPUCTyBauaM KOHKPETH1 pekoMeH a1l abo BapiaHTH pillleHb Ha OCHOBI OTPUMaHHUX
pe3yIbTAaTIB.

OTpuMaHi pe3yJIbTaTH MOXYTh OyTH 30eperkeHi B 0a3i JaHUX IS MOJAIBIIOr0 aHaIi3y a0o 3BiTHOCTI. Lle 1o3-
BOJISIE BiJICTITKOBYBATH 3MiHH Yy Yaci, OIIHIOBAaTH €()eKTUBHICTD Pi3HUX CTpaTeriit a00 OIIHIOBATH PE3yJIbTaTUBHICTD
CHCTEMH B YMOBaX pealbHOTO BUKOPHUCTAHHS.

O06poOka pe3ynbraTiB € HeBi €MHOIO YaCTHHOIO aHAJII3y Ta 3aCTOCYBAaHHS HEYITKOI JIOTIKH B pEealbHUX yMO-
Bax. BoHa BKIIOUae He TITBKH OOUHMCICHHS Ta Bi3yamisallilo pe3ysbTaTiB, ajie i IIHOOKe PO3yMIiHHS 1X 3HAUCHHS JUIs
6i3Hecy. SIkicHa 00poOKa pe3ynIbTaTiB JO3BOJISIE HE JIMINE TOUHIIIE TepeadadaTu TeHACHIIT, a if poOuTH 00IpyHTOBaHI
BHCHOBKH Ta IPUIIMAaTu CTpaTeriyfi pillleHHs, 10 CIPUSIOTH MiIBHIICHHIO e()eKTUBHOCTI AisTIBHOCTI OpraHi3amii.

BucHoBku. Y pesynbrari poOoTH OyJ10 BUKOHAHO peatizallilo OCHOBHUX KOMIIOHEHTIB po3po0IeHOT HeHiTKOT
CUCTEMHU JUIsl aHaIli3y Oi3Hec-NpaBWII IIPU NPOEKTyBaHHI 0a3 naHux. [HTepdeiicHa yacTHa cucTeMu Oyaa po3po-
0JIeHa 3 OpIEHTAIIICI0 HAa 3pYYHICTh BUKOPUCTAHHS, IO TO3BOJISIE KOPHCTYBadaM e(peKTUBHO BBOAUTH JaHi, popMy-
JIOBATH Oi3HEC-TIPaBUIIA Ta OTPUMYBATH PE3YJIBTaTH aHATi3Yy.

ANTOPUTMH B3aEMOIIT 3 KOPUCTYBaYeM, IO OYIJIM peali3oBaHi B paMKax IIbOTO PO3iTy, 3a0e3MeunTi 3pyIHU I
mporiec 300py Ta 00podku iHGopMmarii. OkpeMo Oyllo MpoaHaTi30BaHO OTPUMaHI pe3yJIbTaTH, 10 JO3BOJIUIO TPO-
BECTH IXHIO BepHr(iKaIlito Ta MOPIBHAHHS 3 peaIbHUMU JJaHUMH, 3a0€3IIeUHBIITY TOYHICTD 1 €PEKTHBHICTh CHCTEMH.

Peamizanis nux KOMIIOHEHTIB HEe TUIBKH MiATBEPIWIIA MMPAIE3NaTHICTh CUCTEMH, alie i Mmoka3ana il 3HauHui
HOTEHITiaJl [l BUKOPHUCTAHHS B PEaJIbHUX YMOBax. 30KpeMa, CHCTeMa IIPOAEMOHCTPYBaJIa BUCOKY aJalTUBHICTh 10
3MIHHHMX YMOB Oi3HEC-IIPOLECIB i 3MaTHICTh €(PEeKTUBHO OOPOOISITH HEUITKI Ta HETIOBHI JaHi.
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CHUCTEMA BIIJIAJIEHOTO KEPYBAHHSA OB’€EKTAMUW KPUTHUYHOI IH®PACTPYKTYPH

Cmamms npucesyena akmyaibHOMy NUMAHHIO 3a0e3neyenns 8i00a1eH020 KepysanHs 00 ekmamu KpumuuHoi ingpa-
CIPYKMYPU 8 YMOBAX AKMUSHUX 00U08UX Oill, KOAU 80HU NOCMIUHO NIOOAIOMbC PAKeMHUM YOapam ma amaxam. Aemopamu
BUSHAYEHO OCHOBHE 3AB0AHHS I3 NIOMPUMKU HPAYE30AMHOCHI 8I00ANEH020 00 €KNLY, BUKTIOYAIOUU PUSUKY OJi NEPCOHATY, AKUIL
yetl 06’ckm 06cny208y€e ma HageoeHo emanuy peanizayii ma 6NpoBAONHCEHHS CUCIEMU, He BUKTIOUAIOUY GUHUKHEHHS ABAPIUHUX
BIOKIIOYEHb eNeKMPUKU MA THULUX HA036UYaiHUX cumyayiil. B pobomi posensinymo npoyec opeanizayii 6i00aienoeo kepysanis
asmomamuzo8anumu 00 exmamu 3acmocogyiouu naxiadeny P2P mepeocy Yggdrasil, a maxoo modeni, memoou i npocpamui
3acobu 3abesneuenns 8i00anenozo Kepysanns o0 'ekmamu. Bpaxoearo, wo npu 3acmocyeanni mexvonoeii Yggdrasil, xoicen
83011 MepedCi 36ePMAEbCA 00 [HI020 3a 11020 BHYMPIUIHLOIO Mepedicesoto IPv6-adpecoro, a mpagix midc HuMU BPoXooums
yepe3 Ml 8y31U NOKU He docsieHe adpecama. Mapwpymuszayis nakemie 6i06Y8acmucs HA OCHOBI KOOPOUHAM 0epesa Mepedici,
POo3n00inenoi 3a donomo2oro xew-madnuys (DHT) ma mabnuys mapuwpymuzayii Ha KosrcHoMy 8y3i. Y cmammi npoananizoeano
HAAGHI 20MO8I PilleHHs 8I00ANEHO20 KePYBAHHS, BUABNEHO X HeQONIKU MA 3aNPONOHOBAHO ANOPUMM peanizayii 8i00aneH020
KepyBanHs i3 gukopucmannam mepexci Yggdrasil. 3 ’acosano, wo 6 cucmemi € 00YibHUM: BUKOPUCTIAHHA MODLIbHUX menedo-
Hig i3 niompumxoio npomoxony RNDIS; 3acmocysanns mepedsic MOOLIbHUX 0Nnepamopie 38 3Ky ma cheyianbHo20 RPOePAMHO20
3abesneyenns na boyi Knicwma. Aemopamu, 3 Memol0 CHpOujeHHs 6CIMAHOBICHHA | Hanawmyeanns kiienma Yggdrasil na xiu-
yesux npUCMpoAX nio ynpaeiinnam onepayitinux cucmem Windows, na mogi npocpamysannus C peanizogano xougizypayiiny
ymunimy YggVPN. 3anpononosanuti 6 cmammi eapianm cucmemu 6i00a1eH020 Kepy8aHHs 6NPOBAO0NCEHO i nepesipeHo i3 8uKo-
PDUCIAHHAM KIIEHMCbKO20/cepeepro20o npoepamtozo 3abesneuenns Tiger VNC, ske 3acmocogyemvcs Ha poooyux Micysx nepco-
nany, ma dooamxy droidVNC-NG, ujo suxopucmosyemucs 015 8i00anenozo kepysarnns menepornamu. Mepedicesi incmpymenmu
Yggdrasil i naponvnuil 3axucm cepsepie VNC 3abesneuyromp konpioenyiinicms 36 ’s3Ky i 3ano0iearomys HeCAHKYIOHOBAHOMY
docmyny 00 06’ ekma. 36’130k 3 00 exmom 30iicHIOEMbCA Uepe3 Inmeprem, 3a603Ku YoMy 3a0e3netyemvpcs MOOLIbHICMb 6100a-
JIeHUX onepamopis i pobouux micyp.

Kito4oBi croBa: mepedica, cucmema, KiicHm, npomoxoi, meieghoH, KepyBaHHs.

Kyrychek H. H., Pestov O. D., Tiahunova M. Yu. Remote control system of critical infrastructure objects

The article is devoted to the topical issue of providing remote control of critical infrastructure facilities in conditions of
active hostilities when they are constantly exposed to missile strikes and attacks. The authors define the main task of maintaining
the functionality of a remote object, excluding risks for the personnel that this object serves, and the stages of implementation
and implementation of the system are given, not excluding the occurrence of emergency power outages and other emergencies.
The paper considers the process of organizing remote control of automated objects using the Yggdrasil P2P network, as well
as models, methods, and software for providing remote control of objects. It is taken into account that when applying Yggdrasil
technology, each network node addresses another by its internal network IPv6 address, and the traffic between them passes
through other nodes until it reaches the destination. Packet routing is based on the coordinates of the network tree distributed
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using hash tables (DHT) and routing tables at each node The article analyzes available ready-made remote control solutions,
identifies their shortcomings, and proposes an algorithm for implementing remote control using the Yggdrasil network. It has
been found that the following is appropriate in the system: the use of mobile phones with support for the RNDIS protocol;
application of networks of mobile communication operators and special software on the client side. The authors, to simplify
the installation and configuration of the Yggdrasil client on end devices running Windows operating systems, implemented the
YggVPN configuration utility in the C programming language. The version of the remote control system proposed in the article
is implemented and tested using the client/server software TigerVNC, which is used at staff workplaces, and the droidVNC-NG
application, which is used for remote control of phones. Yggdrasil network tools and password protection of VNC servers ensure
communication confidentiality and prevent unauthorized access to the object. Communication with the object is carried out via
the Internet, thereby ensuring the mobility of remote operators and workplaces.
Key words: network, system, client, protocol, telephone, control.

IMocTanoBKa npo6aeMu. 3a1a4a MiITPUMKH MPAIIE3IaTHOCTI BiJIaJICHOTO 00’ €KTY i3 MiHIMAIbHUMH PU3H-
KaMH JUIs IepCOHAITY, SIKHH HOro 00CIyTOBYE, € aKTYaJIbHOIO Y CYYaCHHX peallisfiX 1 yMOBaxX IMPOBEICHHS aKTHBHUX
6oifoBuX Aiif, KO 00’ €KTH KPUTUYHOI iHPPACTPYKTYpH MiNAIOThCA PAKCTHUM yaapaM Ta atakam [1]. [Ipu mpomy
1€ € CUCTeMH, a00 YaCTHHU IIUX CUCTEM YH iX CYKYIHICTb, SIKi € HAA3BUYalHO BaXIMBUMHU JIJISl EKOHOMIKH, HaIliO-
HaJIbHOI O€3MeKH 1 000pOHHU, TOMY NMOPYIIEHHS iX (PYHKI[IOHYBaHHS 3aBJa€ NIpoOJIeM HalliOHAIbHUM iHTepecaM [2].
o Takux 00’€KTiB 3a3BUYail BITHOCATH €IEKTPUYHI (aTOMH1) CTaHLii Ta MiJCTaHLii, aepOAPOMH, 3aJI3HUYHI BY3JIH,
BIMICBKOBI 00’ €KTH, MEIUYHI 3aKJIaau, ToIo [1, 2].

Crimparo4uch Ha Iie, TOTPIOHO BIAPI3HATH MiX cO000 3acO0W BiJIaJICHOTrO JOCTYIY 1 BIIJAJIEHOTO Kepy-
BaHHs. [1i1 BigaJleHUM JOCTYIIOM J0 00 €KTY PO3yMIEMO JIUIIIE OPTaHi3alliio 3B’SA3Ky MK HHM Ta BiIaJICHUM
pobourM MiclieM, TOJI K BiJigalieHe KepyBaHHS € MPOIECOM CIIOCTEPEIKSHHS Ta Oe3M0CcepeIHhOr0 BIUTHBY OIepa-
TOpa Ha BiaJICHUH 00 €KT 3a JIOMIOMOTOI0 CIEIiaIbHUX MPOrPaMHHX Ta anapaTHux 3aco0iB [3]. Halvacrime mis
3MIIACHEHHS BiJIIaJICHOTO KepyBaHHS 00’ €KTOM HEOOXiTHO MaTH, SIK MiHIMYM, BiIJAJIEHUI TOCTYN J0 Hhoro. Tomy
JIOTIYHO TPHUITYCTUTH, IO BiJJaicHe KEPyBaHHS 3aCTOCOBYETHCS JIMIIE JJIS aBTOMAaTH30BaHUX CHCTEM. ABTOMa-
TU30BaHUM (KOMIT’ IOTepI/IBOBaHI/IM) 00’eKTOM 1H¢)paCprKTypH BBA)KaEMO 00’€KT, poOOTa SIKOTO BifOyBaeThCs 3a
JIOTIOMOTOFO TIPUCTPOIO i ynpaBmHHﬂM oIepaliifHol CHCTEeMH 13 creniaabHIM TPOrpaMHIM 3a0e3neueHHsIM [4].
[Toni6Hi aBTOMaTH30BaHI POOOUI MICIIS IEPCOHAITY, 3a3BHYal, € TOBCTUMU 200 TOHKUMH KIII€EHTAMHU.

ToBcTUMU KIII€EHTaMH y LIbOMY BHUIIAJKy € MPUCTPOI, IO SKUX Oe3mocepenHbo MiAKII0YaloThes yci miacuc-
TeMH, SIKi MOTpiOHO KoHTpomtoBaTh [4]. [Iporpamue 3abe3reueHHs, A KOKHOI KOHKPETHOI CHCTEMH, € CIICIH-
(GIYHIM 1 TOMY HEMae MOXIIMBOCTI BCTaHOBJIOBATH SIKECh CTOPOHHE TporpamHe 3ade3mnedeHHs [5]. e, 3a3Bnyai,
YCKJIAJHIOE 3aJlady BiJIaJICHOTO KepyBaHHS Ta MPHUMYINYE BUKOPUCTOBYBATH 30BHIIIHI arnaparHi 3acO0M, HalpH-
knaxa Taki, sk KVM-over-IP komytaropu. ToHKI K KIII€HTH, 32 JOIIOMOTOI0 MEPEKEBUX 3’ €THAHb, JIUIIC HAJAIOTh
00’€KTy JIOCTYII JIO cepBepa, KUK 1 KOHTPOJIIOE TIIKITI0UEH] 10 Hhoro mijacucteMu [3]. CaM JOCTyII, IPH IIbOMY,
3MIIACHIOETHCS 3aC00aMH MEPEKEBOTO TIPOTPAMHOTO 3a0C3ICUCHHS, SIKE, BiJOBITHO, BCTAHOBIIOEThCS HA KIIIEHTI
Ta cepBepi. ToMy He BaXKIIUBO, SIKUM € 1€ TPOorpaMHe 3a0e3MeYeHHs, OCKUTBLKU 3aIlyCK MPOIECY BiJIaJIeHOTO Kepy-
BaHHS 00’ €KTOM CIIUPAETHCA HA TPOCTE BCTAHOBJICHHS LIbOTO X MPOTPaMHOTO 3a0e3TeueHHs Ha BigaaneHe podoye
MicCIle Ta opraHizanii 38 s13Ky MiX KII€EHTOM Ta cepBepoM [5].

AHani3 ocTaHHIX MoCHiIKeHb Ta myOsikamiii. [loBoasiun aHami3 TOTOBHX MPOTPAMHUX pIlIeHb, SKI Ha
JaHUH 9ac MOXYTh 3a0€3MeuyBaTH SIK BiJIaICHUI TOCTYII TaK 1 BiganeHe KepyBaHHs 00 €KTaMu iH)PaCTPYKTYPH,
MOXXEMO MPUAUTITH 0COOIUBY YBary HACTYITHUM, IO HAHOLIBII YaCTO 3aCTOCOBYIOTHCS [UIS BUPIIICHHS MOIi0HIX
3apnanb: AnyDesk, Team Viewer, RealVNC VNC Connect ta GoToMyPC [6, 7]. Yci 11i mporpamHi pillieHHs TIPOCTi
Y HaJamTyBaHHI 1 YaCTO BUMAararTh TUTLKH JOCTYIY JIO BiIKpHUTOT (TII00aIbHOT) MEpexi, aine iM XapakTepHi psj
HEJIOJIIKIB, 1€ IIEHTPaIi30BaHICTh; 3aKPUTICTh BUXITHOTO KOMy; HE MalOTh OE3KOIITOBHUX BEPCIH IJIsi KOMEpITiii-
HOTO BUKOPHUCTaHHS Ta/ab0 oOMexxeHHs Oe3komToBHOT Bepcii [3].

ITpu 11pOMy IIEHTpATiI30BaHICTh O3HAYAE, IO IIPU BUKOPUCTAHHI OHOTO 3 TAKUX PIlIEHb JOBOAUTHCS CTHKA-
THCS 3 IEBHUMH YMOBaMH Ta OOMEXCHHSIMH KOHKPETHOI KOMITaHii Ta 3aCTOCOBYBATH TiIBKH i CEpBEpHE MPOrpamMHe
3a0e3MeueHHs, 1110, 3a3BHUYail MOXKe CTaTH €AMHOI0 TOYKOIO BiIMOBH. Takok 3aKpUTHIA BUX1HHHA KOJI, B CBOIO 4EPTY,
MPAKTHYHO YHEMOXIIUBIIIOE BIAUYTTS MIATPUMKH KOH(IACHLIHHOCTI 3B’513Ky 3 00°€KTOM Ta BiJICyTHOCTI BTPyUYaHHS
CTOPOHHIX 0Ci0, 1[0 CTABUTH TiJ] CYMHIB Oe3reky camoro 00’ekty [7].

B sxocri aIlETEPHATHBH PO3IIAHEMO CHCTEMY MeshCentral, sika € MOBHOLIHHIM, (i)yHKI_IIOHaJ'ILHO HE3aJIeK-
HUM PIMICHHSAM BiIIaJICHOTO KepYBaHHs, IO BHKOPHCTOBYE BiJJKPUTHHA BUXITHAHN KOJ U CEPBEPHOI 1 KITIEHTCHKOT
YaCTHH CUCTEMHU [6] Takok BoHa € OE3KOIITOBHOIO i JO3BOJIIE PO3ropTaTH CEPBEPHY YACTHHY Ha BIACHOMY MpH-
CTpOi, O SIKOTO MiAKIIIOYArOTHCS KepoBaHi 00’eKTH Ta BigmaneHi pobGoui micit. [Ipu oMy KepyBaHHS ITiIKOH-
TPOJIBHUM 00’ €KTOM 3JIHCHIOETHCS 3 BUKOPHCTAaHHSAM BeOiHTepdelicy cepBepHOi 4acTHHH, a0o 3a JOMOMOTOO
YTUIIT, a 3B’30K MK HUMH I ATPUMY€ETHCS yTrUiiTolo MeshRouter, nuisxom nepeHanpasieHHsS TOPTiB. YBeCh Tpa-
¢ix € 3amudppoBaHnM 3a 3aMOoBYaHHAM. KiHIIEBI KOpHCTyBadi peecTpPyIOThCS aAMIHICTPaTOPOM, aBTEHTH(]iKaIlis
3MiMCHIOETHCS 3a JIOTIHOM Ta MapoJieM 13 MOXKIIMBICTIO 3aCTOCYBAHHS MPU IiIKIIOYCHH] 10JaTKOBOI ABOGAKTOPHOT
aBTeHTU(IKaIlil Ta anapaTHuX KitouiB [6]. Bukopucranus MeshCentral Bupinrye npoGiemu, oB’s3aHi i3 BUKOPHC-
TaHHSIM 3aKpUTOTO BUX1THOTO KOy aJie MoTpedye, Ui pO3ropTaHHs CUCTEMH, 3aCTOCYBaHHS a00 BIACHOTO CepBepy

64 ISSN 2521-6643 Cucremu Ta TexHonorii, Ne 2 (68), 2024



3 Bigkpurorw [P-agpecoro, abo opeHau BipTyanbHOro nmpuBatHoro cepsepa (VPS), mo 3a3puuail motpedye ¢dinaH-
coBux BUTpar. Jlo Toro x mpodiemMa IeHTpaIi30BaHOCTI 3aIHIIAEThCS, 00 CepPBEp € €IUHOI TOUKOK BiIMOBHU CHC-
temu. [Ipu 1bOMyY cUTYallig NOTIPUIYETHCS, SIKIIO CEPBEP PO3MIIIEHO Ha TEPUTOPIi KpaiHU 1 BiH 3HAXOMUTHCS B 30HI
BUHUKHEHHS MOCTIHMUX aBapiiiHux cutyamii [3].

OCKUTBKY iCHYIOUI TOTOBI pillIeHHs MOTPeOyIOTh 3HAYHUX (PiHAHCOBHUX BKJIAJCHb a00 € HEMOCTATHBO HaMil-
HUMH, TIPOLIEC OpraHi3amii BiTaIeHOro KepyBaHHS po30MBaEMO Ha MEHIII 3a 00’ €MOM 3a/1adi KepyBaHHS Ta Opra-
Hizamii 1ocTymy 70 00’ ekTy. [Ipu boMy BUPINICHHS 3a7a4i KEPYBaHHsI BiTaJICHUM 00’ €KTOM 3aJIC)KUTh BiJl CTPYK-
TypH KepoBaHoi cuctemu (puc. 1).

-
Bippanene
KepyBaHHSA S
rnoGansia
1-anpeca
SSH
VNC
Obxip NAT
RDP KepyeanHsn Aocryn s
NX
KVM-over-IP

Puc. 1. Binnanene kepyBaHHS

SIK1Io, SIK OCHOBA CHCTEMH, 3aCTOCOBYETHCSI TOHKUH KITI€HT TO B CHCTEMI, CKOPIIII 32 BCE, B)KE BUKOPHUCTOBY-
€ThCS TIOTPIOHMIA IPOTOKOI BianeHoro kepyBaHssi, oauH 3: SSH, VNC, RDP, NX a6o iHmmii cieniaabH#iA poTO-
KOJI OOMiHY TaHUMHU 3 cepBepoM. ToMy 3aJIMIIAETHCS TUTBKY BUPIMIUTH 3a1ady JOCTYITy Ta YCTAHOBHUTH CIeLialbHe
IporpaMHe 3a0e3MedeHHs TOHKOTO KIIi€HTa Ha BifjaneHe poboue Mmicte [8].

SIKIIO pO3MIsAATH MOXKIIUBICTE BUKOPUCTAHHSI CTOPOHHBOT'O IMPOrPaMHOTO 3a0e3MeueHHs NIPU 3aCTOCYBaHHI
TOBCTOTO KIII€EHTA, TO MPOLEC KepyBaHHs 3a0e3MeuyeThCsl BCTAHOBJICHHSIM BiJIIOBIAHOIO CEPBEPHOIO JOAATKY i3
MIATPUMKOIO OJHOTO 3 CHeUiajbHUX MPOTOKOJNiB, Hanpukiana, TigerVNC, skuil € (yHKLUIOHATBHO HE3aJeKHUM
VNC-cepBepom Ta KIIIEHTOM, IO MIATPUMYE BIIKPUTHI BUXiTHUH KOJ i 3a0e31edye KOHTPOIBb Hal POOOUYHM CTOJIIOM
cepBepa [7]. SIKIIo TOBCTHH KITIEHT HE HaJa€ MOJKIMBICTh BCTAHOBIIOBATH CTOPOHHE MPOTPaMHe 3a0e3IeUeHHS, TO
€IMHUM DIIICHHSM € BCTAHOBJIECHHS Ta 3aCTOCYBaHHS 30BHIIIHBOTO IPHUCTPOIO, HAaMpUKiIan, Komyratopa KVM-
over-IP, sikuii emyItoe MprcTpoi BBOIY/BUBOIY 1, BOJHOYAC, € CEPBEPOM, SKHH MIITPUMYE CIICHiadbHI IPOTOKOIN
JUTS BiJIaJieHoTo KepyBaHHs 00’ ektoM [9]. ToMy, B 1aHOMY BHIIA/IKY, OCHOBHUM 3aBJIaHHSAM € OpTaHi3allis T0CTyIy
BiJiIaneHoro podoyoro micis Jo cepsepa [10].

1106 3a6e3meuuTr MOOINBHICTD IS onepaToplB AK1 KepyIOTh BiaJIeHUMH 00’ €KTaMH, MOTpiOHO 3a0e31e-
9UTH M JOCTYT 110 00’€eKxTy iH(PACTPYKTYPH Yepe3 BIAKPUTY Mepexy, ane peaiizalist Takoro JIOCTYTIy € IOCTaTHBO
CKJIQJHOIO 1 BIATIOBianbHOW0. HaBiTh, SIKIIO y 00’ €KTa BXE € BUXiA y IIOOAIBHY MEpexy, CKopillIe 3a Bce, BiH 3Ha-
XOJUTHCS 3a MIPUCTPOEM BIAMOBITHOTO MpoBaiifepa, sIKUi BUKOpUCTOBYe TexHouorito NAT. Tomy, npucTpoi 3 npu-
BaTHUMHU JIOKAJIbHUMU a/IpecaMy CTBOPIOIOTh BUXIiJHI 3’ €IHAHHS 3 KIHUEBUMH MPUCTPOSAMU y II00ANIBHIN Mepexi,
aie 3BOPOTHI 3’ €JHaHHS MIATPUMYBATH HE MOXKYTh, 00 mpucTpiid 32 NAT He Mae yHiKaIbHOI BIIKPUTOT aIpecH s
BCTAHOBIICHHS 3BOPOTHOTO 3B’s3KY. Lle MOXXHA BUPIIIMTH 3aCTOCYBaHHAM CTaTHYHOI Binkpuroi IP-anpecwu, ane ms
MoCITyTa, y OIIBIIOCTI MpoBaiiaepiB moTpedye crutatu. Kpim mporo, ms 06xomy NAT MoxHA 3aCTOCYBaTH BIIACHHUH
BuaiieHnit VPN-cepBep, xoua BiH Takok BUMarae Bigkpuroi [P-anpecu abo VPS-xocTuHTy 1 Haltuacrimie Mae npo-
Onemy 1eHTpalizoBaHoCTi [3].

AnprepHatnBoio VPN-cepBepy BBaxkaemo P2P-mepexy Yggdrasil, ska mpamroe moepx mpotoxoiy IP.
VY BHUIaJIKy 3aCTOCYBaHHS TeXHOJOTii Y ggdrasil, Ko’keH By30J1 Mepeski 3BepTaeThCs 10 1HIIOTO 32 HOro BHYTPpIII-
HBOIO MepexkeBoto IPv6-aapecoro, a Tpadix Mk HUMHU IIPOXOTUTH Yepe3 iHIII By3JIM MOKH HE JOCSATHE ajpecara
[11]. Lli# mMepesxi BIacTUBi caMOKOH(Irypalis Ta AeUeHTPaIi30BaHICTh 00 ajpeca, KOKHUM BY3JI0M, (OPMYETHCS
SIK YaCTHHA XELI-CyMH BIJKPUTOTO KJII0Ya, KA BUIMAJAKOBO 3T€HEPOBAHA ACUMETPUYHOIO Naporo KirodiB [5]. Mapm-
PYTH3allis TTAKETIB BiMOYBAETHCS HA OCHOBI KOOPIUHAT JIEpeBa MEPEKi, POMOALICHOT 32 JOTIOMOTOIO XEII-Ta0IIHIb
(DHT) Ta Tabnuis MapnipyTr3allii Ha KoKHOMY By3Ji. [lepen BiApaBieHHIM yBech Tpadik Mepexi muppyeTbes
BiJITPaBHUKOM 1 MOXke OyTH po3niu(pOBaHUH JIUIIe OTPUMYBaUeM, IO 1 TapaHTy€e NMOCTIHHY MIATPUMKY KOH(DiIeH-
midHOCTI 3B’s3KY [8].

By3nu ofHi€i JiokanbHOT Mepexi 3HaXOMATh OJWH OJHOTO aBTOMATHYHO, BHKOPHUCTOBYHOYHM multicast-po3-
ciIKy. By3inu, siki po3ramoBaHi 3a pucTpoeM, IKui miarpumye NAT, miIKII09aroTECS 10 Mepeski depe3 OaHUH abo
JIeKiTbKa MyOMiYHUX By3/iB, TOMY 3 TOUKHU 30py camoro NAT, noxiOHe 3’ eaHanHs 3aBx1u € BuxigHuM [12]. Came ns
nepeBara TexHomorii Yggdrasil BUKopuctoByeThes 11 Toro mo6 o6iiitu NAT oOMexeHHS Ta BCTAHOBHUTH 3B’ 30K
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3 BigganeHuM 06’ extoM. [1pu 1iboMy 3B°SI30K NpaLfoe CTaOIBHO MTOKH X04a O OTUH ITyOniuHUI By30JI € TOCTYITHHM.
Bce ne migBuiye HafifHICTh MOAIOHOT CHCTEMHU MOPIBHSHO 3 LIEHTpali3oBaHUMU pimeHHsIMuU. Kiient Yggdrasil
TaKoX € (PyHKIIOHANBHO HE3aJIeKHUM Ta Ma€ BIAKPUTHH BUXiIHUH ko1 [9]. AJie OKpiM mepeBar Taka Mepexa Moxe
MAaTH 1 HEJOTIKHU J0 AKHX BITHOCATH HE3PYUYHICTh BUKOPUCTaHHA 1OBrux IPv6-aapec Ta BiaCyTHICTH BOYIOBaHOTO
(baepBoiry, o 0OMEKYe JOCTYITy 10 KiHIEBOTo 00’ ekTy. [IpobieMy NOBKHHH aipec MOXKHA BUPIIIUTH Pi3HHUMHU
MeTomamu [5], ab0 KOMIICHCYBAaTH BUKOPUCTAHHAM (aiiry hosts, sSIKU miATPUMYETHCS ONEPAliHHAME CHCTEMaMU
1 JI03BOJISIE TIOCTABUTH Y BIAMOBIAHICTD JIOTIYHUM aJpecaM 3py4HI CUMBOJIBHI iMeHa. A i ¢inabTpamii Tpadiky
MOYKHa 3aCTOCOBYBAaTH CTOPOHHI 3aco0u, HanpHukias daepBoi ipbtables B cucremax Linux abo momiTHKH Oe3meKku
IPsec B cucremax Windows [4]. Jlo TOTo %, OCKIIbKH aapecu (OPMYIOThCS KPUITOTPadivuHO, Y SAKOCTI OIHOTO
3 KpOKiB oprasizaiiii 06e3rmeku, pa3oM 3 MapoJIbHUM 3aXHCTOM MOXXHa BHKOPUCTOBYBaTH (isbTparito Tpadiky 3a
a/ipecoro JpKepena. Aje IpH HAsSBHOCTI JMIIE OJHOTO KaHATy 3B’A3KY L€ CTA€ €IMHOI0 TOYKOIO BiIMOBH, IOTIp-
LIyIOYH HafiiHICTh BCiei cuctemu. ToMy, i 30epiraHHs HOCTIMHOTO MOCTYILY, HEOOXiTHO MaTH Pe3epBHI IUIIXU
y BIIKpUTY Mepexy. Taki 3’€JHaHHS HaJalOTh Mepeki MOOLTBHUX ONEpaTopiB 3B’sA3Ky, MiAKIIOUEHHS O SIKUX
MOYKHa OpraHi3yBaTH 3a JIOTIOMOTOI0 JIOKAJIBHUX POOOYMX Miclb BilAaEeHOTO 00’€KTY, A0 SKUX MiTKIIYaIOThCS
a60 USB-monemu abo 3BuuaitHi MoO1IbHI TenedoHH i3 miaTpuMkoro nporokoiry RNDIS, skuii 103Boss€ IPUCTPOIO
eMyJIoBaTH MepeskeBuil inTepderic Ethernet moepx inrepdeiicy USB [13].

IMocranoBka 3aBnanHs. MeTOIO MOCTIKEHHS € peaii3alis Ta BIPOBAKEHHS CHCTEMH, SKa MpU3HAYCHA
IUTSL BiITAJICHOTO KepyBaHHS 00’ €KTaMH KPUTHIHOL 1H(1)paCprKTypH BPAXOBYIOUH YMOBH TPOBE/ICHHS aKTHBHHX
0010BUX il HE BUKITIOUAIOYN BUHUKHEHHS aBaleHI/IX BIZIKITIOUEHB EJIEKTPUKH Ta 1HIMNX HAJA3BHYAHHUX CUTYAIiIH.
O06’eKTOM JOCIIIKEHHS € IPOoIlec OpraHi3alii BiIaIeHoro KepyBaHHs aBTOMaTH30BaHIMHU 00’ €KTaMH 3aCTOCOBY-
1oun HakageHy P2P mepexy Yggdrasil. IlpenmeromM mociimKeHHs € MOJeIi, METOIH i MporpaMHi 3acodu 3abe3rme-
YCHHS BiTAJICHOTO KepyBaHHA 00’ ekTamMu. B po6oTi moTpiOHO mpoaHasi3yBaTu roTOBI pillleHHs, SKi Ha JaHUH dac
BUKOPUCTOBYIOTHCS JUIS BiAJAJICHOTO KEPYBAaHHS, BU3HAUUTH IX HEJOJIKM Ta 3aIPONOHYBAaTH aJITOPUTMHU Ta CIIO-
cobu peaitizalii CHCTEMH BiJIaJIEHOTO KePyBaHHs i3 BUKOPUCTAHHSIM Cy4aCHUX METOAIB Ta TeXHONOT1H. IIpu ribomy
B CUCTEMI IIJIAHYETHCS BUKOPUCTAHHS MOOUIBHUX 3ac001B 3B’ 53Ky 3 MIATPUMKOIO MOTPiOHMX MPOTOKOIIB, 3aCTOCY-
BaHHS MepPex MOOUIBHUX ONIEPaTOPiB Ta CIIELiaIbHOIO MPOrpaMHOro 3abe3neyeHHs Ha 00111 KIIi€HTa. 3 METOIO CIpO-
IICHHS MPOIIECiB YCTAHOBJICHHS 1 HANAIITYBAHHS KIIIEHTIB Ha KIHIIEBUX MPUCTPOSX IUIAHYETHCS, BAKOPUCTOBYIOUH
MOBY nporpamyBanHs C, peanizyBaTd yTHIITY KoH}iryparii. [Iporiecu poGOTH CHCTEMH BiJJIaJICHOTO KEPYyBaHHS
MOTPIOHO MPOTECTYBATH i3 BUKOPUCTAHHSAM KIIIEHTCHKOTO/CEPBEPHOTO MPOTPAMHOTO 3a0e3MeUeHHs, SKEe MOTpe-
Oy€e 3aCTOCYBaHHS Ha pOOOUYMX MICIIX OOCITyTOBYFOUOTO MIEPCOHAIY Ta JIOJATKY, SIKUH TIaHYEThCS 3aCTOCOBYBAaTH
B IIPOIIEC] BIITANICHOTO KEpyBaHHS TeJie(hOHAMHU.

Buxnan ocHoBHOro Marepianay. CTpyKTypy HasBHOI CUCTEMH 00’ €KTy HaBEICHO B IEPIiil YACTHHI PUCYHKY
2. KepyBanns migcucteMaMu 00’€KTy 3IiHCHIOETbCs KiHIeBUM IpuctpoeM PCO 3 po6ounx micies PC1, PC2 Tta
PC3, ski, y 1aHOMy BHUNAJIKYy € TOHKMMH KJIi€HTaMM TIpH kepyBaHHI 00’ektoM PCO. B cuctemi BUKOPUTOBYEThCS
KVM-over-IP komyTatop, sixuii miakmoueno 10 06’ exty PCO intepdeiicom VGA 3 MeToro oTpuMaHHs 300pakeHHS
ta oproM USB ans emynsauii mumi 1 knaBiatypu. KVM-over-IP komyTarop Ta po6oui micig PC 3 mepioro mo
TpeTiit 3’enHani y Mepexy 3a TexHouoriero FastEthernet inTepdeticy xomyratopa S1. Ockigbku Mepexa, B sKil
pO3TaIIOBaHO caM 00’€KT, € 130JIbOBAHOIO BiJl BIAKPUTOI MEPEXKi, A MIATPUMKH BiIZIAICHOTO JOCTYITY MOTPiOHO
B MIEpIIy Yepry 3a0e3MeunuTH BUXOIHU Y II00ATBHY MEpexKy. Sk pa3 i3 [i€r0 METO0 1 BHKOPHCTOBYEMO TPH MOOITBHI
tenedonu mig ynparmiHHAM cucteMu Android. JIJis miATpHUMKYM BUCOKOT HAIIMHOCTI Ta ONTHMI3alii poOOTH CHUC-
TeMH, Telle(hOHH BUKOPUCTOBYIOTH 3 €HAHHS Yepe3 pizHUX MOOUTBHUX omeparopiB 3B’s3Ky (Vodafone, Kyivstar,
Lifecell). Bonu migkmo4aroTses 10 podounx miciib 3a gqornomororo USB-to-microUSB ka6enis. [Ipu 1ipomy y Hama-
mTyBaHHAX cucteMu Android motpiGHO B py4Hy yBIMKHYTH pexuM Mmozaemy (USB tethering). Takum unHOM Ha
MIPUCTPOSIX 3’ SIBUTHCSI MEPEKEBHIM aganTep i3 miarpumkoro TexHounorii Ethernet, mo mae HazBy Remote NDIS based
Internet Sharing Device.

I3 cniucky myOmiuHuX By3miB Mepexi Y ggdrasil, skuif HaBeneHuid Ha caifTi https://publicpeers.neilalexander.
dev/ MoxxHa 0Oparu moTpiOHI, a00 03HAWOMUTHCH i3 MOCTYMHHMH. XO4Ya CIHHCOK MICTHTBH JIMIIE Ti BY3JH, SIKI
€ JTOCTYITHUMH, HOTO 3pyYHO BUKOPHUCTOBYBATH IIPH IMiTKIFOYCHHI IO MEPEKi 3aBISKA OTPUMAHHIO 1 iHIIH iH(OP-
MaIlii mpo noTpibHi, a00 TOCTYIIHI BY3JH, a caMe: reorpadivHOMY po3TalllyBaHHI By3Ja (y SKiid KpaiHi); HeoOXiTHiH
Bepcii KIIi€HTa; CTaTyCy By3Ja, SKUH OHOBIIOETHCS IOTOMMHH (OHJIAH/0(IIaiiH) Ta OpiIEHTOBHINA HAIIHHOCTI.

Jlis  mocmipkyBaHOT CHCTEMH OOpaHO 4YOTHpH MyONiYyHMX By3Jla, BOHM BigMmideHi sk “reliable™
tls://193.111.114.28:1443 (Ykpaina); tls://54.37.137.221:11129 (Ilompma); tep://193.107.20.230:7743 (Himeu-
ynHa); t1s://185.165.169.234:8443 (PymyHis). Lli By3nu po3TamoBaHo reorpadiqHo BiJJaJeHO OIUH BiJl OJHOTO,
ajie BOHM € HaWOMMKYMMHU JI0 00’€KTY, 3 METOI 3MEHIICHHS WMOBIPHOCTI iX OJJHOYACHOI BiIMOBH Ta MiHIMi3a-
il 3aTpuMKy. [ mepeBipku HaAiHOCTI By3JiB CTBOpeHO bash-ckpunr, sxuii koxHi 30 ceKyHA mepeBipsie 3’€a-
HaHHS 3 MOTPIOHUM By31I0M, nepecuiatoun Homy ICMP-naket. SIKIo BiiNOBib HE OTPUMAaHa BIIPOAOBXK MEPIIUX
20 cekyHn, cucreMa (hikcye BiICYTHICTH 3B’s13Ky. [H(opMalig nmpo akTUBHICTH By3Ja 3amucyerbes y ¢aitn.CSV,
SIKM{ B TIONAJIBIIIOMY BUKOPUCTOBYETHCS IS TOOYMoBH rpadiky moctymHocTi. OkpiM 1poro GopMyeThest (aiii i3
mapaMeTpaMu IePEBIpKH 3B’ SI3KY, a caMe KUTBKICTIO BiIIPaBICHUX Ta OTPUMaHUX MakeTiB. [Iporec 3aBepuryeTbes
TUTBKY MiCTSI 3yTIMHKA HOTO KOPUCTYBAUEM.
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B migcymMky Maemo, IO MPOTATOM JBOX THXKHIB HE BiIOYyNOCS >KOIHOI OJHOYACHOI BIJMOBH BCiX OOpaHUX
myOJIiYHUX BY3JiB, 3 YOr0 pOOMMO BHCHOBOK NpO iX AOCTaTHIO HaJiiHiCTh. B Apyriii 4acTHHI pUCYHKY 2 HaBe-
JI€HO CTPYKTYpPY JOT1UHUX 3’€IHAHb CUCTEMH (MapLIPYTiB NlepecuianHs naHux), ae: PC € Tonkumu xinientamu; PP
€ oOpanumu nyoniyHuME By3namu, a RPC e BinganeHUMu poOOYUMHU MIiCISIMH.

Maroun focTyn y DIOOANbHY MeEpeKy, BCTAHOBIIOEMO Ha JOKAIBHI po0OYi MICISI CEpBEpPHY YACTHUHY
TigerVNC marouu 3a MeTy 3a0€31eUnTH, TIPH HEOOX1AHOCTI, BiJIaJieHe KepyBaHHSI CaMUMH pOOOYHMH MictsiMu [7].
VY xontponbHiit maneni TigerVNC HanamrToBy€eThCsl Mapoib MiAKITIOYSHHS 10 pobodyoro micis. Takoxk y BRI
Inputs motpioHO yBiMKHYTH omitito Send raw keyboard events to applications. [Ipu 11boMy 3acTOCOBYBaTH OKPEMO
mrpyBaHHS CaMOTo 3’€THAHHS He TIOTPiOHO, OCKUIBKH BCi 3 €THaHHS B Mepexi Y ggdrasil miarpuMyroTs mudpy-
BaHHA 32 3aMOBUYaHHAM [11]. 3 METOIO BCTAaHOBIICHHS 1 HAAIITYBaHHS KII€HTY Mepexi Y ggdrasil BUKOpHCTOBYyeMO
peamizoBany ytuiity YggVPN.

KvM-aver-IP

PCO

WGEA UsE

K\VM-over-IP

A 1FE

PC1 PC2 PC3

Puc. 2. CtpykTypa cucremu 00’€KTy Ta MapIIPyTiB epECHIAHHS JaHUX

[Ipu upoMy BpaxoByeMO, IO JesSIKe aHTUBIPYCHE MporpaMHe 3a0e3nedeHHs MOKe TIOMHJIKOBO CIPUIMATH ii
SIK 3arpo3y, TOMY TMepe/] aKTHBYBAHHSIM ITF0 YTHIIITY MMOTPIOHO JTOJATH JIO CIIUCKY BUHATKIB. [Ipy BUKOHAHHI yTHIIITH
YggVPN Ha nepmomMy poOodoMy MicIli, BBOAUMO aJIpecH OOpaHUX IMyONiYHUX BY3JTIB Ta iM’s I[bOTO POOOYOTO
Mictst — pel.ygg. [ami Bci KpoKu HamamTyBaHHS €KCIOPTYIOThCS Y (Qaiin yggvpn export.conf, BAKOPHCTOBYIOUN
KOMaHIy “‘ec” 1 yTHIIiTa 3aKpUBAETHCS KOMaH 010 “q”. HamamryBaHHS qpyroro po60o4oro MicIisi BAKOHYEThCS aHa-
JIOT14HO, ajie Bxe 3 (haiioM KoH}irypauii, IKii eKCIIOPTYETHCS 3 HATIAIITYBAaHHIMH MepIIoro pododoro Micipst. Tomy
BXK€ HE MOTPiIOHO BBOAUTH aJIpec MyOIiuyHUX By31iB, JIMIIE iM Sl APYroro podouoro micus — pc.ygg Ta KOMaHIy
JUIS eKCTIOPTY HaJalliTyBaHb. AHAJIOTIYHMM YWHOM 3a Jomomoror yggvpn_export.conf 3 PC2 HamamroByeThes
1 TpeTe poboue micie. TakuM YUHOM, eKCIOPTOBaHUH (paiin KoH(Irypauii BUKOPUCTOBYETHCS I HaJAIITyBaHHS
yCiX BimganeHux pobodux Miclis. [l Toro, o6 3abe3neynTy HafiiHe 3’€qHaHHsA 3 komyTatopoM KVM-over-IP,
BHKOPHCTOBYIOUH JIOKAIBbHI poOoui Micisd, Ha Bcix PC HeoOXiqHO HAAIITYyBaTH MEPEHANPABICHHS 3 JIOKAJIBHOTO
mopty 5990 Ha mopt 5900 mns Beix BXimHUX [Pv6-3’€nHaHL KOMYyTaTOpa, BUKOPUCTOBYIOYM CTaHIAPTHHHA TOPT
VNC Ta, Hanpukinaf, agpecy 192.168.1.100. 15 mboro 3acCTOCOBYEMO CUCTEMHY YTHIIITY nesth 1 koMaH1y, sIKy i
BHKOHYBATH BiJl IMEHI aMiHICTpaTopa:

netsh interface portproxy add v6tov4 listenport=5990 onnectaddress=192.168.1.100 connectport=5900

Sxmo TenedoH MpH MbOMY OTPUMYE, HampukiIan, aapecy 192.168.42.129 BoHa i Oye BUKOPHCTOBYBAaTHUCS
y SIKOCTI LITIO3Y 32 3aMOBYaHHM. Lle 3HaYeHHs € MOCTiItHUM 1 OAHAKOBUM JUIA ycix Bepciit cuctemu Android, mo
HaJa€ Ta MiITPUMY€E MOXKIIUBICTh 3BEPHEHHS 10 camoro TenedoHy 3a 1€ aapecoro. Y pasi He00XiTHOCTI IO MOX-
JUBICTH MOXKHA BUKOPUCTATH TIPH BiAICHOMY KEepyBaHHI Tel1e(OHOM, /Ui IHOTO JOCTATHHO BCTAHOBHUTH Ha HHOTO
nonarok droidVNC-NG (puc. 3), sikuii € peamnizarniero VNC-cepsepa mist cuctemu Android [16], a Takox BUKOHATH
MepeHaIpaBIeHHs MOPTIB 32 TOITOMOTOI0 YTHIJIITH netsh.

VY nmonatky 3amaeThcs Mapoiib JOCTYITY, MOTIM MOTPIOHO YBIMKHYTH 3aIyCK i MPH 3aBaHTaKEHHI CHCTEMHU
3aIlyCTUTH MOTPIOHY CiTy>kO0y. 3ayBaxTe, 10 NPH MEPIIOMY 3aITyCKy HaJJaEMO JIO3BOJIH JOJIATKIB CIICIIaTbHAX MOX-
nmuBoctel (Accessibility).
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droidVNC-NG Admin Panel droidVNC-NG Admin Panel

Settings
5500

Permissions Dashboard

1 DENIED

DENIET

Settings

@)

Permissions Dashboard

DENIED

Puc. 3. Intepdeiic nonarky droidVNC-NG

Jaii HaBegemMo KoMaHIy AJs nepeHanpaBieHHs [Pv6-3’eaHanp mig nmopty 5909 kiHIIEBOro HMpUCTPOIO Ha
mopt 5900 mixkmrouenoro tenedony (192.168.42.129):

netsh interface portproxy add v6tov4 listenport=5909 connectaddress=192.168.42.129 connectport=5900

Bingnanene kepyBaHHS 00’ €KTOM 3IIHCHIOETHCS 13 TPHOX BIUTAJICHHX POOOYMX MICIb MiJl YIPABIIHHIM CHC-
temu Windows. KitienT mepexi Y ggdrasil Ha HUX BCTaHOBIIOETHCS Ta HAIANITOBYIOTHCS 3 BUKOPHCTAHHIM OCTaH-
HBOTO €KcIopToBaHOTO (hairy koHgirypamii. [Ipu momaBaHHI MOTPIOGHOrO POOOYOTO MicCIsL O CHCTEMH, HOTO
Yggdrasil agpecy BHOCHMO 10 CIIHCKY XOCTIiB Ha KO)KHOMY i3 BXK€ HiAKIIIOYCHUX JIOKANBHUX POOOYMX MicIh 3a
nonomororo yruitita Y ggVPN. [lotim nocraraso BecraHoBUTH KilieHT Tiger VNC Ta nepeBipuTH 3’ € 1HaHHA 3 00’ €K-
TOM, BUKOPUCTOBYIOUH iMEHA pOOOYHX MiCIIb Ta HOMEPH MOPTIB.

CTpyKTypy HaJalITOBaHOI CUCTEMH HaBe€HO Ha PUCYHKY 4, e A0AaTKoBO: P € MOOiIIbHUMY TenedoHaMu;
a CBS € 6a30B010 CTaHITIEI0 KOMIPKOBOTO 3B’ SI3KY.

Jns nepeBipku poOOTH CUCTEMHU BHKOHYEMO MIAKIIOUEHHS 0 POOOYOro CTONY MEpHIoro pododoro Micis
13 OHOTO 3 IHIIHX BigmaneHux podounx Micub. s nporo Ha kimieHTi TigerVNC BBomumo aapecy pel.ygg:5900
ta obupaemo Connect. J[aii BBOAMMO HONEPETHHO BCTAHOBICHHU MAapoIb JOCTYIY. 3a mopTtoM 5990 oTpuMyemMo
JOCTYTI Oe3MmocepeIHbOo 10 KepoBaHoro 06’ ekty PCO BukopuctoByroun komytarop KVM-over-1P. Takox 3a moprom
5909, aHaJIOTIYHUM YHHOM, MOXKEMO OTPHMATH JAOCTYII JI0 Tiepiioro tenedony. Jis iHmmx BijmaneHux 00’ €KTiB Ta
JIOKAJILHUX POOOYMX MiCIlb PE3yJbTaTH MEePEBIPKH € aHATOTTYHUMU. [IpH IbOMy, HaBiTh IPU 3HUKHEHHI 3’ € THAHHS
13 BIIKPUTOIO MEPEKEI0 ¥ ABOX 13 TPHOX JOKAIBHUX POOOYHMX MiCIh, BOHH BCE OIHO OyAyTh JOCTYIHHMH 3aBISKH
ABTOMATHYHO OPTaHi30BaHOTO 3B 3Ky MiX KilieHTaMu Y ggdrasil, 3aBAsiki MapiipyTy uepe3 TpeTe podoue mictie.

HaBeneni pesyneratu [03BONSAIOTH 3pOOUTH BUCHOBKH, IO 3acobamm Mepexi Yggdrasil i3 3axucrtom
VNC-cepBepiB 3abe3neuyeTbcs KOHDIIEHIIHHICT 3B’ SI3Ky Ta BUKIIOYAETHCS HECAHKIIIOHOBAHUI NOCTYM 10 Bif-
JIAJICHOTO 00’ EKTY.

BucHoBKH. Y po0OTi IPOBEICHO AOCIHIIKCHHS aKTyaJlbHUX Ha CHOTOIHI METOMIB Ta aJrOPUTMIB peaizarii
CHCTEM BiIIaJICHOTO KepYBaHHS, BUSABICHO IX HEJONIKH Ta 3aIlPOIIOHOBAHO BapiaHT peai3alii BiiaieHoro Kepy-
BaHHS 00’€KTOM KPHTHYHOI iH(PACTPYKTYPH BUKOPHCTOBYIOUW HAKJIaJeHY JEICHTpalli3oBaHy Mepexy Y ggdrasil.
B nporieci BukoHaHHsS poOOTH aBTOpaMU MPOAHATI30BaHO HAsSBHI TOTOBI PINICHHS, BA3HAYCHO BUMOTH JI0 CUCTEMH
BiJIZIAJIEHOTO KepyBaHHS 00’ €KTOM 1 3amporoHOBaHo ii peamizamiro yepe3 Y ggdrasil mpu BUKoprcTaHHI MOOUIEHUX
teneoHiB i3 miaTpumkoro nporokoiny RNDIS Ta Mepex MOOIIBHHAX OmepaTopiB 3B’SI3KY, a TAKOXK CIEIiaIbHOTO
KIII€EHTCHKOTO MPOrpaMHOro 3a0e3neueHHs. J[ist onTumizariii mporecy KOpeKTHOTO BCTAHOBJICHHS Ta HAIAIITYBaHHS
KJieHTa Mepexi Y ggdrasil Ha KiHIIEeBUX IPUCTPOsiX, MOBOIO C peanizoBaHo KoH(irypauiitny yruiity YggVPN, sxy
TaKOX MOKHAa BUKOPHUCTOBYBATH 1 1032 CIIEHAPIEM BiAIaJICHOTO KepyBaHHs iHQpacTpyKTypHUM 00’ €kToM. Tecto-
BaHM €K3eMIUIAP CUCTEMH PEai30BaHO HA KOHKPETHOMY MPHKIIA/Al 3 BUKOPHCTAHHAM KIII€EHTCHKOTO/CEPBEPHOTO
nporpamuoro 3abesnedenns TigerVNC mis pobounx micip Ta momatky droidVNC-NG mis BimmaaeHOTo Kepy-
BaHHs TenedonaMu. J[s 3a0e3nedeHHs 3B’ 13Ky poOOYMX MICIb 3 BiJIaJeHUM 00’ €KTOM 0OpaHO YOTHPH MyOJidHi
By3i Mepexi Yggdrasil. HaniiiHicTe By3JiB NMpOTECTOBaHA IIISIXOM TMEPEBIPKH 3B’S3KY MPOTIATOM HABEACHOTO
gacy. Yci 3aJTydeHi MporpaMHi KOMIIOHEHTH MarOTh BIAKPUTHE BUXiTHUH Koa. CHCTeMa € NeIIeHTPalli30BaHOI0 — JUIS
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BiJIZIAJIEHOTO KEPYyBaHHA 00 €KTOM JOCTAaTHbO MAaTH B JOCTYI MyONiYHUI By30J Ta OJHE BiJJaleHe i JOKaJbHe
poboue micue. 3acobamu mepexi Y ggdrasil Ta maponsHuM 3axuctom VNC-cepBepiB 3a0e3neuyeThesi KOH(1AeHII-
HHICTB 3B’SI3Ky Ta BUKIIIOYA€THCS HECAHKLIOHOBAHUH JOCTYH 10 00’ €KTy. 3B’ 430K 3 00 €KTOM 3/1HCHIOETHCS uepes
m100alIbHy MEpEXY, TUM caMUM 3a0e3edyodu MOO1IbHICTh BiIJalIEHUX OIepaTopiB Ta poOOYUX MicClib, IPH LIbOMY
CHCTeMa MITPpUMYy€E OyIb-sIKi TOJATKOBI KAHAIH 3B’ SI3KY CAMOTO 00’ €KTa 4epe3 MEPeKy.

PCO
VGA use
KVM-over-1P
A 1FE
S1
A aFeE
| pc1 | [ PCc2 | [ PC3 |
'IL.ISB |USB |USB
P1 P2 P3
CBS Vodafone | CBS [-(-yiusta.r | | CBS I-ifece[l
‘\\\ ,I”
\\\\ //,r
J,, \\'\
f”” \x\.\\
Rpcl| [rRpPc2]| | rRPC3

Puc. 4. CtpykTypa HaJlamroBaHOi CUCTEMHU

HenaniifHicTh IEHTpaTi30BaHUX i€papXidHUX CUCTEM 3B’ A3KY, BUMArae HOBOTO MiJXOIy 10 CITIaCTOl Mepexi,
JIe MeXa MK MapUIpyTU3alli€0 Ta KIHIEBUMH MPUCTPOSIMH CTa€ pO3MHUTOI0. B mogansiioMy miaHyeTbes MpoBe-
JEHHS TOCIIDKEHHS TOT0, HACKUIBKU cxeMa MapuipyTusauii Y ggdrasil migxoauTs Ui po3ropTaHHs BEIMKOMACII-
TaOHUX JCLEHTPATI30BaHUX KOMYHIKalIHHUX Mepex. MapiipyTu3zalii, B sIKiil By3JId CaMOCTIHHO T€HEPYIOTh CBOI
aJipecy, BUKOPHUCTOBYIOUH IJIs aapecalii aCHMEeTpHYHE HACKpi3HE M(pyBaHHSA 3 OJHAKOBUMH KirodaMu. Ilpu
IbOMY YaCTHHH 00’€JHaHOI MEpeKi MOXKHA 3’€IHYBaTH uepe3 Oymb-sKi iHIm mMepexi IPv4/6, B sSkux 1i KiHIIEBi
BY3JIM PO3TAIIOBaHI.
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MOBILE ROBOT NAVIGATION BASED ON LASER RANGE-METRY METHODS

The article is devoted to solving the problem of finding people who are under the debris of destroyed buildings, which
requires an urgent solution to ensure an effective rescue operation. The primary focus of this research is the development and
refinement of a navigation system for a mobile rescue robot. This paper specifically explores localization techniques and methods
for constructing a map of an unknown environment, which are crucial for the robot s effective operation in complex and dynamic
settings. The overarching goal of the study is to identify the most adaptable and precise navigation method that can effectively
manage the movement of a mobile robot in environments characterized by unpredictable and shifting obstacles. To solve the tasks,
modern methods of laser telemetry and SLAM methods (Simultaneous Localization and Mapping) are used in the work, which are
used to accurately create a map of the territory and localize the robot on it. The research proposes an innovative algorithm for the
navigation system of a mobile robot, which leverages laser telemetry to meticulously scan the surrounding area. It has been shown
that scanning process is essential for real-time data acquisition, enabling the robot to make informed decisions regarding its
movement. It is stated that, the proposed lidar-based navigation method is particularly advantageous as it facilitates the creation
of a detailed spatial map, even in environments where the layout is not known in advance. This approach allows for the precise
determination of the robot s position within the mapped space, ensuring that the robot can navigate effectively and avoid potential
hazards. It is proved that, the integration of these advanced techniques significantly enhances the robot’s ability to perform in
search and rescue missions, where the accurate and timely localization of trapped individuals is of paramount importance.

Key words: mobile robot, navigation system, laser range finder, scanning lidar, terrain map, dynamic obstacles.

Cmpensuyos O. B., I'punvos M. A., Ckanosyé B. 10., bywkni /1. M. Hasizayis mobinbnozo poboma na ocrnogi memoois
Jazeproi 0anvromempii

Cmammsi npucesiyena supiuiennio npooiemu noutyxy ooel, sKi 3HAX00amvcs nid Yiamkamu 3pyuHoeanux 0yoieei,
wo nompebye HegioKIaoHo20 eupiwenns 01 3abe3neuenHs e(ekmueHoi psamysaibHoi onepayii. Y cmammi posensnymo
BUKOPUCIAHHS CYYACHUX TNEXHOLO2I 3aNyUeHHs. 00 NOULYKOBO-DSMYBATbHUX POOIm MOOITbHUX POOOMIE, 30AMHUX CAMOCMIIIHO
OPIEHMYBAMUCS 8 CKIAOHUX YMOBAX 3a8aNig. B daniti pobomi 0CHOSHUM 00 €KMOM 00CTIONCEHHS BUCMYRAE CUCHeMA Hagieayil,
NPUHaUeHa 01 MaKux MOOLTbHUX NOULYKO8UX pobomis. IIpedmemom 00CiONCeH s € MeMOOU 6USHAUEHHS MICYS PO3MAULYBAHHSL
poboma ma noby0osu kapmu HegioomMoi mepumopii, wo € KpUMU4HO 8ANCIUBUM ONA YCHIUHO20 BUKOHAHHS 3A80AHL NOULYKY
i nopamynxy. Memow 0anozo 00CTiONCeHHs € 8UHAUEHHA HAOLIbW VHIBEPCATbHO20 MA MOYHO20 CHOCO0Y Hasieayii, Axui
003607UMb eeKMUSHO Kepysamu pyxom MoOiNbHO20 poboma 6 yMOBaX HAAGHOCHI OUHAMIYHUX NEPeuiKod, wo HOCMIlHO
3MinIolombes. [ eupiulenHss NOCMAagienux 3as0anb 6 poooOmi GUKOPUCTAHT CYYACHI Memoou 1a3epHoi darekomempii ma
SLAM-memoou (Simultaneous Localization and Mapping), axi 3acmocosyiomsbcsi 05k MOUHO20 CIMBOPEHHS Kapmil mepumopii
ma noxanizayii poboma na Hitl. Y pamxax 00caiodicenHs 3anponoHo8aHO HOGUI A2OPUMM KepYBAHHS. HABIAYIIIHOIO CUCTEMOI0
MOOITLHO20 poboma, AKUL OA3YEMbCA HA BUKOPUCTIAHHI Memody na3epHoi Oanekomempii Onsl CKAHYBAHHA HABKOTUUWIHBOO
cepedosuya. Iloxasano, wo memoo 0036015€ 0eMANLHO CKAHYBAMU NPOCMIP HABKOIO poboma ma 3abe3neuye ompumaHus
MOYHUX OAHUX NPO POIMAULYBAHHA 00 €KMIB | MONCIUBUX NePewiko0. 3a3HAYeHo, Wjo 3anponoHOBaHN nioxio 00 Haesieayii, wo
Oasyemvca Ha BUKOPUCTAKHI Nidapa, HA0A€e poOOMY MONCIUBICIG CMBOPIOBAMU KAPHTY HPOCHIOPY HAGIMb Y MUX BUNAOKAX,
KO CIMpyKkmypa yiei mepumopii Hegiooma 3azdane2iov. Bukopucmanhs memooy 0036075€ MOYHO GUSHAYAMU NO3UYil0 poboma
HA CMBOPEHItl Kapmi, o € KAI0Y08UM 0715 3a0e3nedents be3neynozo ma e(ekmuerno2o pyxy 6 ymosax 3asanis. Ilokazano, ujo
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BUKOPUCIAHHSL 1H0APA 3HAYHO NIOBUULYE TOYHICMb OpieHmayii poboma 6 NPoCcMmopi, Wo 6 C80K Yepey, CNPUAE YCRIUHOMY
BUKOHAHNIO PAMYBANLHUX Onepayill, oe WeUoKichb ma c80€HACHICHb MAE upiwianbie 3navenns. JJosedeno, wo 3a80aKu yum
MONCIUBOCHISAM POOOM 30AMHULL VHUKAMU NePetKo0 ma Weuoko a0annyeamucs 00 3MiHHOI cumyayii, wo eUHUKAc nio 4ac
npoBe0eHH s NOULYKO8UX pobim y 3a8anax.

KitrouoBi ciioBa: mobinbhuii pobom, cucmema Hagieayii, 1azepHuil 0anekomip, CKanyiouuil nidap, Kapma micyesocmi,
OUHAMIYHT nePeuKoOuU.

Introduction. Currently, in most developed industrial countries, there is active development in the field
of mobile robotics. A mobile robot is a device capable of autonomously moving through space and performing
assigned tasks with a high degree of independence. Military organizations and security services show particular
interest in the development of such robots, as they can perform tasks in environments that are hazardous to human
life. Additionally, there is growing interest in robots designed to assist in daily life, such as vacuum cleaner robots
and guide robots, as well as in entertainment devices like robotic dogs and quadcopters [1].

Despite significant advancements in robotics, navigation remains the primary challenge in developing such
devices. The onboard control system of a robot must be capable of planning routes, managing movement parameters,
accurately processing data from sensors about the surrounding environment, and determining its own coordinates
in complex environments with dynamic obstacles. Existing navigation systems are well-suited for use in industrial
settings, where the environment is deterministic and static.

However, in unknown environments, existing navigation algorithms either do not provide sufficient accuracy
and reliability for robot localization or require significant computational resources. This affects the size and weight
parameters, as well as energy consumption, which in turn impacts the duration of autonomous operation [2].

The aim of this research is to find the most versatile and precise navigation method for controlling the
movement of a mobile robot in environments with dynamic obstacles.

Methods of mobile robot navigation. Currently, there are three main navigation schemes for mobile robots.

Global navigation involves determining the absolute coordinates of the robot while moving over long distances
in open terrain, where GPS is used to obtain the coordinates. This method provides a relatively high accuracy with
an error range of 1-3 meters but cannot be used in enclosed spaces.

Local navigation determines the current position of the robot relative to a specific point, usually the starting
point, and is suitable for performing tasks within a predefined area. However, its accuracy is limited, with errors
reaching up to 150 meters.

Personal navigation enables the robot to identify parts of its own structure and interact with nearby objects.
It is used for robots equipped with manipulators and includes the use of encoders, orientation by markers, line
following, and so on, but it suffers from limited system flexibility.

The most promising direction in improving mobile robot navigation systems is the capability to store a
complete map of the environment in the robot’s memory. Three-dimensional maps are the most effective, yet their
storage and processing by the onboard control system require substantial computational resources. The task of
creating a map involves maintaining a description of the surrounding environment so that, in the future, the robot
can determine its position on it. This map is used to plan potential movement trajectories or to select the optimal
position for object capture [3].

Analysis of the methods and tools for mobile robot navigation has demonstrated that one of the most effective
approaches for route mapping is the use of a scanning laser rangefinder. Research findings in the field of mobile
robot navigation indicate that the use of a laser rangefinder allows for achieving high localization accuracy.

The core of a laser rangefinder is a LIDAR (Light Detection and Ranging). LiDAR is a device that implements
a technology for acquiring and processing information about distant objects using electromagnetic radiation. The
operating principle of LiDAR is illustrated in Fig. 1 [4].

Dispersive environment

Emitter Opaque object

(: ——8__
(e

Reciever

Fig. 1. The principle of lidar operation

The directed beam from the emitter is reflected from the targets and returns to the receiver. The distance to a
point on the object’s surface can be calculated as
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L=05xcx¢ (1)

where ¢ — speed of light; 7 — the total time the light travels to the reflection point and back; L — distance to the
reflection point [5].
In the table 1 shows data showing the dependence of the response time on the distance to the object.

Table 1
Dependence of the response time on the distance to the target
Distance Im 10m 100m 1km 10 km 100km
Time 6.7 ns 67ns 0.67 us 6.7 us 67 us 0.67s

Most lidars consist of three parts: a transmitter, a receiver, and a control system (Fig. 2).

|
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Fig. 2. The lidar structure

The transmitter comprises a radiation source, which is typically a laser, and an optical system for shaping the
outgoing laser beam, allowing for control over the spot size and beam divergence. In the majority of designs, the
emitter is a laser that generates short pulses of light with high peak power.

The pulse repetition rate or modulation frequency is selected such that the interval between consecutive pulses
is no shorter than the response time from detected targets, which may be located beyond the calculated operating
range of the device. The receiver consists of a lens, a spectral and/or spatial filter, a polarization component, and a
photodetector. The radiation reflected and scattered from the object under investigation is collected by the receiving
optics and then passes through a spectral analyzer. This device isolates the wavelength range for observations and
filters out background radiation at other wavelengths. The analyzer can be a complex, precisely tuned mono- or
polychromator or a set of narrow-band filters, including a notch filter that blocks radiation at the wavelength of the
laser transmitter [6].

The emitter and receiver unit can either be separated by a considerable distance or integrated into a single
block. The axes of the transmitter and receiver may be aligned (coaxial configuration) or separated (biaxial
configuration) [7].

The control system of the LiDAR performs the following functions:

— regulating the operating mode of the LiDAR;
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— controlling the frequency of the probing laser radiation;

— measuring the energy in the outgoing and received laser beams at both frequencies;

— processing data to obtain the spectral characteristics of the atmosphere, as well as detecting and determining
the concentrations of impurities based on the “spectral signatures” of molecules stored in the computer’s database;

— managing the LIDAR targeting system towards the object of study [8].

Research progress. The subject of this study is a navigation system designed for a mobile search robot
intended to detect individuals trapped under debris from collapsed structures. The challenge in navigating such
robots lies in determining their position in space while moving through a dynamic and unpredictable environment.

In general terms, the navigation problem can be defined as follows: a certain space contains a mobile robot
equipped with a laser rangefinder. A target point is specified that the robot must reach to perform a specific task. It
is necessary to establish a control law for the mobile robot that ensures its movement from the initial position to the
target point. This task is complicated by several problems, conditions, and constraints:

1. The robot must determine its location in space to accurately position itself relative to the target point.

2. It is necessary to avoid static obstacles, which requires building a map of the environment.

3. Dynamic obstacles complicate the map-building process.

4. The robot’s movement to the target point must be optimized in terms of time.

Solving the navigation problem for a mobile robot in space requires simultaneously addressing the issues
of localization and map building, or updating the map with newly detected objects. Currently, either the task of
localization based on an existing map or the task of map construction given a known robot trajectory is solved. A
general approach that simultaneously addresses these tasks with the required accuracy and independently of the
environmental characteristics does not yet exist. Moreover, solving these tasks is significantly complicated by the
fact that navigation sensors have errors, making it impossible to determine the exact trajectory of movement.

It was decided to represent the robot’s location within a system of local coordinates related to the robot’s initial
position, as a priori information about its location in space is not available. The robot autonomously constructs a
map of its path.

In robotics, SLAM methods (simultaneous localization and mapping) are commonly used for robot navigation
and positioning. SLAM methods allow for the construction of a map of an environment whose structure is initially
unknown and the determination of the robot’s position on it. The use of SLAM methods enables the optimization
of the robot’s trajectory, but only in a static environment. Figure 3 shows the maps built by the robot’s navigation
system before applying SLAM methods (Fig. 3a) and after (Fig. 3b) [9].

In a dynamic environment, the movement of obstacles cannot be calculated in advance, as the environment is
generally non-deterministic, making it impossible to pre-plan a route that ensures safe navigation.

Fig. 3. Optimization of the terrain map using SLAM methods:
a- before application (“raw data”); b — after processing one of the SLAM methods

To avoid collisions with dynamic obstacles, it is necessary to determine their current positions and predict
their movement trajectories. This allows the robot to follow a planned trajectory while deviating at the appropriate
moment to maneuver around obstacles. Therefore, an effective solution for navigating in a dynamic environment
involves considering the movement of obstacles directly within the control loop of the mobile robot [10].

This study proposes an algorithm for a navigation system that accounts for the dynamics of the robot’s
movement, the positions of obstacles, and avoids collisions with them. The control algorithm for the rescue robot’s
navigation system is illustrated in Fig. 4.
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Fig. 4. Algorithm of control system of search robot navigation
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The operation of the proposed navigation system for the rescue robot functions through a series of well-defined
stages that enable it to navigate efficiently in complex environments. Initially, the lidar, a crucial component of the
system, generates a detailed three-dimensional point cloud, which accurately represents the robot’s surrounding
environment. This point cloud consists of numerous data points that capture the spatial characteristics of the area,
including any potential obstacles. The data collected by the lidar is then transmitted to the robot’s navigation system,
where it is processed to construct an initial map of the area. This map provides a visual representation of the
environment, highlighting both the layout of the terrain and the location of any obstacles that could impede the
robot’s movement.

Once the initial map and obstacle map are established, the navigation system determines the robot’s position
within this mapped environment. With this information, the system continuously updates both the map and the
obstacle map as the robot moves. This dynamic updating process is critical because it allows the navigation system
to adapt to changes in the environment, such as moving obstacles or changes in terrain. At each step of the algorithm,
the navigation system refines the map of obstacles and accurately assesses the robot’s current position relative to
these obstacles.

The continuous flow of data from the lidar plays a crucial role in enabling the navigation system to constantly
optimize the control vector, which is essentially the set of commands that dictate the robot’s movement. As the lidar
scans the environment, it generates a real-time stream of data that captures the spatial characteristics of the robot’s
surroundings, including any obstacles that may be present. This data is immediately analyzed by the navigation
system, which uses advanced algorithms to update the map of the environment and refine the obstacle map. By
processing this updated information, the system can dynamically adjust the robot’s path to avoid collisions and
ensure that it follows the most efficient route to its intended target destination.

The design of the entire control process is inherently iterative, meaning that the system continuously re-evaluates
the robot’s trajectory as it receives new data from the lidar. This iterative approach allows the navigation system
to make real-time adjustments to the robot’s movements, ensuring that it can respond effectively to any changes
in the environment, such as the sudden appearance of a new obstacle or a shift in the terrain. This adaptability is
particularly important in rescue missions, where the environment is often unpredictable and can change rapidly. The
navigation system’s ability to adjust the robot’s path on the fly is key to its success in navigating through complex
and potentially hazardous areas.

Conclusion. The proposed navigation method for a mobile robot using lidar offers the capability to construct
a detailed map of an environment with an unknown and potentially complex structure, while simultaneously
determining the precise position of the robot within that environment. This advanced approach allows the robot to
navigate effectively in unfamiliar or dynamically changing surroundings.

However, the necessity of employing rigid logic within the navigation system imposes certain limitations,
notably reducing the robot’s maneuverability and overall speed. These constraints can hinder the robot’s ability to
respond quickly to sudden changes in the environment or to take the most efficient paths. Therefore, to address these
challenges and optimize the movement trajectory of the robot, it is advisable to incorporate artificial intelligence
(AI) technologies into the navigation system. By integrating Al, the robot can adapt to its surroundings more fluidly,
make real-time decisions, and enhance its navigation capabilities, leading to improved performance in complex
scenarios.
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MATEMATUYHWN DIIXIT 1O NIABUINEHHS MBUIKOITT
MPOTPAMHOI PEAJI3AILII KPUIITOAJITOPUTMY SM4

B cmammi 3anpononosano mamemamuynutl nioxio onmumizayii aneopummy wugpysanus. Cmamms npucésyena niogu-
WeHHIO WBUOKOOTT 0OYUCTIOBANLHUX ATIROPUMMIS, WO € OOHUM I3 BAHCIUBUX HANPAMKIG HAYKOBUX 0CTiodceHb. SM4 3 memoro nio-
sunyents weuokooii arcopummy. SM4 € docums nowupenum ar2opummonm, KUl 6UKOpucmosyemvcst i 3apas. Ha oanuti movenm
ICHy€ 8enuKa KinbKicmb anapamHux ma NpocpamMHux peanizayil, 6 SKux, 6UKOPUCTOBYIOUU 0COOIUBOCHIE apXimeKmypu 4u MO8U
NPOSPAMYBAHHSL, MOJICHA 3a0e3neyUmU 8UCOKY WeUOKoOito arcopummy. CumempuyHi Kpunmozpaghiyi aneopummu Maioms 00CUms
BUCOKY WBUOKOOiI0 8 nopieHANHI 3 acumempuunumu. CuMempuuHi aneopummu 3acmocosyiomsvca Ons WigpyeanHs nogioomieHs
abo aiinie senuxux posmipis. Hecknaoni emanu aneopummie Modicyms 3600umuch 0o npocmux onepayii. Taxuii nioxio naseoero
8 yKpaincokomy cmanoapmi cumempuunoeo nomokoso2o uiugpysanns JJCTY 8845:2019 (aneopumm Cmpymox). Hozo ocobnu-
iChb NONARAE 8 MOMY, WO eMant areopumMy, HeLiHIlIHA NIOCMAHOBKA, SIKA UKOHYEMbCA 3 BUKOPUCIAHHAM ONepayii YUKIuHO20
3CY8Y, MHOJICEHHS YlleHA NOTIHOMY Ha eeMeHm NOJs, CHpoujeHi 00 RPOCMOL 3aMiHu 3 NONEPEOHbO OOUUCTEHUX MADTUYb KOHCIMAHM.
B cmammi posxkpumo, wjo 8 pezynomami paxysanus yici onmumizayii Cmpymox 00360714€ Gopmyeamu nceedosunadrkosi nociioos-
Hocmi 13 wiguoxicmro nonao 10 I'oim/c. Ha cboeo0mi bnoxosuii arcopumm wughpysanns SM4 wiupoxo suxopucmogyemucsa 6 0iomio-
meyi LibreSSL, axa gionosioac 3a 6cmanogienta besneynozo mepedxcesoeo niokuoyenHs 3eiono npomoxony SSL/TLS, ma € wacmu-
Hoto Kpunmozpagiunoi dibniomexu Libgcrypt, sxa € pospodxoto GNU Projects. 3 ’acoeano, ujo He Ouensauu Ha tio2o nowupeHicmo,
Cam aneopumm He mae wiisixie onmumisayii, saxi mae Cmpymox. ¥V cmammi 30iicHeno onmumizayiio MamemMamu4uHo2o anapamy
SM4, 6 x00i sixoi )10 BUKOPUCAHO 0COOTUBICHTL ONEPAYIT YUKTTUHO20 3CY8Y MA 36e0eH0 00 0OYUCTEHHS 00 NPAMOT 3aMIHU 13
madnuyb KOHCManm, sK ye 0y10 BUKOHAHO 8 HayionanvHomy aneopummi Cmpymok. Y cmammi dokazaro, wjo onmumizayis aneo-
pummy npedcmasiae coook 36e0eHHs OOUUCTIOBATLHUX Onepayili 00 NPAMOT 3aMiHy 3 MAOTUYb KOHCMAHM.

KittouoBi cnoBa: cumempuyne wiupysants, HAyioHanbHUll CManoapm, weuokoois aneopummy, kpunmoanzopumm SM4,
onMuUMI3ayis 004UCTIOBANbHUX ONEPAYIll.
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Kozina G. L., Savchenko Yu. V., Voskoboinyk V. O., Prokopovich-Tkachenko D. I., Katsiuba V. V. Mathematical
approach to improving the performance of the programmed implementation of the SM4 cryptoalgorithm

The paper proposes a mathematical approach to optimizing an encryption algorithm. The article is devoted to improving
the performance of computing algorithms, which is one of the important areas of scientific research. SM4 to improve the perfor-
mance of the algorithm. SM4 is a fairly common algorithm that is still in use today. At the moment, there are a large number of
hardware and software implementations in which, using the features of the architecture or programming language, it is possible
to ensure high performance of the algorithm. Symmetric cryptographic algorithms have a fairly high performance compared
to asymmetric ones. Symmetric algorithms are used to encrypt messages or large files. Simple stages of the algorithms can be
reduced to simple operations. This approach is described in the Ukrainian standard for symmetric stream encryption DSTU
8845:2019 (the Stream algorithm). Its peculiarity lies in the fact that the stages of the algorithm, nonlinear substitution per-
formed using the cyclic shift operation, multiplication of the polynomial term by the field element, are simplified to a simple
replacement from pre-calculated tables of constants. The article reveals that, as a result of this optimization, Strumok allows to
form pseudorandom sequences with a speed of more than 10 Gbps. Today, the SM4 block encryption algorithm is widely used in
the LibreSSL library, which is responsible for establishing a secure network connection according to the SSL/TLS protocol, and
is part of the Libgcrypt cryptographic library, which is developed by GNU Projects. It was found that despite its widespread
use, the algorithm itself does not have the optimization paths that Strumok has. The article optimizes the mathematical appa-
ratus of SM4, which uses the peculiarity of the cyclic shift operation and reduces the calculation action to a direct replacement
from the tables of constants, as was done in the national algorithm Strumok. The article proves that the optimization of the
algorithm is a reduction of computational operations to direct replacement from the tables of constants. The article describes
how the tables of constants are formed, as it was done in the national algorithm Strumok. The article determines that the soft-
ware implementation of the basic and optimized algorithms showed that the execution time of the optimized SM4 decreased by
about 2.69 times, which means a positive impact of optimization on the algorithm’s performance. The speedup was tested for
different sizes of incoming messages.

Key words: symmetric encryption, national standard, algorithm performance, SM4 cryptoalgorithm, optimization of com-
puting operations.

IMocTanoBka npodaemu. [TuTaHHS MigBUIEHHS MIBUIKOAI] OOUUCIIOBAIBHUX AITOPUTMIB € OTHUM i3 BaXK-
JIMBUX HAMPSIMKiB HAYKOBUX TOCIIKEHB. [cHye Oe3miu myOmikamiid, Hanpukian [ 1-4], B SKMX OM¥CaHi pi3Hi MiIXOAH
JI0 BUpIiIIEHHS ITi€] mpoOieMH.

CumerpuyHi kpunrorpadiyHi aJrOPUTMU MArOTh JIOCHTh BHCOKY IIBUIKONIIO B TOPIBHSIHHI 3 aCUMETPHY-
HuMH. [IpUYnHA OBOTO MOJATAE Y TOMY, [0 B HUX HE BUKOPUCTOBYIOTHCS CKJIAJIHI apu(pMETUYHI omeparlii, a IesKi
eTarnu 3BOJATHCS 10 MPOCTUX MEPETBOPEHb (HAPUKJIIA, MiICTAHOBKHU 13 TaOMUIIl KOHCTAHT YW IEePECTaHOBKH OiT).
ToMy CHMETPHUYHI aJITOPUTMHU 3aCTOCOBYIOTHCS JUTSA IH(DPYBaHHS MOBIAOMIIEH a00 (paliIiB BETUKHUX PO3MIpIB.

IIpore HeckIaaHI eTanmy aJrOPUTMIB MOXYTh 3BOJHUTHCH JIO II¢ OUTBII MPOCTHX omepariiii. Takui miaxin
HaBeJICHO, HAIPUKIIAJ, B YKPATHCLKOMY CTaHJAPTi CHMETPUYHOTO moTokoBoro mmdpysannas JCTY 8845:2019
(anropurm CTpyMoK) [4]. loro 0co6nuBicTh Mossrae B TOMY, IO A€SKi €TaIi aaropuTMy (HAIPHKIA, HeTiHifHa
MiJICTAaHOBKA, SIKA BUKOHYETHCS 3 BUKOPHUCTAHHSAM OIeparlii HUKIIYHOTO 3CyBY, 400 MHOXKEHHSI WICHA TONTIHOMY
Ha EJIEMEHT II0JIs) CIIPOIIEHI A0 MPOCTOl 3aMiHHU 3 MONEPEAHHO OOYMCICHUX TaONHIh KOHCTAHT. B pe3ynprari
BpaxyBaHHs 1i€i ontumizanii CTpyMok a03BoJisi€ ()OpMyBaTH NCEBAOBUIAAKOBI MOCTIMOBHOCTI 13 MIBUIKICTIO
nounay 10 I'6it/c [5].

Bbnokosuii anroputm mudpysanas SM4, ctBopenuit y 2006 polti, € KUTaHChKUM HalliOHAJIBHUM CTaHIapTOM
[6, 7]. Ha cporoani 6mokoBuid anroput™ mudpyBaHHs SM4 alropuT™ IIUPOKO BUKOPUCTOBYETHCS I 3a MeKamu
Kuraro, 30kpema B 0i6miotemi LibreSSL [8], ska BiamoBizgae 3a BCTAHOBJICHHS OE3MEUYHOTO MEPEKEBOTO ITiIKIIIO-
YeHHs 3riHo npotokoiay SSL/TLS, Ta € yactuHo Kpunrorpadiunoi 6idmorekn Libgerypt, sika € po3pobkoro GNU
Projects [9]. [Ipote, He qUBISYM HA HOTO IONIMPEHICTh, CaM aJITOPUTM HE Ma€ NUIAXiB ONTHMI3allil, iki Mae CTpyMOK.

MeToro cTaTTi € JociipKeHHs 1 ontuMizanii SM4. ABTopr BUKOPUCTOBYBAIH MEPEKIIa]] CTAHIAPTy aHTIII-
CBKOIO MOBOIO, cTBOpeHuit y 2008 porti [7]. IcHYrOTh Takok peatizallii airOpuTMy 3 BUKOPHUCTAHHSM arapaTHUX
Ta MPOTpaMHMUX ONTHMI3alliif, aje Taki ONTHMIi3allii peami3oBaHi Yepe3 OCOOIMBICTh amapaTHOI apXiTEeKTypH 4d
MOB TIpOrpaMyBaHHsA. TOMy, IUBJISIYM HA TIO3UTUBHUH J0CBij anroputMy CTpyMoK, Oyji0 MPOBEACHO HACTYIIHE:
JOCII/DKEHHS anroputMy SM4 Ta ifioro ocHOBHO{ (hyHKIIIT; ONTHMI3aIlis aNTOPUTMY Yepe3 CTBOPEHHS TaOIUIb KOH-
CTaHT; CTBOPEHHS POTrPaMHO1 peaisailii OCHOBHOTO Ta ONTUMI30BaHOTO aJITOPUTMIB; MPOBEJCHHS €KCIIEPUMEHTY,
B SIKOMY BUMIPIO€ThCS Yac BUKOHAHHS AJITOPUTMIB MPH Pi3HUX pO3Mipax BXiTHUX MOBIOMIICHB; aHaJi3 PE3yNbTaTiB
TECTYBaHHSI.

Buknan ocHOBHOTo MaTtepiamy

Aaroputm mudpyBanns SM4

SM4 — e GJIOKOBHIA aJIFOPUTM, PO3MIp KIIHOYa Ta po3Mip BXIJIHOTO OJIOKY SIKOTO MalOTh JOBXHHY 128 OiT.
ApxitekTyporo mudpy € citka Devicrens. [ludpyBanns 60Ky ckiagaerbes 3 32 payHIiB HETIHIHHUX MiICTa-
HOBOK [7].

OcHoBoto mmppyBaHHs € nepetBopeHHs 1 . @yHkmis T omnepye 32-0iTHUMH OJIOKaMHM Ta MPEACTABIISE
cO0O0K0 CYIIEPITO3HITiIO JIIHIHHOT Ta HeiHIHHOT 3amiH. DyHKITA A reHepaii payHaoBux kitodi (1) Ta mmdpy-
BaHHs OJIOKyY (2) Ma€ HACTYITHUN BUTIIS;
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T(ay.a,,0,.a,) = L(t(ay,a,,0,,a3)), (1)

T'(ao,a,,az,a3):L’('c(ao,al,az,a3)), 2)

ae t(-)T — dyHkuis Heniniiinoi 3aminm, L+, L'(-)— dyHKLii giHilHOT 3aMiHm.
Heniniiina 3amina t(-) 004MCIIOETHCS 32 POpPMyIaMu:

r(ao,al,az,%):(S(ao),S(al),S(az),S(%)) =(by.b,,b,,b,) =B, 3)

ne a, — 8-0itHe cioBo, S (al.) — TicTaHOBKA 3 TaOJIMI KOHCTAHT (S-0J10K, S-box).
Tabmuis miacTaHoBKK 300pakeHa Ha puc. 1.

0 1 2 3 4 b 6 7 8 9 a b ¢ d e f
d6 90 e9 fe cc el 3d b7 16 b6 14 c2 28 fb 2c 05
2b 67 B9a 76 2a be 04 c3 aa 44 13 26 49 86 06 99
9c 42 50 f4 91 ef 98 7a 33 54 0b 43 ed cf ac 62
ed b3 1c a9 c9 08 e8 95 80 df 94 fa 75 8f 3f a6
47 07 a7 fc £3 73 17 ba 83 59 3c 19 e6 85 4f a8
68 6b 81 b2 71 64 da 8 f8 eb Of 4b 70 56 9d 35
le 24 Qe 5e 63 58 dl a2 26 22 7¢c 3b 01 21 78 87
dd 00 46 57 9f d3 27 B2 4c 36 02 e7 a0 c4 c8 Ge
ea bf 8a d2 40 7 38 bbb a3 f7 f2 ce f9 61 15 ail
el ae 5d a4 9 34 1a 55 ad 93 32 30 f5 8c bl e3
1d f6 e2 2¢ 82 66 ca 60 cO 29 23 ab 0d 53 4e 6f
ds db 37 45 de fd 8e 2f 03 ff 6a 72 6d 6c 5b 51
8d 1b af 92 bb dd bc 7f 11 d9 5c 41 1f 10 bBa d8
Oa c1 31 88 ab cd 7b bd 2d 74 d0O 12 b8 e5 b4 bO
89 69 97 4a 0c 96 77 T7e 65 b9 f1 09 cb 6e c6 84
18 f0 7d ec 3a dc 4d 20 79 ee bHf 3e d7 cb 39 48

HoO A0 TR W0 NO T W O

Puc. 1. Tabnuus koHCTAaHT S-box

Jliniitna 3amina L() JUTS IMU(PYBaHHS Ta L’(~) JUTSI TeHepallil payHIOBUX KITIOUIB OOUHCIIOETHCS 3a (hopMy-
JaMH:

L(B)=B® (B <<<2)® (B <<<10)® (B <<<18)® (B <<< 24), ()
L'(B)=B® (B <<<13)® (B <<<23) (5)

ne @ — omepamisg BukiogHoro AbO (XOR); <<< — omepallist IUKJIIYHOTO 3CYBY YIIiBO.

Anroputm SM4 mMae HaCTyITHHIA BUTIISIL;

1. Ha Bxim momaerbcs 128-OiTHwid kimou MK , sKkWid PO3KIATAETHCA HA YOTHPH 32-OITHHX CIIOBA:
(MK,, MK ,MK,, MK}). Tekct nosigomnenHs a6o umdprexcry (Hassemo InitalText, IT) po3ousaeTsest Ha Goku
110 128 GiT, KOKHUI 3 SIKMX PO3KIANAETHCS Ha YoTHpH 32-6iTHuX crnoBa: (X, X, X,, X, ). SIKII0 HeXoCTATHBO GaHT
JUTst OJIOKY, TO Takuii OJIOK 3aIIOBHIOETHCS OaliTaMu HYIIB.

2. 'enepariist payHIOBHX KITIOUIB!

K,=MK,®FK, j=0,123 (6)

DK,

i+2

DK,

i+3

rk, =K., =K, ®T'(K

i+l

(JBCK,.),i=O,1,...,31 @)

ne FK =(FK,,FK,,FK,,FK,)=(a3blbac6,56aa3350,677d9197,b27022dc),

CK : 00070el5, 1c232a31, 383f464d, 545b6269, 70777e¢85, 8c939aal, a8afb6bd, c4cbd2d9, ele7eefs,
fc030all, 181f262d, 343b4249, 50575e65, 6¢737a81, 888f969d, a4abb2b9, cOc7ced5, dce3eafl, f8ff060d,
141b2229, 30373e45, 4c535a61, 686f767d, 848b9299, ala7aeb5, bce3cadl, d8dfe6ed, f4fb0209, 10171e25,
2¢333a41, 4841565d, 646b7279.
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3. lIudpysanns O10Ky:
X=X, =X0Tr(X,eXx

i+2

DX,

i+3

@ rk,),i=0,1,..,31 (8)
ammposanmii 610k Mae Burs: YO0,Y 1,Y2,Y3=(X35,X34,X33,X32) (,,%,,Y,,Y,) = (X0, X0, X33, X ).

0°71272>73 3554%34>%33>
JemmndpyBaHHs Mae ToH caMHi aJTOPUTM 3a BUHITKOM TOTO, II0 PAayHJOBI KJIFOUi 3aCTOCOBYIOThCS U1 (8)
B 3B0poTHOMY nOpsiaKy: (rk31,1k30,...1k0) (rky,, rkyg ...k ) -
OnTumizauis SM4
Posranemo Qynxkuii ninidHoi 3aminu (4) 1 (5). EnemenTapHi onepauii, ski BAKOPUCTOBYIOTBCS Y WX (QyHK-
misx, — e BukirouHe ABO (XOR) Ta nukIigHMN 3CyB BIIiBO.
Hukmiyanrii 3cyB MOJKHA TPEICTaBUTH SK MHOXKEHHs Marpuii 3cyBy (L abo L') Ha 32-OiTHMII BEKTOp

(puc. 2, 3).

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16|17 18 19 20 21 22 23 24|25 26 27 28 29 30 31 32
1 1 1 1 1
1 1 1 1 1

LO L1 L2 L3

Puc. 2. Marpuns 3cyBy L

3BijcH, mepeTBopeHHs (4) 1 (5) MOXKHA 3aMIHHTH HAa MHOYKCHHS BIJTIOBITHIX MaTPHIIb.
Hani marpumi L ta L' npeacTaBUMO B BUIUISAI KOHKATEHAI[il YOTHPHOX MATpPHIIb: L:(L0 ||Ll||L2 |\L3),

L= (LO HLIHLZ | L, ), KOXHa 13 AIKMX Mae posmip 32x8.

TakuM 4YMHOM, OTPUMYEMO:

bO
bl

L(B)=L(by,by.by.by) = (L, | L[| L, || Ly) % , =L, by®L -b®L,-b,®L,-b,, Q)
2
b3
bO

A N , , ,

L'(B)=L'(bysbyobysby) = (L[4 2, 11 £) % y =L b ®L B OL, b,®L b, (10)
2
b3

ISSN 2521-6643 Cucremu Ta TexHouorii, Ne 2 (68), 2024 81



L'0 L'l L'2 L'3

Puc. 3. Marpuus 3cysy L'

Tenep noOyayeMo MaTpuIili KOHCTAHT.

Bizememo marpumo L, . [lns xoxHOTO Oalita @ obumcnumo L, - S (a). Pesynsrati 00YHCIICHD 3aIUIIIMO
B BekTop 4,1 A)[a]=L,-S(a).Ockineku a €[0;255] bie0;255, o Marpuws kouctant A)[a]=L,-S(a) Ai=Libi
Oyne martu 256 p13anX 32-0iTHMX 3HaUYCHb. AHAJIOTIYHO OTPHMAEMO BEKTOPU A, A4,, 4;.

3Bincu obuucenns Gynkuii 7 (ao,al,az,ag) L(v(ay.a,,a,,a,)) MOXHA 3aMiHUTH Ha BiJNIOBiAHC 3HATCHHS
KOHCTAHT i3 BEKTOpiB 4,, 4, 4,,

T(ao,ctl,az,a3):Ao[ao]GBAl[al](-BA2 [az]@/g[a}]. (11)

AHAJIOTIYHE ~ OTPUMAEMO  BEKTOPH A0 A, 4,4, Ala]=L-S(a). OGuucnenus T'(ay,a,,a,,a;)=
L'(T(aoaapaza% )) TAKOXK 3aMiHIOEMO HA BiJINIOBi/IHE 3HAYEHHS KOHCTAHT i3 BEKTOPIB A, 4, 4,, 4, :

T’(ao,al,az,a3)= A(;[ao](JBA{[al]@A; [az]@BA;[aS] . (12)

B pesynprari ontuMizarii oTpuMaHo YoTHPH Tabmumi A, 4, 4,, 4, g mmdpysarH Onoky XAl Ta 4oTHpH
Tabmuii A4y, 4, A,, A, 1ns renepanii paynnosux kiaouis rkAi. 11i Tabnuui nagaui y GitHub-penosutopii [5].

BucHoBKH 3 10CTTiAAKeHHS i MepCNEeKTUBY NOAAJIBLIINX PO3BiIOK Y ILOMY HanpsimMi

IIporpamua peanizamis 1Jis1 JOCHiIZKeHHSI MPUPOCTY MIBUIKOCTI ONTUMI30BaHoro aaropurmy SM4

i BUMiproBaHHS Yacy BUKOHAHHS ONTHMI30BaHOTO Ta HE ONTUMI30BaHOTO SM4 OyIlio HalmMcaHo Mporpamy
Ha C++, mo mae Ha3By Runtime Compare. Kox nporpamu Buknagennii GitHub-pemnosutopiii [6]. [Iporpama 3na-
XOJUTHCS y CTaHi MPOTOTHILY, TOMY (DyHKIIOHAJBHICTH IPOrpaMu oOMeskeHa. [ Toro, o6 3MiHUTH, HAIPUKIIAJ,
KIUIBKICTB iTepaliil 3aIycKy alropuTMiB, HEOOXiJHO TOMIHSTH BiANIOBiHE 3HAYECHHS B KOJ1 BPYUHY.

IIporpama Runtime Compare € KOHCOJIBHOIO, 1 B3a€EMOIis 3 HEIO peajlizoBaHa uepe3 ¢ailiu, 1o 3HaX0nAThCs
B aupekropii 3 mporpamoro. Y daiin INITIALTEXT.txt 3anucyeTbes TeKCT, sikuil Tpeba posmmdpysary, adbo mud-
porpama, sKy Tpeba po3mudpysaru. Lleit ¢aiin Bigmosinae 3a BXifHi 1aHi. Y X0ai poOOTH IPOrpaMH CTBOPIOIOTHCS
HEX INPUT.txt, Ky1u BUBOAUTHLCS MOYATKOBHH TEKCT Y MIICTHATIITKOBOMY BUTJISIII.

[Tporpama Runtime Compare mpamroe 3a HACTYITHUM aJITOPUTMOM.

1. O0’siBJIeHHS Ta iHiMiami3aIlis MmoYaTkoBoi cTpokH initialtext 3 darimy INITIALTEXT.txt.

2. JlonoBHeHHs initialtext Hynmb-cumBonamu (0x00, \0) Ta fioro KOHBepTaIlis 3 CAMBOJILHOTO Y IIICTHAIISATKO-
BUH BUIIIAL; 30epiranus pesynasrary y ¢aitn HEX INPUT.txt Ta BinnoBigaui psSaok.

3. CtBopenHs notoky Busoay y ¢aitt RUNTIME RESULTS. txt.

4. Hukn 3 COUNT_RUNS (3a 3amoBuyBanHsM 10), ne Bukiukaerscs GyHKuis SM4Process() 3 pexumom
onrtumizalii Ta 6e3 Hporo. I1ix yac BUKOHaHHA KOXKHOT iTepallii 30epiratoTbesl pe3yabTaTi 4Yacy BUKOHAHHS ONTHMi-
30BaHOI0 Ta 3BHYAIHOTO aJITOPUTMIB.
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5. IlporpaMHe 3aKpUTTS BUILE BKa3aHUX (hailiB.

Pesynsratom pobotu nporpamu € paitnin SM4 _HEX OUTPUT.txt (Tyau BUBOIUTHCS KiHIEBUI TEKCT y IIiCT-
HaausaTkosomy Burisiai), CT CHECK.txt (xiHueBuii TekeT y cumBonbHoMy Bunisiai) Ta RUNTIME RESULTS. txt
(pe3yspTaTH CepeaHbOr0 Yacy BUKOHAHHS IIPOTpam).

PesysbTaTn TECTYyBaHHA

s mopiBHAHHS Yacy BHKOHAHHS ONTHMi30BaHOTO Ta HEONTHMIi30BAHOTO aJITOPHTMIB 32 JOMOMOIOI0 HpO-
rpamu Runtime Compare Oysi0 BAKOPUCTAHO B SIKOCTI BXiJTHOTO TTapaMeTpa TEKCTOBI MOBIIOMIICHHS Pi3HHX PO3Mi-
piB, mounHarouu 3 17 Gaiit i 3akiHuyroun 777 Kb.

OO6uncneHHs MpoBOIWIIACH Ha nporiecopi AMD Ryzen 5600U, onepatusna nam’site 16 I'b DDR4 SDRAM,
omnepariiiina cucrema Windows 11 Pro x64.

1) Hocnimxenns Ha mudpysanHi moBigomienHs «HP Probook 455 G8» — 17 6aiit (Tadmn. 1).

Ta6mui 1
JocitiaxeHHs: yacy BUKOHAHHA Y J0cTiTxeHHi 1
Homep 3anycky nporpamMu SM4 SM4 onTuMizoBaHuii SM4/ SM4ont
1 0,005442 0,001882 2,8916
2 0,005306 0,001824 2,90899
3 0,005339 0,001779 3,00112
4 0,005415 0,001786 3,03191
5 0,005358 0,001859 2,88219
6 0,005460 0,001806 3,023255
7 0,005350 0,001782 3,00224
8 0,005601 0,001746 3,2079
9 0,005321 0,001802 2,95283
10 0,005575 0,001761 3,16581
2) [oBimomuenHHst po3mipy 8,17 kb.
Tabmnurs 2
HocainxeHHs1 Yacy BUKOHAHHA Y T0CiIKeHHI 2
Howmep 3anycky nporpamMu SM4 SM4 onTumizoBaHuii SM4/ SM4ont
1 1,044030 0,399793 2,61143
2 1,037570 0,399767 2,59544
3 1,036090 0,397134 2,60299
4 1,035880 0,398039 2,60246
5 1,034880 0,400610 2,58326
6 1,035320 0,398299 2,59935
7 1,034470 0,398316 2,59711
8 1,034280 0,398211 2,59732
9 1,041800 0,399316 2,60896
10 1,039400 0,399398 2,60242
Cepenne SM4/ SM4ont 2,60007
3) IloBimommenns posmipom 777 xb.
Ta6muig 3
JoctigxeHHs: yacy BUKOHAHHSA Y J0CTiIKeHH] 3
Homep 3anycky nporpamMmu SM4 SM4 onTuMmizoBanuii SM4/ SM4ont
1 122,768000 46,287000 2,65232
2 116,875000 56,852500 2,05575
3 121,458000 69,013800 1,75991
4 125,097000 72,430500 1,72713
5 141,115000 58,173000 2,42578
6 142,944000 59,218600 2,41384
7 129,728000 52,231900 2,48369
8 141,224000 62,063100 2,27549
9 154,018000 65,593300 2,34808
10 165,281000 57,433000 2,87781
Cepenne SM4/ SM4ont 2,30198
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MorkHa mo0auuTy, 0 MPUPICT MBUAKOCTI IPU ONTUMI3aI] anroputMy SM4 y cepeaHbOMy cKiangae B 2,69
pasi, a Iie 03Ha4ae, 110 ONTHMi3alis SM4 € 10CTaTHBO CYTTEBOIO 1 1a€ JOCTATHIM mpupicT mBUAKOCTI. ToMy onTu-
Mi3allis DIUIIXOM 3BE/ICHHS orepalii HUKJIIYHOTO 3CYBY /0 MPSMOi 3aMiHM 3 TaOMHIb KOHCTAHT NO3UTHBHO BILTH-
HyJla Ha MBUAKOII0 anroputMy SM4.

BucHoBkn

SM4 € mocuTh MOMHPESHUM alTOPUTMOM, SIKHi BUKOPUCTOBYETHCS 1 3apa3. Ha maHuit MOMeEHT icHye
BEJIMKA KiJTbKICTh amapaTHUX Ta MPOTPAMHUX peaji3alliii, B AKUX, BUKOPUCTOBYIOUH OCOOJIMBOCTI apXiTeK-
TYpH Y¥ MOBH NPOTPaMyBaHHS, MOKHA 3a0€3MEUYNTH BUCOKY NIBHJKOIIIO arTOPUTMY. ABTOpaMu OyJio 31ikc-
HEHO ONTHMI3aIlif0 MareMaTHYHOTO amapaty SM4, B XoJi fKoi OyJ0 BHKOPHCTAHO OCOONHMBICTH omeparii
[IHUKJIIYHOTO 3CYBY Ta 3BEJICHO 110 OOYMCICHHS J0 MPAMOI 3aMiHHU i3 TAOJHIb KOHCTAHT, SIK 11e OylI0 BHKO-
HAHO B HalioHadsHOMY anroputMmi Ctpymok. B pesynprari MmaremarndHa ontumizanis SM4 3MeHmInIa 9ac
BUKOHAHHSI aJITOPUTMY IPHUOIN3HO y 2,69 pa3u, 10 03HAYa€ MO3UTUBHUM BIUIMB ONTHMIi3alii Ha MBHUAKOAIIO
aITOPUTMY.
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EMEPI)KEHTHO-AJJAITUBHHUM METO/ OLIIHKY! BILIUBY
MNOCTKBAHTOBOI'O CEPEJJOBUIIIA HA IH®OOPMAIINHY BE3IEKY JIEPXKABU

Y cmammi 3anpononogano emeposcenmno-a0anmueHuti Memoo 0N OYiHKU GHIUGY NOCIKBAHMOBO20 Cepedosuwya Ha
iHghopmayitiny Oe3nexy O0epacasu, Wo IPYHMYEMbCA HA NPUHYUNAX caMoopeanizayii ma cunepeii. Memoo cnpamosanuil Ha
3abe3neuenns eqeKmugHo20 peazysants Ha 3a2po3i, N0 A3AHI 3 PO3GUMKOM KEAHMOBUX OOUUCIEHb, AKI MOJICYMb NOPYWUMU
icnytoui kpunmoepagiuni npomoxonu, maxi sk RSA ma ECC. Po3enanymo K1io4o8y poib wmy4Ho20 iHmenexknty 8 anauisi, npo-
2HO3YBAHHI MA OUHAMINHIT A0ANMAYI] 3AXUCHUX CUCTEM.

IIpu modeniosanti amak npooOAMbCA CUMYIAYIT BNAUBY KBAHMOBUX OOUUCIEHb HA KDUNMOSPADIUHI cucmeMu, 30Kpema
oyintoembca cmitikicmo Kiouoeux npomoxonie 0o amax areopummie Illopa ma Iposepa. Ha emani adanmayii énpoeadoicy-
HOMbCA KGAHMOBO CMIUIKI KpUnmMozpaghiumi piulenns, maxi K pewimrosi aneopummu, Ko0ogi cxemu ma ceut-hyHKyii, a maxooc
npoBOOUMbCS. MOHIMOPUHE IXHbOI egheKmugHoCmi.

Hani euxonyemucsa ananiz 3aepos, AKUL (oKyCyemvpcsi Ha OOCTIONCEHHT MONCTUBOCHIEN KEAHMOBUX 0OUUCTEeHb, 30AMHUX
nopywumu cyuacti kpunmoepagiuni cucmemu. Hacmynnum kpokom € oyinka epaziueocmeti, nio uac axoi ioenmudikyonscs
suxopucmogysani kpunmoepagiuni aneopummu, maxi ax RSA ma ECC, i ananizyemuvcs ixus cmitikicns 00 amax KaHmMoSUMU
AN2OPUMMAMU.

Iicna ybozo GuUKOHYEMbCS AHANI3 KDUMUYHUX MOYOK | NPOMOKONIG 38 SI3KY, Uj0 OXONIIOE OYIHKY CIIUKOCHE MAKUX npomo-
xonie, sk TLS/SSL, IPsec, VPN, do modiciugux keanmosux amax. Hacmynuum emanom € cumynayis amax, saxa nepeddaiae mooe-
JIOBAHHA KEAHMOBUX aMAK ONIA OYIHKU UMOGIPHOCHI IXHb020 YCnixy. 3a8epulanvHuM emanom € po3pooKa pitieHb nOCHKEAH-
moeoi besnexu, wo BKIIOYAE BUDID MA BNPOBAONCEHHSL HOBUX KDUNMOSDADIUHUX ANeOPUMMIB, CIIUKUX 00 KBAHMOBUX AMAK,
ma ixHwo inmezpayiro 6 icHyrui cucmemu. Yci emanu 63aeMonoe ’a3ani ma 3abe3neyyions OUHAMIYHY a0anmayilo cucmemu 00
HOBUX BUKIUKIS.

Hosedeno, wo 3anpononosanuti nioxio 3abe3neyye nidguujery cmitikicms iHpOpMayiiHux cucmem 00 HOBUX 342PO3 346-
0sIKU iHme2payii KIACUYHUX ma nocmKeanmosux npomokonie. Ocoonusy ysazy npudiieno cunepeii pisHux KOMHOHeHmie bes-
neKu, Wo 00360/151€ CMBOPIOBAmMU A0ANMUSHI ma Camoopeanizosani cucmemu. Ilepcnekmugu nooanbuix 00CIiONCeHb KO-
yaioms po3pooKy Mooeneli eMepONCeHMHOCI, THMe2payiio NOCMKEAHMOBUX PileHb Y 0epocasHi iHghopmayiini cucmemu ma
BNPOBAONCEHHS MINCOUCYUNTIHAPHO20 Ni0X00Y D0 3abe3neueHHs Kibepbesnexu.

KitrouoBi cioBa: nocmkeanmose cepedosuuye, emepoxcenmuicmy, Kibepbesnexa, KeaHmMogi 0OYUCTEHHA, A0ANMayis.

Prokopovych-Tkachenko D. 1. Emergent-adaptive method of assessing the impact of the post-quantum environment
on the information security of the state

The article proposes an emergent-adaptive method for assessing the impact of the post-quantum environment on the state s
information security, based on the principles of self-organization and synergy. The method aims to ensure effective responses to
threats associated with the development of quantum computing, which may compromise existing cryptographic protocols such as
RSA and ECC. The critical role of artificial intelligence in analyzing, forecasting, and dynamically adapting defensive systems
is highlighted.

During attack modeling, simulations are conducted to evaluate the impact of quantum computing on cryptographic sys-
tems, specifically assessing the resilience of key protocols against attacks by Shor’s and Grover's algorithms. At the adaptation
stage, quantum-resistant cryptographic solutions such as lattice-based algorithms, code-based schemes, and hash functions are
implemented, and their effectiveness is monitored.

This is followed by a threat analysis that focuses on exploring the capabilities of quantum computing to break current
cryptographic systems. The next step is a vulnerability assessment that identifies the cryptographic algorithms used, such as RSA
and ECC, and analyzes their resistance to quantum attacks.

This is followed by an analysis of critical points and communication protocols, which includes assessing the resistance of
protocols such as TLS/SSL, IPsec, VPN to possible quantum attacks. The next stage is attack simulation, which involves mode-
ling quantum attacks to assess the likelihood of their success. The final stage is the development of post-quantum security solu-
tions, which includes the selection and implementation of new cryptographic algorithms that are resistant to quantum attacks
and their integration into existing systems. All stages are interconnected and ensure the dynamic adaptation of the system to new
challenges.
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It has been proven that the proposed approach enhances the resilience of information systems to new threats by integrat-
ing classical and post-quantum protocols. Particular attention is given to the synergy of various security components, enabling
the creation of adaptive and self-organized systems. Prospects for further research include the development of emergent models,
the integration of post-quantum solutions into state information systems, and the adoption of an interdisciplinary approach to
cybersecurity.

Key words: post-quantum environment, emergence, cybersecurity, quantum computing, adaptation.

Beryn. Po3BUTOK KBaHTOBHX OOUHCIICHb CTBOPIOE HOBI BHKJIMKM AJISI CyYacHHX CHCTeM iHpopmariitHoi
0e3meku, M0 BUMarae meperisay MigXoAiB A0 ix moOyaoBu Ta ajantaiiii. [IocCTKBaHTOBE cepeloBHILE XapaKTe-
PHU3YETHCS B3aEMOJIIEIO JIBOX CKJIAJJHUX CHCTEM — KBAaHTOBUX TEXHOJIOTIH Ta Aep)kaBHOI cucTeMu iHpopManiiHol
6e3nexu. Lli cuctemMu MaloTh pi3HY MPUPOAY, CTPYKTYPY 1 AUHAMIKY, IO YCKIQJHIOE IX 1HTErpalilo Ta norpedye
PO3pOOKH HOBHUX alaiTUBHUX METOJIIB.

KBaHTOB1 TeXHOJIOTIT BIIKPUBAIOTh HOB1 MOYJIMBOCTI, TaKi sIK CTBOPEHHS CTIHKHX JI0 3)1aMiB KaHAJIiB 3B’ sA3KY,
OIIHAK OTHOYACHO CTBOPIOIOTH 1 PH3HKH, ITOB’s13aHi 31 3pOCTAHHSAM MOTY)KHOCTI KBAHTOBUX aJITOPUTMIB JUIS aHATI3Y
Ta KoMIpoMeHTamii nanux. [HpopmaniiiHa Ge3rneka JepKaBu, y CBOIO Yepry, Ma€e 3a0e3redyBaTH CTIHKICTh Halli-
OHAJILHOI THPPACTPYKTYPH, BKIFOUAIOUN YPSIIOBI KOMYHIKAIIil, yIPaBIiHHSA KPUTHUYHO BOKIMBHMHU pecypcamMH Ta
3axHCT KOH(DIACHIIITHOT iH(popMarii.

Jns nporo HEOOXiZHO BIIPOBA/DKYBATH IHHOBAaWiWHI pillCHHS, SIKi JO3BOJISIOTH THYYKO aJanTyBaTUCS 10
JUHAMIYHUX 3MiH Y TEXHOJOTiYHOMY JaHamadTi. OcoOnuBy yBary Ciiii IpUAUIMTH afanTalii CKIaAHUX CHCTEM
iHpopManiiHOi O6e3MeKu 10 BUKIUKIB, sIKi CYIPOBOMXKYIOTh BIIPOBA/PKCHHSI KBAaHTOBUX TexHouoriil. Llei mporec
notpedye po3poOKH METOIIB, 1110 BPaXOBYIOTh CKJIAIHICTh 000X CHCTEM, IXHIO B3a€MO3aJIe)KHICTh Ta HEOOXiTHICTh
(yHKI[IOHYBaHHS B YMOBaX HEBH3HAYEHOCTI. VIeThCA TPO CTBOPEHHS MOJENeH, ski 3abe3neuars edeKTHBHHUIA
mepexia 10 KBAHTOBO-CTIMKOI apXiTEKTYpH 3 YpaXyBaHHIM CY9acCHHX 3arpo3.

30KpeMa, MePCIeKTUBHIM HaIPSIMOM € pOo3po0Ka OaraTopiBHEBHX aIallTUBHUX CHCTEM, SKi IIOEJHYIOTh KBaH-
TOBI Ta TPAIUIIIHI MiAXOAH, 3a0€3MeUYIOUN X THYYKICTh, CTIMKICTh 1 HamiiHICTh. [le BKIIOUaE MeXaHi3MHU po-
THO3YBaHHS 3arpo3 3a JIOIIOMOTOI0 IITYYHOTO iHTENIEKTY, aBTOMATH3AIF0 TPOIIECiB OIIHKY PU3HUKIB Ta IHTETPAILIiI0
TEXHOJIOT1H, 37]aTHUX MPAIfOBaTH Y CKIAJHOMY JTWHAMIYHOMY cepenoBHIi. Takuii miaxia J03BOIUTH adaNTyBaTH
Jep>KaBHI cHCTeMH iH(OpMaIliitHOT Oe3MeKH 10 HOBUX YMOB, 3a0€311euyI0ouH iXHIO CTIHKICTD 1 €PEKTUBHICTH y ITOCT-
KBAaHTOBOMY TE€XHOJIOTIYHOMY CEPEIOBHIIII.

AHaJji3 ocTaHHix goc/imkens i myduaikaniii. PO3BUTOK KBAaHTOBUX OOYMCIIEHb CTBOPIOE HOBI 3arpo3u AJs
Cy4acHHMX CHCTeM iH(opMariiiHoi Oe3mexy, Mo BUKINKAe NOTpedy y BIPOBAKCHHI KBAaHTOBO-CTiMKHX DIlEHB.
KganToBi anropurmu, Taki sik anroputM lllopa, MaloTh 31aTHICTh MOPYIIYBaTH OCHOBH KPUNTOrPagiqHUX MPOTO-
KoJiB, 30kpeMa RSA Ta ECC, mo niakpecntoe HeoOXiHICTh BIIPOBaKEHHSI HOBUX cTaHIapTiB Oe3nexu. Cyriac
et al. (2024) HaroJoOMyrOTh Ha BAXKJIMBOCTI MOEIHAHHS KJIACHYHHUX 1 KBAHTOBUX MPOTOKOJIB, TAKUX SIK KBAHTOBHH
po3nonin kirodiB (QKD), 11 CTBOPEHHS 3aXHICHUX KaHAJIB 3B’ S3KY.

OjHi€I0 3 KIFOYOBHX NPOOJIeM € BILIMB KBAHTOBUX O0YKCIieHb Ha cuctemMu [HTepHeTy pedeit (IoT). Alomari
i Kumar (2024) Big3HauaroTh, 110 X0Ya KBAHTOBI OOYMCIICHHS CIPHSIOTH NMPUCKOPCHHIO 0OpOOKM TaHWX, BOHU
TaKOXX CTBOPIOIOTH HOBI 3arpo3u I O6e3neku loT-cucteM. Y BiNMOBiAB Ha 1€ 3aPOIIOHOBAHO ITiIXOMH, SIKi 1HTe-
IPYIOTh EMEP/IKCHTHI BIaCTUBOCTI AJIS 3a0€3MEUEHHS CTIMKOCTI TAKUX CHUCTEM.

Anantraj et al. (2023) mpomoHy0Th CHCTEMHUH MiIXi1 10 iH(opMaliiiiHoT 6e3meku, skuil 6a3yeThCst Ha IPUH-
IUMAX eMEePAXKEHTHOCTI. Llel mixia 103BoJIsie CTBOPIOBATH AAaTUBHI MOJIEI aHANi3y PU3HKIB Ta 3aXUCTY JaHUX,
sIKi 371aTHI 10 camooprasizanii. OcoOnuBy yBary MpUIUICHO IHTErpalii afaNTUBHUX TEXHOJOTiH y MOCTKBAaHTOBE
cepenoBulIle ATl MOOYA0BU CaMOPEryIbOBAaHUX CUCTEM 3aXUCTY.

[puHIHIN eMepIKEHTHOCTI CTal0Th BAKIMBUMHE B KOHTEKCTI KBaHTOBOT Kpunrorpadii. Cyriac et al. (2024)
i AKPECITIOIOT, M0 B3aEMOIis PI3HUX KOMIIOHEHTIB, TAKHX SIK IIO€THAHHS KITACHYHIX 1 KBAHTOBHX ITiTXO/IiB, CIIPHSIE
YTBOPEHHIO BJIACTUBOCTEH, 1110 TIEPEBUIIYIOTh MOXKIMBOCTI OKpeMuUX ejeMeHTiB. Lara-Nino et al. (2022) akueHTy-
FOTh YBary Ha HeoOXiTHOCTI BIIPOBA/XKCHHS KBAHTOBO-CTIHKUX aJITOPUTMIB, SIKi 0a3yIOThCS Ha IpaTkax i reni-QyHk-
isX, K HAAIMHOTO MEXaHI3My 3aXHCTy B JICPKABHOMY CEKTOPI.

KpiM ToTO, CHHEpTis MiIX PI3SHIMHU METOJAMH 3aXHCTY ITiCHIIOE €eMEPPKCHTHI BIACTHBOCTI cucTeM. Alomari
i Kumar (2024) posmisinarors koMOiHOBaHE BUKOPHCTaHHS MH(PyBaHHS 1 6araTopiBHEBOIO KOHTPOIIO AOCTYILY
SIK TIPUKJIA] Takoro migxoxy. Lle 3abesneuye OunbII CTIKMil 3aXUCT B yMOBaX JUHAMIYHOTO CEPEIOBHUILA 3arpo3.
BucHoBku Anantraj et al. (2023) migkpecioTh BaXIMBICTh JTOCHIAIB UX METONIB. [HTerpaiis Takux miaxoiB
3 aKTUBHHM MOHITOPHHIOM Ta aJalTHBHUMH TEXHOJOTISIMHU CTA€ KIFOYOBUM HAMPSIMOM Il MAaOyTHHOTO iH(OP-
MaliiHoi 6e3neKu.

IMocranoBka mpoodsaemu. [IocTKBaHTOBI OGUMCICHHS CTBOPIOIOTH HOBI BUKJIMKY JUTS 3a0e31edeHHs iHhopma-
idHOT Oe3MeKn, 0COOIMBO B KOHTEKCTI Aep>KaBHUX 1H(MOPMAIIHHUX CUCTEM Ta KPUTHYHO BaXKJIMBUX 1H(pacTpyK-
Typ. 31 3pOCTaHHSAM MOTY>KHOCTI KBAHTOBHX TEXHOJIOTIH 1CHYFOU1 I IXOH 110 3a0€3MeUCHHS 3aXHCTY JaHUX CTAl0Th
Jenaixi MeHII e(heKTUBHUMHE. Bpas3uBicTh CydacHUX KpUNITOTpadiuHUX CHCTEM HOTpeOy€e HE JIMIIIE BIPOBAKCHHS
HOBHMX KBAHTOBO-CTIMKHX aJITOPUTMIB, ajie i IepeOCMHCIICHHS METOOJIOT 1 BUSBIICHHS 3arpo3 1 MOOYIOBH a/Ial THB-
HUX CHCTEM Oe3IeKH.
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KittouoBoro mpo0iiemMoro € Te, o TpaauIliiHi Mojeli Kibep3axucTy 0a3yloThCs Ha CTATHYHUX METO/aX BHSIB-
JICHHS 3arpo3, sKi He BiAMOBIJAIOTh AUHAMIYHOMY Ta IIBHAKO 3MIiHIOBAaHOMY JIaHAMIA(TYy cydacHHX aTak. Iloct-
KBaHTOBE CEpEIOBHILE BUMAarae iHHOBaLlIHHUX MiJXOAIB, SIKi BPaXOBYIOTh MOXKJIMBOCTI KBAHTOBHX OOYHCIIEHb IS
aHayi3y, MPOTHO3yBaHH: Ta HEHTpaii3alii pu3uKiB y peanbHoMy 4aci. Lle cTocyeTbes He nuiie po3poOKH HOBHX
TEXHOJIOTIH, ajie i CTBOPEHHS CAaMOHABYAIFHUX CHCTEM, 3[JaTHHUX aaITyBaTHCS J0 HOBHUX THIIIB 3arpo3 0e3 BTpy-
YaHHS JIIOIIHU.

VY nepkaBHOMY KOHTEKCTI I1e TUTaHHS Ha0yBae KpUTHYHOTO 3HAYCHHS, OCKIJIBKH BiJl iHQOpMAIIHOT Oe3NeKn
3alIeKHUTh 30epekeHHs] KOH(DIISHIIIMHOCTI, IIUTICHOCTI ¥ TOCTYITHOCTI JTaHWX, SKi MIATPUMYIOTh (PYHKI[IOHYBaHHS
YPSAIOBHX CTPYKTYP, HAIIOHAIBHOT OE3MEKH Ta KPUTUYHUX CEKTOPIB €KOHOMIKH. 3arpo3u MOCTKBAHTOBOTO CEPEJIO-
BHIIIA OXOILIIOIOTH HE JIUIIC MPSIMHIA KOMIIPOMIC JIaHWX, & i HOBI, CKJIaJIHI BEKTOPHU aTak, SKi MOXKYTh 3aJIUIIATHCS
HETIOMIiYeHHUMH B PaMKax iCHYIOUMX CHCTEM MOHITOPHHTY.

Heo6xi1HO po3poOHUTH HOBI MiJXOAW O BUSABIECHHS 3arpo3, SKi IPYHTYIOTHCS Ha MPUHIMNAX aAaNTUBHOCTI
Ta eMEepPKEHTHOCTI. AJTAITUBHICTh JI03BOJISIE CHCTEMaM pearyBaTh Ha HenependadyBaHi pU3UKH, TOML K eMep-
JOKEHTHICTb CTBOPIOE HOBI BIACTUBOCTI Yepe3 B3a€MOJII0 KOMIIOHEHTIB CUCTEMH. [HTerpatis ux miaxoais 3ade3-
MEYUTh MOXKITUBICTH CAMOPETYIIOBAHHS, AKTUBHOTO MOHITOPHHTY Ta IIBUIKOTO pearyBaHHs Ha HEBIIOMi 3arpO3H.
TakuM YHMHOM, TOCTKBAHTOBE CEPEIOBUIIE BUMArae TpaHchopMaliii miaxoais 10 iHpopMamiiHoT Oe3MeKH IIITX0M
BITPOBAKCHHS IHHOBAIIITHAX METOMIB aHAI3y PU3HKIB, aTallTABHUX MOJIEINEH 3aXUCTy Ta CHCTEMHOTO YIIPABIIiHHS
3arpo3amHu, 3JJaTHAX 3a0€3MeUNTH CTIHKICTh Y HOBIM TEXHOJIOT1YHIN peasbHOCTI.

Meta pociigxenns. OIiHKa BIUTUBY IOCTKBAHTOBOTO CEpEeIOBHINA Ha iHPOpMAIliiHY Oe3MeKy Jiep)KaBu Ha
MiJICTaB1 3alIPOIIOHOBAHOTO €MEPKEHTHO-aJalITUBHUI METOJY, IO IPYHTYEThCS Ha MPHHIMIIAX CaMOOpTaHi3aIlii
Ta CHHEprii.

BukJjag ocHoBHOro marepiaJy jgocaimkenHs. [1in yac peasnizailii 3alpornoHOBaHOTO METOy Mependada-
€ThCSA HACTYIHA MOETAMHICTh:

1. Ioenmudghikayia 3azpo3: Ha IbOMY €TaIli IPOBOAUTHCS aHANI3 BEKTOPIB aTak, sKi 0a3yr0ThCsl Ha MOXKIIMBOC-
TSX MIOCTKBAHTOBUX TEXHOJNOTiH. OCOOIHMBY yBary NPUIUIIOTh BPA3IHBOCTIM CY9aCHUX KPHIITOrpadiyHUX MpOTO-
koiiB (RSA, ECC, DSA) no anropurmis [llopa yu Iposepa.

2. Moodentweanns amax: CTBOPIOIOTHCS CUMYJIAII KBAHTOBUX aTakK, MIO JAIOTh 3MOTY OI[IHUTH HMOBIPHICTh
YCIIXY 3JIOBMHCHHKA, & TAKOXK PO3POOUTH MOXKIIMBI. clieHapii arak. Ile BKiIrouae aHali3 MOTCHIIIHHOTO BIUTUBY KOM-
MpOMeETaIlii Ha KJIF0YOBI CHCTEMH JIepKaBHOT iHQPaCcTPyKTyp

3. Adanmauia Oe3nexosux nOAIMUK: BIPOBAIDKYIOTHCS MOCTKBAHTOBI aJTOPUTMH (HAIPUKIIA[, PEIIiTKOBI
CXeMH, KOZIOBi anroputmu abo rem-¢ynkuii). [licas iHTerparii anropuTMiB IPOBOAUTHCS TECTYBAHHS OHOBICHUX
CUCTEM, MOHITOPUHT €(DeKTHBHOCTI 3aXUCTY Ta MOCTiHHA aJamnTallis MOMITHK JI0 HOBUX 3arpo3, TAKOXK BiJMOBITHY
CErMEeHTAIliF0 MOoeTamHOCTi (AuB. puc. 1).

IHiuianasauin

aHanisy 2 o o
AHasis r = e
6esneku OuiHka |
sarpos | -
Bpasnu- Ouinka >
- et
BOCTEM KPUTUYHMUX S
MNposepexHn A h " : : 2N
f Aet ! DT Cumynsauin P?SMKa A
CUCTEMATHUIHOIO ,’l(ﬂ MAXKEHHA arak PIWEHL \\
OrNAAY ICHYIOUHX MOXNHBOCTEM inedTudikayin Ta  MOCTKBAHTOEBO a P
MEXaHI3MIB KBAHTOBMX anania Ouixka | __6esnekn 7'/
3aXMUCTY oBuHCNeHD, AKI BpasNnuBoOCTen Yy CTIMKOCTI Cumynauina
MOXYTb KpunrorpadivHux NnpoToxkonis KBAHTOBMX Bubip Ta
NOPYLWKTH anropuTMax 3B'A3KY A0 arak ans BNPOBAKEHHA
Kpuntorpadiusl KBaHTOBMUX OLlIHKH HOBMX
CUCTEMM arak ' KpuntorpadIiuHmx

anroputmis

Puc. 1. OuiHka NoCTKBAaHTOBOI Oe3meKu

Cxema, 300paskeHa Ha PHCYHKY |, BimoOpaxkae 0araTocTyneHEeBUil aJrOpUTM OLIHKU BIUIMBY MOCTKBaHTO-
BOTO cepeZoBuIIa Ha iHpopmaniiiHy Oe3neky. Ha nepuiomy erarri 3n1iiCHIOETbCA 1HIIIai3allis aHai3y Oe3MeKH, 1o
nependavae MPOBEACHHS CHCTEMAaTHYHOTO OTIAY ICHYIOUMX MEXaHi3MiB 3aXUCTy JUIS GOpMyBaHHS 0a3u MOAaib-
IIOTO aHaI3Yy.

JlaJti BUKOHY€ETBCS aHalli3 3arpo3, SKUi (OKYCY€EThCS Ha JOCIIKCHHI MOYKIIMBOCTEH KBAHTOBHX OOUHCIICHD,
3JIATHUX TIOPYIIUTH CyYacHi KpunTorpadivHi cucteMu. HacTylmTHUM KpOKOM € OIliHKa Bpa3IHUBOCTEH, i Yyac SKOi
1IeHTU(IKYIOThCS BUKOPHUCTOBYBaHI KpunTorpadivni anroputmu, Taki sk RSA ta ECC, 1 aHamizyeTbest iXHS CTiid-
KiCTh 10 aTaKk KBAHTOBHMH aJrOPUTMaMH.
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[Ticns 11bOT0 BUKOHYETHCS aHANI3 KPUTHUYHHUX TOYOK 1 MPOTOKOIIB 3B’SI3KY, IO OXOIUIIOE OLIHKY CTiMKOCTI
Takux nportokonis, sk TLS/SSL, IPsec, VPN, 10 MOXXIHBHX KBaHTOBMX aTak. HacTymHHM eTamnoMm € CUMYISIis
arak, sika nepeadayae MOICTIOBaHHS KBAHTOBUX aTak JUIsl OLIHKYA HMOBIPHOCTI IXHBOTO YCHiXy. 3aBepIIaJbHIM eTa-
IIOM € Po3po0Ka pillleHb NOCTKBAHTOBOT OE3MEKH, 110 BKII0YAa€ BUOIp Ta BIPOBAHKEHHS HOBUX KpUITOrpadiuHuX
QITOPUTMIB, CTIHKHAX O KBAaHTOBHX aTakK, Ta iXHIO IHTETPaIlil0 B ICHYIOYl CHCTEMH. YCi eTalmy B3a€MOIIOB’ s3aHi Ta
3a0e3MeuyIoTh AMHAMIYHY aJanTallif0 CHCTEMH JI0 HOBHUX BHKJIMKIB. BHKOPHCTOBYIOUH MOETAIHICTH CPOPMYEMO

CTPOIIEHUH aNTOPUTM Yy BUIIAIN CXeMHU (IIMB. pUC. 2), SKa Bi3yalli3ye MPOIECH Ta B3aEMO3B’s3KH, IO peaisye
3aIpPOTIOHOBAaHUI METO/I.

CumynoBartu
araku?

HI | Tak

)

_ Pozpobka MoeepHyTHCA
' MOCTKBAHTOBMX ) o
pilleHb MOHITOPUHIY

. IHTEerpauin
= pilleHb

-
TecTyBaHHA
OHOBNEHoI

CUCTEMM

|

BeznepepBHUMA
MOHITOPUHI
Ta aganTauin

l

Puc. 2. BimoOpaxeHHs CXeMH y BUDIISAI arOPUTMY peatizallii eMepIKEHTHO-aJalITUBHOTO METOLY
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Po3rnsiHEMO nuTaHus afaTUBHOCTI, IO MTOB’S3aHO 3 BUKOPUCTAHHAM IITYYHOTO IHTEIEKTY y 3a0e3NeueHH1
(YHKIIIT aJIXAaNTUBHOCTI LIBOTO METOZY.

[tyynwuii inTenekt (LLII) BUKOPMTOBYETCS y afanTHBHOMY MpOIECi eMepIKeHTHO-aJalTHBHOIO METOY,
OCKUIBbKH BiH 3a0e3Medye TUHaMIuHy iHTerpawilo aHallizy, IpOTHO3YBaHHs Ta aJanTauii CKJIaJHUX CHCTEM Y Bij-
MOBiIb Ha 3arpo3u abo 3MiHu cepenopuia. 1111 3naTHAI BUSBIATH eMEpIKEHTHI BIIACTHBOCTI CUCTEMH, SIKi BUHH-
KaloTh 13 B3a€MOJIIT ii €JIeMEHTIB, 1 BHKOPHCTOBYBATH 11 BAACTUBOCTI JJIs MiJABUINECHHS €()EKTUBHOCTI YIPABIiHHS
PHU3UKaMH.

VY 11bOMy KOHTEKCTI BaXJIMBY POJIb BIAIrParOTh HEHPOHHI MEpexi, sKi € KIo4oBUM KommoHeHToM 1T ms
00pOOKH BEIMKHUX OOCSTIB JaHWX, aHAJ3y CKJIQJIHUX 3aKOHOMIPHOCTEH Ta 3a0e3leveHHs alaiTUBHOCTI. [TTHOOoKi
HelipoHHi Mepexi (Deep Neural Networks, DNN) 3a0e3neuyroTh 31aTHICTh CHCTEMH PO3ITi3HABATH CKJIA/IHI Ta HEJIi-
HilHI 3aJI€)KHOCTI MIXX pi3HUMHM IIapaMeTpaMH B yMOBaX AMHAMIYHOTO CEPEIOBHIIIA.

Hanpuknan, y kibepOe3mnerni HEHpOHHI MepeXi BUKOPUCTOBYIOTBCS UIsl aHaJli3y BENMKHX MACHUBIB JaHHX,
TaKUX K Tpagik Mepexi a0o MoBEIHKA KOPUCTYBaUiB, ATl BUSIBJICHHS aHOMaJIii, sIki MOXKYTb CBITUUTH NPO MTOTEH-
uiiiHi 3arpo3u. [TnOoki HeHPOHHI MepeXXi TaKOK MOXKYTh MPOTHO3YBATH MMOBIPHICTh YCHILIHUX aTak, adanTyIoun
CUCTEMY 3aXHCTY JI0 HOBHX YMOB IlIe O BUHUKHEHHs npoosieMu. HelipoHH1 Mepesxi 103BOJSIOTH CTBOPIOBATH aBTO-
HOMHI aJJalTUBHI CUCTEMH, Ki CAMOCTIHHO BUBYAIOTh JHHAMIKY cepeIoBHIIa. Hanpuknan, peKypeHTHI HeHpOHHI
Mepexi (RNN) 0Co0IHBO e(beKTHBm UL aHAi3y YacOBHX ITOCIITOBHOCTEH JaHUX, IO TO3BOJIIE MIPOTHO3YBATH
MaiOyTHI nozii, 3acHOBaHi Ha ICTOquHIH iH(pOpMarIii, Bif HOBEIIHKU 3TOBMUCHHKA IO PO3BUTKY 3arposu.

Konsomoniitai mefiponni mepexi (CNN), y cBOIO 4epry, MOXYTb 6yT1/1 KOPHCHHMH JUTSl aHAaJIi3y CTpyKTypoO-
BAHUX JaHUX, TAKHX SIK [TAKCTH MEPEKEBOTO Tpaquy, BUSIBILIIOUH XapaKTEpHi MaTepHHU a0 BiIXWICHHS Bil HOPMH.
3aBISKH UM BIIACTHUBOCTSM HEUPOHHI MEpPEXi CTalOTh OCHOBOIO ISl CTBOPEHHSI aJTAITUBHUX CHUCTEM, SIKi MOXKYTh
BUSIBJISITH PaHillie HEBiZIOMi 3arpo3H, CTBOPIOBATH HOBI MEXaHI3MH 3aXHCTy Ta 3a0e3MedyBaTy MPOaKTHUBHE YIIpaB-
JIHHS PU3UKAMH.

BoaHouac BOHM MiBUILYIOTH PiBE€Hb iHTETpallii MiX Pi3SHUMU KOMIIOHEHTAMH CHCTEMH, TAKUMHU K udpy-
BaHHS, aHaJIi3 aHOMaJIiil 1 ypaBIliHHS JOCTYTIOM, CIIPUSIOYN CTBOPEHHIO €JMHOTO aJalTUBHOTO MEXaHi3My 3aXHCTY.
TakyuM YMHOM, BUKOPHCTAHHS HEMPOHHUX MEPEX Yy paMKax eMepIKEHTHO-aJallTUBHOIO METOAY 3a0e3leuye He
JIMIIIE TiABHMINECHHS CTIHKOCTI CHCTEM J0 JWHAMIYHUX 3MiH, ajie ¥ IXHIO 3[aTHICTh CAMOCTIHHO €BOJIOIIIOHYBATH
IUTSL pearyBaHHs Ha HOBI BUKJIHKH.

I € ¢pyHIAMEHTATBHOI YaCTHHOI €MEpKCHTHO-aJalTHBHOTO TiIX0Ty, OCKUIBKH BiH 3a0e3Ieuye JHHa-
MIYHY iHTETpaIlito aHai3y, IPOrHO3yBaHHs Ta aJIaNTallii CKIIaJJHIX CUCTEM J0 HOBUX 3arpo3. 1111 no3Bosnse aBToma-
TU3YBATH MIPOIICCH BUSBJICHHS BPa3IMBOCTEH, MOJICTIOBAHHS aTaK i po3p0o0KH 3aXUCHUX MEXaHI3MiB. 3aBISKH MOX-
JUBOCTSIM HEHPOHHUX MEPEX, TAKUX K IMnOoKi HeliporHI Mepexi (DNN) i pexypenTHi HelipoHHi Mepexi (RNN),
HII 3gaTHMIt aHaNi3yBaTH BEJINKI OOCATH JAHUX, BUABIIAIOUN CKJIAJHI 3aKOHOMIPHOCTI Ta HEJIHiIHI 3a1eXHOCTI.

3acrocyBaHHS HEHPOHHHUX MEpeX y KibepOesmeli Bkiroyae aHaiz anoManiid, ae LI 3naTHuii BUsSBIATH aHO-
MaJtii B MepexeBoMy Tpadiky, 1[0 MOXKYTh BKa3yBaTu Ha MOTEHIIiIHI 3arpo3y, aHali3yl04uU MiTbHOHY aKeTiB JAHUX
y peanbHOMYy 4aci. [Iporano3yBaHHs aTak 3A1HCHIOETHCS 3@ JJOMIOMOT0I0 BUKOPUCTAHH ICTOPUYHUX JaHUX JJISl MOJIe-
JIIOBAHHS IIOBEIHKY 3JI0BMICHUKIB Ta IPOTHO3YBaHHSI HOBUX CIICHAPIiB aTak.

ABTOMaTHYHA a/IalTaIlisl JO3BOJISIE CHCTEMaM CaMOCTIHHO KOPHUT'YBAaTH TONITHKH OS3MEKH 3aJIeKHO Bifl 3MiH
y CEpeJIOBHII, HANPHKIIAJ, aKTHBYFOUHM HOBI aJIFOPHUTMHU NMIM(PYBaHHS ab0 OOMEXYIOUH JOCTYI 10 KPUTHUYHUX
pecypciB. CaMoHaBYaHHS 3a0e31e4ye BJOCKOHAJICHHS CHCTEM 3aBJISIKH BUKOPUCTAHHIO TEXHOJIOTIH TITHOOKOTO HaB-
YaHHS, TIBHIYIOYH iXHIO CTIHKICTh JIO 3arpo3, HaBiTh THX, SKI PaHIIIe HE ICHYBaJIH.

EmepmkeHTHO-aJanTHBHUI MeTo 0a3y€eThcsl HA MOJISIIOBAHHI 3arpo3, CTBOPEHHI areHTHO-OPIEHTOBaHUX
MoJIeIiel JUTsl OI[IHKM MOKJIMBHX BIUIMBIB KBAHTOBHX aTak Ha iH(opMaliitHi cuctemu. O1iHKa Bpa3IuMBOCTEH 30ce-
PEemKY€ETHCS Ha aHaITi31 CIA0KUX MiCllb Y KpUITOTpa(iuHUX CHCTEMAax, 0COOIUBO THX, 5IKi 0a3yIOThCS Ha KIIACUYHUX
anropuTMax mudpysaHHs. JJuHaMidHa ajanraris nepexdadae po3poOKy MeXaHi3MiB peaIbHOTrO 4acy JUls HepeMHu-
KaHHsI MK KJIACHYHUMH 1 TOCTKBAHTOBHUMY KPUNTOrpadiYHUMHU POTOKOTIAMH.

EmepmxeHTHUI aHAaTI3 PU3HKIB BUBUAE KACKaTHI €PEKTH KOMIIPOMETAIlii OJHI€1 YACTUHU CHCTEMH Ha BCIO
iHppacTpykTypy. IIporao3yBanHs MaiiOyTHIX BHKIUKIB BKIOYAE GpopcalT-aHami3 i3 BUKOPUCTAHHIM IITYYHOTO
IHTENeKTy i mependadeHHs HOBHX 3arpo3 Ta IOBTOCTPOKOBOTO IDIaHYyBaHHSA Oe3meku. [Hrerparis cuHepril
MOETHYE ICHYIOUI TEXHOJIOTIT 0€3MEeKH 3 HOBITHIMHU ITOCTKBAHTOBUMH PIICHHAMU JUTS T ABUIIICHHS €(DeKTHBHOCTI
3aXUCTY.

[Tpukam MOKIUBOTO BUKOPHUCTAHHS METOY — HAO1IBIIT Bpa3JIiBa y HOCTKBAHTOBOMY CEPEIOBHUIII CHCTEMA
3 BUCOKHM CTYIIEHEM eMEPKEHTHOCTI, sIK (DiHaHCOBa cucTema (IuB. puc. 3). Y (iHAHCOBIH cucTeMi eMepKeHT-
HO-aJIaNTUBHUN METOJ MOXKE OyTH 3aCTOCOBAHMIA JIsl MOJICTIIOBAHHS aTaK KBaHTOBOTO KOMIT'FOTEpa, aHaJli3y CIie-
HapiiB KoMIIpoMmeTalii HUPPOBUX MIANUCIB Y TPAH3AKIIAX, OLMIHKA CTIHKOCTI MPOTOKOMNIB J0 aTaKk KBaHTOBHUMH
aITOpUTMaMH, BIPOBAXKEHHS MOPUIHOTO 3aXHCTy Yepe3 1HTerpalilo KIACUYHUX 1 MOCTKBAHTOBUX KPHUIITOTPa-
(hiyHUX pilLIEHB.

Takoxx BiH ITO3BOJISE aHANi3yBaTH PU3UKU, BUBYAIOYHM BIUIMB KOMIIPOMETAIil OZHOTO KOMIIOHEHTa Ha
BCIO CHCTEMY, i 3IiHCHIOBATH JOBrOCTPOKOBE ITPOTHO3YBAHHS, OIIIHIOIOYH BIUIMB KBAaHTOBHX TEXHOJOTIH depes
5-10 poxkiB Ha (hiHAHCOBI TpaH3aKIIii Ta OE3MEKy NaHUX.
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MogenwBeaHHA ataK - ] f_.'}'pqimta CcTIHKOCTI NpOTOKONIB

CueHapii atak -- P r- TecTyBaHHA NPOTOKONIB
Kosane STALLE LM OROro . i
KROMMNPOMETALIA UHPPOBOMD 8 r= BHABNEHHA CNAaGKuUX Micub
manucy
BpaznueocTi WwudpyBaHHA
CumMmynsvia 3arpos EmMepameHTHO-
aARANTHEHHHA
AHANIZ PHIHKIE METOR 3axucTy i Srpor .
4] thiHaHCOBOI rispugHoro axucTy
] CHCTEMH ] e
Bnnue KoMNoHEHTa -- \ J r = KnacuuHa KpunTorpadgis
KackanHi eexTn r- MocTkeaHToBa KpunTorpadin
Minimizauin puarkis Hosi KpunTorpadivxi cxemm

JoErocTpoKoBe NPOrHO3YEaHHA

Bnnue KBaHTOBMX TEXHONOTIA

Crparerii aganTauii

Puc. 3. Cxema mporiecy 3acTOCyBaHHS eMEPIKEHTHO-aIalITUBHOTO METOY B KOHTEKCTI (hiHAHCOBOI CHCTEMH
Ut 3a0e31edeHHs iHpopMaIliitHol Oe3MmeKkn B yMOBaX KBaHTOBUX 3arpo3

Cxema, IpeacTaBIeHa Ha PUCYHKY 3, BifOOpaskae MpoIec 3aCTOCYBaHHSI eMEPPKEHTHO-aIalITUBHOTO METOIY
B KOHTEKCTi (piHAaHCOBOI cucTeMH uIsl 3a0e3nedeHHs iHpopMariiHoi Oe3MeKn B yMOBaxX KBaHTOBHUX 3arpo3. Bona
CTPYKTYpOBaHa Yy IT’SITh KIIOUOBMX KOMIIOHEHTIB, SKi MOCIIJOBHO Ta B3a€MOIIOB’S3aHO Pealli3ylOTh 3aBIaHHS
OLIIHKH PU3UKIB, MOAETIOBAHHS CLIEHAPiiB aTak, BIPOBA/PKECHHS KpUNTOrpadiuHUX pPillleHb Ta JOBIOCTPOKOBOIO
MIPOTHO3YBAHHS.

[eprumii eneMeHT — MONIEIIOBAHHS aTaK 3 BUKOPHCTAHHSAM KBaHTOBHX CKJIAIHUX CHCTEM — OXOILTIOE aHai3
MOXJIMBHX CLIeHapiiB kKoMIipoMeTalii tu(poBUX MiANKCIB y TpaH3akLisx. Ha ipoMy eTarri CTBOPIOIOTHCS CUMYIIALIT
JUTS OLIIHKH TIOTEHIIMHOT 3arpo3u KBaHTOBUX OOYHCIICHb Ha KpUOTOTrpadivuHi MEXaHi3MH, 5SKi BUKOPHCTOBYIOThCS
y (piHAHCOBUX CHCTEMaX.

Jpyruii eeMenT, olliHKa CTIHKOCTI IPOTOKOJIIB, Mepeadadae TeCTyBaHHs ICHYIOUHX IMPOTOKOJIIB Oe3MeKH Ha
MpeaMeT iXHbOI BPa3JIMBOCTI JIO aTaK 3 BUKOPHUCTAHHSM KBaHTOBUX anropuTmiB. Llelt etam m03Bolisse BU3HAYUTH
cJ1abKi MicIst B cUCTeMi uQpyBaHHS Ta KOMYHIKaIlii.

Tpertiit KOMIIOHEHT, BIPOBAKEHHS TOPHUIHOTO 3aXHUCTY, 30CEPEHKEHII Ha 1HTerparlil KIaCHYHUX Ta IIOCT-
KBAaHTOBHX KpHUNTOrpadiuHux pimeHs. Bin nependadae BUKOPHCTAHHS IHHOBAIITHAX CXeM MU(PYBaHHS, TAKUX SIK
PELIITKOBI anropuT™Mu abo KOJOB1 KOHCTPYKLIi, JUIs MiIBUILEHHS CTIHKOCTI CUCTEMH JI0 HOBITHIX 3arpo3.

UerBepTuil €l1E€MEHT, aHalli3 PU3HKIB, CIIPSIMOBAHUM HAa BUBYEHHS BIUIMBY KOMIIPOMETAIlii OHOTO KOMIIO-
HEHTa Ha 3arajbHy iHQPACTPYKTYpy cHCTeMHU. TYT BpPaxOBYIOThCS KacKaHi e(EKTH Ta PO3POOISIFOTHCS MEXaHi3MU
JUISl SMEHIIIEHHST MOXITBOTO HETaTUBHOTO BIUIMBY Ha KIIFOYOBI IPOIECH.

[I’sITrit KOMITOHEHT — JOBTOCTPOKOBE IPOTHO3YBAaHHS — 3a0€3Meuy€e OIIHKY BIUTHBY KBAHTOBUX TEXHOJOTIH
Ha (piHaHCOBY Oe3neky mpotsarom 5—10 pokis. Lleii eran Bkiroyae popcaiT-aHanis i po3poOKy CTpaTeril, SKi JJ03BO-
JISIOTH aJIANITyBaTH CHCTEMY J0 MaOyTHIX BUKJIHKIB.

JloriuHi 3B’sA3KM MK KOMIIOHEHTAMH CXEMH JIEMOHCTPYIOTh IXHIO B3a€MO3AJICKHICTh. MOJICIIOBaHHS aTak
(hopMye OCHOBY JIJIsl OIIHKH CTIHKOCTI IPOTOKOJIIB, PE3YJILTATH SKOI CTal0OTh OCHOBOIO JUIS iHTErparlii ribpuaHoro
3axucty. ['10puaHi pileHHs COpUAIOTh MiHIMI3aIlil pHU3HKIB, 10, y CBOIO Yepry, iIHYOPMY€E JOBIOCTPOKOBE MPOTHO-
3yBaHHs. [IporHO3yBaHHS K reHepye HOBI CIIeHapii 3arpo3, sIKi 3HOBY BPaXxOBYIOThCS IIPH MOJICTIOBAHHI.

TakuM 4MHOM, MpEACTaBIEHA CXEMa € IHTEIPOBAHOI0 CTPYKTYPOIO, siKka 3a0e3ledye aJanTHBHUN IiIXiJ
JI0 3aXHUCTy (hiHAHCOBOI CUCTEMH, JO3BOJIIOUM HE JIUIIEC MPOTHCTOSTH Cy4acHUM 3arposam, ajne i mependadaru
BUKJIMKH, CIIPHYMHEH] EBOIIOIEI0 KBAHTOBUX TEXHOJOTIH.

MaremaTuyHe MpeCcTaBICHHS CXeMH 3 YpaXyBaHHSIM OIIHKU ITOCTKBAaHTOBOTO BILTHBY Ha iHQopMaIiitHy 6e3-
neKy (iHaHCOBOI CHCTEMH MOXKHA 3aCTOCYBaTH UIS BiJOOpPa’K€HHs B3a€MO3B'SA3KY MK €TallaMd MOJETIOBAHHS,
OIIIHKH PHU3HKIB, BIPOBAKEHHS KPUIITOrpadiyHUX PINICHb Ta TOBTOCTPOKOBOTO MPOTHO3YBAHHS.

[To3HAaYNMMO OCHOBHI KOMIOHEHTH CXEMH SIK 3MiHHI:

M () — byHKIis MONETIOBAHHS aTak KBAHTOBOIO KOMII'TOTEpa Ha MOMEHT 4acy ¢ . Bona BpaxoBye cuenapii
KOMITpOMeTaIlii UPPOBUX MiIMHUCIB.

R(t) — (YHKIIIS OIIIHKY CTIHKOCTI IPOTOKOJIIB, KA 3aJICKUTh BiJl Pe3yJIbTaTiB MOJICIIOBAHHS Ta BioOpakae
MIOTOYHY BPa3JIMBiCTh CHCTEMH.
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H (t) — (byHKIIiS TIOPHIHOTO 3aXUCTY, sIKa BinoOpaxkae e()eKTHBHICT IHTETpallii KJIaCHYHKX 1 TTOCTKBAHTO-
BHX KpUNTOrpadigYHHUX PIllICHb.

V(¢) — dyHKuis aHamisy pH3MKiB, 10 BPaXOBY€ MOXKINMBI KacKajHi e()eKTH KOMIPOMETALi KOMIIOHCHTIB
CHCTEMH.

F (t) — (pyHKIIiST JOBrOCTPOKOBOTO IIPOTHO3YBAHHS, SIKA OIIHIOE BIUTMB KBAHTOBHUX TEXHOJIOTIH y MEPCIICKTHBI.

Koxna ¢yHKIIiS 3aJ1€KNUTh BiJ] MOTIEPEHIX €TamiB, o (OopMy€e CHCTEMY TUHAMIYHUX B3a€EMO3B'sI3KiB. Mare-
MaTHU4Ha MOJIeNIb MOXe OyTH NpeCcTaBlIeHa TAKUM YHMHOM:!

M(t)=1,(D,P,K), (1)

Jae D — naHi Ipo iCHyro4i IPOTOKOIH;

P —notouni napametpu kpunrtorpadii,

K — obuncimoBasbHa MOTYKHICTh KBAHTOBHX aJITOPUTMIB.

R(1)=1:(M().5), ©)

ne S — HaOip crenudiYHAX MapaMeTpiB, IO XapaKTePH3YIOTh KPUNITOrpadiuHy CTIHKICTh CHCTEMHU.

1(1)= £,(R(1).C). )

ne C —HaOip KpunTorpadiqHUX pillieHb, MO BKIIOYAE KIIACHYHI Ta ITOCTKBAHTOBI METOIIH.

V(0)=£(H(1).L), @)

Je L — MMOBIpHICTh KacKaJHHUX 3001B y CUCTEMI.

F()=£(V (1).0). ()

ne () — IpOTHO30BAHUH PO3BUTOK KBAHTOBUX OOUHMCIICHB Y MalfOyTHHOMY.

Just oninky 3aranbHOI KopucTi (U ) BiJ BIPOBaPKEHHS TOCTKBAHTOBOTO MiJIXOy BPAXOBYEThCS TOKPAIICHHS
BCIX KOMITIOHEHTIB:

)
U= [[o,M(t)+0,R(t)+ a,H (t) + oy (1) + o, F (t) Jat, (6)
)

Je o,,0,,0,,0,,0; — Barosi koe(ilieHTH, 0 BU3HAYAIOTh 3HAUYIICTh KO)KHOTO €TaIly B 3arajbHOMY KOH-
TEeKCTi iH(opmaniitHOi Oe3meKH.

s Mozens 03BOJISAE OL[IHIOBATH BILTUB KOXKHOTO €TaIly MPOoLecy Ha 3arajibHy CTIHKICTh (hJiHAHCOBOI CHCTEMHU
JI0 IOCTKBAHTOBMX 3arpo3. IHTerparis mokasye CyKymHHH e(deKT Bif 3aCTOCYBaHHS €MEpAKCHTHO-aJallTHBHOIO
METO/y Y BU3HAYCHHUU TIPOMIXKOK Yacy. BaroBi koedilieHTH MOXXYTh KOPHUTYBATHUCS 3aJIC)KHO BiJT IPIOPUTETIB 3aXH-
CTy Ta crenudiky cepeIOBUINA.

MaiiOyTHIH pO3BUTOK €MEPIKCHTHO-aIaNITHBHOTO ITiIX0y BKJIFOYA€ CTBOPEHHS (POPMAi30BaHUX MOJeNei
€MEp/LKEHTHOCTI JUI MPOTHO3YBAaHHS HOBHUX BIACTHBOCTEH CHCTEM Yy KBAHTOBOMY CEPEIOBHIL, BUKOPUCTAHHS
MITYYHOTO THTENEKTY [T (hopcaiT-aHaIi3y 1 TOBTOCTPOKOBOTO IJIAHYBaHHS O€3IEeKH, IHTErpallilo KBAHTOBHX 1 KJia-
CHYHMX CHCTEM JJIs1 3a0e3MeueHHs MAKCUMaJIbHOI CTIHKOCTI iH(opMatiiiHux cucteM. IlependadaroTbes MiXkAUCIIH-
TUTIHAPHI JOCIIKEHHS, SIKi 00’ €JHYIOTh KpUnTorpadito, CHCTSMHHI aHaJi3, KBAHTOBI OOYHCIICHHS 1 KibepOe3meKy.

EmepmkeHTHO-aIallTUBHUN METOJ] € IIEPCIIEKTHBHIM 1HCTPYMEHTOM s 3a0e3nedeHHs iHdopmariitnoi 6e3-
MIEKH B YMOBAX 3POCTAIOUUX BUKJIHKIB, CHPUYNHEHUX PO3BUTKOM KBAaHTOBHX TEXHOJIOTiH. Bin 0a3yeTscs Ha IpUH-
LIMIIaX B3a€MOMIl CKIIAJHUX CHCTEM, HOBHX BJIACTHBOCTSX, III0 BUHUKAIOTH 3aBASKH IXHIM B3aeMOZii, 1 34aTHOCTI
CHICTEM JI0 aJalTaIllii Ta eBOJIOIIi B yMOBaX AWHAMIYHHX 3MiH. L[eif MeTo MpomnoHye He JHIIe BASBISATH i HEUTpa-
Ji3yBaTH iCHYIO0UI 3arpo3Hy, a if MpOrHO3yBaTH HOBI CIICHApii aTak, BpaXxOBYIOUX Henepen0adyBaHi HAaCcIIiIKK BIIPOBa-
JOKEHHS] KBAHTOBHX OOUYMCIICHb. [HTErpallisi MOCTKBAHTOBMX TEXHOJIOTIH, TMHAMIYHA afanTaIlis 10 3MiH 1 aKTHBHE
BUKOPUCTAHHS IITyYHOTO IHTEIEKTY JJIS aHAIII3y 3arpo3 poOIATh el MEeTO IPHHIIUIIOBO HOBUM y KOHTEKCTI Jiep-
JKaBHOI 1H(OpMaIiHHOT Oe3TeKH.

OcHoBHI pe3yabTaTH. OCHOBHI pe3yibTaTd poOOTH EMOHCTPYIOTh iHHOBAIiHNHN MiAXix 10 hopMyBaHHS
MOJITUKHU iH(POPMAIHHOT OS3MEeKH AepKaBH B yMOBaX IEPEeXoAy Ha KBAHTOBI TeXHOJNOTii. Po3pobieHo anroputm,
10 3a0e3neuye 6araToCTyIIeHEBU aHalli3 BPa3IMBOCTEH, BKIIOUAIOUX OIIHKY PU3HKIB Y peajJbHOMY Yaci Ta BIPO-
BaDKCHHS HOBITHIX PIllICHb IS MIiJABHIICHHS CTIHKOCTI iHQOpMAIiitHUX cucTeM. 3alpONOHOBAHO BUKOPUCTAHHS
€MEpIUKEHTHUX BJIACTUBOCTEH CHCTEM I CTBOPEHHS CaMOAalITHBHUX MEXaHI3MIB 3aXHCTY, SKi 37aTHI pearyBaTi
Ha HOBI 3arpo3u 06e3 HeOOXiJTHOCTI 30BHIITHBOTO BTPYYaHHS.

Oco0mBy yBary NpHIiICHO BUSIBICHHIO €(eKTy Bif iHTerpamii KIACHYHHMX i MOCTKBAaHTOBHX KPUITOTpa-
(IYHUX TPOTOKOIMIB, IO AO3BOJISIE TIOCUIIUTH 3aXUCT JAHUX 32 PaXyHOK IOETHAHHS IepeBar 000X mixxomis. Takum
YHHOM, BIIPOBAPKEHHS 3alIPOIIOHOBAHOTO METOAY 3abe3redye TUHAMIvHE Ta aJalTHBHE PearyBaHHS Ha BUKIHKA
MMOCTKBAHTOBOT'O CEPEIOBHIIA, IO € KPUTHYHO BAXKIIUBUM JUIS i ITPUMKH HAIIOHAJTBHOT OC3MEKH Ta 3aXUCTY KPH-
THYHHUX 1HOOPMAIITHAX CHCTEM y CyJacHHX YMOBaXx.

EmepmxeHTHUN MiOXil, IHTETpOBaHUH y MeTOOuKHU 3a0e3nedeHHs iHdopMmaliifHol 6e3neKku, BiAKpUBa€e HOBI
TIEPCIIEKTUBY JUIS TiIBUICHHS CTIMKOCTI Aep KaBHUX 1H(OPMAIIHHUX CHCTEM B yMOBaX MEpPeXoay 10 KBaHTOBUX
TeXHONOTii. Moro yHikaIbHICTh MONATae y BpaXyBaHHi CKIaTHOT B3a€MOJIil M KOMIIOHEHTAMH CHCTEMH, IO 103-
BOJISIE YTBOPIOBATH HOBI BJIACTHUBOCTI IUIs amanTamii 1o HenepeabadyBaHuX 3arpos. 3actocyBaHHs 11, 30kpema
HEHPOHHUX MEpEeX, He TINbKU IiIBUIIy€ 3AaTHICTD IO aHAJi3y BEJIMKHUX 00CATIB JaHUX, ajne i 3abe3rnedye apToMa-
TH30BaHE MPOTHO3YBAHHS Ta JUHAMIUHY a/IallTaIlil0 CUCTEM OE3MEeKH B PEXXHUMi pEasbHOTO Jacy.
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HoBiTHi HanpsMH PO3BUTKY ITi€] METOAUKH BKIIIOUAIOTH iHTErpalil0 KBAHTOBHX OOYMCIIEHB JUIS ONTHMi3a-
il MexaHi3MiB BUSBJICHHS 3arpo3. Hampukiaj, KBaHTOBI aNrOpUTMHU 3/aTHI IPUCKOPUTH HpoLecH imeHTHdikarii
aHOMaJii y MepexxeBoMy Tpadiky abo BUSABICHHS CKIaJHUX MOJEJICH aTak, iKi MOXKYTh 3aJIUIIATUACS HEBUIUMHUMU
JUIA TPAAMLIHHUX CHCTEM MOHITOPUHTY. IIepCHIEeKTUBHUM € TaKOX MOE€JHAHHA €MEPIXEHTHUX BIIACTHBOCTEH i3
TiOpHIHIMEI MOIEIIMH OS3MEeKH, NI KIIaCHYHI, KBAHTOBI Ta IOCTKBAHTOBI MIAXOIU CHHEPTETHYHO MPAIIOIOTH LIS
CTBOPEHHS 0araroeTamHux 0ap’epiB MPOTH aTax.

JlonaTkoBO MEpPCIIEKTHBHAM HAINPSIMOM € BHKOPHCTAHHS NEIEHTPATi30BaHUX apXITEKTyp, TAKHX SK OJIOK-
YeiiH, 171 3a0e3MedeHHs TOBIpH Y IIOCTKBAaHTOBUX cepeoBUIIax. EMepmkeHTHHN X1 Y IIbOMY KOHTEKCTI MOXe
JIOTIOMOTTH TIOOYlyBaTH CHCTEMH, Ji¢ aBTOHOMHI €JIEMEHTH CITiBIPAIIOIOTh, 32a0€3Meuyour BUCOKY CTIHKICTB 10
cnpo0 MOPYIICHHS IUTICHOCTI JJAaHHX.

Inmmii BaxJIMBUN BEKTOP PO3BUTKY — BIIPOBAIPKEHHSI EMEPPKEHTHUX MOJIEJIEN B CUCTEMH PaHHBOTO MOIepe-
JOKEHHS. BUKOpUCTOBYIOUM MITYYHUN 1HTENEKT JJIsi MOACIIOBAaHHS MOTSHIIIHHUX CIIEHApPiiB aTaK, CHCTEMH MOXYTh
MIPOTHO3YBAaTH HOBI TUIH 3arpo3, 0a3yrounch Ha B3aEMOIii PI3HUX KOMIIOHEHTIB Kibepcepenosumia. Lle 103BomuThH
PO3pOOIATH He JHIlIe PeaKTUBHI, a i MPOAaKTUBHI CTpaTerii 3aXucTy.

[Tonmanpiie BIOCKOHAJIIEHHS METOAUKH MOXE BKJIIOYATH 1HTETPaLio 3 KOHLENLIAMU «UU(POBUX IBIHHUKIBY,
SIK1 JIO3BOJISIFOTH CUMYJIIOBATH (DYHKIIIOHYBAHHS CHCTEMHE B PeaJbHOMY Yaci, BiICTEKYIOUH Ta IPOTHO3YIOUH ii Bpas-
muBocTi. Lle 3a0e3neuye me OBl BUCOKY aJIalNTHBHICTH 1 3MaTHICTh IO CAMOOPTaHi3allil, IO € KIOUOBUM JUIS
KiOep3aXUCTy B yMOBaxX HEBU3HAUCHOCTI.

TaknMm 4WHOM, 3aIPONOHOBAHA METONMKA MAa€ MIMPOKUH CIIEKTP MEPCHEKTUBHUX HANpPSIMIB PO3BHUTKY, IO
poOuTH T OAHUM 13 HAWOLTBII IHHOBAIIHHKUX TIAXO/IB /10 3a0e3medeHHs iHpopManiliHoi Oe3eKn B ermoxy KBaHTO-
BHX TEXHOJIOTIH.

BHCHOBKM Ta NepcleKTHBH NOAAJIbIINX J0CHiAKeHb. OCHOBHOIO TIEPEBAr0OI0 METOAY € 3[aTHICTH 3 HOro
JIOTIOMOT0F0 [TPOTHO3YBATH MaI/I6yTH1 PH3HKH, IO I0CATAETHCS YePE3 BUKOPHCTAHHS MOJICIIOBAHHS CIIeHapiiB aTak
y TIOCTKBaHTOBOMY CepeZ[OBI/IHII a TaKOK MOXJIMBICTh JUHAMIYHOI afanTamii 10 HOBUX BUKIHKIB. Lle mo3Bosse
3a0€3MeUnTH He JIUILIE 3aXUCT BiJ BIJOMHUX arak, ajie¢ i CTBOPEHHS CUCTEMH, 3/1aTHOI JO caMOHaBYaHHS 1 Gopmy-
BaHHS HOBUX MEXaHI3MiB 3aXHCTY.

Ha mepimoMy etarni mpoBOJAWTHCS aHaJI3 MOTEHIIHHMUX BEKTOPIB aTak i Bpa3IMBOCTEH y JepKaBHUX 1H(OP-
MAaIifHUX CHCTEMaXx, 30KpeMa OIIHFIOETHCS CTIMKICTh ICHYIOUHX KOMYHIKAI[ITHUX MPOTOKOJIIB IO KBAHTOBHUX aTak.

Ha npyromy erami MozentoBaHHS aTak BKIIIOYa€ BUKOPUCTAHHS CUMYJISILil KBAHTOBUX OOUMCIICHB IS OIIHKA
HWMOBIPHOCTI KOMITPOMETAIlii KJIFOUOBHX KOMITOHEHTIB CHCTEMH.

Tperiit etan mepexbadae BIPOBAHKEHHS ITOCTKBAHTOBUX KPUOTOTPaidHUX PpillleHb, TAKUX SK PEIIiTKOBI
CXEeMH, KOJIOBi aITOpUTMH a00 GararoBapiaHTHI (QYHKILi1, 3 TOJAIBIINM TECTYBAHHSM 1 aIaNTalli€elo 10 HOBHX 3arpo3.

EMepKeHTHICTD Y IIbOMY ITiIXO1 IPOSIBIISIETHCS Y CTBOPEHHI HOBUX BIACTUBOCTEH CUCTEMH, IKi HEMOXKIIBO
3BECTH JI0 CyMH il KOMIIOHEHTIB, HAIIPUKJIaJ, ((OPMYBAHHS CAMOOPraHi30BaHUX MEXaHI3MiB 3aXHUCTy. AJalTUBHICTh
3a0e3reuye TMHaMiuHy 1epeOynoBy CUCTEM 3aJIeKHO BiJl 3MiH Y CepeIOBHILI, BKIIOUAIOUX aKTUBAL[iI0 HOBUX 3aXHUC-
HUX aJTOPUTMIB 200 OOMEXEHHSI JOCTYITY 10 KPUTHUHO BaXIIMBUX PECYPCIB.

[HHOBAIIHICTh €MEPIKEHTHO-aJaNTHBHOTO METOMY IOJIra€ y BUKOPUCTAHHI MIXIUCHUILTIHAPHOTO TIijI-
X0y, SIKHi 00’€JIHy€ 3HAHHS 3 KBAHTOBHX OOYHMCIICHB, KiOepOe3Nekn Ta CHCTEMHOTO aHalidy. BiH mpomoHye He
JIMIIIE TEXHOJIOTIYHI, ajie i opraHizalliiHi pillieHHsl, sSIK1 BKJIIOYal0Th CTBOPSHHS CTaHIApTIB MOCTKBAHTOBOI OS3IEKH,
PO3pOOKY TOBrOCTPOKOBUX CTpATETill 3aXUCTY Ta MiATOTOBKY (haXiBIIiB y il Tamy3i.

MaitOyTHiil pO3BHTOK I[LOTO METOY Iepeadavyae CTBOPEHHsI (hopMalli3oBaHUX MOJIENICH eMep/PKEHTHOCTI, SKi
JIO3BOJISITH TOUHIIIIE OIIHIOBATH B3A€MOJIII0 KOMIIOHEHTIB CHCTEMH 1 ITPOTHO3YBAaTH HOBI 3arpo3u. BukopucranHs
IITYYHOTO iHTEIEKTYy Ui (hopcalfT-aHaIi3y i JOBITOCTPOKOBOTO IUIAHYBAHHS TAKOX CTaHE KIFOUOBUM HAIPSIMOM
JOCIi/DKeHb. [HTerpamnis MOCTKBaHTOBHX KpHITOrpadiuyHMX pillleHb y CydacHi Mepexi, XmapHi cepsicu, loT Ta
VPN 3a6e3neunTs e(heKTUBHUMN 3aXUCT KPUTHUHUX 1H(OPMAIIHHUX CUCTEM.

EmepmxeHTHO-aJalTUBHUH TiAXiA popMye HOBY mapagurmy iHopManiiiHoi 6e3nexu, sika 3abe3nedye A0B-
TOCTPOKOBY CTIMKICTh 10 BUKJIMKIB KBAHTOBOI €IOXH, 366piraroqn L1TICHICTB, KOH(biJ:[eHuiﬁHiCTL i ):[OCTynHiCTL
1Hcp0pMauu B yMOBAX MOCTIHUX TEXHOJOTIYHHX 3MiH. BiH BiIKpHBae HOBI MOXJIMBOCTI JUIS MDKZ[I/ICL[I/IHJ'IIHap-
HUX JOCHIKEHD i MiYKHAPOTHOTO CIIBPOOITHHUIITBA, CTBOPIOIOUN (DYHIAMEHT JUISI iHTETparlii HOBITHIX TEXHOJOTIN

y Jep>KaBHI CHCTEMH 3aXHCTY.
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KIBEPCTIMKICTb: ITTOBAJIBHI 3ATPO3U TA HAIIIOHAJIBHI CTPATEI'Ti KIBEP3AXUCTY

Cmamms npucesiueHa NUMAaHHAM 3aGXUCHLY NIONPUEMCING, YCMAHO8 MA Op2aHi3ayi 6i0 KiOep3loyuHHOCMI, AKdA
CMEOpIoE 2100anbHi 3a2po3u 01a HayionanbHoi be3nexu. Po3znadarmsca 0cobIUBOCMI 3ACMOCY8AHHS eeKMUBHUX MemO-
016 yNpasninus pusuKami, NPogedeHHs PemeibHo20 AHANI3Y NOMEHYIUHUX 3aepo3 ma 30IUCHeHHS MOHIMOPUH2Y pieHs
Kibepbesnexu.

Llupoxke 3acmocysants iHopmayitinux mexHonoeill npu3eo0Ums 00 YUCTEHHUX 3T0YUHIE MA SUHUKHEHHS HOBUX 6U0IG
3a2po3, AKI IPYHMYIOMbCS HA UKOPUCIAHHI PI3HUX 3ac00i8, Memodie ma elemMenmis 6niugy Ha ceioomicmy i0ouHu. DPopmy-
BAHHA EOUHO20 2I0OATBHO20 THOOPMAYILIHO20 NPOCHOPY 0AN0 MONCIUBICING KOJNCHIL TH0OUHT ompumamu dochiyn 00 ingopmayii
3 PI3HUX YACMUH CGImY.

Josedeno, wo oucmanyiiine kepysanns 6i3HecoM, YNpaguinHs 61ACHUMU AKMUBAMU, NPOBEOEHH MPAH3AKYii, cnpuyunae
0151 3MOYUHYIB HOBI 3ac00U 8MPYYAHHS 00 NEPCOHATLHUX OAHUX 2DOMAOSIH 3 MEMOIO X 3a80100IHHS.

Memoro cmammi € docrioxcents 2n100anbHO20 THPOPMAYIIHO2O NPOCMOPY, AKUL CIMAB8 DE3MENCHUM MICYem ma IHempy-
MeHmom 0ns 3104unis. Inghopmayitino-KoMyHiKayilii cucmemu cmanu OCHOBHUM 3HAPSAOOAM 3TOUUHY.

Hocniooceno, wo 3acmocy8anHs He3aKOHHUX MEXHIYHUX 3aco0i8, CIEOPeHHs. 8ipycie, cnamie, (iuuHe08ux amax ma
IHWUX 3ac00i8, Oanu KiOep3noYUHYAM MONCTUBICHIL OMPUMAmMU 00Cmyn 00 KoHGidenyiiHoi ingopmayii, 6a3 danux, ingopmayii
3 0OMediceHUM OOCHIYROM, NAGMINCHUX KAPMOK, OAHKIGCLKUX PAXYHKIG Ma agmoMamu308anux cucmem ynpagiinHs iz Memoio
BUKPAOECHHS MA 3A60100IHHA OAHUMU NPU3B00UNL 00 NPOSIEY PI3HUX (OpM Waxpaticmed.

Jlosedeno, wjo kpaodiscka NepCoHATbHUX OAHUX Ma Komepyitinol inghopmayii 3 Memoio 3a60100IHHA KOWMAMY KIIEHMIE
OAHKY, HABMUCHE NOWKOONCEHHSL | NCYBAHHS THPOPMAYINIHUX CUCHEM MA KOMYHIKAYIll € He8eTUKUM NePetikom 3N08MUCHUl Oitl
CYUACHUX WAXPAi8, AKI npu3800ams 00 30UMKie NIONPUEMCINEA, YCIMAHOBY, OP2AHI3aYii ma epoMadaH.

3’acoeano, wo 3acmocy8ants pisHUX amax Ha iHmepHem-pecypcl i3 BUKOPUCAHHAM CYUACHUX THOOPMAYIlIHUX meXHO-
J021tl, SIKI CMPIMKO PO36UBAIOMbCA, CIMALU NIOIPYHMAM O KIOep3nouunyis wo0o HaHeceHHs wWKoOu ma 30UmKie KpumuyHil
iHghpacmpykmypi Kpainu.

Bemanosneno, wo 6 ymosax sitinu KitbKicmv Kibep3nouunie 3pocia 6 pasu i 30ilichioembcs 018 decmabinizayii oep-
JIcasi, HaneceHs 30UMKIe, 8UeedeHHs 3 1a0y 00NAOHANHS, MEXHIKU Ma MEeXHONO2, 36 SI3KY ma KoMyHixayill. Xaxepcoki amaxu
30amHi 30iUCHUMU KOHMPOTb HAO 0COOUCTUMU OGHUMU, DA3aMU OGHUX BETUKUX NIONPUEMCING MA YCIMAHO8, CINATU 302PO30F0
07151 UMOKY OGHUX A NOWKOONCEHHS MEPENCI.

KitouoBi cnosa: kibepamaxu, wiaxpai, kKpumuuna inghppacmpykmypa, inghopmayitini mexuonoeii, cnamu.

Rybalchenko L. V., Haborets O. A., Prokopovych-Tkachenko D. 1., Cyber resilience: global threats and national cyber
defense strategies

The widespread use of information technologies leads to numerous crimes and the emergence of new types of threats
based on the use of various means, methods and elements of influence on human consciousness. The formation of a single global
information space has enabled everyone to access information from different parts of the world.

Remote management of business, management of personal assets, conducting transactions, provides criminals with new
means of interfering with personal data of citizens in order to obtain them.

The purpose of the article is to study the global information space, which has become a limitless place and tool for crime.
Information and communication systems have become the main instrument of crime.
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The use of illegal technical means, creation of viruses, spam, phishing attacks and other means have enabled cybercrimi-
nals to gain access to confidential information, databases, restricted information, payment cards, bank accounts and automated
management systems in order to steal and take possession of data, resulting in various forms of fraud.

The theft of personal data and commercial information to seize the funds of bank customers, deliberate damage and cor-
ruption of information systems and communications is a small list of malicious actions of modern fraudsters that cause losses to
enterprises, institutions, organizations and individuals.

The use of various attacks on Internet resources with the help of rapidly developing modern information technologies has
become the basis for cybercriminals to cause damage and losses to the countrys critical infrastructure.

It has been established that in times of war, the number of cybercrimes has increased many times and is being committed
to destabilize the state, cause damage, disable equipment, technology, communications and communications. Hacker attacks
can gain control over personal data, databases of large enterprises and institutions, and become a threat to data leakage and
network damage.

Key words: cyberattacks, fraudsters, critical infrastructure, information technology, spam.

IHocTranoBka npo6aemu. KibepOesneka € ofHi€0 3 KIIOYOBUX CKJIANOBHUX iH(popMaliiiHoi Oe3meku, sxa
CHpsSMOBaHA Ha 3aXUCT KOH(IAEHLIHHOCTI, LHIJTICHOCTI Ta JOCTYMHOCTI AaHUX y uudpoBomy cepenopuiii. OnHak,
3JI0YMHHICTB Y KiOeprnpocTopi 3HaYHO BIUIMBA€E HAa €(PEeKTHBHICTh peai3alii OCHOBHUX MPUHLMIIIB KiOepOe3meKH.
Jlo KJIr04OBMX MPUHIIMITIB KiOepOe3eKH, Ha sSKi BIUTMBAIOTh 3JI0YMHHI JTii, MOKHA BIJJHECTH:

3nmo4mHHI Jii, Taki SK KpaJikKKa MepCOHATBHUX a00 KOPIIOPATHBHUX NaHHWX, OE3MOCEepelHbO MiJAPHUBAIOTH
MIPUHIUT KOH(DIIEHITIHHOCTI. ATaky TUIy (INIMHT a00 3JIOBMHCHE BUKOPUCTAHHS BPa3JIMBOCTEH y MPOrPaMHOMY
3abe3MeueHH] PU3BOIATh J0 HECAHKIIIOHOBAHOTO JOCTYITY JIO YyTIMBOI iH(OpMAaIlii, IO € MOPYUICHHSIM IEOTO
npuHOUny. Hanpuknan, ataku Ha 0a3u JaHUX 13 MEPCOHAILHOI 1HPOPMAIIIE KOPUCTYBAYIB 3arpOXKYIOTh KOH-
(iAeHIIHOCTI, OCKUIBKH OTpUMaHa iH(opMmamis Moxe OyTH BUKOPHUCTaHA IS MONAIBIINX 3JIOYMHHUX A abo
IpOJaHa HA YOPHOMY PHHKY.

370YMHHICT y KiOepIpocTopi MoXke CyTTEBO BILUTMHYTH HA IUTICHICTh JAaHUX HIISIXOM iX Moaudikarii abo
MOIIKO/KEHHSI. 3JIOBMUCHUKH YacTO 3MiHIOIOTH a00 MaHIMyarOITh JAHUMHU 3 METOK BUKPHUBIEHHS (DaKTiB, 110
0co0nuBO Hebe3neyHo y ¢iHaHcoBii cdepi abo mpu podoOTi 3 AepKaBHUMHU JOKYMEHTaMHu. ATaku, CIIPSIMOBaHi Ha
MOPYILIEHHS LUTICHOCTI AaHUX, MOXKYTh OyTH TMOB’s13aH1 3 BUKOPUCTAHHAM ILKIJUIMBHUX IIpOrpaM abo MporpaMHuX
MTOMHUJIOK, 1110 JTO3BOJISIOTH 3MiIHIOBAaTH iH(OpMaIlito 0e3 BijoMa KOPHUCTyBaya.

Ataku Ty DDoS (Distributed Denial of Service) € THIOBHM NMPHUKJIAI0OM 3I0OYMHHUX Jil, IO CIIPSIMOBaH1
Ha MOPYIIEHHs AOCTYITHOCTI 1H(POPMaIiHHUX pecypciB. BHACTIIOK TakWX arak JICTITHMHI KOPHCTYBadi BTpaya-
FOTh JIOCTYII JIO HEOOXiTHUX CEpBiciB a00 CUCTEM. 3JIOUMHII TAKOXK MOXKYTh BHKOPHUCTOBYBATH MTPOrpaMH-BUMAaradi
(ransomware), siKi OJIOKYIOTh ZOCTYT J0 CHCTEM a00 JaHUX IO MOMEHTY CIUIATH BHKYIIY.

3n04nHHI Aii, TaKi sIK BUKOPUCTAHHS BKpaJeHUX OOJIIKOBUX JaHUX a00 MaHIITyNALI] 3 cHcTeMaMu Oaratodak-
TOpHOT ayTeHTH(DIKaIli], MOXKYTh IPU3BECTHU JI0 OPYIIEHHS NPUHINITY ayTeHTUikanii. HecaHkuioHoBaHuUH 1oCcTyn
JI0 OOJIIKOBUX 3alMCiB KOPUCTYBAYiB 3 BUKOPHCTAHHSAM BKPAJCHUX MapoiiB a00 KOMIPOMETAIs iHIIMX METOJIB
ayTeHTudiKalii, TaKUX K O10METPUYHI J]aHi, CTa€ BCe OIBLI MOINPEHUM SIBUILEM Y KOHTEKCTI KiOep37104MHHOCTI.

3MaTHICTH 10 BiJICTEKYBAHHS JIii Y CUCTEMI € KITFOUOBOIO JUIsl BUSBIICHHS Ta MPOTHUIT 3TOYMHHOCTI Y Kibep-
npoctopi. [Ipore kibep3IOYMHIII BUKOPUCTOBYIOTH CKIIAHI METOIM MPUXOBYBAaHHS CBOIX Jil, Taki sSK aHOHIMi3a-
it Tpadiky, BUKOPHCTAHHS MU(GPYBaHHS Ta IHIIMX TEXHOJOTIH, 10 YCKIAJIHIOKTh iMeHTU(DIKAIII0 HANaHUKIB
1 TIOMAJIBIIY BiNMOBIAATBHICTD 32 TXHI Ail.

Cran pocaimkenns. 3riqHo gaauM World Economic Forum [1], mio6ansHa BapTicTh KiGep3I04YHHIB MPO-
rHO3y€eThesl Ha piBHI 23,84 tpiH monapie CIIA mo 2027 poky, mo CBiIYMTH MPO 3HAUHE 3pOCTaHHA 3 8,44 TpiH
y 2022 poui. Taka quHaMiKa MOB’s3aHA i3 3pOCTAHHSAM BUKOPHCTAHHS IHTEPHETY UL 0COONCTHX Ta Oi3Hec-omepa-
1iif, mo pobuTk KibepnpocTip OinbIn ypaszmuBuM ais atak. Y 2023 pori KingbKicTe kibeparak csarayna nonan 800
000 Ha pik.

Bisyauizatist pi3sHUX acmekTiB kibep3nounHHOCTI y 2023 poli npeacraBieHa Ha pUCYHKY 1, ae ¢iluHroBi
aTaky MaroTh HANOIIbIIKI BIUIUB 1 CTaHOBIATH 45%, nporpamu-Bumaradi — 30%, DDoS-araku — 15% ta 10% —
1HII1 Ki0ep3arpo3u.

CrpiMKe 3pocTaHHs KUTBKOCTI Kibep3arpos 3a 2020-2023 pp. xapakrepusye miodanpHy HeOesneky (puc. 2)
IUTSL KOXKHOT KpaTHH CBITY Ta HAaCEJICHHS.

BB kiGeparak Ha pi3Hi ramxy3i ekoHOMiKH y 2023 polli BKa3ye Ha Te, IO TaKi CEKTOPH €KOHOMIKH, K
BHPOOHMIITBO, CLITLChKE TOCTIOAAPCTBO, OAHKIBChKA JISUTHHICTH Ta CTPaXyBaHHS, HAHOUIBIIIE ITOCTPAXTAIIH BiJ KiOe-
parak (puc. 3).

Ili miarpamu AEMOHCTPYIOTh IOTOYHI TEHACHINI Ta BIUIMB KiOEpP3JIOUYMHHOCTI Ha II0OAJIbHY EKOHOMIKY
1 HeOe3IeKy.

TakuM 4MHOM, 3JIOYMHHICTE y KiOepIpocTopi Mae CyTT€BHI BIUIMB Ha OCHOBHI NpUHLUIN KibepOesmeku,
CTBOPIOIOUM HOBI BHKJIMKHU JUIs 3a0e3MeueHHs HaAilHOro 3axucTy iH(opmauiiHux cucteM. PearyBanHs Ha i
BUKJIMKU TOTpeOye MOCTIHHOTO BIOCKOHAJIEHHS TEXHOJIOTIM 3aXHUCTy, MiABUILEHHS 0013HAHOCTI KOPHUCTYBadiB Ta
PO3BHTKY MIKHAPOIHOI criBHpaii y cepi KibepOe3neKH.
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Puc. 1. TTomrpenicTh OCHOBHUX Kibep3arpo3 y 2023 poui
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Puc. 2. Kinbkicts kibeparak y 2020-2023 pokax.
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Bupo6uunreo  bankiBchka Cinbcbke CrpaxyBaHHs
MUSUTBHICTD ~ TOCTIOMAPCTBO

Puc. 3. Brutus kibeparak Ha raimy3i ekoHoMiku y 2023 porri.

MeTo10 CTATTI € TOCIiKEHHSI TII00aIhbHOTO 1HPOPMAIIIHHOTO MPOCTOPY, KUK cTaB O€3MEKHUM MiCIIeM Ta
IHCTPYMEHTOM JIJISI 3JI04YHHIB.

Buxkiaan ocHoBHOro Marepiany. KiGep3aounHHICTh Ha TII00AIEHOMY PiBHI JEMOHCTPYE CTIHKY TEHICHIIO
JI0 EKCTIOHEHITIHOTO 3pOCTaHHS, TIPH IbOMY ii (hOpMH CTalOTh JieAalli Pi3HOMAHITHIIIIMMY, 110 CTBOPIOE CYTTEBI
3arpo3H K st Pi3MUHMUX 0¢i0, TaK 1 IS MiATPUEMHUIIBKUX CTPYKTYP Ta HAI[IOHAIBHOT OE3MEKH B IITOMY. AKTHBHE
BIIPOB/DKEHHS 1H()OPMaLiHHUX TEXHOJIOTIH Oe3rocepeIHbo CIpHsE ecKallanii KiOep3IournHiB, SKi IPOHUKIN Y BCi
KITIOUOBI C(hepHr CYCHIIBHOTO YKUTTS Ta EKOHOMIYHOT JTisITHHOCTI.

Bararouncnenni 30poiiHi KOH(UTIKTH Ta Bii{HH, IO TPUBAIOTH Y PI3HUX YaCTHHAX CBIiTY, 3a0€3MeUHIIN 11eaTbH1
YMOBH AJIsl PO3TOPTaHHS TEXHOJIOTIYHUX BilfH y KibeprnpocTopi. 30kpema, BiliHa B YKpaiHi cTaja TECTOBUM IIOJIITo-
HOM JUIsl anpo0arii pi3HOMaHITHUX THIIIB KiOEp3JI0YMHIB, CIPSMOBAHUX HA IIPUB iHPOPMALIIIHOTO CyBEpEHITETY
JIepXKaBH Ta JIecTadui3aliio il eKOHOMIYHUX CEKTOPIB, TAKUX K (DiIHAHCOBUH, BAPOOHUYIO-TIPOMHUCIIOBUH Ta CHEp-
TeTHYHUI.
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KoxxHa neprkaBa peanisye BIacHi cTparerii mojo 3amo0iraHHs, HeWTpaizamii Ta IpoTUIil pi3SHOMAaHITHUM
Kibep3arposzam, BUKOPUCTOBYIOUM JU(EPEeHIIN0OBaHI METOIU Ta TAaKTUKU Kibep3axucTy. Y 1bOMY KOHTEKCTI pO3-
poOKa iHTerpoBaHMX MiIXO/iB, TAPMOHI30BaHUX METOAOJIOTIH 1 HOPMATUBHO-TIPABOBUX aKTiB JUIA 3MILHEHHS Pe3u-
JILEHTHOCTI 1H(OPMALIIfHOTO MPOCTOPY € KIFOYOBUM 3aBAAHHAM U1 (pOpMyBaHHS HaliOHaJIbHOI KiOepCTiiiKoCTi.
Le BKJTFO9a€ MOAOMIAHHS HETAaTUBHUX HACII/IKIB, CIPUYMHEHUX KibepaTakaMu, 0 BUKOPUCTOBYIOTH CKIIaIHI iH(pOP-
MaIifHO-KOMYHIKaIliiH1 TEXHOJIOT].

Cdepa miaANpUEMHHUIITBA TAKOXK CTUKAETHCS 3 €CKANAIIEI0 KIOEPPHU3UKIB, IO 31aTHI MPU3BECTH JI0 3HAYHUX
BTpaT 4epe3 BUTOKU iH(DopMaIlii, 30kpeMa yHACIIJIOK TaKHX 3arpo3, sK COllialbHa 1HKEHepis, KiOepIaHTax,
JECTPYKTHBHI KibepaTaku Ta MOpYyIICHHS KOH(DIICHIIIMHOCTI MepcoHabHUX 1 KoMeplidHux manuX. Lle Gesmoce-
PEIHBO BIUIMBAE HA 3HIKEHHS ONepaliitHol ehekTHBHOCTI O6i3HECY Ta CKOPOUCHHS MPHOYTKOBOCTI.

3pocTaHHs 3yCHIJIb Yy TIPOTUI1 MOTCHI[IHHIM HETaTUBHUM HACIIIKaM KiOep3arpo3 BapiroeThCs 3aJIeKHO Bij
piBHS (PiHAHCOBHX 1HBECTHUIIi, HEOOX1THUX JJIsl BIPOBAHKEHHS MIEPEOBUX pillieHb y chepi KidepOe3neKkH, a TAKOXK
BiJ] MiITOTOBKHM BUCOKOKBAJI()iKOBAHUX CHELIANICTIB y rarysi iHpopmaniiiHoi 6e3neku. IlinroroBka takux axis-
1iB, BKJIIOYHO 3 iX 0€3MepepBHOI0 OCBITOIO Ta aalTali€lo A0 MIBUAKO MIHJIMBOTO TEXHOJOTIYHOTO CEpPEeIOBHIIIA,
€ KPUTUYHO BaXIIMBOIO JUIs 3a0e3MeueHHs HaaiitHO1 Kibep3axHILEeHOCTI.

Bbnmsbko 52% opraHizalliil 3asBIIOTE PO BIICYTHICTH PECYPCIB Ta HABUYOK U OOPOTHOM 13 Kibeprmaxpaii-
CTBOM.

OIIMHT, WKIIIMBE MporpaMHe 3a0e3MeYeHHs, criaM, IIKIJIMBI MOBIIOMIICHHS Ta 1HII 3arpO3H € OTHUMH
3 HAaUTIONIMPEHIIUX THCTPYMEHTIB, SKi KiOEp3I0UYMHIII BUKOPUCTOBYIOTh JIJISl 3MIHCHEHHS aTak Ha MiANPHEMCTBA.
OKxpiM IIMX METO/IB, 3pOCTA€E KUIBKICTh aTak i3 BAKOPUCTAHHIM IPOrpaM-BUMaradiB (ransomware), siki OJIOKYIOTh
JOCTYII JI0 IAaHUX Ta BUMAraroTh BUKYII 32 iXHE BiIHOBJICHHS. Takoxk momupeHnmMu cratoth DDoS-artaku, o cnpu-
YUHSIOTH NIEPEBaHTAXXECHHS CEpBepiB a00 CHCTEM KOMIIaHil, MOpyIIyoun iXHE HOpMajbHE (yHKIIOHyBaHHS. He
MEHIII HeOe3MEeYHUMH € aTaKy Ha JIAHIIOTH MOCTadaHb, KOJIM KiOep3IOunHII BpaXkaloTh CUCTEMY IOCTa4aIbHUKIB
YH TapTHEPIB 3 METOI0 OTPUMAHHS TOCTYIY J0 LJIbOBUX KoMmmaHid. OcOOMUBY 3arpo3y TaKoXk CTaHOBIIATH aTakH,
SIKi BUKOPHCTOBYIOTh BPa3JIMBOCTI TUILY «zero-day», KOJH 3JI0BMHUCHUKH €KCIUTYaTyIOTh HEIOMIKHA B IPOrPaMHOMY
3a0e3MeueHHi, sKi e He Oynu BUsABIEHI a00 yCYHEHi, 10 3HaYHO YCKJIAJHIOE 3aXKCT BiJl TAKUX aTak.

Benuki mianpreMcTBa B yChOMY CBITI TIOKa3aJld 3HAYHI YCIIXH MO0 3aXUCTY CBOET KibepcTikkocTi y 2023
porii, a MaJi MANPUEMCTBA 3HAYHE 3HIKEHHS KibepcTifikocTi Ha 30% y mopiBHSHHI i3 2022 poKoM.

KinpkicTs opranizariii, siki mocTpaxkaaiu Bif kibepsarpos 3a 2022 pik, craHoBUTH 41%. Came B IUX OpraHi-
3aIisx 3arposa Oyia CopUYUHEHA TPETHOIO CTOPOHOI0. Y 54% opraHizariii 3arpo3a BUHHKIIA Yepe3 HelepeBipeHux
Ta HEHAIITHUX MapTHEPIB i MOCTaYaIbHUKIB.

KepiBHuku 64% opraHizailiii BBAXKaroTh, 110 KiOEPCTIHKICTh IX OpraHi3allii BiIIOBia€ BUMOTaM MO0 3aXHCTY.

VY 60% opranizariii, B IKHX KEPIBHUKH 3aCTOCYBAJIH 3aXOAW HIONO YIEpeIKeHHS KiOep3/IoBKHUBaHb uepe3
BIIPOBA)KEHHS KOH(]1ICHIIHHOCTI iH(OopMaIllii, HOpMAaTUBHO-IIPABOBUX AKTiB, BIPOBAIKEHHS BiICOCHOCTEPEIKCHb,
MIPU3BEJIO 10 3HWKEHHS PU3HKIB Ha 21% y mopiBHsAHHI 3 2022 pokoM.

AHaJNITUKA CTBEPKYIOTh, 110 BIPOBAKEHHS HOBITHIX TEXHOJOTiH, TakuX SK WTy4yHUH iHTenekt (ILI),
3HAYHO IiJBUIIUTH KiOEPCTIMKICTh MiIIPUEMCTB 3aBISKH aBTOMAaTH3allii MPOIIECiB BUSBICHHS Ta pearyBaHHS Ha
kibep3arposu. 1111 31aTeH aHami3yBaTH BEJIMKI OOCATH JaHUX Yy PeaTbHOMY Yaci, iMeHTH(IKYIOUH aHOMaJbHI Jii
a00 TIOBE/IHKOBI MAaTEepPHH, AKI MOXXYTh CBITYMTH NPO Kibeparaku. BHKOpUCTaHHS ajJrOpUTMIB MAITMHHOTO HAaB-
YaHHS JI03BOJISIE HE JIMIIE IIBUIIIE pearyBaTd Ha iCHYIOYI 3arpo3H, ajie i MPOrHO3yBaTH MOTEHIIIHHI YPa3IuBOCTI
JI0 TOTO, SIK BOHU OyIyTh BUKOPHCTaHI 3JIOBMUCHHUKaMH. Lle Jae MOXITMBICTE MiAIPHEMCTBAM HE JIUIIE 3aXUIIATH
CBOI Mepeki Bil BIIOMHX aTak, ajne il aganTyBaTHCS 1O HOBHX 3arpo3 y Mipy iIXHbOTO BUHMKHEHHS, IO POOHUTH
3axHCT OLTBII e(heKTUBHUM 1 IPOAKTUBHUM. [3 CTPIMKHUM OCBOEHHSAM iH(OpMaLifHUX TEXHOIOTiH, IPOMaICHKICTh,
CYCIIJILCTBO Ta OpraHizallii, HatgacTime 3aCTOCOBYIOTh IPUHITUITN OE3MEKH Ta 3aXUCTY JUIA CBOIX TaKeTiB, IJIaH-
HIETiB, KOMII IOTEPiB Ta JaHUX.

HoBi TexHomorii 3apa3 MHMPOKO BUKOPHCTOBYIOTbCA IJIsl 3aXHCTy iH(oOpMalii Bin KiOepiHUMIECHTIB, HiX
1 panime. ["amy3i, sxi Haifyacrime noTepnanm BiJ KiOep3arpos, a came HpOMHCJ‘IOBiCTB (65%), cinbebke rocrosiap-
cTBO (63%), 6GaHKiBChKA cripaBa (5 6%) 1 cTpaxyBaHHs (56%), 1ch0pMau1HH1 TEXHOJIOTIi Ta TeJIeKOMYHIKaIii (52%)
y 2023 pori Oynu HaHOLTBIIMMU JiepaMH, sIKi BUKOPUCTAIH TEXHOJOTIIO IITYIHOTO 1HTENEKTY It OOPOTHOH i3
KiOepBHKIINKaMHU.

B ymoBax po3BuTKY KibepOesmekn, 60poTh01 13 eKOHOMIYHUMU 3JI0YNHAMH, BUHUKAE TUTAHHS MO0 ITOTIHTY
TaJaHOBUTHX, BHCOKOKBaJIi(hiKOBAaHUX KaJAPiB 1070 poboTH y chepi kibepOesneku. bpak mpodecionanis ta dhaxis-
IiB CTa€ HallYacTillle MUTaHHSAM KePiBHUKIB JJII CTBOPEHHS HaIIHHOTO 3aXUCTY Ta KiOepCTIHKOCTI opraHizartii.

Y 2022 poui 6% KepiBHHKIB MOBIJOMMIIH, III0 iM HE BUCTa4dae (GaxiBIliB I pearyBaHHs Ha KiOepiHINACHTH,
a'y 2023 pori, Bxe 12% KkepiBHUKIB IOBIIOMUIH, IO iM He BUCTadae Takux (axisimis. 1llo Bka3zye Ha 3pocTaHHS
3arpo3 Ta BUKJIHUKIB.

3a momnepenHiMU ONMUTYBAaHHAMH KEePiBHHUKIB OpraHi3alii 1100 BIUIMBY KibepaTak Ha iX MOJaJbIIy Aisib-
HICTB, HEOOX1THO 3a3HAYUTH, IO KEPIBHUKH OLIbIIE TypOYIOThCS PO 3001 B poOoTi micis kideparak (39,5%), motim
npo ¢inancosi Brpatu (36,05%), pemyrariro cBoei opranizamii (18,6%) 1 mumie 5,81% Ha KOHTPOJIB perymsTopa iX
IisUTBHOCTI (pHC. 4).
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B KepiBHuku mignpuemcts B Jlinepu Oe3mexn
Puc. 4. Brmu kibepartak Ha DisUTEHICT OpraHizarlii

Maitxe 50% xibepigepiB yBary NpHIUISIOTh HECTIHKOCTI B po0oTi micis kibeparak, moTiM 1po ¢iHaHCOBI
BTpatH (24,76%), penyraiii opranizamii (23,8%) i mume 1,9% xoHTpoIto perynaropa ix AisimbHOCTI (puc. 4).

Jua migepiB Oe3neku mepemkogaMu T KiOepceTiiKoCTi B OpraHi3amisx € mporaiuHu B HaBuukax (32%),
€ BapTiCTh LIO/I0 3MiH 3acTapinux nporecis (29%) Ta HeCIPUIHATTA 3MiH cepe]] KePIBHUKIB UM MPAIiBHUKIB (25%)
(puc. 5).
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B KepiBHuky mignpuemMcts M Jlinepu Ge3nekn
Puc. 5. Brumus kibepartak Ha DisTBHICT OpraHizarlii

s KepiBHUKIB IiAIPHEMCTB KIIFOUOBHMH BHKJIMKAMH 3aJIHIIAIOTHCS MPOTANIMHHN Y HABHYKAaX Ta BapTiCTh
MOJIEpHI3allii 3aCTapiIUX MPOIIECiB, IO BiJOOPAXKEHO y 3HAUHUX MOKazHUKaxX — 38% i 32% siamosigno. Lle cBin-
YHUTH IO T€, IO MiAMPUEMCTBA YACTO 3IITOBXYIOTHCSA 3 e(PilUTOM KBaJIi(hiKoBAaHNX KAPIiB, SIKi MOXKYTh €(hEeKTHBHO
BIIPOBA/KYBATH Cy4YacHi TEXHOJIOTIUHI pIIIeHHS Ui MiABMINEHHS KibepcTidikocti. HatomicTs mimepu Oesmeku
TaKOXX 3a3HAYAIOTh IIi MPOOIeMH, ajle 3HaUHO MEHIIIE aKIeHTYIOTh yBary Ha BapTocTi mporecis (14%) mopiBHSHO
3 porajuHaMu y HaBu4kax (32%).

BincyTHicTh OaxkaHHS 70 3MiH Ta HEBHU3HAYCHICTH y TOMY, 3 YOTO MOYMHATH, 3aJUIIAIOTHCS OCHOBHUMU
MEepenIKoIaMu [T 0araTbox OpraHizaiiil, 0COOIMBO KOJIHM HAETHCS PO BIPOBAIKCHHS HOBHX TeXHoorid. Ie
0COOJIMBO TIPOSABISETHCS cepel JiaepiB Oe3neku, Ae 25% BiA3HAYAOTh BIACYTHICTh Oa)KaHHS 3MIHIOBATH IMPO-
IIECH, TOMI AK cepell KePIBHUKIB MiIIPHEMCTB IIei MOKa3HHUK cKiianae juie 8%. Taka pi3HUI MOXE CBIIIUTH
PO Te, 10 OE3MEKOB1 CTPYKTYPH OLIIbIT 00epeXkHI Y BIPOBAKEHHI 3MiH, OCKIJIBKH 1€ MOYKE BIUTMHYTH Ha TXHIO
KiOepCTifKiCTb.

BomHouac BIpoBapKeHHSI MITyYHOTO iHTENEKTY MOCHIIOE PO3PHB MK TUMH OpPTraHi3aIlisIMH, SKi aKTHBHO
BHKOPHUCTOBYIOTh HOBITHI TEXHOJIOTIi, 1 THMH, XTO HE BCTUTa€ 3a NMMHU 3MiHaMmu. [loBinbHa MopaepHizaiis abo
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BiJICYTHICTh OHOBJICHHS 3aCTapiINX iH(pOpMAaLifHUX CHCTEM NPHU3BOAUTH JI0 3POCTAHHS PU3HKIB, 110 BiI0OpaKeHO
y JaHuX rpadiky, ae 17% KepiBHUKIB NiANPHEMCTB 6a4aTh MpoOiieMy Y TOMY, 110 PU3UK HE BUIIPABOBYE iHBECTH-
uiiiHi BuTpaty. OAHAaK Jijepu Oe3MeKH OLiHIOITH 1Iel (pakTop 3HAUHO HMXKYE, JUIIe Ha piBHI 1%, 1110 MOXe CBif-
YUTH PO TXHIO OUIBIITY TOTOBHICTh 10 IHBECTHUIII B OHOBJIEHHS TEXHOJIOTIH.

[MuTaHHIME HaIIOHATBHOTO PIiBHS € BH3HAUCHHS KiOep3arpos, 3aX0/iB Ta MOXKINBOCTEH KibepOe3neku, po3-
poOKa OCHOBHHX ITOKa3HHKIB KiOepOe3neKkH, iX MOCTIHKEHHS 32 IEBHUMH O3HAKAMHU Ta CTBOPEHHS BiIIOBIIHUX
TpyI NOKa3HUKIB KiOepOe3neKu I aHallizy Ta po3poOKH 3aX0IiB MO0 iX YHUKHEHHs. METOI0 MPOBEJCHHS TAKOTO
JOCITIJDKEHHSI € CIIPUSIHHS MO0ABHIN KyJIbTypi KibepOe3neKH Ta MOMINIIeHHs cepH 3aXHCTy B yChoMy CBITI [3].
3abe3nedeHHs KibepOe3neKn MOXKIIMBO TUTBKH 338 paXyHOK KOMIDIEKCHOTO 1 Oe3epepBHOTO 3aCTOCYBaHHS OpraHi3a-
LiI{HO-TTPaBOBHX Ta TEXHIYHMUX METOMIB 3aXHCTY Ha Pi3HUX PIBHAX peamizamii [4].

Jns popmyBanHs 6e3medHoro iH(GOpMaIiitHOro MpocTopy Ha HalliOHAJTBHOMY PiBHI, CIIPSIMOBAHOTO HA MiHi-
Mi3alito Kibeppu3uKiB, HEOOX1THO BIPOBAKYBaTH KOMIUIEKCHI MEXaHI3MH Ta IHCTPYMEHTH yNpaBIliHHS KibepOes-
nekoro. 1li MexaHi3Mu MaroTh 3a0e3NeuyBaTu BUSIBICHHS, iIeHTH(IKAIlIO, OLIIHKY Ta 3am00iraHHs pU3MKaM, IO
3arpoXKyroTh iH(pOpPMaLiiHUM cHUCTeMaM, IIJISIXOM CTBOPEHHs MPOAKTHBHUX 3aXOJIiB 3aXUCTY. BaxInBoro ckiano-
BOIO LIBOTO IMPOLIECY € HE JIMIIEe TEXHIYHUIA 3aXUCT, ajie i cTpaTeriuHe ynpaBliHHS PU3UKaMH, 10 BKIIOYA€E B cede
PETEeNbHUM aHali3 MOTSHIIHHUX 3arpo3, po3po0Ky KpUTEpiiB OIiHIOBaHHS e(DEKTHBHOCTI 3aXHCTY, a TAKOK BU3HA-
YCHHS KITIOUOBHX MOKA3HUKIB, 32 SKHMH 3IIHCHIOETHCS MOHITOPUHT PiBHS KiOepOe3neKH.

VY cydacHMX yMOBax CTPIMKOTO 3pOCTaHHs Kibep3arpo3 s BCiX CEKTOPIB €eKOHOMIKH CTa€ OYEBHIHOIO HE00-
X1JIHICTh 3HAYHOTO MMOCHIJICHHS 3aXOiB 3 KibepOesnekn B YkpaiHi. Ile Bkitodae po3poOKy cTpareriuHux pilicHb,
K1 3a0e3MeuaTh He JUINE KiOepCTiMKICTh OKpEeMUX MIiANPUEMCTB, ajle i 3arajbHy CTIHKICTh Oi3HEC-CepeIOBHIIIA.
Oco6nmBoi yBaru motTpeOyIoTh KOMIIaHii, sSIKi HaAaI0Th MOCIYTH 3 OC3MEKH, OCKUTBKH BOHH CTAIOTh MEPIIIOI0 JTiHIEI0
000poHM y BUIaAKy Kibeparak. barato kepiBHMKIB opraHi3amiii BU3HAIOTh, IO 1HTErparlis KibepcTiikocTi B 0i3-
HEC-CTPATETil0 € HEOOX1THIM €IeMEHTOM IS 3a0e3MeUeHHS JOBIOCTPOKOBOI KOHKYPEHTOCIIPOMOXKHOCTI Ta 3aXH-
CTY BiJl 3pOCTaI0UYHX PU3UKIB Y IH(DPOBOMY CepeOBHILII.

Po3BuTOK LIM(POBUX TEXHOJOTIH, MONPH iXHI YUCIEHHI IepeBaru, BOIHOYAC CTBOPIOE HOBI MOXKJIMBOCTI AJIst
3JI0YMHHOT JISUTBHOCTI, 110 3arpoXye r100anbpHii 6e3merni. Cy4acHi TEXHOJIOTIYHI JOCATHEHHS HAAAI0Th 3JI0UHHIISIM
IHCTPYMEHTH ISl TIPOBEJICHHS OLIbII CKJIaJHUX 1 MacIITaOHHMX Kibeparak, IO BILIMBAIOTh HA KPUTHYHY iH(pa-
CTPYKTYPY, (PIHAHCOBI CHCTEMH Ta JICpKaBHI YCTAHOBH.

Ile ocoOnHMBO akTyaJIbHO JUIS KpaiH, SKi BKE IMIIAIOThCS arpeCHBHUM KiOepaTakam, TakWX sK YKpaiHa.
VY Takux yMmMoBax, BUPIIIECHHS TEXHIYHHX, OPTaHI3allifHUX Ta MPABOBHUX NMUTaHb KiOepOe3IeKu, cTae KPUTHIHO
BaXJIMBHM. KpaiHu MaroTe po3poOmsiTH HOBI cTpaTerii I MOCHIEHHS CBO€T KiOepCTIHKOCTI, BKIIIOUAIOYH BIIPOBA-
JUKCHHS €(DeKTHBHUX TEXHOJIOTIYHUX PillleHb, YI0CKOHAIICHHS IPABOBUX HOPM 1 PETyIIIOBaHb, a TAKOXK (hopMyBaHHS
MIITHUX OpraHi3aliifHuX CTPYKTYp, 3AATHUX IIPOTUCTOSITH OCTIHHO 3pOCTAIOUNM 3arpo3aM y (G POBOMY POCTOPI.

Jist 3a6e3neueHHs O1IbII KOMIUIEKCHOTO MiIXOAY A0 KibepcTiKkoCcTi He0OXiTHO 30CepeTUTUCS Ha PO3BUTKY
1HHOBalIHUX pillleHb y cdepi KibepOesneku, M0 T03BOIUTD MMiIBUILIMTH PiBEHb 3aXUIIEHOCT] iH(QOpMALiifHUX CHC-
TEM Ha BCiX piBHAX ympaBiiHHd. [{e nependavae He nuine iHBECTYBaHHS B HOBITHI TEXHOJIOTI, ane i CTBOPEHHS
€(PEKTUBHOI CHCTEMH IIiITOTOBKH KaJIpiB, 3IaTHUX OIEPATUBHO PearyBaTH Ha HOBI BUKJIMKHY Ta Kibep3arposu [6].

Kpim TOT0, BaXITHBOIO CKIIAIOBOIO KiOEPCTIHKOCTI € CTBOPEHHS THYYKOI PEryIsTOpHOI 0a3y, sika O aeKBaTHO
pearyBajia Ha CydyacHi BHKJIHMKH. [le BKJIt0OYae BIOCKOHAJICHHS 3aKOHOIABCTBA y cdepi 3aXUCTy NaHHX, BIAMOBI-
JATBHOCTI 3a KiOEp3JIOUMHH Ta PEryTIOBaHHS BUKOPUCTAHHS HOBITHIX TEXHOJOTIH, TAKHX SK MITyYHHH 1HTEIEKT
1 OiokueliH. BaxkiuBo, o0 mpaBoBi MeXaHI3MU BIAIOBITaI CydYaCHUM TSHJICHITISIM PO3BUTKY TEXHOJIOTIH 1 3a0e3-
MeYyBaI 3aXHUCT HE TUIBKH JICPKABHHX, ajie i IPUBATHUX ITiIIPUEMCTB Ta TPOMAJISH.

He MeHI BayXJIMBUM € MiDXKHApOJHE CIIIBPOOITHUIITBO, OCKUTBLKH KibepaTaku piko 0OMEXYIOThCs HaIlio-
HaJbHUMHU KopAoHamu. CIiNbHI 3yCHIIIS Ha TI00aJsHOMY PiBHI, BKIIIOYAIOUH OOMIH iH(pOpMALi€lo MIXK AepKa-
BaMH Ta MIKHAPOJHUMHU OpTraHi3allisiMu, 103BOJISATH OUThII €)EeKTUBHO MPOTHCTOSNTH 3arpo3am, 110 3’ IBISIOThCA
y uudpoBoMy npoctopi. IHTepHaIioHani3alis 3ycuiib 3 Ki0ep3axuCTy CTae KIY0BOIO Y 00poThOi 3 Kibep3io-
YUHHICTIO, OCKIJIBKH JIMILIE TiCHA CHiBIPALsl JO3BOJIUTH CBOEYACHO BUSBIISATH Ta OJIOKYBAaTH 3arpo3H Ha r1o0ab-
HOMY piBHI.

BucHoBku. TakuM YMHOM, 3 ypaxXyBaHHAM YCiX acleKTiB, KIOEPCTIHKICTh Mae CTaTH HE MPOCTO MATAHHIM
TEXHIYHUX DIllIEHb, ajie¢ W 3arajJbHOHAIIIOHAIILHOIO CTpaTerielo, sKa nepeadadaTiMe 3allydeHHs PI3HHX CEKTO-
PIB — BiJ YPAJOBUX CTPYKTYp JIO MPUBATHUX KOMITaHIi Ta OCBITHIX ycTaHOB. CTBOPEHHSI CHIIBHOI €KOCHCTEMH
KiOepOe3neKu T03BOJIMTh HE JIUIIEe 3HU3UTH PIBEHD 3arpo3, ajie i CIPHITH CTIHKOMY PO3BUTKY ITU(POBOI €KO-
HOMIKH Ta 3a0e3MecYeHHI0 cTabimbHOro (yHKIIOHYBAaHHS BCiX iHCTHTYHIH B yMOBax IOCTiHfHO 3MiHIOBaHOTO
KkibeprpocTopy.

OxpeMo HEOOX1THO MiAKPECIUTH BaXKIMBICTh OCBITH B cepi kibepbesneku. Iligrotroska IT-¢axiBuiB Buco-
KOTO PiBHsI Ta OpraHi3allis HaB4YaJIbHUX MPOTpaM JJisi KEPIBHUKIB 1 CIIIBPOOITHUKIB MiAMPUEMCTB 3 TTUTaHb 3aXHUCTY
iH(pOpMaLiHHUX CHCTEM, € OTHUM 13 MPIOPUTETHUX 3aBJaHb. TUIbKM TaKMM YMHOM MOXKHA rapaHTyBaTH, LIO Mij-
MpUEMCTBA OyIyTh MiJrOTOBIEHI 70 3yCTpidi 3 HOBUMH BHUKIMKAMH Ta 3arp0O3aMH, 0 BHHUKAIOTH Y HUPPOBOMY
CEPEIOBHIIII.
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FRONT-END SECURITY ARCHITECTURE: PROTECTION OF USER DATA AND PRIVACY

Investigation of this topic is relevant in light of the significant increase in the frequency and scale of cyber-attacks that
affect various industries and organisations. The purpose of this study is to analyse existing data protection methods at the
Front-end, which are able to effectively protect the confidentiality of user data in the face of modern cyber threats. Among the
methods used, the analytical method, synthesis, classification, statistical and other methods should be noted. The study identified
serious risks associated with storing confidential data on the client side. In particular, the use of cookies and local storage
turned out to be vulnerable points that pose potential threats to data security. An analysis of existing web applications revealed
the presence of cross-site scripting (XSS) vulnerabilities, which became a route for the introduction of malicious scripts. It was
revealed that the generation and use of unique cross-site request forgery (CSRF) tokens for each request play a key role in
preventing cross-site request forgery. The implementation of Governance as Code (GaC) technology has demonstrated potential
for automating compliance with established architectural and security standards, thereby reinforcing front-end defenses against
cyber threats. The findings emphasise the importance of educating end users on the basic principles of network security. The
study highlights the importance of developers’ active involvement in Front-end security. Thus, a comprehensive overview of the
Front-end security architecture with a focus on protecting user data and ensuring privacy is provided. The practical significance
of the study lies in the provision of specific recommendations and practical solutions to improve Front-end security in web
applications and represents a valuable set of tools and approaches that can be applied by developers and engineers to strengthen
the security of web applications. The addition of Governance as Code technology introduces an innovative layer of automated
security enforcement that is particularly suited to addressing emerging cybersecurity challenges in real-time.

Key words: data encryption, vulnerabilities, cross-site scripting, technology development, implementation, architecture,
governance as code.

Yeuem A. C., Yepnux M. B., Ilanaciok A. C., Aooynnin 1. 1. 3oeniwna apximexmypa be3nexku: 3axucm Oanux
Kopucmysaua ma KoHQioenyinnocmi

Hocnioocenns yiei memu € akmyaibHum y C8Imi 3HAUHO20 30iTbUIeHHA YACMOmMY Ma Macumabie Kibepamax, axi 3a4i-
narome pizHi eanysi ma opeawizayii. Memoio ybo2o 00CIONCeHHs € aHANI3 ICHYIOYUX Memodie 3axuchiy oanux y Front-end,
AKD 30amHi eqeKmuHo 3axucmumu KOHQIOeHYIIHICMb OaHUX KOpUucmysauig neped obauyusm cyuacHux xivepsazpos. Cepeod
BUKOPUCIOBYBAHUX MeMODi8 CI0 BIO3HAYUMU AHANIMUYHUL MemOoo, Memoo CuHmesy, Kiacugikayii, cmamucmuyni ma inwi
memoou. JlocniodxcenHss 6UABUNO CepUo3HI PUUKU, NO08 A3aHI 31 30epieaHHAM KOHQIOeHYIHUX OAHUX HA CMOPOHI KIIEHmA.
3okpema, spaznugumu micyamu, AKi CMAHOBNAMb NOMEHYIIHY 3a2po3y Oe3neyi OaHUX, BUABULOCS BUKOPUCIAHHA (aiinié cookie
ma JOKAIbHO20 cxoguya. AHaniz iCHylOUUX 8e6-000amKig 6USBUE HAABHICHb YPAZIUEOCEN MIJCCAUMOB020 CYeHapiio, sKi
Cmany Wasxom 0s BNPOBANICeHHs WIKIOTUBUX cKpunmig. Byno euseneno, wo cmeopens ma 6UKOPUCIIAHHS YHIKATbHUX Map-
Kepig niopooKu Midccatlmosux 3anumis 05l KOJICHO20 3anumy idicpae Kauo8y poib y 3anodieanti niopooyi mixccatimosux
3anumis. Bnposadicenus mexHono2ii « Ynpaguinta ax o0y npooeMoHCmpyeano nomenyian 01a agmomMamusayii 00mpumaHHs.
BCIMAHOBIIEHUX APXIMEKMYPHUX CIAHOAapmie | cmandapmie 6e3nexu, mum camum ROCUTIONYY 306HIUHKILE 3axucm 6i0 Kibep3a-
2po3. Buchogku niokpecnooms 8axciusichb HA8UAHHA KiHYe8UX KOPUCTNYE8AYi6 0CHOBHUM NpuHyunam desnexu mepexci. JJocni-
02HCeHHA NIOKPeCTIOE 8aXCcIUicms akmusnoi yuacmi po3pobuuxie y saxucmi Front-end. Takum yunom, Ha0aemvcs euyepnuuil
0ens0 apximexmypu besnexu Front-end 3 akyenmom Ha 3axucm OaHUX KOpucmyeauis i 3abezneuenns kongioenyiinocmi. IIpax-
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muyHe 3HAYeHHs 00CTIONCEHHS NOTALAE 8 HAOAHHT KOHKDEMHUX PeKOMEeHOAYill | npakmuuHux piuens 014 nokpawenus Front-end
be3nexu y 6eb-0o0amxax i A61A€ co0010 YiHHUL HADIp IHCMpPYyMeHmie i nioxodie, AKi MOXCYMb 3ACMOCO8YBAMUCS PO3POOHUKAMU
ma inoicenepamu 0 nocuaents besnexu 6eo-dodamxie. Jlooasanns mexnonoeii « Ynpaguins ax Kooy npedcmasnsic iHHo8ayiti-
HUU PI8eHb ABMOMAMU3068aH020 3a0e3neuenHs be3nexu, KUt 0coo1U60 nioxXo0ums 05 GUpIuIeHHs HOBUX npobiem Kibepbesnexu
8 PedNCUMI PeanbHO20 YACY.

KitiouoBi cioBa: wiugpysanna oanux, epasnugocmi, Midccaimosuti CKpunmune, po3pooxa mexnonozii, 61posad’ceHHs,
apximexmypa, ynpagiiHHa sK Koo.

Formulation of the problem. In the digital age, when web applications and interactive interfaces are becom-
ing more widespread, Front-end security is becoming an integral part of ensuring high standards of data protection
and privacy that meet the requirements of the user experience. The Front-end security architecture plays a crucial
role in creating reliable web applications, providing not only modern and functional interfaces, but also reliable
protection of data stored and processed on the client side. With the constant growth of threats in the field of cyber-
security, issues related to the protection of user data and privacy are becoming more acute and require a compre-
hensive approach. The problems of this study are centred on several key aspects. The main challenges are the risks
associated with storing and transferring data on the client side, and vulnerabilities and attacks aimed at the Front-
end. Analysing and preventing such threats requires not only effective privacy practices, but also compliance with
security standards adapted to the specifics of Front-end development.

Analysis of recent research and publications. The study by M. Tsulukidze et al. [1] has determined the
current level of personal data protection in Georgia to identify problems and offer recommendations to improve
security. As a result, the researchers identified the strengths and weaknesses of the personal data protection system
in Georgia and provided suggestions for improving legislation and control mechanisms. The purpose of the study by
V. Napetvaridze and A. Chochia [2] was to investigate the development of cybersecurity strategies in Georgia in the
context of policy and legal regulation to identify effective methods and recommendations for the future strengthen-
ing of cybersecurity. The researchers provided suggestions for finalising existing legislation to better meet modern
challenges in cyberspace and developed practical tips and recommendations for ensuring security.

The study by A. Sivasangari et al. [3] has developed and evaluated the effectiveness of integrating block-
chain technology into the security structure of medical data to ensure a high level of confidentiality and protection
against threats. An integrated blockchain structure has been developed that can provide a high level of security
and confidentiality of medical data. The effectiveness of using blockchain technology to solve security prob-
lems has been revealed. The main purpose of the study by D. Feldman and E. Haber [4] was to identify modern
challenges and threats to privacy in the era of constant access and to develop effective methods and means of
data protection. The researchers revealed an increase in the complexity of threats in the era of constant access,
including attacks on personal devices, internetwork attacks, and data leaks. Methods for measuring the level of
confidentiality have been developed and proposed, including analysis of the encryption level, access control, and
data monitoring. The study by D. Amo et al. [5] was dedicated to the analysis and development of a plugin for
Moodle, which not only increases the level of user privacy, but also provides support through the use of aliases.
The researchers have developed a plugin that provides additional tools and settings for managing data privacy in
Moodle. The introduction of user aliases helped to create an additional layer of anonymity, providing a level of
trust for students.

These studies are valuable in the context of data security analysis, but they do not cover aspects related to the
Front-end security architecture and user data protection at the web application interface level. The study focused on
general data protection strategies and methods, without affecting the specifics of Front-end development and secu-
rity issues at this level. The research mainly described aspects of legal regulation, the effectiveness of integrating
technologies and threat analysis methods, but did not provide practical recommendations and solutions aimed at
protecting user data through Front-end architecture.

The purpose of the article is to analyse the threats and risks associated with Front-end architecture. Addi-
tionally, within the framework of the study, the following tasks were set: analysis of existing security standards,
such as Open Web Application Security Project (OWASP) Top Ten, and their compliance with modern security
requirements for Front-end applications; development of recommendations for the use of modern encryption meth-
ods that contribute to the creation of secure web applications for effective protection of user data during their trans-
fer and storage.

To ensure the security and confidentiality of data in the Front-end, a comprehensive methodology was applied,
encompassing analytical and statistical methods. The analytical method examined the Front-end security architec-
ture, identifying vulnerabilities and assessing the effectiveness of security measures. This analysis, combined with
secure architectural design, led to recommendations for preventing XSS attacks, improving CSRF token usage,
and enhancing end-user training. The statistical method evaluated data characteristics such as mean, median, and
standard deviation to understand data structure and security features. Statistical tests like t-tests, ANOVA, and cor-
relation analysis determined the effectiveness of specific security measures, providing a basis for sound decisions
and predictions about future Front-end security trends.
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Presenting main material. During the analysis of threats and vulnerabilities in the Front-end, a number of
key aspects faced by web applications were identified. Cross-site scripting (XSS) is one of the most common types
of Front-end attacks [6]. It represents a serious vulnerability when attackers inject malicious scripts into a web page,
which are then executed in the user’s browser. This can lead to various types of attacks, such as theft of session
cookies, interception of input data, and other types of manipulation of a web page or user data. Insufficient filtering
of data entry and unverified information output on the client side really create a vulnerability, allowing attackers to
inject malicious scripts. In the context of Front-end web applications, where user interaction takes place directly in
the browser, cross-site scripting becomes especially dangerous. In such applications, insufficient validation of input
data and lack of control over the output of information on the client side can lead to serious consequences, such as
theft of user data or performing unauthorised actions on their behalf.

Cross-site request forgery (CSRF) attacks are among the most common and dangerous threats to web appli-
cations [7]. In this type of attack, attackers use the user’s trust in the website to perform unwanted actions on their
behalf. The attacker creates a fake request that is sent to the web server using the user’s authentication data, for
example, cookies. This request may contain commands to modify the data executed on the server. An example
would be a malicious script embedded on another website or sent via a malicious email. When a user visits this
site or opens an email, the script executes a request to the target website on behalf of the user. If the website is not
protected from CSREF, it can execute this request without even suspecting that it was not initiated by the user. Such
attacks lead to various consequences, including changing the user’s password, performing financial transactions,
sending malicious messages, etc. Therefore, CSRF protection is an important aspect of securing web applications.

The use of cookies and local storage are the main methods of storing data on the client side in web appli-
cations [8]. One of the identified risks is the possibility of unauthorised access to data stored in cookies and local
storage. Insufficient protection of this data can lead to leaks of confidential information, which is a serious threat to
user privacy. An additional aspect of the analysis is the risk of data manipulation on the client side. Attackers may
try to change the data stored in cookies or local storage, affecting the operation of the application or even provoking
erroneous actions on behalf of the user. In addition, the risk of vulnerability to various forms of attacks, such as data
interception and request forgery, has been identified. Unauthorised access to user data or the possibility of introduc-
ing malicious scripts through cookies and local storage become paths for potential attacks.

Typical risks such as XSS, and CSRF attacks, together with potential threats related to data storage on the
client side, represent important security aspects of Front-end web applications [9]. Figure 1 shows the distribution
of threats in Front-end web applications, indicating the importance of each of them in the security context. In the
process of creating the diagram, specific characteristics are considered, which makes it an informative tool for mak-
ing security decisions.

25%
30%

0
25% 20%

= Cross-site scripting = Cross-site request forgery attacks

Client-side data storage threats = Other threats

Figure 1. Threat distribution in Front-end web applications

Source: compiled by the authors

The concept of security in Front-end development is becoming increasingly critical in the face of ever-in-
creasing cyber threats [10]. In this regard, the development of effective data encryption mechanisms at the stages
of their transmission and storage plays an important role. When choosing the appropriate encryption algorithms to
ensure the security of the Front-end architecture, various aspects must be considered, including the security and
performance requirements of the application. Asymmetric algorithms such as Rivest-Shamir-Adleman (RSA) or
Error Correction Code (ECC) can be used to exchange keys and sign data, providing a high level of security when
transferring information between the client and the server.
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Symmetric algorithms such as Advanced Encryption Standard (AES) provide effective encryption of data on
the client side, considering the limited computing resources of the browser [11]. In addition, the use of hash func-
tions such as SHA-256 can ensure data integrity and protect against information substitution during transmission.
Evaluating each algorithm in the context of a specific application will help to choose the optimal combination of
encryption methods, ensuring a balance between security and performance. Figure 2 demonstrates the importance
of these encryption methods.

= Asymmetric algorithms (RSA, ECC) = Symmetric algorithms (AES)
Hash functions (SHA-256)

Figure 2. Importance of security data encryption methods Front-end development

Source: compiled by the authors

The use of data encryption during transmission is a key aspect of ensuring the security of web applications.
To do this, developers can use transport layer encryption protocols such as HyperText Transfer Protocol Secure
(HTTPS) [12]. HTTPS provides secure data transfer between the client and the server by encrypting information,
which significantly reduces the risk of hackers intercepting and reading confidential data. When using HTTPS, all
traffic between the user’s browser and the server is automatically encrypted, which ensures the confidentiality of
the transmitted information. This encryption method not only protects user data, but also ensures the integrity and
authenticity of the transmitted data. Thus, HTTPS is an effective means of protecting information during transmis-
sion on the network. Encryption key management plays an important role in ensuring data security. This includes
secure storage and key exchange between the various components of the system. Encryption keys must be protected
from unauthorised access, and updated and restored if necessary. Effective key management ensures the safety of
information and prevents possible attacks on data.

Testing and auditing of encryption mechanisms are necessary to ensure their reliability and security [13].
Regular vulnerability checks and audits help identify potential problems and errors in the implementation of data
encryption. This allows developers to fix the detected vulnerabilities and increase the security level of the system
as a whole. Testing and auditing also contribute to compliance with security standards and ensure user confidence
in the system.

The introduction of authentication and authorisation mechanisms is a critical step in ensuring the security
of the system [14]. The authentication mechanism is designed to verify the authenticity of users by authenticating
their IDs. The study examines various authentication methods such as password authentication, two-factor authen-
tication, biometric authentication, etc. The goal is to ensure reliable authentication of users before granting access
to confidential data. The authorisation mechanism determines user access rights to various resources and system
functionality. Access rights management methods, role-based access model, role-based access policies, and other
aspects were considered. The goal is to ensure that only authorised users have access to certain sensitive data corre-
sponding to their roles and rights. The consideration of these mechanisms in the framework of the study is aimed at
ensuring that only authorised users have access to confidential data, and at preventing unauthorised access to them.
All these mechanisms work together to protect the confidentiality of data, prevent unauthorised access to it, and
ensure compliance with information security principles. Their consideration and analysis within the framework of
the study helps to identify and implement optimal data protection strategies in the Front-end architecture. Figure 3
depicts the importance of different authentication mechanisms in Front-end development.
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= Password authentication = Two-factor authentication Biometric authentication

Figure 3. Importance of authentication mechanisms in Front-end development

Source: compiled by the authors

To ensure the security of the Front-end architecture, compliance with security standards such as OWASP Top
Ten is of particular importance, which is a key aspect of achieving this goal. This ensures not only that the technol-
ogies and methods used comply with security recommendations, but also provides developers with a reliable foun-
dation to minimise risks and vulnerabilities during the development and operation of Front-end applications. By
complying with OWASP Top Ten security standards, developers get access to an extensive set of recommendations
and best practices that can be directly applied to applications under development. These recommendations cover
various aspects of security, including protection against cross-site scripting, Structured Query Language (SQL)
injections, incorrect authentication, incorrect authorisation, and other common threats. Compliance with security
standards also helps to raise developers’ awareness of current trends and threats in the field of cybersecurity. This
allows them to be prepared for new threats and respond effectively to them using advanced protection methods.
Moreover, by complying with security standards, developers get the opportunity to demonstrate a high level of user
data protection, which strengthens trust in their applications and helps strengthen the company’s image as a whole.

Training and awareness-raising are important components in ensuring the security of Front-end architecture
[15]. To achieve this goal, training events are held for both end users and developers. For end users, the training
covers various aspects of security in an online environment, including the threats they may face when using web
applications, and data protection methods. This may include training on how to store passwords securely, recognise
suspicious activity, and notify about security threats. For developers, the training is aimed at an in-depth understand-
ing of data protection methods and the application of best practices in the development of Front-end applications.
This includes training on modern security threats, authentication and authorisation methods, and data encryption
principles. Training events for developers may also include practical exercises and case studies, allowing them to
put their knowledge into practice and develop secure applications from the very beginning of the process.

Considering the development of an effective Front-end architecture, key recommendations are highlighted,
based on which developers can actively contribute to ensuring the security of the Front-end. The following aspects
are personal recommendations developed based on the analysis. It is recommended to conduct periodic code audits
with an emphasis on identifying potential vulnerabilities and evaluating the overall security of the code base. This
approach will help identify and fix problems even at the development stage, reducing security risks. It is impor-
tant to actively monitor updates to third-party libraries and components used in the project. It is recommended to
update dependencies regularly, implementing security fixes, and paying special attention to maintaining up-to-date
versions. Developers are advised to strictly adhere to established security standards during the design and writing
of Front-end code. This includes the use of safe programming practices, proper data entry processing, and careful
management of cross-site scripting.

The recommendations provide for careful monitoring of data storage methods on the client side, consider-
ing the specifics of threat and vulnerability analysis. In this context, it is recommended to actively use encryption
mechanisms for data stored on the client side in order to prevent unauthorised access and protect confidential user
information from possible threats. It is also strongly recommended to use the HTTPS protocol to ensure secure data
transfer between the client and the server.
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Threat and vulnerability analysis highlighted the importance of combating cross-site scripting, CSRF attacks,
and the risks associated with client-side data storage. The study of cross-site scripting revealed that insufficient fil-
tering of data entry and unverified output of information can open up opportunities for the introduction of malicious
scripts. Recommendations include implementing strict filtering methods, secure data output, and using Content
Security Policy to prevent XSS attacks. Analysis of CSRF attacks has revealed their serious threat potential, espe-
cially in the context of Front-end web applications. Recommendations include the introduction of mechanisms for
generating unique CSRF tokens, regular updating of session data, and strict access control to important operations.
An assessment of vulnerabilities related to data storage on the client side revealed the risks associated with the use
of cookies and local storage.

These personalised recommendations provide practical steps to improve the security of Front-end develop-
ment and can be implemented into the workflow to ensure the reliability and protection of web applications being
created.

The Front-end security architecture is a fundamental aspect of security in web applications. The research has
penetrated deeply into this issue, identifying key points that form the basis for the reliability and confidentiality of
user data. Interface design has a significant impact on the overall security of the system, and this study emphasises
that effective protection begins from the very beginning of development — with Front-end design. The threat analysis
highlighted the importance of developing and implementing effective mechanisms to protect user data. The methods
of storing and transmitting data on the client side pose significant risks that require reliable measures to ensure them.
Various types of attacks, such as cross-site scripting and cross-site request forgery, can leak confidential information
and cause damage to both users and organisations.

It is important to note that a detailed examination of the Front-end architecture reveals vulnerabilities and
security threats that may be overlooked at higher levels of development. The study raised questions not only about
the technical side of security, but also about the impact of interface design on data security.

The research represents a very relevant contribution to the modern digital world, where threats to the security
of user data are becoming more significant. With the growth of digitalisation and the widespread use of web appli-
cations, ensuring reliable protection of user data is becoming an integral part of development. The importance of
education and training for both developers and end users should be emphasised. Teaching users the basics of cyber-
security and developing self-defence skills can significantly reduce the risk of successful attacks.

The purpose of the study by P.N. Hiremath et al. [16] was a critical analysis of the MyWebGuard tool in terms
of its effectiveness in ensuring security and protecting online privacy. The research was aimed at identifying the
strengths, possible limitations, and potential for improvements of this tool. The results not only identified strengths
and areas for further improvement of the tool, but also provided valuable recommendations for developers and users
in order to improve the security environment on the Internet. Both studies successfully address security and privacy
concerns, and contain overlapping recommendations or conclusions. The main purpose of the study by P.N. Hire-
math et al. [16] was to identify the strengths and weaknesses of this tool, and to provide recommendations for its
improvement. In turn, this study focuses on the analysis of existing data protection methods at the Front-end, which
contribute to the creation of an effective and reliable architecture for protecting user data in the face of modern cyber
threats. Both studies aim to increase the level of security on the Internet.

S. Hutt et al. [17] evaluated the current infrastructure used in the Massive Open Online Course (MOOC) and
its compliance with security and privacy requirements. The assessment of the technical side of the MOOC infra-
structure included an analysis of the protection of servers, databases, and their transfer. The researcher identified
technological weaknesses and vulnerabilities and offered recommendations for their elimination. The effectiveness
of access control systems and their ability to prevent unauthorised access to students’ personal information was
investigated and the privacy policies offered by MOOC providers were analysed. S. Hutt et al. [17] highlighted tech-
nological weaknesses and vulnerabilities, offering recommendations for their elimination. The study also assessed
the effectiveness of access control systems and their ability to prevent unauthorised access to students’ personal
information, and analysed the privacy policies offered by MOOC providers. In turn, this study focuses on creating
recommendations based on the analysis carried out in it. Both papers emphasise the importance of data security and
privacy, but from different perspectives.

A.M. Al Hawamleh et al. [18] examined current challenges in the field of cybersecurity, and the role of ethical
hacking in improving the protection of personal information. The results of the study revealed that ethical hacking
helps to find potential threats and vulnerabilities before they become critical. It increases the level of awareness in
the organisation about possible threats and the need to ensure security. Effective cybersecurity strategies, including
ethical hacking, are becoming an integral part of the modern digital world, which ensures security and privacy in the
Internet environment. The claim that ethical hacking is an integral part of the modern digital world is controversial.
In a number of fields or organisations, this method is not the only correct or appropriate one. Depending on the
moral and ethical principles of different individuals or organisations, ethical hacking can be perceived in different
ways. It is important to keep in mind that the effectiveness of ethical hacking strongly depends on the context in
which it is applied. This method may not be unambiguously recommended in all cases. Both studies highlight the
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importance of data protection and cybersecurity, but they have different angles and accents, covering a wide range
of topics in the field of information security.

The study by C. Arora [19] aimed to analyse the role and contribution of proxies in ensuring privacy in
health information exchange in digital health. The researcher has revealed that trusted persons play a critical role
in ensuring trust and confidentiality in the exchange of health data. Their functions, such as access control and
data encryption, have had a significant impact on the security of digital healthcare. As a result of the analysis of
technological aspects of data protection, it was revealed that the use of modern solutions, including blockchain and
effective encryption mechanisms, contributed to the reliable protection of medical data from unauthorised access. In
comparison with this study, S. Arora’s [19] paper focuses on the analysis of a specific area of digital healthcare and
the role of trusted persons in ensuring data security. It examines the broader aspects of data security related to the
exchange of medical information in digital healthcare, including access control and encryption technologies. While
the Front-end security architecture focuses on developing recommendations and strategies to protect user data at the
interface level of web applications. Both studies are important in the context of data security and confidentiality, but
they address different aspects and offer different approaches to solving the problem.

The purpose of the study by N. Saravanan and A. Umamakeswari [20] was to analyse the effectiveness of
grid access control in the context of cloud environments with hybrid security and identify optimal strategies for
protecting user data. The work confirmed that the use of grid access control in cloud infrastructures contributed to
the effective organisation of access control, providing flexibility, and scalability. Advantages have been identified,
such as simplifying user management, reducing the risks of unauthorised access, and increasing the level of trace-
ability of user actions. The researcher identified areas for improving role based access control (RBAC) efficiency
in cloud environments, including the integration of modern authentication technologies and more thorough scala-
bility testing. Scalability testing is an important aspect, however, the effectiveness of lattice access control can be
confirmed not only through scalability, but also through overall security and compliance with standards. The areas
suggested by the researcher to improve RBAC in cloud environments can be effective, however, it must be borne
in mind that the security sphere is constantly evolving, and the need for additional security aspects may also arise
in the future. The researcher’s recommendations on the integration of modern authentication technologies are well-
founded, given the dynamism of cyber threats and the need for constant updating of security methods.

The results of the current study demonstrate that the Front-end security architecture and user data protection
face a number of urgent challenges. An analysis of the risks associated with the storage and transfer of data on the
client side has revealed the need to develop effective mechanisms to ensure confidentiality. The study also highlights
the role of access control mechanisms such as authentication and authorisation in ensuring data privacy protection.
Vulnerabilities and attacks focused on the Front-end require constant development of methods to prevent and iden-
tify new attack methods, especially in the context of problems such as cross-site scripting and cross-site request
forgery. In light of the ever-increasing threats, the importance of this research is undeniable. It not only identifies
problems but also offers practical solutions aimed at improving the security of web applications.

Governance as Code (GaC) technology provides a systematic way to ensure that front-end architectures
adhere to predefined security standards automatically. This technology can streamline the enforcement of archi-
tectural standards, helping to protect user data and enhance privacy in front-end applications. GaC technology
allows for the automatic verification of front-end architectures against security models to prevent vulnerabilities
and ensures consistency across systems by maintaining uniform security standards [21]. The implementation of
GaC automates the enforcement of security rules before deployment, enabling early detection of potential secu-
rity issues and ensuring compliance with regulations like General Data Protection Regulation (GDPR), Health
Insurance Portability and Accountability Act (HIPAA), or California Consumer Privacy Act (CCPA). By defining
important security rules as code and applying these automatically using tools like Open Policy Agent, organiza-
tions can prevent deployment of applications that do not meet strict security criteria, thus enhancing the overall
security posture. Integrating GaC not only facilitates a proactive security approach in front-end development but
also helps in maintaining continual compliance and adjusting security measures in response to emerging threats.
Given its potential to transform security protocols, Governance as Code technology, as outlined under patent
W02022250564, could significantly mitigate risks associated with user data and privacy violations, setting a new
standard in secure software development practices.

Conclusions. Protection of user data and privacy play a key role in modern web applications. The findings
emphasise that successful data protection begins with the development stage of Front-end web applications. Tech-
nical solutions, such as the use of encryption and measures against attacks, are insufficient without considering the
details in the design of the interface. The study revealed various threats and vulnerabilities faced by the Front-end
architecture in the field of data privacy protection. Learning encryption mechanisms, access control and adhering to
security standards such as the OWASP Top Ten have proven to be key steps in providing strong security.

The study highlights that training and awareness-raising of Front-end developers in the field of security
is an essential component of ensuring a reliable architecture. Access control mechanisms such as authentication
and authorisation have played a critical role in protecting data privacy. Reliable user authentication and access
control to various resources helped prevent unauthorised access and ensure data integrity. The practical tips and
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recommendations presented in the study form the basis for developers, providing them with a better understanding
and readiness to respond to a variety of threats. Front-end developers, aware of the current threats, make more
informed decisions in the process of creating interfaces. The training provides not only theoretical knowledge, but
also practical skills necessary to build secure and sustainable web applications.

The practical advice obtained in the course of the study plays a key role in the development of reliable security
strategies in the field of Front-end development. They are valuable recommendations that help to increase the level
of protection of web applications and interfaces. An important element is the awareness of Front-end developers of
current threats and effective methods of preventing them. Moreover, the integration of GaC technology, as detailed
in the article, offers a systematic framework to ensure that all elements of the front-end architecture adhere to set
security guidelines and configurations. This approach enhances the security strategies implemented, further safe-
guarding user data from emerging threats and vulnerabilities.

The study provides practical guidance for Front-end developers, highlighting the importance of security edu-
cation and awareness. The practical tips and recommendations presented in the study create the basis for an effective
response to threats, contributing to the creation of more reliable architectures. Subsequent research in this area may
focus on the further development of educational programmes and tools to support the security of Front-end devel-
opment.
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The study analyzes the participation of technologies related to the development of the Internet of Things (IoT) network
concept in the intermodal container transportation system. Since the beginning of the XXI century, loT-related technologies
have been dynamically spreading in almost all areas of international business, and this has changed the understanding of
cargo owners about the quality of transportation services, among other things. Since transparency in monitoring the location of
high-value goods is extremely important for transport companies, cargo owners, and all other stakeholders, and the intermodal
transportation system is extremely complex due to the number and diversity of communications, the need to use loT is obvious. As
analysts predict that the introduction of loT technologies in containerization will become widespread in the coming years, a study
to assess the level of research on the introduction of such technologies and implementation in the practical activities of transport
enterprises is relevant. The aim of the proposed review is to determine the degree of loT implementation in the container
transportation industry, areas of research on the topic, and identify factors that may impede the predicted rapid development of
10T in containerization. The proposed study includes an analysis of scientific publications related to the use of the Internet of
Things in the field of international container transportation, identifies the main priority areas of such publications, establishes
the areas of current implementation of loT technology and determines the prospects for its use. Since the solutions that can
potentially be obtained with the help of loT are quite heterogeneous, the literature analysis is organized by grouping such
publications into the following areas: container monitoring and tracking, enhancing supply chain transparency and visibility,
optimization of operational efficiency, security and risk management, environmental impact and sustainability, challenges and
barriers. The paper provides examples of online platforms and applications currently offered by major container operators that
are related to this technology.
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Aposcacun 0. 1. «Inmeprem peueily ¢ 2a71y3i KOnmenHepHUX nepegesens: chepu 3acmocysanna ma npuKaaou piuiens

B cmammi npedcmasnenuti ananiz yuacmi mexwonoeil, ki nog a3aHi 3 PO36UMKOM 3ATyUeHHS Mepexce6oi KoHyenyii
«Inmepnem peueiiy (anen. loT) 6 cucmemi inmepmodanvrux KonmeiHepHux nepesesens. Texnonoeii, nos azani 3 loT 3 nouamxy
XXI cmopiyus OuHaMivHO wupamvca maiisxce 8 ycix cghepax MidicHapoOHo2o Oi3Hecy, I ye NesHUM YUHOM 3MIHULO PO3YMIHHA
BAHMAIICOBNACHUKIG NPO AKICMb MPAHCNOPMHO20 00CTy208y8ants 8 momy uucii. Ockinbku npo3opicme MOHIMopunzy nepe-
OYBAHHA BUCOKOBAPMICHUX MOBAPIE € 6KPALl BANCIUBOI OIS MPAHCHIOPHIHUX NIONPUEMCING, BAHMANCOBLACHUKIB, | YCIX THULUX
3aYiKasneHUx CMOpPIH, a IHMEPMOOATbHA CUCTEMA NEPe6e3eHb € 6KPAll CKIAOHOK BHACTIOOK KITbKOCMI | PI3HOXAPAKMEPHOC
KomyHixayitl, HeoOxionicme 3anyuennus loT € ouegudnoio. OCKinbku AHATIMUKAMU NPOSHO3YEMBCA, WO BNPOBAONCEHHS MeX-
Honoeiti Inmepnemy peuetl y KoHmelHepusayii Cmame 3a2aibHOBICUBAHUM Y HATOIUNCYT POKU, OOCTIONCEHHS 3 OYIHKU PigHS
BUBUEHOCI OO0 BNPOBAONCEHHS. MAKUX MEXHONO0RIU Ma iMnieMeHmayii 6 npakmuuHiu OisIbHOCMI MPAHCROPMHUX NIONPU-
eMcmS € akmyanvbHoto. Mema 3anponono8anozo 02n:A0y nouazae 6 gusHaveHni cmynenio sanposadxcenocmi loT 6 konmetinepHy
IHOYCMpIIO hepeee3eHb, HANPAMKIE HAYKOGUX 00CTIONCEHb 30 MO0 MA BUAGTEHHI (aKmopis, SKI MOJICYMb HEPEUKOONCamu
npocHo308aHOMY wiguokomy possumxy loT y konmeiinepusayii. 3anpononosarne 0ociodNcenHs 6KI0UAE 6 cebe AHANI3 HAYKOBUX
nyonixayitl, AKi CMOCyI0MbCs UKOPUCINAHHS (iHMepHemy peyelly 8 cghepi MidNCHAPOOHUX KOHMEUHEPHUX Nepese3eHd, BUSHAUAE
OCHOBHI NpiopumemHi HaNPAMKY Maxux nyoriKayitl, ecmanosnioe chepu cyuacroi imniemenmayii mexuonoeii loT i eusnauac
nepcnexmueu ii guxopucmanta. OCKinoKu piuierHs, SKi NOMeHYitiHo Modce Oymu ompumaro 3a 0onomozoio loT € docmamubo
DI3HOPIOHUMY, aHANI3 Timepamypu no6YO0SaHUll 2pyny8anHam MaKux nyonikayill 3a HAnPAMKAMU: MOHIMOpuHe ma eiocme-
JICeHHsL KOHmellHepis, N0SUUeHH NPO30POCI TAHYI2I6 NOCMABOK, ONMUMI3aYis onepayilinoi eghexmusHocmi, benexa ma
YNPAGIHHA PUSUKAMY, 8NIUE HA HABKOTUWIHE cepedosuuje ma CManull po3sumox, UKIUKY ma nepenonu. B pobomi 3aznaueni
NpUKIAoU inmepHem-niamegopm, 000amxie, AKi CbO200HI NPONOHYIOMbCA NOMYHCHUMU KOHMEUHEPHUMU ONepamopamy, AKi
N06 A3AHI i3 33HAYEHOI0 MEXHONORIEI.

KittouoBi cioBa: konmetinep, CyOHONIABCMEO, IHMEPMOOANbHI hepese3eH A, mpancnopm, inmepHem peuet, loT.
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Introduction. The IoT has transformed various industries, and container shipping is no exception. Container
shipping involves the global transport of goods in standardized containers, a process characterized by complexity,
vast supply chains, and stringent time-sensitive requirements. IoT technology, by facilitating real-time tracking,
data collection, and automated operations, has emerged as a significant enabler of efficiency, transparency, and
innovation in this field. This review aims to synthesize key themes and findings from the scientific literature on loT
applications in container shipping.

The application of IoT in the container industry can be traced back to the early 2000’s when global trade began
to witness rapid growth in containerized shipping. Traditionally, container transportation relied heavily on manual
processes and basic tracking systems, making it difficult to obtain real-time data about the location, condition, and
security of containers.

Initial efforts to integrate [oT involved using Radio Frequency Identification (RFID) tags to track containers.
RFID technology allowed for automated identification and data capture, but it had limitations regarding the range of
communication and lack of real-time updates. At the same time, the development of GPS tracking systems provided
an early method for monitoring container movements but was often limited to high-value cargo.

By the late 2000s, advancements in wireless communication technologies and sensor devices enabled the
industry to explore more sophisticated IoT applications. The ability to install low-cost sensors on containers, paired
with cellular, satellite, and wireless network technologies, laid the foundation for real-time data collection and
remote monitoring, ushering in the era of «smart containersy.
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Market share
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mmmm Reefer box installs

= Dry box installs
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Fig. 1. IoT in Container Shipping development forecast
Source: Drewry [1]

As predicted by Drewry Agency, the number of smart containers in the global fleet will grow to more than
8.7 mln. TEU by 2026, accounting for up to 25 % of global container volumes. It is expected that the development
of IoT technologies over time will increase the value of IOT-devices for carriers, operators and cargo owners will
reduce the cost of the devices [1].

The purpose of the article. The adoption of IoT technologies in containerization is expected to become ubiq-
uitous in the coming years, so assessing the level of research into the adoption of such technologies and implemen-
tation in practice is relevant. The purpose of the proposed review was to identify the extent of loT implementation
in container industry, to determine the degree of scientific study on application areas, and to try to identify factors
that may hinder the rapid development of [oT in containerization.

The main material. The expansion of IoT applications in the container industry over the last decade has been
driven by several factors, including advancements in connectivity (such as 4G/5G networks), cloud computing, big
data analytics, and the demand for real-time supply chain visibility. The key applications of 10T in container ship-
ping can be categorized into the following:

Real-Time Tracking and Monitoring. IoT sensors embedded within containers allow operators to monitor
their location, movement, and environmental conditions in real time. This is crucial for industries that deal with
perishable goods, pharmaceuticals, and high-value cargo that require strict temperature and humidity control. Smart
containers equipped with GPS sensors, temperature sensors, and accelerometers provide real-time data on location,
cargo status, and environmental conditions, enabling proactive decision-making in case of deviations.

Supply Chain Optimization. [oT helps optimize logistics processes by providing end-to-end visibility of the
supply chain. Real-time data on container movements help shipping companies and logistics providers optimize
routes, manage fuel consumption, and avoid delays caused by congested ports or other disruptions. Predictive ana-
lytics, powered by IoT data, can forecast demand, allowing better management of container fleets and improving
asset utilization.
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Security and Risk Management. Security concerns in container shipping, such as cargo theft, smuggling, and
damage, have long been a challenge. [oT devices help mitigate these risks by providing enhanced security features.
Smart locks, intrusion detection sensors, and geofencing technology enable operators to monitor for unauthorized
access or tampering with containers. In the case of hazardous goods, sensors can also detect leaks or temperature
changes that might pose safety risks.

Automation and Efficiency. The integration of IoT into ports and terminals has streamlined operations through
automation. IoT-enabled cranes, container handling equipment, and automated guided vehicles (AGVs) at smart
ports reduce labor costs, increase throughput, and minimize human error. Additionally, IoT facilitates faster customs
clearance processes by providing authorities with real-time data on container contents and movements, improving
the overall efficiency of global trade.

While IoT has significantly improved the container industry, several challenges remain:

— connectivity issues: despite advances in communication technologies, containers often pass through remote
areas (e.g., during ocean transit) where network coverage is limited or unreliable. Satellite connectivity, though
available, can be costly and may not be feasible for all operators.

— data overload and integration: the vast amount of data generated by IoT sensors can be overwhelming if
not properly managed. Integration of IoT data into existing logistics management systems is another challenge,
particularly for smaller companies with limited technological infrastructure.

— cybersecurity risks: as more containers become connected to the internet, cybersecurity threats increase.
IoT devices are vulnerable to hacking, which could lead to theft, disruptions in supply chains, or tampering with
critical data.

— standardization: the lack of industry-wide standards for IoT devices, protocols, and data formats compli-
cates the interoperability between different stakeholders in the shipping ecosystem. This can lead to fragmented
solutions that hinder the seamless flow of information across the supply chain.

Literature survey.

One of the first research articles on the application of IoT in shipping and intermodal transportation is a 2010
study that describes the implementation of telematics technologies to improve the management of cargo operations
using IoT. The article touches on aspects such as real-time monitoring of containers using RFID and sensor technol-
ogies to help improve transparency and efficiency in supply chains [2].

To streamline the literature analysis, we will divide them into 7 groups, according to the directions of research
in this field: 1). container monitoring and tracking; 2). enhancing supply chain transparency and visibility; 3). opti-
mization of operational efficiency; 4). security and risk management 5). environmental impact and sustainability;
6) challenges and barriers.

Container Monitoring and Tracking. One of the most immediate and impactful applications of IoT in con-
tainer shipping is real-time tracking and monitoring. IoT-enabled sensors are embedded in containers to provide
real-time data on location, temperature, humidity, and security status. This capability is particularly valuable for
sensitive cargo, such as pharmaceuticals and perishable goods.

The key results in this sector are as follows: IoT enables precise container tracking across oceans and interna-
tional borders, thus reducing delays and improving logistics management [3]. IoT sensors help in ensuring compli-
ance with international regulations related to the transport of sensitive materials, especially by maintaining optimal
temperature ranges during transit [4]. Predictive analytics derived from IoT data can anticipate delays and mitigate
disruptions by suggesting alternate routes or adjustments to scheduling [5].

Enhancing Supply Chain Transparency and Visibility. IoT plays a vital role in enhancing supply chain vis-
ibility. It enables real-time communication among stakeholders, including shippers, carriers, port operators, and
customs authorities, fostering a more integrated and transparent supply chain network. The main conclusions on this
direction are proved in scientific articles in the works: enhanced visibility allows stakeholders to monitor the exact
movement of goods, leading to reduced instances of cargo theft, misplacement, or delays at checkpoints [6]. Sup-
ply chain visibility offered by IoT has shown to improve inventory management and demand forecasting, reducing
overstocking or understocking issues [7]. IoT facilitates blockchain applications in shipping, which improve trust,
transparency, and the traceability of goods across the supply chain [8].

Optimization of Operational Efficiency. Another major benefit of IoT in container shipping is the optimiza-
tion of operations through data-driven insights. Smart ports, automated cranes, and container-handling equipment
integrated with IoT technologies streamline processes, thus reducing operational inefficiencies. The integration of
IoT with artificial intelligence (AI) and machine learning (ML) allows for more efficient loading and unloading pro-
cesses by forecasting peak times and allocating resources accordingly [9]. Automated guided vehicles (AGVs) used
in ports, powered by IoT, reduce human intervention and improve safety while enhancing throughput [10]. IoT data
supports predictive maintenance, reducing equipment downtime by preemptively identifying potential mechanical
failures in ships and port infrastructure [11].

Security and Risk Management. The container shipping industry faces various security challenges, from
piracy and theft to container tampering. IoT technologies can mitigate these risks by offering real-time monitoring
and alerts. loT-enabled seals and locks equipped with sensors can detect and report unauthorized access or tampering
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during shipment [12]. Risk management is enhanced through early warning systems that monitor environmental
factors, such as storms or sea conditions, allowing vessels to avoid hazardous routes [13]. IoT systems also aid in
ensuring the safety of crew and assets by integrating with maritime safety systems to monitor ship stability and
provide alerts about potential safety risks [14].

Environmental Impact and Sustainability. Sustainability is an increasingly important issue in global shipping.
IoT has shown promise in reducing the environmental footprint of container shipping by enabling smarter resource
management and more efficient fuel use. The conclusions of this research area are as follows: [oT sensors monitor
fuel consumption and engine performance, enabling shipping companies to optimize routes, reduce fuel usage, and
minimize emissions [15]. Smart containers equipped with IoT devices help in the efficient loading of ships, reduc-
ing ballast water use [16] and lowering the overall energy consumption per voyage (17). loT-enabled waste and
emissions monitoring systems ensure that ships comply with international environmental regulations, such as the
International Maritime Organization’s (IMO) emissions standards [18].

Challenges and Barriers. Despite the numerous advantages, several barriers limit the widespread adoption of
IoT in container shipping, including data security concerns, the high cost of implementation, and interoperability
issues. The researchers’ main findings are: data security is a significant challenge, as IoT systems are vulnerable to
cyber-attacks, including hacking and data breaches. Encryption and other cybersecurity measures are critical for
protecting sensitive shipment data [19]. A lack of standardization in IoT technologies across countries and ports
limits the seamless integration of systems, which hampers the full potential of IoT-enabled global logistics [21].

Recognizing the rapid pace of [oT development, some researchers give an estimate for future directions of [oT
implementation. The literature suggests that the future of [oT in container shipping will involve more widespread
adoption of smart ports, integration with other emerging technologies like blockchain and Al, and increased focus
on sustainability and resilience. Smart ports, equipped with [oT, Al, and 5G technologies, are likely to become the
norm, facilitating faster and more secure processing of containers [22]. Continued advancements in IoT security
protocols and standardized frameworks will make global IoT systems more interoperable and scalable [21]. There is
potential for IoT-enabled systems to help container shipping adapt to global challenges, such as climate change and
pandemics, by providing more resilient and adaptive supply chain networks [23].

IoT’s implementation areas. The IoT plays a transformative role in intermodal transport, which involves the
seamless movement of goods across multiple modes of transportation (e.g., ships, trucks, trains). [oT technologies
are used to enhance visibility, efficiency, safety, and overall operational effectiveness across the logistics chain.
Below are key IoT applications in intermodal transport (fig. 2).

Real-Time Tracking and Monitoring. loT-enabled devices like GPS sensors, RFID tags, and telematics sys-
tems allow for real-time tracking of cargo and vehicles throughout the intermodal network. This data provides:
accurate location of goods in transit, condition monitoring for perishable or sensitive items (e.g., temperature,
humidity, vibrations), timely alerts for delays, route changes, or cargo theft, enabling proactive responses (fig. 3).

Asset Management. Intermodal transport requires efficient use of assets such as containers, trailers, and rail-
cars. [oT helps by: tracking container utilization to prevent idle assets and optimize space, monitoring wear and tear
of equipment, enabling predictive maintenance and minimizing downtime, automating inventory updates, which
helps operators avoid loss and theft.

Fleet Management. [oT solutions improve fleet management by: optimizing routes through real-time traffic
data and weather conditions, reducing fuel consumption and delivery times, monitoring vehicle health via sensors
that track engine performance, tire pressure, and other critical parameters, reducing breakdowns and maintenance
costs, driver behavior analysis, promoting safe driving practices and reducing accidents.

Automation and Smart Warehousing. [oT plays a role in automated handling of goods and warehouse oper-
ations: automated loading and unloading processes using loT-linked robots and sensors, smart inventory manage-
ment through IoT-enabled systems that track goods entering and leaving warehouses in real time, minimizing man-
ual labor, dynamic storage allocation based on the type of goods, temperature requirements, or shipment schedules.

Smart Port and Terminal Operations. In seaports and rail terminals, IoT enhances operational efficiency by:
automating container handling through smart cranes and IoT-connected equipment, predictive maintenance of port
machinery based on sensor data to minimize equipment failures, optimizing traffic flow within the terminal by mon-
itoring the movement of vehicles and coordinating load scheduling.

Data Analytics for Decision-Making. [oT generates massive volumes of data that can be used for: predictive
analytics, forecasting delays or disruptions in transport based on historical patterns, optimizing supply chain net-
works by analyzing bottlenecks and inefficiencies in real time, improving customer satisfaction through data-driven
insights that enhance delivery accuracy and speed.

Environmental Monitoring and Sustainability. [oT is crucial for improving sustainability in intermodal trans-
port by: monitoring emissions and optimizing fuel usage, leading to reduced environmental impact, energy-efficient
route planning, which minimizes unnecessary detours and fuel consumption, smart containers that maintain optimal
conditions for perishable goods, reducing spoilage and waste.
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Security Enhancements. IoT systems contribute to higher security standards in intermodal transport by: ena-
bling geofencing, where alerts are triggered if a vehicle or container deviates from its pre-set route, monitoring
cargo conditions, such as tampering or unauthorized access to goods, biometric or RFID-based access control for
secure areas in transport hubs, enhancing cargo security.
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Collaborative Networks. [oT connects stakeholders across the intermodal transport network (shipping compa-
nies, port operators, rail companies, truck fleets) for better coordination: information sharing through IoT platforms
that allow real-time data exchange. integration of different systems, enabling end-to-end tracking across multiple
transport modes, collaborative planning using shared data to optimize shipping schedules and cargo handling. So,
IoT applications make intermodal transport smarter, more efficient, and responsive, significantly enhancing global
supply chain operations.

IoT-technology practical implementation. The intermodal transportation companies (global forwarders,
container operators, NVOCC) each use a variety of IoT products and solutions to monitor freight, vehicles, and
optimize operations. Here are examples of specific [oT products and technologies used by leading companies in the
industry:

Maersk uses its own RCM system to monitor refrigerated containers. It incorporates [oT sensors to measure
temperature, humidity and location in real time. This data is transmitted via satellite communication for analysis and
control [31]. The partners of Maersk are AT&T, Ericsson (for data transmission via satellites).

Another major container operator, CMA CGM TRAXENS uses an loT-solution for container monitoring that
provides data on location, shock, vibration, temperature and opening/closing of container doors. It helps to monitor
the condition of containers in real time and prevent cargo damage. The technology is based on IoT-based sensors
connected via GSM or satellite communication. Other intermodal companies such as MSC, Kuehne+Nagel, Schen-
ker, Bollore Logistics are also customers of TRAXENS.

Hapag-Lloyd uses IoT to track the temperature and location of containers. The system helps customers get
real-time data on the status of transportation, which is especially important for perishable goods. Hapag uses IoT
devices made by Orbcromm and Nexxiot to provide customers with container location information through its
«Live Position» digital tool. The tracking service is free of charge when Hapag acts as a Carrier’s Haulage, and costs
15 USD as a special fee (LPC) for cases when the client organizes ground transportation on their own (Merchant’s
Haulage).

UPS uses a product ORION (On-Road Integrated Optimization and Navigation), an loT-based system that
analyzes real-time data to optimize delivery routes. It reduces fuel costs and delivery time, improving the efficiency
of UPS operations. The technology includes GPS sensors, vehicle condition sensors, and machine learning algo-
rithms [30].

Kuehne+Nagel’s loT-enabled platform that provides real-time visibility of shipments across all transport
modes. It’s leverages IoT sensors to collect data on the exact location, environmental conditions (temperature,
humidity), and the security status of goods. It allows customers to track their cargo in real-time, offering greater
transparency and control throughout the supply chain. This logistic company has introduced IoT-enabled smart
containers to monitor cargo during ocean freight. These containers are equipped with sensors that track real-time
data on temperature, location, and movement. This is particularly important for industries requiring high levels of
security or specific environmental conditions, like food and beverages or pharmaceuticals.

Conclusions. As a result of analyzing the scientific literature and examples of technology use, several con-
clusions can be drawn. Both of them lie on a purely technical level: since the sensor is mounted locally inside the
container (e.g. at the container’s door), how much the sensor readings reflect the situation in the container as a
whole. Considering the cost of the devices or ordering a monitoring service from the carrier, the need for multiple
sensors inside a single container to adequately display data can be a serious problem for highly sensitive good’s
transportation or for smaller transportation companies (or cargo owners).

The lag between the development of standards and the practical application of 10T is a serious threat to the
container industry, as the lack of standards makes it difficult for different devices and systems in the system to com-
municate and work together seamlessly. Because loT devices are manufactured by different companies and can use
a wide range of communication protocols and data formats, making it difficult to develop a single standard that will
work across all devices. The lack of standardization creates interoperability issues that can lead to compatibility
problems and limited functionality.
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CTATUCTHYHA OIIHKA OKPEMUX KBAJII®PIKAIIIA MUTHAX IHCOEKTOPIB
P O®OPMJIEHHI MUTHUX JTEKJAPAIINA 3A ®YHKIIEIO BAY)KAHOCTI XAPIHT TOHA

B Oaniii pobomi sukopucmano cmamucmuyni Oani npo oghopmieHi MumHi QOKyMeHmuU, Ha OCHOBI AKUX HOOYO0B8AHO eKo-
HOMIKO-MAMEMAMUYHY MOOeIb KibKOCHI OOPMAEHUX MUMHUX OOKYMEHMIB i3 3ACMOCY8AHHAM Memodie KoperayiliHo-pezpe-
citino2o amanizy 3a donomozoro (yuxyionany Microsoft Excel. Ha cbo200niwniti denv depoicasna nonimuka Yxpainu y cehepi
MUMHOI CRpaBU CNPAMOBAHA HA RIOMPUMKY MA PO3GUMOK HAYIOHANbHOT eKOHOMIKY Ma Ha il ihme2payiio y ceimogy eKOHOMIKY.
s 3axucmy nayionanvhux inmepecie Ykpainu HeoOXioHo HOCMIUHO NPOBOOUMY MOHIMOPUHS MA Pe2YTIOBAHHS 308HIUHbOMOD-
2osenvrux onepayii. Kabinem Minicmpie Yxkpainu 3ameepous nepenix 00KyMeHrmis, akutl HeoOXioHutl 015 301liCHeHHs, MUIMHO20
KOHMPONIO Ma MUMHO20 OQPOPMIECHHS MOBADIE | MPAHCHOPMHUX 3aC00I8, WO NEpemMiujylombCs yepe3 MUmmHiLl KOpoox Ykpainu.
Heporcagna mumna cryscoa Yxpainu nocmiiino 36upae, 30epieac, 06poOae, aHani3ve, 3axXuujae ma nowupoe oQiyitiny cma-
mucmuyny ingopmayilo npo mosapu, SAKi nePeMiuyIOMbCa Yepe3 MumHul Kopoon Yxpainu, wo UKOpUCMO8yIomsbCsl 8 Oaniil
cmammi 0151 nPo8edenHs O0CaiONCeHHA. [N MUMHOI Cnpasyu MoOemo8anHs € HeoOXIOHUM THCIMPYMEHMOM, KUl 00NoMazae
V BUBHAUEHHI MA AHANI3E XAPAKMEPUCTIUK, WO AGTSIOMbCA CYMMEBUMU OISl 308HIWHbOI mopeieni Kpainu. Ocobnugy eaxciusicmo
Mooemosants mae ons [epacasroi mumnoi cayocou Yrpainu, ockinbku 00 00CTiONCY8amu npoyecu 306HiuHb0i mopeieni oe3
HeoOXiOHOCMi NposedeHHs eKchepumenmie Hao Heio. Kuouosumu enevenmamu AKicHO20 ananizy ma npocHO3Y8aHHs € KOpeK-
mMHA HOCMAHOBKA 3a0aui, NPAGUNbHE 3ACMOCYBAHHS MAMEMAMUYHO20 ANAPAnty, OOMPUMAHHA MEMOOUKYU NPOBEOEHHS CAIC-
MUYHUX 00CiIONCeHb. Jlane 00CTiONCeHHs Modice OYMU KOPUCHUM OISl MUMHOL CHpAsU, OCKIIbKU MOOCNIOBAHHS € HeOOXIOHUM
IHCIMPYMeHmMoM, KL O0NOMARAE Y GUSHAYEHH] A AHANI3] XAPAKMEPUCTUK, W0 SGIAIOMbCS CYMIMEGUMU 07 308HIUHLOI MOp-
2igni kpainu. Ompumani pezyrvmamu Maronv 6adlCIuee NPUKIAOHe 3HAUEHHS MA 00360SI0Mb BUKOHYBAMY NIAHYBAHHA 00CA2I6
BHYMPIWHBOI Ma 308HIWHLOT Mmopeieni Ykpainu na HacmynHui nepioo.

Kiro4oBi cioBa: mummi Ookymenmu, mamemamuuHuti anapam, Qyuryis 6axcanocmi Xapinemona, npoeHo3yeanis, cma-
mucmuyni 00CRi0NCEHHS.

Lebid V. V., Meish Yu. A., Kopiak N. V. Statistikal assessment of individual qualifications of customs inspectors in the
processing customs declarations based on the harington desirability function

This study utilizes statistical data on processed customs documents to develop an econometric model of the number of
processed customs documents using correlation-regression analysis methods and Microsoft Excel tools. This study will be useful
for customs affairs considering that modeling is a necessary tool which assists in identifying and analyzing the essential charac-
teristics for a country’s foreign trade. Modeling is a crucial tool in customs affairs, as it helps to identify and analyze essential
characteristics for the country's foreign trade. Modeling is particularly important for the State Customs Service of Ukraine, as
it allows to study the foreign trade processes without direct experimentation. Today the main aim of Ukraine s state policy in the
field of customs affairs is supporting and developing the national economy and integrating it into the global economy. To protect
the national interests of Ukraine, it is necessary to continuously monitor and regulate foreign trade operations. The Cabinet of
Ministers of Ukraine has approved a list of documents required for customs control and clearance of goods and vehicles crossing
the customs border of Ukraine. The State Customs Service of Ukraine constantly collects, stores, processes, analyzes, protects,
and disseminates official statistical information on goods moving across the customs border of Ukraine which are used in this
article to conduct research. Key elements of high-quality analysis and forecasting include proper problem formulation, the
appropriate selection and application of mathematical apparatus, and adherence to the methodology of conducting statistical
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research. During this study the special attention was given to determining the reliability of the obtained results and validating
the adequacy of the constructed regression model. This, in turn, allows more accurate forecasting of the volume of processed
customs documents in the upcoming year. The results obtained serve as an important tool for managing customs policy and
planning the volume of Ukraine s internal and external trade for the next period. This enables more efficient resource allocation,
development of growth strategies, and optimization of customs procedures, which will facilitate Ukraines further integration
into the global economic system.

Key words: customs documents, mathematical apparatus, Harrington's desirability function, forecasting, statistical
researches.

IMocTanoBka mpodiemMu. 3 MeTOI0 3a0e3MeYeHHs 3aXUCTy HalllOHAJBHUX 1HTEepeciB B YKpaiHi BOPOBaKY-
IOThCS PI3HOMAHITHI MUTHI IHCTPYMEHTH, OIHUM i3 SIKHX € MHUTHI IUTaTeXIi, SKi BUKOPHUCTOBYIOTHCS JJISI MUTHOTO
pETyIIOBaHHS 30BHIITHLOCKOHOMIYHOT MisSUTBHOCTI Kpainw [1]. MHTHI MmiaTexi BUCTYIAIOTh B SIKOCTI OTHOTO 13 JKe-
per HarmoOBHEHHS NIepKaBHOTO OIO/KeTy YKpaiHu. 3a MaHWX YMOB, MHTHHIIS BiJlirpa€e BayKJIUBY POIb Y SKOCTI KO-
HOMIYHO-(iCKaJIBHOTO OpTaHy, OCKUTLKY BOHA BILTMBA€E HA HAIOBHEHHS JIEP:KaBHOTO OromkeTy Kpainu. Llei pakTtop
BHMArae MocCTiHOTO OIiHIOBAaHHS, aHAIII3Y, IPOTHO3YBaHHs Ta KOPETYBaHHSA (YHKIIIOHYIOUOI CHCTEMH MHUTHO-Ta-
pudHoOTO peryaroBanHs. Takuil miaxia H03BOJSE BUSBIATH BIUIMB MUTHO-TApU()HOTO PETYITIOBAHHS HA PO3BUTOK
30BHINIHBOEKOHOMIYHHX BiZIHOCHH B MailOyTHHOMY.

AHani3 ocTaHHIX AocaiIKeHb i myOJikaniii. YkpaiHa Mae 4uMaio BiJOMHX BUEHHX-EKOHOMICTIB, SIKi 3pO-
OWJIM BaroMuii BHECOK Y PO3BUTOK CUCTEMH OIOJATKYBAHHS 30BHIITHBOSKOHOMIYHOI IsSNTEHOCTI Ta MUTHOI CITPaBH.
Jeski 3 HAX aKTUBHO 3alydaiics TOCIIKCHHSIMH B IIMX HANpPsIMKaX, BIUTMBAIOYN HA MOAATBIINNA PO3BHTOK CKO-
HOMIYHOI oNiTHKK Kpainu. Pobotu [.}O. BypakoBChKOTO OXOIUTIOIOTE MUTAHHA MUTHOI MOJIITUKHU, 30BHIIIHBOEKO-
HOMIYHHX 3B’SI3KIB Ta €KOHOMIYHOI iHTerpalii. BiH akTHBHO BHBYAaB BILUTUB MUTHO-TapU(HOI MONITHKNA HA €KOHO-
MIYHMIA pO3BUTOK YKpaiHW Ta ii IHTErpallito y CBiTOBI PHHKH. BypakoBChKHI Takok OyB 3alydeHUI 70 po3poOKH
CTpaTerii oo Jidepanizallii 30BHINIHBOT TOPTIBI, [0 CIPHUSIO MOKPAIICHHIO YMOB BEICHHS Oi3HECY Ta IIiIBH-
IICHHIO KOHKYPEHTOCIIPOMOXKHOCTI YKpaiHu.

Bimomi BueHi-ekoHOMicTH A. Kpucosarwmii, O. I'pebenbhuk, 0. IBanos, B. Haymenko, I1. Ilamko Ta iHmm
[10-16] 3aiimanucs DOCITIIKSHHSIMH Ta BIOCKOHAJICHHSIMH CHCTEMH OTIOJIATKYBaHHS 30BHIIIHEOCKOHOMIYHOT JislTh-
HOcTi YKpaiHu.

baraTto HayKOBIiB JOCIIIKyBaIK MPOOIeMU BUKOPHCTAaHHS MUTHHUX pexHMiB. 3okpeMma, P. Jlemexa 3a3Hauae,
IO OJIHUM i3 KJIFOUOBHUX HAMPSMIB BIOCKOHAJICHHS MPABOBOTO PETYTIOBAHHS MUTHUX BiTHOCHH € aJIamlTallis yKpa-
THCBHKOTO 3aKOHOJABCTBA J0 CTaHAapTiB €C, BKIIOYAIOYUd MUTHI PEKUMHU.

H. Ocamua ta B. JIsmenko mponoHyIOTh CHCTEMATH3YBaTH MUTHI PEXKHMU y TP TPYIIH: Ti, O BIDTHBAIOTH HA
TOPTOBENLHUM OasiaHC, II00aTi3aniiHi peXXUMH, a TAKOXK HAI[IOHAJIbHI MUTHI PEXKUMHU.

b. KopMud migxpeciioe BaXIHBICTh HAOMMKSHHSI MHTHOTO 3aKOHOIABCTBA YKpaiHu mo BuMor €C, 30kpema
[UITXOM BHECEHHS 3MiH 10 MUTHOTO KOJAEKCY, IO BKIIIOYA€E TapMOHI3aIlil0 TEPMiHYy «MUTHA MPOLEAYPay», 3aMi-
HUBIIH HOTO TIOTOYHHUM TTOHSTTIM «MUTHHAH PEKUAM.

T. B. Ty4ak akiieHTye yBary Ha TOMY, III0 IPAaBOBE PETYTIOBAaHHS MUTHUX pexuMiB y €C € OLIbII CpUsTIH-
BUM JJIS1 PO3BUTKY €KCIIOPTHO OPi€HTOBAHUX TaTy3ei, CTBOPCHHS HOBUX POOOYMX MICIIh 1 301TBIICHHS TOTATKOBUX
HAJIXO/DKCHD MiPUEMCTB.

Bci mi BueHi 3poOUIIM CYTTEBUI BHECOK Y JOCITIKEHHS CUCTEMH ONOAATKYBAHHS 30BHIIIHbOEKOHOMIYHOT
NisIbHOCTI YKpAiHM Ta PO3BUTKY MMTHOI CIIPaBH. IXHi poOOTH JONOMOIIM BIOCKOHAIUTH MEXaHi3MH MUTHOTIO
PETYIIOBaHHS, IO CIIPUSUIIO MOKPAIIECHHIO TOPTOBEIFHUX YMOB ISl YKpaTHH Ta IMiJBUIICHHIO i eKOHOMIYHOT iHTe-
rpaiii B noOaibHi PHHKH.

Ane y IpoBeIeHUX JOCHIHKCHHSIX HEe B MOBHIN Mipi OyJ0 pO3DISHYTO MATAHHS MOAATKOBUX HACIIKIB, SKi
BHUHHKAIOTH IIPH 3aCTOCYBaHHI IIEBHUX MUTHHX PEKUMIB.

Takoxx MaroTh OyTH JIeTaII30BaHO PU3UKH 3aCTOCYBAHHSI MHUTHUX PEXKHMIB JIJIS JiepKaBa Ta Cy0’€KTiB 30BHIII-
HBOEKOHOMIYHOI JiSITBHOCTI.

OnHak, Ha CHOTOJHI HEIOCTATHHO BUBUEHHUM Ta JIOCHIHPKEHUM 3aIIMIIAETHCS MPOTHO3YBaHHS ITONATKIB-
BiJICTNITATUMUTHHUXIUIATSXKIB (MUTO, MUTHUH 30ip, MOJATOK Ha JOJAHY BapTiCTh), IO HAJIXOASTH JIO0 JIEP:KAaBHOTO
OromKeTy YKpaiHu.

VY 3BiTi nIpo BUKOHAHHS [lnaHy po6OTH MUTHHI Yy po3pi3i 3a0e3MeUeHHs iIHANKAaTUBHUX [TOKA3HUKIB JIOXO-
JIB Ta 3AIHCHEHHS MOHITOPUHTY HAJXOMKEHb TUIATEXKIB J0 OFOMKETY 3a3HAYAETHCS, 0 MOHITOPHHT HAIXOMKCHb
IUTATEXKIB IO OFOMKETY 3MIHCHIOETHCS MUISTXOM MIOAEHHOTO, IIOTHKHEBOTO Ta MOMICSYHOTO iH(POPMYBaHHS yIpaB-
JHHS aMiHICTPYBaHHS MUTHUX IDIATEXKIB Ta MUTHO-TapH(HOTO PETYITIOBAHHS IOJ0 MPOrHO30BAaHUX HATXOMKCHB
B pO3pi3i cy0’€KTIB TOCIIONAPIOBAHHS Ta OYIKYBaHUX CYM HAJXOJKeHb. OTXKe MPOTrHO3yBaHHS KUTBKOCTI OUYiKyBa-
HUX 0OpPMIICHh MUTHHX JIOKYyMEHTIB Ha CHOTOJIHI € aKTyaJIbHOIO.

Meta crarTi. MeTor0 1aHoi po6oTH € Mo0yIoBa EKOHOMIKO-MaTeMaTHYHOT MOJIETI ISl IPOTHO3YBaHHS MOXK-
JTUBHUX 00CATIB 0OpMIICHHS PI3HOMAHITHUX MUTHHX JOKYMEHTIB 3 BUKOPHCTAHHSIM METOJIIB KOPEIAIliifHO-perpe-
CilfHOTO aHaJi3y CTaTUCTHYHUX JaHUX, IO € B HASIBHOCTI 3a TMOTNEPEAHINH Nepiof.
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Buxnajn ocHoBHOro marepiaJy. Bix 06i3HaHOCTI MUTHHX iHCIICKTOPIB 13 3aKOHOAABCTBOM JI0 BMiHHS IIpa-
LIOBAaTH 3 MPOTPaAMHUM 3a0€3MEUCHHAM 3aJeKUTh MIBUAKICTD Ta €(EeKTUBHICTh MPOXOMKEHHS MUTHHUX MPOLEAYD
MmianpueMcTBamMy, 1o 3aicHioTh 3E/]. KBamidikalis MUTHUX iHCIIEKTOPIB — 11€ Ba)JIMBA CKJIaJI0Ba Y CIIiBIIpali
MUTHHUX OPTaHiB 3 MiAPUEMCTBAMH.

Bin ymiHHS Ta SIKOCTi pOOOTH MUTHUX iHCIIEKTOPIB 3aJIEXKHUTh S()EKTHBHICTD Ta MPOQecioHaizM poOOTH MUT-
HOTO IMOCTA, a TAKOXK JIETKICTh Ta MBUAKICTH MUTHOTO O(OPMIICHHS JJ1s1 €KCIIOPTEPIB Ta IMITOPTEPIB, 3 IKUMH CITiBII-
palo€e MUTHUU MTOCT.

1100 nmeTanpHiNIE Ti3HATHCS PO TE, SKUM € piBeHb KBaJi(iKallii MUTHHX IHCIICKTOPIB Ta YU € TaKi cdepH,
y SAKHX M TIOTPiOHO BIOCKOHAIIOBATH CBOT 3HAHHS 1 B3a€MOJII0 3 O13HEC-ITIIIPUEMCTBaMH, OYJI0 TIPOBEICHA OIIIHKA
OKpeMHX KBaJi(iKaliii MUTHHAX iHCIIEKTOPiB Ha OMHOMY 3 KHiBCRKMX MUTHHX ITOCTIB.

ITpoBecTH OIiHKY SKOCTi pOOOTH MUTHHUX IHCTIEKTOPIB 32 IEBHUMHU KPUTEPISIMHU JOCTAaTHRO CKJIAAHO. OCKITBKU
CYKYIIHY SIKICTb POOOTH MUTHHUX 1HCIICKTOPIB 32 TAKUMH KPUTEPISIMH SIK: 0013HAHICTh 13 3aKOHOJJABCTBOM; 371aTHICTh
MPALIOBATH 3 MIPOTPaMHUM 3a0€3MEeUEeHHSM, 110 37]aTHE BUSBIATA MUTHI PU3HMKH; 31aTHICTh MPALIOBATH 3 1HITUMH
TEXHIYHUMHU 3aC00aMH MUTHOTO KOHTPOIIIO (Baru, CKaHEepH, METAJIOIIyKayi, eJIeKTPOHH1 IeTEKTOPH, PEHTI€HIBChKi
armapaTH TOILO); 3MaTHICTh IpodeciiiHo Ta 6E3MOMIIKOBO 31iHCHIOBATH MUTHE 0()OPMIICHHS; 3IaTHICTh BiAOBICTH
Ha 3alMTaHHs TiAMPHEMITIB, HAJATH HEOOXiTHY 1H(OPMAIIit0 BAXKKO OI[IHUTH YUCEIIbHO, TOOTO KiIBbKICHO. [l Takoi
OIIIHKH HEOOXiHE ONMMUTYBAaHHS PECIOH/ICHTIB, SKE € CY0 €KTUBHHUM.

CKJIaJIHICTh TaKoi OIIHKH TOB’si3aHa 3 BIJCYTHICTIO YITKUX KPHUTEPIIB BHMIipY, HEMOXIHUBICTIO y OUIBIIO-
CTi BHII3JIKiB 3aCTOCYBaHHS KUIbKICHUX MeTOmiB. Tpeba 3a3Ha4uTH, M0 KOXKHUN KPUTEPid AKOCTI Ma€ pi3HY Bary
Y CYKYITHOCTI JJOCTIDKYBaHUX (DakTopiB KBadi(iKalliii MUTHUX 1HCIIEKTOPIB.

SIkicTe kBamiikaiiii MUTHUX IHCIEKTOPIB IPH 3AIHCHEHHI MUTHUX (POPMATBHOCTEH YMOBHO MOXKHA PO3Mi-
JIUTH HA JIBi TPYIIH, B 32JICXKHOCTI BiJI METOMY TX BU3HAYCHHS:

— PO3paxyHKOBI MOKA3HUKH — 1€ TMOKA3HUKHU SIKOCTI, SIKi MOXKHA OLIHUTHU KUTbKiCHO (KUIbKicTh M/, mono
SIKUX 3a pe3yJbraTaMi BUkoHaHHs BuzHaueHMX ACYP M® Oyno BUsIBIEHO po301KHOCTI Ta/ab0 HEBIAMOBIAHOCTI,
MOPYIIEHHS);

— EKCIIepTHI MOKa3HHUKH (KYJIbTypa 0OCIyrOByBaHH:, TOOTO 3AaTHICTh BiNMOBICTH HA 3alIUTAHHS MiANPHEM-
1iB; 3/IaTHICTh HAIMHO MPAIIOBATH 3 IHIIMMHU TEXHIYHHUMHU 3aC00aMH MHUTHOTO KOHTPOJIIO; 31aTHICTh MpodeciiHo
Ta OS3MOMHUIIKOBO 3MIMCHIOBATH MUTHE 0(OPMIICHHS), SIKi B OUTBIIOCTI BHIIAAKIB KUTBKICHO OIIIHUTH HEMOXJIUBO,
TOMY BHHUKA€ HEOOXITHICTh y 3aCTOCYBaHHS €KCIIEPTHUX METOIIB.

Jlyis BU3HAUEHHS KUIbKICHUX MOKa3HUKIB SKOCTI pOOOTH MUTHUX IHCIIEKTOPIiB B POOOTI MPOMOHYETHCS 3aCTO-
CyBaTH y3arajbHeHy (QyHKIiI0 Oa’kaHOCTI XapiHITOHA, CYTh SKOi MMOJISTae y 3BEACHHI SKICHUX KPUTEPIiB 10 Kilb-
KICHOTO BHpa3y:

h(v) = exp(—exp(-v;) (D

ne h(v) — 3nadenns QyHKuii 6a)KaHOCTI JUIs KPUTEPIs V;

V, — 3HAYEHHA OIIHKHY 32 NIKAJIOK XapiHrTOHA.

Bu3HaveHHs KUIBKICHHX 3HAYCHD 33 TAKUM ITi[X0JI0OM BUKOHYETHCSI V BIAMOBITHOCTI 3 OCHOBHUMH METOJaMH
kBasiMeTpii [22]. 3acTocyBaHHs (QyHKIN 0a)XaHOCTI JO3BOJISE 3BECTH SKICHI OIIHKU SKOCTi JIO KiJIbKICHHX, SKi
3HaxouAThes B iHTepBani Bin 0 (A, = 0, BianoBinae HenpuiiHATHOMY piBHIO) 10 1 (4, = 1, HaliKpaule 3HaYEHHS).
CranmapTHI BiIMITKU Ha KT 0akaHOCTi MpeacTaBiieHi B Tabnuii 1 1 BiIMOBIIAIOTh IEIKUM TOYKaM KPUBO1, sKa
HpEJICTAaBIeHa Ha PUC. 1 Ta 33/1a€ThCs PIBHAHHAM /1 = at)’

Tabmurs 1
BignoBigHicTh iKicHMX OLIIHOK 3HAYeHHAM (yHKiT 6a:kaHocTi Xapinrrona
3HaueHHsIB Mexkax iHTep- | Ouinka3a sikicHUM Mokas- 3HaveHHsA 32 MKAI0K0 02’KAHOCTI
BaJIy3a HIKAJI0I0 HHKOM aianazoH cepe/Hi 3HaYeHHsI
3-4 Bigminno <0,950 0,975
2-3 Ilyxe mobpe 0,875-0,950 0,913
1-2 Jlobpe 0,690-0,875 0,782
0-1 3a10BiILHO 0,367-0,690 0,530
(-1)-0 Iorano 0,066-0,367 0,285
(-2)-(-1) Jly>xe moraHo 0,0007-0,066 0,033

JIJis BU3HAYEHHS 1HTErpabHOTO TIOKa3HUKA SKOCTI POOOTH MHUTHHUX 1HCIIEKTOPIB KUIBCHKOTO MUTHOTO MOCTY
HEOOXiJTHO po3paxyBaTd BaroBi KoeQillieHTH k,, sIKI BPaxOBYIOTh CTYITiHb BIUIMBY KPHUTEpiiB Ha 1HTETpabHUMA
MTOKa3HUK pOOOTH BCHOTO BiAiy. BoHM po3paxoByIOThCS AT KUTBKICHUX Ta SIKICHUX KPUTEPIiB 3 ypaxyBaHHAM IX
3araJibHOTO paHKyBaHHS HACTYITHUMH YUHOM:
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0,8

0,6

0.4

—&— 3HayeHHs dyHKUii 6axxaHocTi

Puc. 1. ®dynkuis 6axkanocti XapiHrtona

— IS JIHIAHOI 3aJ1€KHOCTI:
R

k,

i

= N
S
i=l1

i o 1=1,...,N,

Jie R,— peUTHHT BaXJIMBOCTI KPUTEPIIO y PAHTOBIM MOCIiTOBHOCTI;

— JUIS eKCIIOHEHIIMHOT 3aJIEXKHOCTI:

k, =A_ exp(—x;)

)

€)

JIE X,— CEPEIMHA i-TO iHTEpBaIy; A,— IHTEPBAJ, IO PO3PAXOBYETHCS 3 yPaxXyBaHHAM KUTbKOCTI MOKA3HHKIB.

s Bu3Ha4eHHS BaroBUX Koe(]imieHTiB MOXYTh OyTH BHKOPHCTAHI 1 iHIII 3aJ€KHOCTI, 30KpeMa, IIUTBHICTh
po3noaiTy WMOBIpHOCTEH (3a 3akoHOM IlyaccoHa, 3a HOpMaJbHUM 3aKOHOM TOIIO0). Po3paxyHOK BaroBux xoedirii-
€HTIB JIa€ 3MOTY BU3HAYUTH KOMIUICKCHUH iHTErpaIbHIH MOKa3HUK:

N
rl:Zkla} ’izlaN
i=1

“4)

O1iHKy piBHS AKOCTI pOOOTH MUTHHUX 1HCIIEKTOPIB PO3IISTHEMO Ha MPHUKIA ofHiel 3 KUIBChKUX perioHalb-

HUX MHUTHHUIb.

OriHIoI09M SKiCTh KBaJIi(hikamii criiBpoOITHIKIB MUTHHUII, MaeMO Ha0ip MOKAa3HUKIB SIKICHOTO Ta KiTbKiCHOTO
XapakTepy, 0 CYTTEBO YCKJIAQIHIOE 33Jady 3AiHCHEHHS OI[iHKM OKPEeMHUX KBajliikamiif MHTHHX IHCIIEKTODPIB 3a

PO3MipoM HiAnmpueMCTB. (Tabmuns 2).

3HayeHHA KiTbKiCHMX Ta IKICHUX KPUTepiiB pOOOTH MUTHUX iHCIIEKTOPiB MUTHOIO MOCTY

Tabnurs 2

Onpunnui MurtHi iHcnekTOpH
Kpurepii R
BHUMIpY Nel Ne 2 Ne3
1. KinpKicTh NpoBeAEeHHsI MUTHUX OIJISLIB AT3/ Ha 1oby 6 3 7
2. 3aranpHa kinbkicte M/I, o sxux ACYP Oyio BU3HaueHO
A, Y10 B mrTyK 950 870 710
M® Ta 1o SKMX 3a3HA4€HO PO BUKOHAHHS BIAMOBITHUX MDD
3. CepeqHiii 9Yac IPOCTOIO B Yep3i O MUTHOTO iHCIIEKTOpa XB 120 120 80
4. 3natHicTh MPodeCiiiHO Ta OE3MOMIIKOBO 31 HCHIOBATH 35 D 13
MUTHE 0(OPMIICHHS o6e
5. O0i3HaHICTh MUTHOTO iHCIICKTOPA i3 3aKOHOTABCTBOM Tak / Hi nmobpe nobpe no0pe
6. 30aTHICTH MPALFOBATH 3 MPOTPAMHUM 3a0€3IIeYEHHIM 3 . Ke
MATE pan porp Tak / Hi nobpe oy MOTaHO
YIPaBIiHHS PU3HKAMHU nobpe

BuxopucToBytoun y3araibHeHy (QyHKIiI0 0a)kaHOCTI, 3B€1eMO IKICHI KpUTEPii 10 KIJIbKICHOTO BUpa3y Ta Ipel-
CTaBHMO y3arajJbHeHy TaOIHUII0 KUTbKICHUX MTOKAa3HUKIB 3 YpaXyBaHHSIM PaHTIB KOKHOTO KpHUTEpito (Tadmuus 3.5).
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Tabmurs 3
SIkicHi kpuTepii 3BeeHi 10 KiIbKICHIX

Kourepii Panr MuTHi iHCIEKTOpH
purep R) Ne 1 Ne 2 Ne3
1. KinbKiCTh TPOBEICHHS MUTHHUX OIIS/IIB 6 16,2 16,2 14,5
2. 3arampHa Kinbkicte M/, o sikux ACYP Gyno BuzHaueno MO ta
. . 5 14,0 14,0 14,5
110 SIKUX 3a3HaU€HO [P0 BUKOHAHHSI BiAnoBIAHMX MO
3. CepenHiii yac IMpocTor0 B Yep3i 10 MUTHOTO 1HCIIEKTOpa 4 120 120 80
4. 3patHicTh podeciitHo Ta 6e3MOMHIIIKOBO 3/ifICHIOBaTH MUTHE
3 35 12 13
o(OpMIICHHS
5. O0i3HaHICTh MUTHOTO iHCIICKTOPA i3 3aKOHOTABCTBOM 2 0,69 0,69 0,69
6. 31aTHICT MpAIfOBaTH 3 IPOTPaMHIM 3a0€3MEUCHHSM 3 YIIPaBIIiH- 1 0.69 0.87 0,00
HS pU3UKaMU

BusHauuBIIM BaroBuii KoeilieHT KOKHOTO 3 KPUTEPIiB, OL[IHUMO KpUTEpii 3a CTyIeHEM BaXKIMBOCTI; po3pa-
XOBaH1 3HAYEHHS NPeACTaBUMO y Tabmui 4.

Tabnuns 4
Barogi koedinienTu kpurepiis
Kpurepiii k, k, k, k, ks ks
3Ha4YEHHS PO3PAaXOBAHOTO KOCIIIEHTY 0,29 0,24 0,19 0,14 0,09 0,04

3acTOCOBYIOUM IPEICTABICHUI MaTeMaTHUHUN amapar, po3paxyeMo IHTErpabHy OLHKY KBasidikamiit MUT-
HUX 1HCIEKTOPIB, AKi CHiBIPALIOIOTH 3 MIAMPUEMCTBAMH PI3HUX CEKTOPiB (Tabnuus 5):

Tabnuus 5
InTerpanbHi OiHKH SIKOCTi pOOOTH MUTHHUX iHCIIEKTOPIB
InTerpajibHUi NOKA3HUK Murai incnekropu
No 1 No 2 Ne3
r, 0,86 0,55 0,47

Haitamxamii iHTeTpadbHUI MOKA3HUK € 3a KPUTEPiEM 3aTHOCTI BiAMOBICTM HA 3allUTAHHS MiANPHUEMIIB,
Ha/laTi HeoOXiHY ITOAAaTKOBY iH(opMaliio o0 3A1HCHEHHS MUTHUX (GopMalbHOCTeH. BusHaueHHsI Habopy KpH-
TepiiB, IO CKJIQAAIOTh OILHKY POOOTH MHUTHUX IHCIEKTOPIB, 1 3aCTOCYBAaHHS 3alPONOHOBAHOIO MATEMAaTHYHOTO
BHpa3y 3abe3neuye JOCTOBIPHICTb OTPUMAHOIO pe3ynbTary. OTxe, y3arajbHIo4a QyHKIsA 0axkaHOCTi XapiHITOHA
€ 3pYYHAM MATeMaTUYHUM iHCTPYMEHTOM JJIsl BU3HAUCHHS IHTErPabHOTO MOKA3HUKA SKOCTI KBaJi(iKamii MUTHIX
IHCTIEKTOPIB.

Bapro Big3HaunTH, 10 ONUTYBAHHS YKPATHCEKUX IMIOPTEPIB Ta EKCIIOPTEPIB, IKE IPOBOJUTH [HCTHTYT €KO-
HOMIYHUX JOCIIPKSHb Ta MOJITHYHUX KOHCYJIBTAIIH MOKa3y0Th, IO OI[iHKA BMIHHS MUTHHX IHCIICKTOPIB MPAIIfo-
BaTH 3 TEXHIYHUMU 3aC00aMM MHTHOTO KOHTPOJIKO CTaHOBHUTH 4,4 OaJyia, TONI SK MaJli MiANMPHEMCTBA TIOCTABUIH
B cepenHbOMY 4,2 Oana. 31aTHICTh MUTHHUX 1HCTIICKTOPIB BiAMOBICTH HA 3alIUTAHHS ITiIPUEMINB Ta HAJTATH HEOO-
XiHY iH(pOpMAIIiIo IPeICTABHUKN BUKITIOYHO CKCIIOPTEPIB OIIHIOIOTE B CEPEIHBOMY Ha 4 0aiu, a peCIOHICHTH, SIKi
NPECTaBISAIOTh Oi3HEC, 10 JIMIIE IMITOPTYE, a00 TOH, 10 IMIOPTYE Ta EKCIIOPTYE, — Ha 3,7 Oaia.

OCHOBHMMH CTaTHCTHYHIMU [TOKa3HUKAMH, 10 XapaKTePU3YIOTh €(PEKTUBHICTH POOOTH MUTHUX 1HCIIEKTOPIB
Ta MUTHUX OPraHiB B LIJOMY 3 JEKJIapyBaHHS TOBApiB yUYaCHUKAMM 30BHIIIHBOI €KOHOMIYHOI AisTIBHOCTI € Kib-
KicTb MUTHHX Jekiapaniit (M/]), opopmieHux 3a neBHui nepiof yacy (Tadm. 6).

Tabnuus 6
KinbkicTs opopmiaennx M/l nmporsarom 2021 — 2023 pokis

BesinunHa MUTHHX ILIATEXKIB,

Ne Buja mutHOI Kinbkicts MJ] KiabkicTs nepepaxoBaHuX 10 JAePiK. OLOIKeTY,

h Jnexyapauii cy0’exriB 3E/] MJIH. TPH

2021 2022 2023 2021 2022 2023
1 IM 40 [IE 11460 2644 75 20 761 895 1155
2 IM 40 EA 2876 1806 3641 20 460 321 536
3 IM 40 AA 155 65 32 20 571 689 112
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Cepenns kinbkicte M/, opopmiiennx 1 npaniBHUKOM MUTHUIII 33 aHAJII30BaHUH IePiof 9acy, BU3HAYAETHCS

3a hopmymoro (1):

Ie:

Nwmo = —Z Noo

cn

©)

ZNWl — 3araibHa Kibkicte M/I, odopmileHNX 3a aHai30BaHUN TIEPi0]] MUTHUM ITi{PO31JIOM;
TCH— CepeaHbOOOTIKOBA YHCEIBHICTh MPAIliBHUKIB IILOTO MIAPO3ALTY 3a IeH Mepio.
CepenHiit uac nekIapyBaHHs TOBapiB, IO BU3HAYA€ThHCS 3a Gpopmyroto (3.16):

tzat).

ZNM() ’

tM() =

(6)

et . — TPUBAIICTH POOOYOr0 Yacy MUTHOTO IAPO3ALTY 3a aHAJII30BaHUH [IEPIO/ B FOAMHAX, BU3HAYAETHCS SIK
JOOYyTOK Yrciia poOOYHX JIHIB 3a aHAII30BaHUK NIePiof] 1 cepeIHbOI KITbKOCTI TOJMH POOOTH 3a JICHb.
CepenHs BeTMUMHA MUTHUX IIJIATEXKIB, 10 CTATYIOTHCS 3 ofHi€l0 M/I, 1m0 Bu3HauaeThes 3a popmynoro (7):

Ty = 2

ZNM() ’

ne XMII — 3aranpHa cyMa MUTHHUX IJ1aT€XiB MUTHOTO MiIPO3/iTy 3a aHATi30BaHU Mepiof.

(™)

Kinekicte pobounx quiB npotsirom 2021 — 2023 pokiB He 3MiHIOBanack — 251 neHb. Po3paxyHoOK cTaTucTuy-
HUX MTOKAa3HUKIB, 1[0 XapaKTepU3yI0Th POOOTY MUTHUX OpPraHiB HaBeIEHO B TabmuLi 7.

Tabmuus 7

Po3paxyHok moKka3HMKIB, 110 XapaKTePU3YIOTh po00TY MUTHUX opraniB mporsrom 2021 — 2023 pokis

Cepenns kinbkicts M/, mut

CepeaHiii yac 1exkjaapyBaHHs, roj

2021 2022 2023 2021 2022 2023
IM 40 IE* 3820 881 539 10,513 0,759 1,243
IM 40 EA* 959 602 1214 0,698 1,112 0,551
IM 40 AA* 52 22 11 12,955 30,892 62,750

Tyt IM 40 IE* — nonarkoBa aeknapallis 10 IONEPeaHbOT MUTHOI JieKIapailii 3all0BHEHA Y MUTHOMY PEXHMi
imnopt; IM 40 EA* — nonepenHs MUTHA JISKIapallis 3 00cAroM JaHuX, HEOOX1THUM JUIsl BUITyCKY TOBAapiB Y MUTHUI
pexuM imnopty; IM 40 AA* — MuTHa Aeknapailis, 3alI0BHEHA Y 3BUYaHOMY MOPAIKY B MUTHOMY PEXHMI IMITOPT.

PesynbraTul po3paxyHKiB J1OBOASATH, 110 TPUBAIICTE MUTHOTO O0(OPMIICHHS 3aJIeKUTh BiJl BULYy MUTHOI AeKJia-
pauii, BTy TOBapiB Ta KBamiikarii MUTHOTO iHcmekTopa. Ha gac mekmapyBaHHS TakoX BIDIMBAE€ OYiKyBaHHS
y gep3i, BUA HEOOXiTHOr0 MUTHOTO KOHTPOJIO Ta y BUNanKy cupairoBanas CYP — MuTHOTO omismy. 3MiHU cepel-
HBOI TPUBAIOCTI MUTHOTO O(OPMIIEHHS IIPEICTABUMO Ha pHC. 4.
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Sk oKa3aB aHaNi3 CTATUCTUYHUX JAHUX II0 MUTHOMY IIOCTY, TO MUTHE 0(hOpMIICHHS i3 BUKopuctanusm CYP
HaAMOBII MIBUAKUM € ISl MiANIPUEMCTB BEIHMKOTO PO3MIpY Ta MiANPUEMCTB, SIKI € HAHOLNBIIMMU IUIATHUKAMU
MOJaTKiB. Y 3B’s3Ky 13 BiiiCBKOBOIO arpeciero Ha MUTHii TepuTopii YKpainu Ta i3 3011bIIEeHHSIM KUTBKOCTI Y IPOBE-
JIEHHI MUTHHX OTJISIIIIB CEPEIHIN Yac Ha MUTHE 0(OpMIICHHS 3a MUTHOIO Aekiaparieto tuny IM 40 JIE y 2023 porri
3MeHmuBcs Ha 88% y mopiBHsaHHI 10 2021 poky; 3a MuTHOIO Aekiapaunicio Tairy IM 40 EA 3menmuBcs Ha 21%, a 3a
MUTHOIO Aekiapaieio tuny IM 40 AA 36inbmmBes Ha 79%, 10 OB’ s13aHE 3 MOCHICHHSIM KOHTPOJIO 338 pU3UKOBA-
HUMU IMIOPTHUMH OTIEPALiIMU Ta BUSABJICHHIO HE3aKOHHOMY TIEPEMIIIIEHHIO TOBAPIB y MOIITOBHX BiPaBICHHIX
ITiJ] 9ac BIMCHKOBHX JIi HA MUTHIN TepuTopii YKpaiHu.

3a ocTaHHI POKH cepeIOBHIIE MI>KHAPOIHOI TOPTIBII 3a3HAI0 3HaYHUX 3MiH. [lepie, mo BrummHy:0 e Covid-
19, 3aKpHUTTS KOPAOHIB, 1 K HACKIIOK BiliCEKOBE BTOPTHEHHS pd HAa MUTHY TepHTOpito YKpainu. Tomy, ie 0cobamBo
I CTOCYEThCA CMIOCOOIB MEepeBe3eHHsI 1 TOPTiBIIi TOBapaMU, MBUAKOCTI onepalliii Ta abcotoTHOTO 00’ €My TOBapiB
B I100abHOMY 000POTI.

IIpodintoBaHHs puU3MKiB — 1€ 3aci0, 3a JOMOMOTOI0 SKOTO MUTHI 1HCIIEKTOPH MOXKYTh 3aCTOCOBYBAaTH yIpaB-
JIiHHS pU3UKaMU Ha IPaKTUL.

3apyOiKHUI TOCBiA YIpaBiiHHS PU3UKaMH MiATBEPIKY€E HEOOXiTHICTh aBTOMAaTH3alii Ta yJOCKOHaJEHHS
CHCTEMH IIpU CIIEKTPOHHOMY JCKIIapyBaHHi, BPaxyBaHHS PETiOHANBHOI crieln(ikd MUTHUX OpPTaHIB IPH BH3HA-
YeHHI TPOQLTIB PU3HKY.

JI1s iboTo TOITEHO 0Yyi10 O JO3BOJIMTH MUTHUM OpraHaM CaMOCTIHHO (opMyBaTH MpoQisli PU3HKY, SKi OyIu
0 3acTocoBaHi Oe3MocepeIHbO Ha JAHOMY MHUTHOMY ITOCTY.

TakyM YHHOM IPOTIOHYETHCSI BBECTH HOBY IITATHY OMUHUINO. HalfHATH BHCOKOKBai(hiKOBaHUX CIICIIATICTIB
JUIS pOOOTH B MiIPO3/iIax MUTHUX OPTaHiB, 10 3aiiManics O po3poOKOI0 Ta BIPOBaHKEHHSIM aBTOMATH30BaHOI
CHCTEMHM aHaJi3y Ta YIpPaBNiHHS pU3HKaMU. BOHM MOBMHHI BOJOAITH Ha BUCOKOMY PiBHI CIEIiaJbHUMH Tajy3e-
BHMH 3HAHHSMHU Ta MaTH HAaBUYKH 3 HAITMCAHHS KOMIT IOTEPHUX IPOTpaM, yMiHHS pO3B’sI3yBaTH HECTAHIAPTHI €KO-
HOMIYHi 3a/1a4i 3 BUKOPUCTAaHHSAM MaTeMaTHYHOTO arapary.

V 3B’53Ky 3 IUM MOTPiOHO MMOopaxyBaTH HEOOXiJHY KiJIbKICTh YOJIOBIK Il pOOOTH B JaHOMY HpOdii.

BpaxoBytouu nocrasieHi 3a7a4i MOKHa CKa3aTH, 110 JAJIs JaHOTO MiApOo31ii1y HeoOX1JHO BCbOTO YOTHPH BUCO-
KOKBaJi(piKOBaHUX NpaniBHUKYU. [I0BUHEH OyTH HAYaIbHHUK Ta TPOE MiIICTINX, KOKEH 3 IKUX BUKOHYBaTUME TIEBHI
3aJ1adi, Mo CTOCYIOThCS aHallizy Ta po3pooku CYP.

BucHoBku. Onepxani B JaHiid poOOTI pe3ylbTaTh BilirparoTh BaXKIIHUBY POJIb NMPH TUIAHYBaHHI 00CATIB 30B-
HINTHBOT TOPTiBIII TOBAPaMH Ta aHaITi31 HAJXOKeHh MUTHHX TUIaTexXiB 10 JlepxkaBHoro Oromkety Ykpainu Ha 2024
PiK caMe 3 MUTHOTO TIOCTa PETiOHATBFHOT MUTHHIII.

SIK TIOKa3aB aHaNi3 CTATHCTUYHMX JaHHX 110 M/II, TO MUTHE oopmiieHHS i3 BukopucTaHHAM CYP HaiOinbm
HIBUJKUM € AJISl HMiAIPUEMCTB BEIMKOTO PO3MIpY Ta MiJIPHEMCTB, SIKi € HAHOINMBIIMMU IUIATHUKAMU IOJATKIB.
VY 3B’s3Ky i3 BiliCbKOBOIO arpeci€ro Ha MUTHIl TepuTopii YKpaiHu Ta i3 301IbIICHHSAM KUIBKOCT] Y IPOBEICHHIMUT-
HUX OMISAIB cepelHiil yac Ha MUTHE O0(OpMIIEHHS 3a MUTHOMO Aeknapauieto Tuny IM 40 IE y 2023 poui 3MeH-
muBcst Ha 88% y nmopiBHAHHI 10 2021 poky; 3a MutHO0 Aexiapauieio tTuny IM 40 EA 3menmuBcs Ha 21%, a 3a
MUTHOIO Aekiaparieto tuny IM 40 AA 36inbmmBes Ha 79%, 10 OB’ s13aHE 3 MOCHICHHSIM KOHTPOJIIO 338 pPU3UKOBA-
HUMH IMOOPTHHMH OTIEpPAIlisIMA Ta BUSBJICHHIO HE3aKOHHOMY ITEPEMIIICHHIO TOBApIiB y IMOIITOBUX BiATIPABICHHIX
ITiJ] 9ac BICHKOBHX M HA MUTHIN TepuTopii YKpaiHu.
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ANALYSIS OF ORGANIZING THE DELIVERY OF HUMANITARIAN AID
IN CRISIS SITUATIONS

The article is devoted to analyzing humanitarian logistics in Ukraine, which has developed significantly since 2014
and increased, in particular, during the full-scale invasion of 2022. Humanitarian logistics have become critical to supporting
both the military and civilians affected by the conflict. The authors research the impact of various aspects of humanitarian
aid, including economic factors such as reduced exports and a drop in the gross domestic product (GDP), on the volume and
efficiency of humanitarian aid delivery. In particular, the impact of the closure of large metallurgical enterprises on the country s
economy is analyzed. The activities of such charitable organizations as “Come Back Alive” and “Volunteering and Help Center”
were reviewed, which carry out mass transportation of humanitarian goods and provide support to both military and civilian
persons. These organizations play a key role in providing the population with necessary resources, such as medicine, food,
hygiene products, clothing, etc. They also actively collaborate with international partners and volunteer groups to coordinate
aid and improve logistics processes. Data on the amount of support provided by category (hygiene, medicine, food, etc.) are also
considered. The article provides an analysis of the logistics routes used for the delivery of goods, taking into account various
factors such as the safety of the routes, the efficiency of the transportation process, and the speed of delivery. The importance of
Slexibility and adaptability of logistics systems in the conditions of continued martial law is highlighted. The research emphasizes
the importance of cluster analysis and clustering methodologies for effective decision-making in the field of humanitarian
logistics. The article also includes references to legislative acts and portals that regulate and support humanitarian aid in
Ukraine. These resources provide a legal basis for the activities of charities and provide important information for donors and
volunteers. They contribute to the transparency and accountability of the aid delivery process, which is critical for maintaining
trust on the part of the international community and the population of Ukraine.
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Hecmepenro I. I, Mysuxin M. L, bioix C. I, Cmpenkxo O. I., Anexcecea A. O. Ananiz opzanizauii 0ocmagxu
ymanimapnoi 00nomozu ¢ Kpuzoeux cumyauisax

Cmammio npuceayeno ananizy eymamimaproi nocicmuxu Yxpainu, sixa suauno possunynacs 3 2014 poxy ma spocia,
30Kpema, nio uac nognomacuimaonozo eémopenenns 2022 poxy. Iymanimapna nocicmuxa cmana KpumuHo 8adciueoio 0ns nio-
MPUMKU K BIICLKOBUX, MAK | YUBLILHUX 0CLO, KT nocmpaxcoanu 8id konguikmy. Jociioncyempcs 6niue pisHuX dcnekmie 2yma-
HIMapHoi 0onomozil, 30Kpema eKOHOMIYHUX aKkmopis, maxux K ckopoyenns excnopmy i nadinust BBII, na o6cse i egpexmug-
HiCMb 00CMABKY 2YMAHIMAPHUX 8AHMANACIE. 30KpeMa, aHANIZYEMbCS BNAUG 3AKPUMMS 8EIUKUX MEMATYPRIUHUX RIONPUEMCE HA
eKOHOMIKY Kpaitu. Byno posensnymo disnbHocmi maxux 61aeo0itinux opeanizayii, ax «Ilosepuucs scusumy ma «Llenmp 6onou-
mepcmea ma 3axXuchiy»,sKi 30IUCHIOIOMb MACO8T NEPee3eHH 2yMAHIMAPHUX BAHMANCIB, AKI HAAIOMb NIOMPUMKY 5K BilICLKO-
suM, max i yusinbrum ocobam. Lli opeanizayii sidieparoms K1iowos8y poib y 3a0e3neyeHti HaceieHHs HeOOXIOHUMU Pecypcami,
MaKUMU SIK MEOUKAMEHMU, Xap4osi NPOOYKmu, 2i2icHiyni 3acobu, 00sie ma inwi. Bonu akmugho cnienpayooms 3 MidcHapoo-
HUMU NAPMHEPaMU Ma 6010HMEPCOKUMU 2pYRamu 05l KOOPOUHayii donomozu ma noKpawjents no2icmuynux npoyecie. Takook
POo32NA0AEMbCsL 0ani npo 00Csie NIOMPUMKU, U0 HAOAEMbCA 30 KAME20PIAMU (2Iei€Hd, MeOUKAMEHMU, NPOOYKIMU XAP4y8aHHs.
i m.0.). B cmammi nadaemvca ananiz 102iCMUYHUX MAPWPYMIs, o BUKOPUCIOBYIOMbCA 01 QOCMABKU BAHMANCIE 3 YPAXy-
BAHHAM MAKUX Qaxmopis, AK be3nexa Mapuipymie, egpekmugHicmy Mpancnopuy8aHts ma weuokicms docmagku. Bucgimnio-
EMbCSL BANCTUBICID SHYUKOCIE MA A0ANMUBHOCIE TOLICIMUYHUX CUCTeM Y 8I0N06I0b HA 3MIHHI YMOBU KOHMIIKMY ma nompedu
nacenenns. JJocnioxcents: niOKpeciioe 8axciusicmy KIACMEPHO20 aHAli3y ma Memooono2ill Kiacmepuzayii Ons eqrekmueHo2o
NPUUHAMMS piwiens y 2any3i eymanimaprol nocicmuxu. Taxoxc 6 cmammi MICMumbcsi NOCWIAHHS HA 3AKOHOO0A8YI aKmu ma
ROPMaAn, AKI pecynioiomy i RIOMpumMyIoms 2ymanimaphy oonomoey 8 Yxpaini. Li pecypcu 3abesneuyoms npagosy ochosy 01
OisIbHOCE O1a200IUHUX OP2AHI3aYil, @ MAKONC MICAMb 8ANCTUBY THOpMAayito 013 OOHOPIE ma 8or0HmMepis. Bonu cnpusioms
npo30pocmi ma nid36IMHOCHE HPOYeCy HAOAHHA OONOMO2U, WO € KPUMUYHO BAHCIUBUM 015 RIOMPUMKY 008ipU 3 OOKY MIdCHA-
POOHOT chitbHOmMU ma Haceienus Ykpainu.

Kuttouosi cnoBa: eymanimapua nozicmuka, K1acmepHul ananis, 102iCmudHi Mapupymu, 2yMaHimapti 6aHmaxici.

Formulation of the problem. Natural disasters, the COVID-19 pandemic, and the full-scale military inva-
sion of the Russian Federation, all these phenomena are catalysts and factors in the development of the transport and
logistics system for the transportation of humanitarian goods in special conditions. This article is particularly topical
even today during the full-scale invasion of Russia on the territory of Ukraine. The experts noted that “the scale of
humanitarian aid in Ukraine remains enormous.” Therefore, this article is relevant.

Analysis of recent research and publications.

There are the following factors that have influenced changes in logistics services in Ukraine: a mass movement
of the population abroad, the unstable psychological state of the population, mobilization of the male population,
the appearance of “new” types of goods (humanitarian aid and military supplies); mass internal motion of enter-
prises. Also, there are problems related to the transport infrastructure damage, due to which established logistics
chains were destroyed [1, p. 161]. But, regardless of all these obstacles, companies carrying out the transportation
of humanitarian goods use the following principle — in a heavy lorry, the freight that does not take up all the space in
the freight compartment, it becomes possible to fill this space with additional freight. In this way, the fuel shortage
is compensated and savings are achieved in the time during which the freight must arrive at the final destination.

As for the delivery of humanitarian goods in international traffic, these features are disclosed in the article
[2]. In this article, the authors considered the main problems that may arise during the organization of international
transportation and found that to increase the efficiency of this process, it is sufficient to define a rational scheme for
the delivery of goods.

In turn, the article [3] presents examples usage of intelligent route modeling for the transportation of humani-
tarian goods. Also, it provides the scheme of the transport network of delivery, which is used to determine the basic
plan of transportation. Also, we can see the scheme of operational management of cargo delivery when applying the
concept of situational route selection (Fig. 1), which may arise during an “unpredictable situation” on a pre-planned
route.

When an unpredictable situation occurs, it is necessary not only to determine the situation itself and several
relevant management decisions but also to determine a reasonable way to achieve the goals in planning and oper-
ational management for the choice of delivery routes. For this, one needs to consider the possible consequences of
several steps preceding the adoption of management decisions.

The genetic algorithm as an approach for global optimization is presented in the article [4]. The following
advantages are given as an argument, such as:

1. Learning optimization: genetic algorithms can solve complex optimization problems of transportation sys-
tems by finding the best solution among different alternatives.

2. Ability to consider many factors: genetic algorithms can consider many parameters and restrictions of the
transportation system, such as cost, travel time, and safety.

3. Adaptability to changes: genetic algorithms can adapt to changes, such as changes in traffic volumes,
resource restrictions or changes in demand for transport services.

4. Ability to optimize complex functions: genetic algorithms can be used to optimize complex functions that
are nonlinear, continuous, or contain multiple local optimum.
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Figure 1. Operational management of freight delivery when applying the concept of situational route selection [3]

In the article [5] the authors emphasize the efficiency of integration processes when the Ukrainian transport
system enters the European transport network. They note that this factor is an important one affecting the develop-
ment of the country’s economy.

In [6] it is underlined that within the framework of the transport market it is possible to separate two main
interacting subjects: the transport system and consumers of transport products — consignors and consignees.

In paper [7] the results showed that the use of cluster analysis facilitates decision-making at the stage of inter-
vention in humanitarian logistics. The authors propose a clustering methodology that works on processing historical
data on natural disasters, creating models and clusters of the most characteristic types of emergencies in the region.
As a result, communities can improve the standardization of disaster prevention procedures.

The purpose of the article is to analyze statistical data on the volume of humanitarian goods on the territory
of Ukraine, to identify ways to improve the main stages in the transportation process and to study the phenomenon
of humanitarian logistics itself.

Presenting main material. In Ukraine, we heard firstly about humanitarian logistics in 2014, and this type of
logistics received its second wave and flourished in 2022, during a full-scale invasion. [8, 9] These historical events
have greatly influenced our lives, so let us consider several aspects and areas in which we can see changes.

Many experts estimate that the GDP of Ukraine will decrease by 112 billion US dollars in 2022. This is
due to a significant reduction in exports. [10] The main reason for the drop-in exports is the closure of the met-
allurgical plants PJSC “Ilyich Iron And Steel Works of Mariupol”, PISC «Azovstal Iron & Steel Works», PISC
“Zaporozhstal”, partly “ArcelorMittal Kryvyi Rih” and some other enterprises. Available data attests to the scale of
problems in the country’s economy. [11]. In October, the export of ore abroad reached 1.1 million tons, which is the
lowest monthly figure until 2022. In December 2021, ore exports reached the lowest figure this year, amounting to
3.7 million tons worth US$270 million, while the highest figure in dollar equivalent for December was 4.3 million
tons worth US$788.4 million in the fifth month of 2021. [10]

From the beginning of the full-scale war against Ukraine, all infrastructure and its spheres have been damaged
or destroyed. Based on the data collected by the Kyiv School of Economics (KSE) [10], we can understand that the
direct damage caused to the infrastructure of Ukraine amounts to 157 billion dollars. Figure 2 presents the dynamics
of the overall assessment of direct costs in Ukraine’s economy, $ billion [11].

The largest part of the total amount of direct damage falls on housing 37.5% ($58.9 billion) and infrastruc-
ture — 23.4% ($36.8 billion). It is also noted that the total number of destroyed residential buildings is 250,000 units.
Figure 3 shows the overall estimate of direct damage to infrastructure in the first quarter of 2024.

Transport infrastructure facilities such as roads, railways, airports and ports are vital for the organization of
military communications and transport, as well as for the evacuation of the population. [12] This infrastructure is
also important for the country’s economy. As of April 2024, according to preliminary estimates, 19 airports, 110
railway stations, 344 bridges, and 25,400 km of roads were destroyed. This aspect both complicates the work of
transport enterprises and is also critical for the logistics sector of Ukraine, that is, there is no possibility of returning
the work of transport enterprises to pre-war conditions [13]. As you know, before the start of the full-scale invasion,
there were four main sectors of the transport market in Ukraine, namely: aviation, sea, railway, and automobile
[14]. After the start of hostilities, most seaports and airspace had to suspend their activities due to the introduction
of martial law. Analytical data on trends in the freight transport market in 2022 [11] show that the war led to a 22%
drop in road transport, 48% in rail transport, 85% in sea transport, and almost 100% in air transport. The drop in
freight transportation by each market segment is shown in Figure 4.
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Figure 4. Decrease in freight traffic in Ukraine after the start of a full-scale Russian invasion (%)
Source: built according to the data [11]

Therefore, based on Figure 4, it is possible to understand why choosing freight transportation exactly by
motor vehicles is optimal. However, it should not be forgotten that at the beginning of a full-scale invasion, the
acute shortage of cars, drivers, and fuel was critical [15]. This was because the drivers left the territory of Ukraine to
save their lives and those of their loved ones [16, 17]. All these factors impacted the migration of the population to
the affected/temporarily occupied territories within the country. More than 14 million Ukrainians were left without
their native homes and needed help.

Based on Art. 1 of the Law of Ukraine “On Humanitarian Aid” No. 1192 dated 10/22/1999: “humanitarian aid
is designed-purpose addressed free aid in money or in kind as nonrepayable financial aid or voluntary donations, or
aid in the form of fulfilling work or services provided by foreign and compatriot donors out of humane motives to
recipients of humanitarian aid in Ukraine or abroad who need it due to social insecurity, poverty, difficult financial
situation, state of emergency.” [18, 19]. The main needs demanded by Ukrainian society are medicines; fuel; sani-
tary and hygienic means; food; technical means and others.

The activities of foreign donors (about 40 of them) who provide military, humanitarian, and financial aid to
Ukraine [20] are shown in Figure 5.

Having analyzed the Table, one can see that Poland and the Baltic countries are the leaders in helping Ukraine
as a percentage of the country’s GDP. Estonia spent 1.26% of its GDP on aid, Latvia — 1.09%, Lithuania — 0.95%,
and Poland — 0.68%. Slovakia and Denmark spend more than 0.5% of GDP to support Ukraine. Since the begin-
ning of the full-scale war, the United States has provided Ukraine with the largest amount of aid — 76.84 billion
US dollars. However, this is only 0.33% of US gross domestic product. The second place is occupied by Germany
with 19.58 billion US dollars of aid. This is 0.27% of the country’s GDP. The United Kingdom ranks third, having
provided $11.67 billion, or 0.37% of GDP, in bilateral aid. Also, the aid was provided by France — 8.11 billion US
dollars; Italy — 6.28 billion US dollars; The Netherlands — 7.24 billion US dollars; Spain — 5.21 billion US dollars.

Voluntary and charitable foundations perform active work as domestic donors. Before and during the full-
scale invasion, dozens of volunteer funds and platforms were created, which are aimed at collecting and implement-
ing humanitarian goods/aid for various segments of the population. In modern conditions, the issue of volunteering
is becoming increasingly important and influential in society. Volunteers have become one of the most influential
organizations in modern Ukraine. The level of trust of Ukrainians in the volunteer movement can be compared with
the level of trust in the Armed Forces of Ukraine (AFU), which already says a lot about the influence and reputation
in society [21]. Since the beginning of the full-scale invasion, dozens of charitable foundations (CF) and organi-
zations have been established in our country. “Come Back Alive” is one of the largest funds supporting the Armed
Forces of Ukraine, founded in 2014, and has a high reputation. The day before the invasion on February 23, 48
million hryvnias were collected. Since then, the scale of support has only grown, and at the end of July “Come Back
Alive” reported 4 billion hryvnias in donations from 866,000 donors.

We can also consider the activities of the charitable organization (CO) “Volunteering and Help Center” (VHC)
[22, 23]. Since the CF “Come Back Alive” is aimed at helping the army, the CO “VHC” directs its forces to support
the civilian population of Ukraine. Having one main logistics center in Lviv and four regional ones in Zaporizhzhia,
Kharkiv, Zhovti Vody, and Kherson, the fund carries out logistical transportation of humanitarian goods. The logis-
tics route of the charitable organization is shown in Figure 6.
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Figure 6. Scheme of logistics chains of CO “VHC” [23]

Quantity of civilian aid shipments in 2022: hygiene — $33,173 million; household goods — $1,062 million;
other — $308 million; medicines — $22,699 million; equipment — $910 million; food products — $20,391 million;
munition — $5,037 million; civilian clothing — $11,487 million.

Table 1 shows the total amount of aid provided in 2023, pallets/cars.

Table 1
The total amount of aid provided in 2023, pallets/cars. It is compiled according to the data [23]
Category Number of pallets Number of vehicles

Hygiene 687 20
Household goods 201 6

Other 1329 39
Medicines 2411 71

Equipment 545 16
Food products 3217 95
Equipment 595 18
Civilian clothes 1476 43

Total: 10461 308

You can see a significant decrease in the number of cars and flights in 2023. To be more precise, the number
of pallets in 2023 compared to 2022 decreased by 33,340 units, and the number of cars by 1,061 units. This decline
can be attributed to a variety of factors, including economic conditions and changes in domestic and international
aid policies.

Conclusions. An important aspect of organizing and effective systems for transporting humanitarian aid in
special conditions is the ability to coordinate the activities of charitable organizations and volunteer groups through
continuous monitoring and analysis of their activities. Also, one should not forget about the impact of economic
factors (the closure of large industrial enterprises and a decline in GDP), which have significantly affected the pos-
sibilities of providing humanitarian aid.
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The article considered the main aspects of humanitarian logistics in Ukraine, which have been developing
since 2014 and significantly intensified during the martial law, which was implemented in 2022. The authors ana-
lyzed various factors affecting the volume and effectiveness of humanitarian aid supplies, including economic ones.
In particular, the closure of large metallurgical enterprises, which had a significant impact on the country’s economy,
is being discussed.

The role of charitable organizations such as “Come back Alive” and “Volunteering and Help Center” in
providing large-scale transportation of humanitarian goods and supporting both military personnel and the civilian
population is highly appreciated. These organizations actively cooperate with international partners to improve
logistics processes and aid coordination. Data on the amount of aid provided by category, including medicine, food
and hygiene products, were also analysed.

The article highlights the importance of flexibility and adaptability of logistics systems, which must respond
to changing conflict situations and the needs of the population. The article also emphasizes the need to use cluster
analysis and other methods for effective decision-making in humanitarian logistics.

In this research we also analyzed the activities of foreign donors who provide humanitarian and financial aid
to Ukraine. Poland and the Baltic States are the largest donors in terms of the share of GDP spent on aid to Ukraine,
while the United States provides the largest financial assistance.

It is important to note that volunteer organizations play a decisive role in meeting the humanitarian needs of
the Ukrainian population. The research analyzed in detail the volumes and types of assistance provided by various
organizations, and also emphasized the importance of coordinated logistics processes and effective organization.

Overall, the article demonstrates the importance of an integrated approach to organizing humanitarian aid in
crisis situations and emphasizes the need for continuous monitoring and analysis to optimize logistics processes.
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HOBITHI METOJU OBPOBKH JAHUX IUCTAHIIIHHOTO 30HAYBAHHS 3EMJII

Jucmanyiiine 30ndyeannsa 3emui — ye cy4acHa mMemoouxa ompumanns ingopmayii npo 00 'exmu 3a 00NOMO2010 OAHUX,
ompuManux 3i cneyianbHoi anapamypu, wo QizuuHo He KOHMAKMye i3 0ocrioxcysanumu 00 'ckmamu. Jucmanyiiine 30H0y8aHHA
Hadae ingpopmayito npo 06’ckmu 3eMHOI NOBEPXHI HA OCHOBI AHANIZY eNeKMPOMACHIMHO20 BUNPOMIHIOBAHHSA, 8i00UMO20 abO
sunpominerozo yumu 06 ’ckmamu Cyuacui memoou ma mexHono2ii OUCManyittHo20 30HOV8AHHS 3eMai 003601A10Mb IOPIZHAMU
Midic 00010 pi3Hi 00 €kmu 3eMHOT NOBEPXHI, AHANIZYEAMU X CIAH MA 3MIHU NPOMS20M YACY, POOUMU NPOSHO3HI OyiHKu. Jlana
MemOoOUKa 8UKOPUCIMOBYEMbCA Y 0a2amvox chepax, maxux K. 2eon02is, ekonoeis, 2eoizuxa, 2eoepahis, 2i0ponozis, oKkeano-
epacpis, memeoponoeis. 3acmocyganns oucmanyiiino2o 30n0ysanns 3emni 6Koude 8 cebe 08a OCHOBHUX eMmAaniL: 00epPHCAHHA
Oanux ma 06podxy danux. Jucmarnyiiine 30HOYBAHHA A€ MONCTUBICHIb GUAGTAMU M Kiacugikyeamu 06 ’ekmu Ha 3emi.
OoHiero i3 Haubinbu CKAAOHUX npoyedyp 0dpobKu danux € npoyedypa kiracugixyeanus. Knacupixysanus b6asyemucsa Ha momy,
Wo pi3Hi 00 ekmu maromv pisHi chekmpanvhi xapakmepucmuku. IIpoyedypa knacugikysanus noiseac y Kiacupikyeanti 6cix
nikcenie 300padcents 3 Memoio nooy008U Kapmu 3eMHO20 HOKpUBY. Icnye 6azamo pisHOMaHIMHUX nioxodie 00 KiagikysanHs,
KT WUPOKO BUKOPUCTIOBYIOMbCS OIS BUDILUEHHS! DI3HUX 3a0ay, MAKI K Memo0 MAKCUMATbHOI npasdonodiobHoCci, Memoo Mini-
ManbHOI giocmani, Memoo napaneieninedis, Memoo OnopHUX eekmopie. IIpoananizosano 0CHO6HI nepesaz ma HeOOMKYU OAHUX
memodis. Takooic 6y10 3a3nauero, wo 6azamo nioxodig 00 KiacupiKyeanHs He 30amui 06poOOIAMU HEUIMKY MA CYnepeunusy
ingpopmayiro. Tomy byno 3anpononogano 3acmocysamu meopiio ceiouens [emncmepa-Lleiighepa ma npaguno xombinyeanns
HAeepa ons knacugikyeants HemouHUx ma Cynepeynuux Oanux, OmpUManux i3 pisHux cnekmpansHux kananie. 3acmocyeanns
meopii csiduens Jlemncmepa-1Lletighepa dozeonsie 0bitimu nesui oomedcenns meopii imogipnocmetl. ¥ yitl pobomi maxooic 6yno
Hagedeno opmyny npasuna xomoinyeannsa Heepa. 3aznaveno, wjo npaguno komoinysanns fAeepa 0036015€ WEUOKO MA 1€2KO
obpoonsmu ingopmayiio. Y cmammi 6y10 0emanbHO pO3NAHYMO YUCIO8ULL NPUKAAO KIACUDIKYBAHHS 13 BUKOPUCAHHSM Meo-
pii ceiduensv JJemncmepa-Llletighepa ma npasuna xombinyeanus Heepa. byno 3aysadiceno, wo eubip memoody Kiacupikyeanus
3anexcums 8i0 KoHkpemmuoi 3a0aui. Onucani Memoou 00poOKU aepoOKOCMIYHUX 300PANCEHb MOXCYMb OYMuU 3ACMOCO8aHi 0
BUDIWLEHHS PISHUX AKMYATLHUX eKON02IYHUX, CIIbCbKO2OCHOOAPCLKUX | NPAKMUYHUX 3A0aY.

KitouoBi cnoBa: ducmanyitine 30ndysans 3emii, Memoou K1acupikysans, cneKmpanbhi KaHauu, meopis ceiouens Jlem-
ncmepa-Lletighepa, npasuno kombinyeanns Heepa.

Alpert S. 1. Modern methods of Remote data processing

Remote sensing is the modern technique of obtaining information about the objects by data collected from special appa-
ratus that are not physically in contact with the objects being studied. Remote sensing provides information about objects at the
surface of the Earth based on analysis of electromagnetic radiation reflected or emitted from these objects. Modern methods
and technologies of remote sensing of the Earth make it possible to distinguish different objects at the surface of the Earth, to
analyze these objects and changes, make predictive assessments. This technique is applied for numerous fields, such as: geology,
ecology, geophysics, geography, hydrology, oceanography, meteorology. Remote-sensing application involves two distinct pro-
cesses: data acquisition and data processing. One of the most difficult data processing procedures is the classification procedure.
Classification is based on that fact, that different objects have a different spectral reflectance. Classification procedure is defined
as the process of categorizing all pixels in an image to obtain land cover map. There are different classification approaches that
have been developed and widely applied for solution of various tasks, such as maximum likelihood method, minimum distance
method, parallelepiped classification, Support vector machines (SVM). It were analyzed main advantages and disadvantages
of these methods. It also was noted, that many classification approaches can not process vague and conflicting information. It
was proposed to apply the Dempster-Shafer evidence theory and Yager s combination rule for classification of ambiguous and
contradictory data from different spectral bands. The application of Dempster-Shafer evidence theory arises from the necessity
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to overcome some limitations of Probability Theory. It was also considered a formula of Yagers combination rule in this work.
It was noted, that Yagers combination rule can quickly and easy process information. It was considered the numerical example,
where Dempster-Shafer evidence theory and Yager’s combination rule were applied for classification in this paper. It was noted,
that choice of classification method depends of specific task. Described methods for aerospace image processing can be applied
in different actual ecological, agriculture and practical tasks.

Key words: remote sensing, classification methods, spectral bands, Dempster-Shafer evidence theory, Yager's combina-
tion rule.

IHocTranoBka npodaemu. Ha nanuii yac nucranmiiine 3ouayBanHs 3emni ([33) € omHUM i3 cydacHHX Ta
MOTY>KHUX 1HCTPYMEHTIB JUIsl CIIOCTEPEKEHHS Ta OLIHKHK 00’€KTiB 3€MHOI MOBEPXHi, a caMe: 3eMHOI0 MOKPHBY,
IPYHTIB, POCIMHHOCTI, BOOHMX 00'eKTiB, Towlo. Jucranuiiine 3ouayBanus 3emii ([I33) — ue nporec oTpumMaHHs
iHpOopMaii mpo 00'ekTH abo SBHIA HA TOBEpXHI 3emiri 6e3 Oe3mocepelHFOro KOHTAKTy 3 HUMHU. BukopucTanHs
nanux /133 mist mpoBeneHHS MOHITOPHHTY HAaBKOJIUIITHBOTO CEPEIOBHIIA, BUPIMICHHS EKOJOTIYHUX 3a/1a4 Ta yIIPaB-
JIIHHS PUPOJHUMH PECypCaMU € JOCUTh MEPCIIEKTUBHUM HAIPSIMKOM, IO BiJirpae BaXXJIUBY poJib JJIs 3abe3rie-
YEHHS CTAJIOT0 PO3BUTKY Ta 30epekeHHS MPUPOIHOTO cepenoBuiia. Ciia 3a3HaYuTH, 10 IHTErpallis JaHUX, OTPH-
MaHUX 13 BUKOPHCTaHHAM 3ac00iB Ta TEXHONOTiH /]33 3 IHIIMMHU THIIAMU Te0IPOCTOPOBOT iH(OopMarlii (HazeMHUMH
CTIIOCTEPEIKCHHAMH, KIIMATUYHUMH JaHUMH, KapTaMH) Ja€ MOXIIMBICTh MPOBOJAMTH KOMIUIEKCHE JOCIIJIKCHHS
CTaHy MPUPOTHUX PECYPCiB.

Po3BuTOK Ta BrockoHaseHHs TexHoJorii /133, 30kpeMa, KOCMIYHUX Ta aBialliiHUX 3acO0iB JJIs MPOBENCHHS
MOHITOPUHTY 3€MHO1 TIOBEPXHi, TO3BOJISIE BUPILIYBAaTH IIUPOKUI CIIEKTpP aKTyaJbHUX MPUPOTHO-PECYPCHUX 3a7ad.
3acTOCYBaHHS CyYaCHHUX CTATHCTHYHHX Ta MAaTEMaTHYHUX METOMIB JO3BOJSE aBTOMATH3yBAaTH Ta IOJICTIIYBAaTH
npoiiec 00poOKy, aHali3y Ta KiIacu(piKyBaHHS BEIUKUX 00cATiB manux J133.

AKTyaIIbHICTh JaHOT POOOTH 3yMOBJICHA HEOOXITHICTIO PO3POOKH HAYKOBO OOTPYHTOBAaHHX PEKOMEHIAIIIN
1010 BUOOPY BIAMOBIHUX METOIB aHAI3y, 00pOOKH Ta Kiacu(ikyBaHHs gaHuX /33 i e(peKTHBHOTO PO3B’A3KY
MIPUPOJHO-PECYPCHUX 3aBJaHb, M0, CIIPHSE MIIBUINCHHIO e()eKTUBHOCTI 3aCTOCYBaHHS iH(pOpMAaIlii, OTpUMAaHOT i3
BHKOPUCTAHHAM TexHoorii J133.

AHaJi3 ocTaHHIX AocTizKeHb Ta myOaikanii. Y manii ctarti Oya0 po3IITHYTO MaTepiasii Uis TPOBEICHHS
MOPIBHAJIBHOTO aHAJi3y METOAIB KIacu(iKyBaHHS aepOKOCMIYHUX 300pakeHb.

VY crarti Benra K. ta Jly /1. 6yno netansHO mpoaHani3oBaHi Cy4acHi METOIM KJIaCH(iKyBaHHS acpOKOCMIYHUX
300paxkeHb, 1X mepeBaru, HeJ0MiKH Ta 0COOIMBOCTI 3aCTOCYBaHHS [5].

V¥ crarri XKanra C. 6ynu po3mIsiHYTI METOIM 00OpOOKH Ta aHAITI3y rinepcrneKTpaabHUX KOCMIYHUX 300paxeHs [3].

V poborax Illeiidepa I'., Tapyna A. ta Sna JIx. Oynu qeTanbpHO OmKcaHi OCHOBH TeOpii CBiq4YeHb JemMricTe-
pa-Lleitdepa, o3HaueHHS «Oa30BOT HIMOBIpHOCTI (0a30BOT MacH)» Ta YMOBH, 32 HASBHOCTI SIKAX CJIiJ] BUKOPHUCTOBY-
BaTH JlaHy Teopiro [8-9].

VY crarti frepa P. Oyiio nmpoBeneHO MOPIBHIIBHY XapaKTEPUCTHKY PI3HUX METOIIB KOMOIHYBaHHS NaHMUX,
OJICpKAHUX 13 PI3HUX JKEpel (PI3HUX CIEKTPATbHUX KaHaTiB). Takox 0yJI0 00rpyHTOBaHO BUKOPUCTAHHS TPaBHIIa
KOMOiHyBaHHS Srepa 3a HasBHOCTI BEJIMKOI KUTBKOCTI CynepewInBux aanux [10].

OTxe, MeTa I0CTiIKEHHS TIOJISTa€e Y MIPOBE/ICHHI MOPIBHAIBLHOTO aHAII3Yy METO/IiB 00pOOKH, 30KpeMa, MeTo-
niB knacugikyBanas qanux J133.

BukJjan ocHoBHOro marepiamsy. O6poOka JaHUX € OCHOBHHM €TarioM y TpoIieci BUPIIICHHS IPUPOIHO-Pe-
cypcuux 3anad J33. [Ipu upomy BUOIp BiIMOBIIHUX MiAXO/IB Ta METOIB 3aJICXKUTh BiJl TUILY JaHUX Ta KOHKPETHOI
JIOCJIIJKYBAHOI 3a]1a4i.

Cria 3a3Ha4MTH, IO Mpolec Kaacu(iKyBaHHS € OTHIEI 13 HAWCKIAAHINIMX Ta HaWBAKIUBIIINX MPOLEAYD
00poOKH aepOKOCMIYHIX 300paKeHb, OTPUMAHUX 13 BHKOPHCTAHHAM CydacHUX 3aco0iB Ta TexHoxorii /133.

KiacudikyBaHHs — 11€ TIpoIiec 00pOOKH CUTHAIIIB aePOKOCMIYHOTO 300pakeHHS, PE3YJIbTaTOM SIKOTO € BijTHE-
CEHHSI KOXKHOTO 3 00’ €KTIB (IKCeiB 300paXeHHs ), K1 3HAXOIATHCS B MEXax JIOCTIKYBaHOI AUISTHKH, 10 IEBHOTO
knacy. To0To kimacudikyBaHHS aepOKOCMIYHHUX 300paskeHb -IIe PO3MIIIICHHS IMIKCETiB Ha OKpeMi Kiacu (Kareropii),
10 BiJNIOBIAIOTh Pi3HUM 00'€KTaM 3eMHOI TOBEPXHi.

Ha croromHinHii JeHs iCHY€ BENUKa KUTBKICTh PI3HOMAHITHUX METOJIB Ta alTOPUTMIB Kiacu]iKyBaHHS.
[Tpu pomy Bubip anroputMy Kiaacu(ikyBaHHS 3aJISKUTH BiJl THITy JaHUX Ta KUIBKOCTI KJIaciB. 3a3BHuai, mpouec
KJacu(ikyBaHHs CKIaJAa€Thes 3 KUIBKOX KpPOKiB. Ha mepromy Kpolii IpoBOAUTECS MOMEpenHs: 00poOKa AaHHX, sSKa
BKJIIOYA€ aTMOC(EpPHY, TEOMETPUYHY Ta PaJioOMETpUUHy Kopekuiro. Ha apyromy kpoli NpoBOAMTHCS MiATOTOBKA
HaBYAJIbHHUX BUOIpoK. CI1ij] 3a3HaYHUTH, 110 HABYAIbHI BUOIPKYU — 1€ JUISTHKY 300pasKeHHS 3 B1JIOMOIO MPUHAJIEKHI-
CTIO JI0 TIEBHOTO KJIacy, 10 3aCTOCOBYIOTHCS JUTSl HANAIITYBAHHS MMapaMeTpiB aaroputMy kiacudikysanss. Ha tpe-
TBOMY KPOIIi MPOBOAUTECS MPOLEAYpa KIacH(piKyBaHHS, a caMe IPOBOTUTHCS HaBYaHHS Kiacu(ikaropa Ha OCHOBI
BiIIOpaHUX HABYAJIBHHUX BUOIPOK, a KOXKCH IMKCEIh BIIHOCHUTHCS JI0 BIAMOBIIHOTO Kiacy. Ha weTBepToMy Kpoiri
MIPOBOUTHCS MTOCTOOPOOKA pe3yNnbTariB Kiacu(ikyBaHHs ((QisTparis nIyMiB, 3DIaDKyBaHHS MEX MiX KllacaMH,
tomio) [3].

Ha nmanwmit wac mist BupimeHHs 3ama4 /(33 mMUPOKO 3aCTOCOBYIOTHCS METOAU SK 1 KOHTPOJILOBAHOTO TaK
1 HEKOHTPOJILOBAHOTO KiIacu(iKyBaHHSL.
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Bynp-sikuif METOJ] KOHTPOJILOBAHOTO KJIacH(iKyBaHHS BUMarae HasBHOCTI HaBUAJIBHUX BHOIPOK, 110, B CBOIO
4epry, Ja€ 3MOTY BU3HAUaTH €TAJOHHI CMIEKTPallbHI O3HAKM KOXKHOTO 13 JAHMX KJIAaciB Ta BCTAHOBUTH aJTOPUTM
Mepexo/y BiJl MOKa3HUKIB CIEKTPAIbHOI ACKPABOCTI A0 Ki1aciB 00’ ekTiB. Takuii MeTo Ha3UBaEeThCA Kiacu(ikyBaH-
HSIM 13 HAaBYaHHSIM.

Ha Toii Bumaiox, Koy HeMae HaB4YaIbHUX BHOIPOK 1 HE MOYKHA OJICpIKaTH €TAaJOHHI CIIEKTPaIbHI O3HAKH LTS
KJIaciB, ICHYIOTh METOIM 1 aJITOPUTMHU HEKOHTPOJIHOBAHOTO Kiacu(ikyBaHHs. Ha BiIMIiHY Bifi KOHTPOJHLOBAHOTO
KJIaCH(iKyBaHHS HEKOHTPOJIhOBaHE KITaCH(IKyBaHHS A€ MOXIINBICTh 00’ €JHYBATH IIKCENI y TPyIH ad0 KiIacTepu
3a ()OPMAITLHOIO 03HAKO0, TOOTO MPOBOAUTHLCS PO3IIICHHS BCIX IIKCEIiB 300paKCHHS Ha KJIACTEPH, CIICKTPaJIbHI
XapaKTePUCTHKH Ta Ha3BU SKHX € 3a3JaJIeTib HeBiIOMUMU. [IpH IbOMY KpUTEpiEM BiTHECCHHS ITIKCEIiB JI0 TICB-
HOTO KJIACTEpy € MOMIOHICTh CIEKTPaJbHUX XapaKTepUCTHUK. HekoHTponpoBaHe kiacu(ikyBaHHS MoTpedye MiHi-
MyM HaBYaJbHUX JJAHHUX JJIs1 BUJIIICHHS KJIACTEPiB, aJ1€ BOHO € MEHII TOYHUM HiXK KOHTPOJIbOBAaHE KJIacU(iKyBaHHSI.

Crix 3a3Ha4MTH, 110 iCHye OaraTo KpuTepiiB kiactepusarii. CyTh JaHUX KPUTEPIiiB HONATAE Y CIEIiaIbHOMY
IpyIyBaHHI TOYOK, TOOTO y BITHECEHHI TOYOK JI0 KJIACTEPiB TAKMM YMHOM, 1100 BiICTaHI MK TOUKaMH BCEPEIUHI
KyacTepa Oyiu MiHIMaJbHUMHU, a BIICTaHi MIXK KJIacCTepaMH-MaKCUMaJIbHUMHU. BincTaHb M rpynamMu TOUOK 0OUHC-
JIIOETBCS PI3HOMAHITHUMH criocobamu. HalO1nbI po3noBCIOIKEHOI0 MIPOIO BIICTaHI MiXk JIBOMa TOUKaMu X, Ta
X, € eBKIII/10BA METPHKA, KA PO3PAXOBYETHCs 38 HACTYIHOKO (hopmystoro (1):

d,(X,X;)= (D

ae X, = (Xm0 X,)s X = (X505 X ).

IIpu upomy B 3aayax kiacugpikyBaHHS Hal4acTille BUKOPUCTOBYETHCS KPUTEPil CyMU KBaJpaTiB MOXHOOK
—Z - JaHni KpuTepii obuncroeTses 3a hopmynoro (2):

PINED I P

i=l XeC;

2
s

)

Jie m — KUIBKICTh KJIacTepiB,

X, — HaOlp TOYOK, SIKi HAJIEXKATh I-My KIacTepy,

M, — BEKTOp MaTeMaTUYHOIO CIOAIBAHHS IS i-TO KJIacTepa,

||X -M, || — eBKJIJ10Ba BiAcTaHb Mixk X Ta M,.

To6To 32 hopmyItoro (2) po3paxoBYETHCS CyMa KBapaTiB MOXHUOOK.

[Ipu kinacu¢ikyBaHHI aepOKOCMIYHIX 300pakeHb HAMO1IBII YaCTO BUKOPHUCTOBYIOTH HACTYITHI METOM KOHTP-
OJIbOBAHOTO KJTACH(IKyBaHHS: MaKCHMaJIbHOT MPaBIOMONiOHOCTI, apajelenine/1iB, MiHiMaJIbHOT BiJICTaHi, METOJ
OIOPHUX BeKTOpiB SVM, MeTon kiacuikyBaHHs 3a CIIEKTPaTbHAM KyTOM.

PozrstHeMO nesiki MeTou KOHTPOIBOBAHOTO KiTacu(ikyBaHHSI. MeTox mapasenemnine/iiB 3acTOCOBYE€ThCS IS
KJIacU(iKyBaHHS aPOKOCMIYHUX 300paXeHb Y BUIAJIKY, SKIIO 00IacTi 3HAYSHb CIICKTPATbHOT SCKPABOCTi 00’ €KTIB
HE TIepeTHHAIOThCS. [Ipu IbOMY JaHUN METOJl BUKOPUCTOBY€E CTATUCTHYHI TOKa3HUKH HAaBYaJIbHOI BUOIpKU st K
CHEKTpaJIbHUX KaHAIIB (CIIEKTPaIbHUX Jiama3oHiB). i1t KokHOro Kitacy / Ta CIEKTpaNbHOTO Jiana3oHy k oburc-
JIIOETHCSI CepellHE 3HAYCHHS SCKPaBOCTI B HaBYaJIbHIM BUOOPIIi, 1110, B CBOIO UEPTy, TO3HAYAETHCS [T/ MHamni 3rigHo
AITOPUTMY JAHOTO METO.Y, KOXKEH IMIKCeN BITHOCUMO A0 Kiacy / TOAl 1 TIJIbKK TOJ1, KOIH HOro ACKpaBicTh B Vijk
3aJI0BOJIbHAE HACTYIIHINA YMOBI:

My =28, < BV, <, +28,, 3)

e k=1,2,3,...,K — IopsaKoBU HOMEpP CIIEKTPAILHOTO Aiala3oHy,

[=1,2,3,...,L — NOPAAKOBUI HOMEP KJIACY,

L, — CEPEJIHE 3HAYEHHS ACKPABOCTI B HABYAIBHIN BUOOPL Kiiacy / Ta CIEKTPaIBHOTO Jiana3ony K.
Jauti a1 3py4HOCTI MO3HAYMMO HYDKHIO Ta BEPXHIO TPaHMIIN i€l HepiBHOCTI (3) HACTYITHHUM YHHOM:

Ly =py, —25,;

Hy =, +28,,
Toxi HepiBHICTH (3) MOXKEMO 3amucaTu y BUDIIAI (4):

L,<BV,<H,. “4)

ik —
Takoxx ciij] 3a3HaYUTH, 1[0 MHOXKHA TOUOK, 110 33/{0BOJIBbHSIOTE JIaHill yMOBi (4), yTBOPIOIOTh Mapaelienine,
B IIPOCTOPI CIIEKTPANIBHUX O3HaK. Jlai KOpHUCTyeMOCS HaCTYITHUM aJITOPUTMOM, SIKHH HOJISTAE y TOMY, 110, SKIIO 3Ha-
YEHHS CNEKTPAJILHOI SICKPAaBOCTI MiKCeJIs 3HAXOMUThCS BCEPEIHHI 1IbOTO Mapajererninena, To el mkceab Mae OyTH
BiZTHECCHUIA 10 TaHOTO Kiacy. [lepeBaroro JaHOTO METOMy € Te, IO BiH He MOTpeOye CKIaJHUX O0UUCIICHb, SIKi 3aiiMa-
F0Th Oararo Jacy. Hemonmikom gaHoro METoy € Te, 110 Ha 300pakeHHI MOXKYTh 3aJTUITUTHCS HeKJIach(ikoBaHi MiKcedi.
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[Ie onHuM 13 HaOLIBII BIIOMUX METO/IIB KOHTPOJILOBAHOTO KiIacu(iKyBaHHs € METO/ MiHIMaJIbHOI BiICTaHi.
AJTOPUTM TAHOTO METOY MOJISITa€ y TOMY, 1110 TTiKCeNlb Mae OyTH BiIHECEHUH 10 TOTO €TAJIOHHOTO KJ1acy, €BKJIiJOBa
BiJICTaHb JI0 IICHTPA SKOTO B MPOCTOPI CIIEKTPATbHUX O3HAK € MiHIMaIbHOIO. [laHWil METON CIiJ 3aCTOCOBYBaTU
y BHUIAJKY, KOJIM CIEKTpalbHI O3HAKH PI3HUX KJIACiB MOMiOHI, a Aiara30HU 3HaueHb 1X CIEKTPaJbHOI SCKPaBOCTI
MePETHHAIOTHCS.

3riJiHO 3 aJTOPUTMOM METOIY MiHIMaJbHOI BiJICTaHI PO3PaXOBYIOThHCS CIEKTPaJbHI BiJICTaHi JO BCiX KJia-
CiB, TOOTO pPO3PaxOBYETHCS MiHIMAaIbHA BIJICTAaHb MK BEKTOPOM 3HA4YCHB IMiKCEsI-KaHauara (MmiKces, o MaeMo
BIJTHECTH JIO IIEBHOTO KJIACy) Ta BEKTOPOM CEpPEIHIX 3HaYeHb KOXKHOI HABYAIBLHOI BUOIPKHU JUTsl KOXKHOTO Kilacy 3a

dhopmyoro (5):

©)

ne [ — moToYHuH Kiac;

K — KUTBKICTh CIICKTPAITBHUX KaHAIIB;

k — TIOTOYHHN CIIEKTpaIbHUM KaHAIT;

X, — 3Ha4eHHS SICKPABOCTI IIKCEN 3 KOOPAUHATAMH X, ) Y CHEKTPalbHOMY KaHami k;

L, — Cepe/IHE 3HAYCHHSI SICKPABOCTI MIKCEIs B CIICKTPAIbHOMY KaHali k JUIs HaBYalbHOI BHUOIPKH, IO Bif-
OB 1a€ Kiacy /.

SD,_,— CHeKTpajbHa BiCTaHb BiJl MKCENA 3 KOOpAMHATaMU X, Y 10 TOYKH, SKa 3a/1a€ MIKCEIb-KaHM/IAT,

TOOTO TOM MiKCeNb, SIKMH Tpeba KnacudikyBarTu.

Jaui mikcenb-kaHaAuaaT Mae OyTH BiJTHECEHUH 10 TOTO KJIacy, Ui KOO BicTaHb SD € MiHIMaJbHOIO.

MeTton MiHIMaNbHOI BiJICTaHI € JOCHTh IIBUAKUM Ta HE 3anuiiace HeknacudikoBanux mikceniB. Crif 3ay-
BaXXUTH, 10 HEAONIKOM JIaHOTO METOAY € Te, IO JJIs TPYIH MIKCEJiB 3 HEBEIMKOIO Bapialli€ro SICKPaBOCTI MPOBO-
JIUThCS OaraTo 3aiiBux omepartii [3; 5].

Merton onopuux BekTopiB (Support Vector Machine, SVM) 6a3yeTbcs Ha NpUHIMIIAX MAITMHHOTO HaBYAHHS
Ta Ha TOOYIOBI ONTHMAIIFHOI PO3AUIIIOYO] TIIePILIOMNHA MiXK IBOMa KilacaMu. [1pu iboMy onTHMAaITbHA TilepILIO-
IIMHA -11€ TIMePIUTIONIUHA, BIICTaHb J0 SKOI BiJl cCaMUX OJU3bKHX TOYOK JBOX KIIACIB € MAKCHMAJIBHOIO.

TIpHITyCTHMO, IO KOYKEH BEKTOP 03HAK x XapaKTEepPU3YeThCs HACTYIHOW mapoo (V,C), ne y — HopMoBaHHii
BEKTOp O3HAK, a ¢ TpHIMae 3HaYCHHS «-1» abo «+1» B 3aJeKHOCTI BiZ TOTO, IO SIKOTO KJIACYy HAJIC)KUTH BEKTOP
O3HaK.

Toni Bupa3 aist po3AisAoUoi IIIONIMHNA MOYKHA 3aITCATH 32 IOTIOMOTOI0 HACTYITHOT (hopMyIH:

w-y—b=0, (6)

Ie b — BIICTaHb BiJ TIMEPIUIONIMHH 10 IOYATKy KOOPAWHAT,
W — TIEpISHANKYIISAP A0 PO3AUISIOUOT MIIONTHHH.
3amaua moOy10BH ONITUMAIILHOT TIEPIIONTHMHA 3BOJUTHCA JI0 337241 KBaJpaTHYHOI ONITUMI3aIlii, a came MiHi-
Mi3allii HaCTyITHOTO BUpa3y:
||w|| — min,
c(w-y—-b)>1’ M

3ayBaxxuMo, 1o MeTox SVM € OTHUM 13 HAWOUTBIIT TOYHUX METO/IB KiTacu(iKyBaHHS aepOKOCMIYHHX 300pa-
JKEHb, aJI¢ BOAHOYAC BUMAra€e TOCUTh CKJIAIHUX 00UMCIICHB TS POBEICHHS MTPOIeAypy onTuMizaiii. Jlanuii MmeTon
IIMPOKO 3aCTOCOBY€ETHCS IS IPOBEACHH KIach(piKyBaHHS 300pakeHb 13 BETMKOIO KiNBbKICTIO CHEKTPAIbHUX KaHa-
JIiB Ta 32 HAsIBHOCTI 0OMEKEHOT KITBKOCT]I HaBYaJIbHUX BUOIPOK.

Mertoa MakCUMaJIbHOI MPaBAONOAIOHOCTI € OMHUM i3 HAMIOUIMPEHININX METONIB KiacudikyBaHHs. JlaHuit
MeToA 0a3yeThCsl HAa CTATUCTUYHOMY aHajli3i CIIEKTPaJbHUX XapaKTePUCTHK MIKCeliB Ta BUKOPUCTaHHI HMOBIpPHO-
CTi, 3 SIKOF0 KOHKPETHHH TIKCETh HANEKUTH J0 MIEBHOTO KIIacy.

Jami mist KoXKHOTO KJIacy BH3HAUYAIOTHCS PENpe3eHTATHBHI HaBYaibHI BHOIpKU. [Ipu 3acTocyBaHHI JaHOTO
METOIY IPHUITYCKAEThCA, IO 3HAYCHHS SICKPABOCTEH IMIKCEIIB Y MeXKax KOXKHOTO KJIacy MOBHHHI MaTH HOPMAJIbHHN
pO3MOiI.

KoxeH mikcenb Mae OyTH BiTHECEHHIA JIO TOTO KJIACY, IO SKOTO BiH HAJICKHUTH 13 HAUOUIBIIOW HMOBIPHICTIO.
OO0YHCIIOYN WMOBIPHICTbD, CITiJI BPAXOBYBATH CIIEKTPAIIbHY SICKPaBICTh MIKCENS Ta CIIEKTPAIbHY SICKPaBICTh MiK-
CEeJIiB, IO OTO OTOYYHOTh.

OCHOBHA iJ1es1 aNTOPUTMY METOIY MaKCUMAJIbHOI MTPAaBAOMNONiIOHOCTI 0a3y€eThesl HA TOMY, IIO HIiKCETbh X Hae-
JKUTh JI0 KJacy [ TOMi 1 TIJIbKHU TOM, SKIIO

p>p, i=1.,L,

Je p, — IMOBIPHICTb TOTO, IO MIKCEJIb HAISKUTH i-My KJIacy,
L — 3arajbHa KiJIbKICTh KJIACiB.
3ayBa)XMMO, 1110 HMOBIPHICTb p, BU3HAYAETHCS 33 HACTYITHOIO (hOPMYIIOLO:
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p,=[-0,5log{det(V})} ]~ 0,5((x = M,)' () (X - M,)), ®

ne M, — cepenHiil BeKTOp BUMIpIOBaHb I /-TO KIIaCy,

V, — KoBapialiiiHa MaTpULA JJI 11 [-T0 KJ1acy.

Po3rnsiHyTHI METOI Ma€ JOCUTh BUCOKY TOYHICTh Ta HE 3aJIMIIAE HEKIacu(DIKOBaHUX MIKCEINIB, aJie TIOTpedye
BEJIMKOTO 00’ €My MAIlIMHHOT TaM’siTi Ta 6araro yacy Jjisl MPOBEACHHS PO3paxyHKiB [3; 5].

3ayBaskuMo, 1110 METOJ] MAKCUMAaJILHOT ITPaBAONOAIOHOCTI 0a3yeThes HA TeOpii IMOBIPHOCTEH Ta KIIACHYHOMY
MOHATTI HMOBIPHOCTI, [UISl SIKOT BUKOHYIOTHCSI HACTYITHI YMOBH:

1) p()=1

Je () — MpocTip eJIeMEeHTapHUX MOiH.

2) SIkmo A c B, TO Ma€ BUKOHYBATUCS yMOBa yMOBa! p(A4) < p(B);

3) p(A)+ p(A)=1, ne A— nonoBHeHHs 10 MHOXHHU A, TOOTO:

AUA=Q, ANA=0.

Takox, ciijJ 3a3HAYUTH, 110 OUIBLIICTH METOMIB KJIacHU(iKyBaHHS aepOKOCMIYHHX 300pa)keHb, K 1 METOA
MaKCUMaJlbHOI paBAonoAiOHOCTI, 6a3y€eThCsl HA BUKOPUCTAHHI KJIACHYHOTO MOHATTS KMOBIPHOCTI. AJle y BUNIAJIKY,
KOJIM BXiJHA HeoOXiaHa Jjs kiacu(ikyBaHHS iH(pOpMaIlis, OTpUMaHa i3 pi3HUX JuKepen (CIeKTpalbHUX KaHaJiB),
€ HEeBU3HAYCHOIO Ta HETIOBHOIO, HMOBIPHICHI METOIH, AAalOTh HETOUHI Pe3yabTard. ToMy y TaKMX BHITAQAKAX CIiJ
BHKOPUCTOBYBaTH MeTOJI Kiacu(iKyBaHH:I, SKHI 3aCHOBaHUI Ha Teopii cBimueHs Jlemmcrepa-Illeidepa [4].

Teopis cBimuens Jemmncrepa-lllelidepa € y3araapHeHHSM Teopil HMOBIpHOCTEH 3aCTOCOBYEThCS TSI KITacH-
(hikyBaHHS aepOKOCMIYHUX 300paKeHb 32 HASBHOCTI HEMIOBHOT, HETOYHOI Ta cynepewinBoi iHpopmarii. [Tpu npomy
y AaHii Teopii 3aMiCTh KIIACHYHOTO MOHATTS «MOBIPHOCTI» BUKOPHUCTOBY€ETHCS MMOHATTS «0a30B0Oi Mach» 4 «0a3o-
BOi IMOBipHOCTI». bazoBa HMOBIpHICTB € y3araJbHEHHSIM HOHATTS KMOBIPHOCTI, 1[0 1a€ 3MOT'Y PO3PI3HUTH BiJCYT-
HICTb JAOBIpU Ta HEJOBIpU. Y BUMAJKY KIacU(iKyBaHHS aepOKOCMIYHUX 300pakeHb MIKCENb Ma€e OyTH BiHECEHUN
JI0 TOTO KJIacy, 10 SIKOTO BiH HAJIEKUTH 13 HAlO1Ib110r0 6a30BOI0 KMOBIpHICTIO (0a30BOI0 Maco0). [HIIUME cioBamMu
0a3oBa Maca € MipoIO JJOBIpH JI0 TIOTE3H, L0 CTBEPIKYE MPUHATEKHICTD MIKCENs IEBHOMY KJIACY.

Jamni po3mistHeMO OCHOBHI OHSTTS Teopii cBimueHsb Jemmcrepa-1llefidgepa [6-7].

OcHoBa aHamizy ()— Ie CYKyNHICTh BUXIJHUX BHUYCPIIHHUX Ta B3a€MO BHKIIOUHHX TilIOTE3 BITHOCHO CTaHY
00’€eKTa Ta BCIX IX MOXKIIUBHUX CHONYy4eHb. ToOTO 2 — 16 MHOXKHHA €JIEMEHTIB, IIPU YOMY EIIEMEHTAMH MOXYTh Oy TH
rozii, 00’ €KTH, TIIOTE3N YU SBMIIA.

Cunin 3ayBaXkuTu, O () MICTUTh  MiAMHOXHUH (O — KiNBKICTh TilOTE3).

Jlani HaBenemo o3nadeHHs 6azoBd%macu (6a30Boi fimoBipHoCTi). OTXke, 6a30Ba Maca — 1€ Taka QyHKILs 11,
sIKa 33JJ0BOJIbHSIE YMOBaM (7):

m(2)=0,
Z m(4,)=1, (i=0,L2,...), )
4,4,

e A, — oOMexeHa MHOXKHHA,

A, (i=1,2,...) — NiAMHOKHHA MHOKHHH 4.

Taxkox 17151 6a30BOT IMOBIPHOCTI € CITPaBeNTMBUMH HACTYITHI YMOBH:

1) m(Q)#1,

2) sIKIO 4 — B, TO He 000B’SI3K0BO, 1106 BUKOHYBanacs HepiBHicTb: m(A4) < m(B);
3) He BUMAraeThes B3aeMo3B 130K Mixk M(A4) ta m(A),

ne A4 — JOTIOBHEHHS 70 MHOKHUHU A, TOOTO:

AUA=Q, ANA=0.

Anroputm knacudikyBaHHS Ha OCHOBI Teopii cBimduenb Jlemmcrepa-1lleiidepa monsirae y BimHeceHH1 miKcems
JIO TOTO KJIAcy, 10 KOTO BiH HAJISKUTH 13 HalO1IbII0I0 0a30BOI0 MMOBIpHicTIO (0a30B0o0 Macoro). [Ipu npomy mpa-
BUJIO KOMOiHYBaHHS fIrepa gae 3Mory 00’ eqHaTH 0a30Bi KMOBIPHOCTI MPUHANEKHOCTI MIKCENs 10 TIEBHOTO Kiacy,
BPaxOBYIOUH Pi3Hi COEKTpanbHi KaHau. ToOTo, U BU3HAYCHHS TPUHAICKHOCTI MIKCEINsl KOHKPETHOMY KJIacy, Bpa-
XOBY€EThCS iH(OpMAIIis, OTpUMaHa i3 Pi3HUX JKepel (CIIEKTpaNbHUX Jiana3oHiB). [lari po3nsiHeMo IpaBIiIo KoMOi-
HyBaHHS Srepa Ta fioro 3acrocyBanHs [10]. Inest mpaBmia komOiHyBaHHs SIrepa noisirae y HaJaHHI Macy MEPETHHIB
KOH(DITIKTHUX MHOXXHH, IIIO0 B IIEPETHHI JAOTh ITyCTy MHOKHUHY 0a30Biii MHOXHHI. CITij 3a3HAYUTH, 10 HEHYJIHOBa
Maca ITyCTOi MHOKMHH & pO3MOMIISAETLCS CEPEl ENEMEHTIB 6a30B0T MHOKHHHU.

bazoBa iiMOBIpHICTb 3a IIpaBWIOM Srepa po3paxoBYETHCS HACTYITHHUM YHHOM:

m(A) = Z H n (Bl-),

BiNB,N..NB,=A1<i<n (10)

A+, 0,
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ne () — OCHOBa aHallizy.

mQ)= >  J[m(B)+K, (11)

BiNB,N..NB,=QI1<i<n

ne K = > [T m:(B). (12)

BiNByN..NB,=D1<i<n

K — xoedimient xonQmikTHOCTI, a came, Maca, fKa HajaeThCs 6A30Bili MHOXKHHI Mic/s KOMOiHYBaHHS,
m(2)=0.

Hpuxnan

Knacugikysanns i3 3acTocyBaHHS NpaBuia Srepa 3 METOI0 BU3HAUCHHS NMPHUHAICKHOCTI 00’ ekTa (IiKcems)
Ha 3HIMKY JI0 ofHOTO i3 3 KiaciB («Boga», «Jlicy, «Iloney). ¥ nanomy Bumaaky €2 Oyne MaTH HACTYIHHH BUIIIS,
a came: Q={4,B,C}.

lNimore3a A cTBepKye, IO MONIrOH HAICKUTH 110 Kiacy «Bomay», B CTBepIKye, IO MOJITOH HACKUTH JI0
kiacy «Jlicy, C cTBepIKye, 10 MONITOH HAICKUTH 10 Kiacy «[lomey.

Hexait, Mmaemo 2 mxepena CBITYCHB (2 CIIEKTpaNbHI KaHANN), SIKi, IPU3HAYAIOTH Pi3HI 0a30Bi HMOBIpPHOCTI
rinote3am A, B, C. Metoro naHoi 3a1a4i € CKoMOiHyBaTH 0a30B1 KIMOBIPHOCTI, OTPUMaHi 3 IBOX CIICKTPaIbHUX KaHa-
JIiB, 3aCTOCOBYIOUYH MPABHIIO KOMOIHYBaHHS Srepa /s Tphox rinores 4, B, C.

Ha ocHOBI 1 - T0 CHEKTpaIbHOTO KaHATy IPH3HaUYeH] HACTyHI 0a30Bi HMOBIPHOCTI ITi IMHOKHHAM () ;

m, ({4})=0,6; m, ({B})=0,2; m ({4,C})=0,2.
Ha ocHOBI 2 — ro CIEKTpaJIbHOTO KaHATy MPU3HAYCHI 0a30B1 UMOBIPHOCTI MiJMHOXKHHAM () ;
m, ({B})=0.1; m,({4.C})=0,5; m ({4,B})=0,4.
VY Tabmumi 1 BimoOpaxeHi BCi IEPETHHU JaHUX TIMOTe3 Ta iX 0a30B1 HMOBIPHOCTI.
Tabmuns 1

Komo6inyBanHs 6a30Bux iitMoBipHOCTEill
i3 BuKopucTanHsaM Teopii cBiguens [demncrepa-Ileiidpepa Ta npaBuna fArepa

P m({4) m({5)) m({4.C})
m ({B}) 2 {5} 9
0,1 0,06 0,02 0,02
m({4.C)) (4 2 o
0,5 0.3 0.1 0.1
m, ({4, B}) 14} 1B} 14}
0,4 0,24 0,08 0,08

Kom6iHOoBaH1 3HaueHH 0a30BUX MMOBIPHOCTEH BU3HAYAIOTHCS HACTYITHUM YHHOM:

m({4})=0,6-0,5+0,6-0,4+0,2-0,4=0,62 — 6Ga3oBa HMOBIPHICTH TOTrO, IO MIKCEIb HAJICKHUTH KJacy
«Bopgay;

m({B})=0,2-0,1+0,2-0,4=0,1 — 6a30Ba HIMOBIPHICTH TOTO, IO MIKCEIb HAIEKUTH KIacy «JIicy;

m({4,C})=0,2-0,5=0,1 —06a3oBa HIMOBIpPHICTb TOTO, 1110 MIKCEJIb HAJIEXKUTH 10 Kiacy «Boga» abo no kimacy
«Ilomew;

m({2})=0,6-0,1+0,2-0,5+0,2-0,1=0,18.

OckinbKu 6a30Ba Maca MPHHAJICKHOCTI IMOJIITOHY J10 Kiacy «Boma» € MakCHMaIbHOIO, TO B PE3YJIbTaTi MAaEMO,
10 HAMO1IBII BIPOTITHUM € T€, 110 MiKCeIbh HAJSKUTh 110 Kiacy «Bomay.

Jlaiti, aHaIOTIYHIUM YMHOM 3aCTOCOBY€EMO JIaHUH aITOPUTM KJIACU(iKyBaHHS JI0 1HIIUX ITIKCEIiB 300pakeHHS,
Ta BU3HAYAEMO MTPUHAIC)KHICTh KOHKPETHUM KJIACaM yCiX MiKCEIIiB.

BucHoBku. Ha nanmii yac qucraHuiifHe 30HAYBaHHS 3eMJI € MOTYXHUM 1HCTPYMCHTOM JUII MOHITOPHHTY,
aHaJIi3y Ta OLIHKYU CTaHy 00 €KTiB 36MHOI IIOBEPXHi, a cCaMe: POCIHMHHOCTI, TPYHTIB, BOAHUX 00’ €KTiB, PI3HUX KOM-
MIOHEHTIB €KOCHCTEM.

Hani /133 3a06e3mneuyioTh 00'€KTUBHICTb, PETYJIAPHICTD Ta MEPIOAUYHICTH CIOCTEPEKEHb, 103BOJSAIOTH 0XO-
IUTEIOBATH BEJIHKI Ta BaXKKOTOCTYITHI perionu. BomHouac, BukopucTanHs nqaHux /(33 3ameXuTh Bil MaTeMaTHIHIX
METOZIB OOPOOKH Ta aHAITI3y aePOKOCMIYHUX JAHUX, a TAKOXK BiJl TEXHIYHOTO Ta IPOTPAMHOTO 3a0€3MEUCHHSI.
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[Ipu npoMy HociiKEHHS MiIXOAIB 10 00poOKH Ta iHTepnperarlii fanux /133 nokaszano, mo e(eKTUBHICTb IX
BUKOPUCTAHHS 3aJIeXHUTH BiJ] BUOOPY BiNMOBITHUX METOAIB OOpOOKH Il KOHKPETHOI 3a7adi, BpaXyBaHHS CIICIIH-
(iku DOoCTiPKyBaHUX MPUPONHUX 00’ €KTiB 3eMHOI MOBEPXHi Ta Bix iHTerpanii manux /{33 3 iHIUMH HKepeTaMu
reonpocTopoBoi iHpopmarii [1-2].

VY naHiii po6oTi OyJ10 MPOBEJCHO MOPIBHSIBHAN aHAII3 METOIIB KJIACU(iKyBaHHS aePOKOCMIYHHIX 300pakeHb,
a came: METOJ MiHIMaJbHOI BiJICTaHi, METOJ MaKCHMAJBbHOI MPaBIOMOAIOHOCTI, METOJ] Tapajeleine/iB, MeTo.
ormopHUX BekTopiB (SVM), MeTon kiacugikyBaHHS Ha OCHOBI Teopii cBimueHsb [emmcrepa-llletidepa Ta mpasuia
KoMOiHyBaHHs Slrepa. 3a3HaueHO, IO y BHUIAAKY HAsSBHOCTI HEIIOBHUX, HCBH3HAUCHHUX Ta CYNCPEWINBUX TAHUX
CJIiJT 3aCTOCOBYBATH ITiIXO/M JI0 Kiiacu(ikyBaHHS Ha OCHOBI Teopii cBimueHb Jlemmctepa-llleiidepa, sika € y3aranb-
HEHHAM Teopii iiMoBipHOCTEH. MareMaTHuHMit anapar Teopii CBiAYEHb J03BOIISE ONEPYBATH HE TINBKU 3 OKPEMUMU
rinore3amu, aje i 31 COIy4eHHSAMH TinoTe3. Takox Oyno HaBeIEHO OCHOBHI BIIMIHHOCTI MiX T€OPi€l0 CBiIYEHb
Hemncrepa-Lleiidepa Ta Teopieto iiMoBipHOCTeH. HaronomryBanocss Ha ToMmy, IO yci MeTOAU Kiacu(iKyBaHHS
MalOTh CBOI IIEpeBaru Ta HEMOJIKH, TOOTO YHIBepCaIbHOTO METOAY KiIacu(iKyBaHHS HE iCHYE 1 U1 KOXKHOI KOH-
KpeTHoi 3aaadi Tpeba migdupatu cBii Bignosiauuii merox [3-5].

Takox y cTarTi Oyno PO3IISIHYTO YHCIOBHH MPHUKIAA KiIacu(iKyBaHHS i3 BUKOPUCTAHHIM Teopii CBiTYEHBb
Hemrcrepa-1leiidepa Ta npaBmaa koMOiHyBaHHS Srepa.

BukoprcTanHs cydacHHX METOAIB Ta TexHOuOori /]33 € mepcrieKTHBHUM HAITPSIMKOM /IS BUPIIIECHHS YHCIICH-
HUX €KOJIOT1YHHX, CLTBCHKOTOCIIOAAPCHKIX, TEOIOTIYHNX Ta IPUPOTHO-PECYPCHUX 3a1ad.
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PECULIARITIES OF THE DEVELOPMENT OF GASTRONOMIC TOURISM IN GEORGIA

The article examines the essence of gastronomic tourism and its structure, considers its various definitions developed by
foreign and domestic scholars. Gastronomic tourism is one of the types of excursion and educational tourism that was formed at
the end of the 20th century. This is a relatively new but extremely interesting direction of the tourism business, which is actively
developing, allowing travellers to learn about the cuisine of different countries and ethnic groups. The research uses the methods
of structural-logical and semantic analysis (to clarify the terminology and conceptual apparatus of gastronomic tourism), system
analysis (to assess the current state and prerequisites for the development of GT in Georgia), statistical method (to assess the
place of GT in the tourist industry of Georgia), graphic method (for visual presentation of statistical data). The formation and
development of gastronomic tourism in the world, its importance for the formation of the image of the territory are analysed.
It is determined that gastronomic tourism is an integral part of all tours, and gastronomy has the potential to increase the
attractiveness of the tourist product and tourist destination in general. It is proved that creating a favourable image of a country
through the prism of national cuisine is a successful marketing ploy that helps attract tourists. It is intended, on the one hand,
for tourists seeking knowledge and experience of new cultures, and, on the other hand, it provides additional value to the brands
of tourist destinations. The influence of international (the World Food Travel Association and others) and national gastronomic
tourism organisations on its development is characterised. The place of gastronomic tourism in the tourism industry of Georgia
and the prospects for its development are analysed. It is proved that the culinary and wine sectors of Georgia play an important
role. Thus, the contribution of the "Food and beverage service activities” sector in recent years has been approximately 20%
in the GDP structure of the tourism industry. The analysis of the Georgian tourism sector has shown that gastronomic tourism
in Georgia has significant potential to contribute to the development of new quality tourism products and experience. For its
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part, the National Tourism Administration of Georgia is doing its utmost to promote gastronomic tourism both nationally and
internationally.
Key words: gastronomy, gastronomic tourism, culinary tourism, national cuisine, cooking culture, gastro-tour.

boiiko 3. B., I'oposcanxina H. A., Kopueee M. B., Il[onokosa I. B., Ymancoka C. O. Ocobnueocmi po3eumcy
2acmponomiunozo mypusmy 6 I'pysii

Y cmammi docnidoceno cymuicms 2acmpoHOMIUH020 Mypusmy ma 4o2o Cmpykmypy, po3eiaHymo pizHi 1io2o 0eqhiniyii.
IIpoananizogano ocobnueocmi Cmano8IeHHs ma po3eUmKy zacmpOHomitmozo Mypusmy 8 c6imi, 1020 3HA4eHHs Onsl qupMyGaHH}l
imioxcy mepumopii. I acmponomiunuti mypusm oydice ROnYAApHULL y ceimi auo MypusMy, AKUL 106 A3AHUI 3 KYIbIMYPHUM, eMHIY-
HUM, ROOIEBUM MA A2POMYPUSMOM. ‘{epes’ €6010 6A2AMOPAHHICIMb 2ACMPOHOMIYHUL TNYPUIM MAE KiTbKa KAAcupixayiti, 3acHo-
BAHUX HA PIZHUX XAPAKMEPUCTIUKAX, HAUBAIICIUBIULA 3 IKUX 3ACHOBAHA HA MUNT KOHKPEMHO20 npodykmy abo nanoto. I acmpo-
HOMIYHUL Mypuzm 00360JI5€ THOOUHI GIOYYmMU KYIbmypy Neeroi Kpainu uu pe2iony uepes KynHapHi de2ycmayii ma Haeuumucs
20MYy8amu cmpasuy. 3a60aKu 2ACMPOHOMIYHUM MYPAM i HOOOPOXHCAM MOJICHA OMPUMAIIU He MITbKU HOBT 8i04YmMMmSl 6i0 NOIOAHHA
DIBHOMAHIMHUX CMPAs i de2ycmayii uH, ane ye maxKoxic € OOHUM i3 WLISXI8 NPOHUKHEHHA 8 MY YU iHuLy Kyiemypy. I acmporomis
npotiuina 0082utl icmopUYHUL WILAX PO36UMKY. Busnaueno, wjo 2acmpoHoMiunuLl mypusm 6UCHYRAE CKIAO0BUM elleMEHMOM YCix
mypis, a 2acmpoHOMiA MAE NOMeNYian 0is NiO8UWeHHS. RPUBAOIUBOCTNT MYPUCIUYHO20 NPOOYKIY A MYPUCUYHOT OecmuHayii
6 yinomy. Jlosedeno, wo PopmysanHs CRpusmMIUE020 IMIONCY Kpainu Kpizb NPUMy HAYiOHATbHOT KYXHI € 60aIUM MAPKEMUH20-
BUM XOOOM, WO CHPUSIE 3ANTYYeHHIO mypucmig. Bin npusnauenuil, 3 00H020 OOKY, NSl Mypucmis, ki WyKaiomo 00cgioy 03Hatiom-
JIEHHA 3 HOBUMU KYTILIMYPAMU, d 3 iHW020 OOKY, 8iH HAOAE 000AMKOBY YiHHiCMb OpeHdam mypucmuunux nanpavxie. Oxapaxme-
PU308AHO BNAUS MINCHAPOOHUX (Bceceimuboi acoyiayii cacmpoHoMiuHo20 mypusmy ma iHuux) ma HayioHanbHUX opeanizayitl
2ACMPOHOMIUHO20 MYPUSMY HA 1020 PO38UMOK. 1Ipoananizosano micye 2acmpoHOMIYHO20 MypusMy 6 MypucCmuyHii iHoycmpii
Ipy3ii ma nepcnexmugu 11020 po3eumxy. JJogedero, wjo Kyainapuui ma eunnuii cexkmopu I pysii sidieparoms sasxciugy poiv. Ana-
ni3 cekmopy mypusmy I py3ii 00360116 ecmanogumu, wjo eacmporomivnuti mypusm y 1 pysii mae snaunuii nomenyian ona cnpu-
SAHHA PO3POOYI HOBUX AKICHUX MYPUCIMUYHUX NPOOYKMIE i doceidy. 3i ceoeo boky Hayionanvha adminicmpayis mypusmy I pysii
Dpobums yce Modcause 018 NPOCYBAHHA 2ACHMPOHOMIYHO20 MYPUIMY AK HA HAYIOHATLHOMY, MAK | HA MIJNCHAPOOHOMY DiGHSX.

Kito40Bi coBa: eacmponomis, 2acmporoMiuHuti mypusm, KyAiHApHULE Mypusm, HAYIOHANbHA KYXHA, KYIbMypa npueomy-
BAHHA, 2AaCMPO-MYp.

Problem statement. The field of tourism is actively undergoing changes and innovations. The structure of
the tourism industry is quite dynamic. Mass, standard and complex tourism is being replaced by new types and
destinations that depend on consumer demand. One of these directions is gastronomic tourism, which is developing
rapidly all over the world. Gastronomic tourism (GT) acts as a constituent element of all tours, and gastronomy has
the potential to increase the attractiveness of the tourist product and the tourist destination as a whole. Gastronomy
has gone through a long historical path of its development. The functioning of organizations of GT only contributes
to its development. The most influential international organization in the field of gastronomic tourism is the World
Food Travel Association (WFTA). In addition, the popularization of gastronomy in tourist markets takes place
thanks to the activities of UNWTO and UNESCO. All countries of the world have prerequisites for the development
of GT, and this is a special feature of this type of tourism. But there are already countries about which a certain
idea has been formed in the gastronomic tourism market. One of these countries is Georgia. This country has
a favourable geographical position, a variety of climatic conditions and traditions of national cuisine, which it
successfully uses to promote its tourist product and develop the gastronomic direction of tourism. Georgian cuisine
attracts tourists from different regions of the world with its simplicity of ingredients and unique taste. Therefore, the
study of the development of gastronomic tourism in Georgia is relevant, especially in the conditions of the recovery
of the tourism industry after the COVID-19 pandemic.

Analysis of recent research and publications. Gastronomic tourism is one of the types of excursion and
educational tourism that was formed at the end of the 20th century. This is a relatively new but extremely interesting
direction of the tourism business, which is actively developing, allowing travellers to learn about the cuisine of
different countries and ethnic groups. Currently, there is no consensus on the definition of "gastronomic tourism",
both in foreign literature and among Ukrainian scientists. Among foreign scientists, C. Hall and R. Mitchell [1],
M. Brokaj [2], G. Gheorghe, P. Tudorache, P. Nistoreanu [3], A. De Jong, M. Palladino, R. Garrido Puig, G. Romeo,
N. Fava, C. Cafiero, W. Scoglund, P. Varley, C. Marciano, D. Laven, A. Sj6lander-Lindqvist [4], G. Tovmasyan
[5], S. Dixit, G. Prayag [6] were engaged in the study of issues of gastronomic tourism, and among domestic
researchers — O.V. Nykyha [7], V. Pidgirna, H. Yeremiia, M. Khnykina [8], V. Khudaverdiyeva [9], etc. Research
devoted to the development of gastronomic tourism in Georgia was highlighted in their works by M. Meladze [10],
L. Kadagidze, M. Piranashvili [11].

The goal of the article is to analyse the peculiarities of the development of gastronomic tourism (GT) and
determine its place in the tourist industry of Georgia.

Presentation of the main material. The research uses the methods of structural-logical and semantic analysis
(to clarify the terminology and conceptual apparatus of gastronomic tourism); system analysis (to assess the current
state and prerequisites for the development of GT in Georgia), statistical method (to assess the place of GT in the
tourist industry of Georgia), graphic method (for visual presentation of statistical data). Materials presented on the
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websites of the Gastronomic Association of Georgia [12], the National Statistics Office of Georgia [13] and other
materials were used for the analysis. In the specialized literature, there are several definitions related to gastronomic
tourism (Fig. 1).

Definitions related to gastronomic tourism

culinary tourism food tourism gastronomic tourism

Figure 1. Definitions related to gastronomic tourism
Source: [14]

It is possible to note related concepts, such as culinary tourism, GT, gastro tours and gourmet tours, wine
tourism, food tourism, as well as tasting and beer tourism [15].

C. M. Hall and R. Mitchell define gastronomic tourism as a type of tourism that includes visits and tastings
of food, gastronomic festivals, food industry enterprises, especially restaurants, and special places related to certain
food products, where gastronomic tourism includes observation according to the processes of food production and
preparation [1]. Many scientific studies emphasize the advantages of including gastronomy in the brand identity of
tourist destinations. Quantitative and qualitative results achieved by some tourism entities confirm the benefits of
incorporating gastronomy into nation branding, as well as its role and importance in the development of the local
economy [7]. But to develop it, it is necessary to consider the factors that determine the gastronomic culture of a
particular area (Fig. 2).
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Figure 2. Factors determining the gastronomic culture of the region
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Source: [7]

Gastronomy contributes to the development of additional economic value in the regions and is also important
for the development of the economy of Georgia as a whole. Gastronomic tourism helps to increase the length of stay
and spending of tourists on local goods and services of domestic production.

Tourism as an industry plays a leading role in the structure of the service sector and the economy as a whole
(Fig. 3).

The rapid trend of growth of tourism was observed up to and including 2019. In 2019, tourism increased to
USD 3.6 billion, which is 1.6 times more than in 2017. The share of the tourism industry also tended to grow and
was 8.4% in 2019.

The COVID-19 pandemic has adversely affected the world tourist industry as a whole and Georgia in
particular. In 2020, the share of tourism in the GDP structure was less than 6 %. But in 2021-2022 the tourism
industry began to be restored and in 2022 the total GDP of tourism was more than USD 4.4 billion, and the share of
tourism increased to 7.2% [13; 16].

Such dynamics indicate that tourism is one of the main sources of income for the country, so it develops
different types of tourism, forms a positive tourist image in the international arena, and attracts investments for the
construction of tourism.

Food and drinking service in the tourism industry of Georgia ranks third in GDP. Its share in 2022 was 21%,
inferior to land and water transport, as well as services provided by means of accommodation (Fig. 4).
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Figure 3. Dynamics of economic indicators of tourism development in Georgia for the period 2017-2022
Source: [13; 16]
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Figure 4. The structure of industries in the volume of GDP of the tourist industry of Georgia in 2022
Source: [16]

The share of "Food and drink service activities" in GDP of the tourism industry from 2017 to 2022 has been
approximately 20%, reaching its maximum in 2017 (26.1%) and a minimum in 2019 (18.3%). The total absolute
contribution of this industry to the country's GDP in 2022 was almost USD 938 million, nearly twice as much as in
2017 (Fig. 5).
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Figure 5. GDP dynamics of the "Food and beverage service activities" industry in Georgia
Source: [16]

Georgia's involvement in global tourist policies expanding its international cooperation in the tourism sector
is an important trend, as the local specificity of tourist supply and demand, a modern and planned level of tourism
development in regions and individual cities are taken into account. The National Tourism Administration [16],
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which takes part in the conduct of domestic and international exhibitions, fairs and other events [17], is engaged in
tourism in Georgia.

The result of such actions was an increase in international tourist flows, their number in 2019 amounted to
more than 7.7 million people, but because of the COVID-19 pandemic, the Georgian authorities significantly limited
the possibility of foreigners visiting the country. In 2020-2021, the number of foreign tourists amounted to 1.5—-1.7
million people, but already in 2022 it increased to 4.7 million people (Fig. 6).
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Figure 6. Dynamics of international tourist flows to Georgia for the period 2017-2022
Source: [13; 16]

The most popular regions of Georgia among foreign tourists are Tbilisi, whose share annually is about 50%
among all international tourists, Adjara with its centre in Batumi (about 30%), as well as the wine region of Kakheti
with its centre in Telavi; Tbilisi, Batumi (and other coastal cities) and Kutaisi are popular among domestic tourists,
as well as the mountainous regions of the country, primarily Svaneti [16].

Among the spending groups of international tourists, food and beverage spending has the largest share and
accounted for more than 33% in 2022, ahead of accommodation spending. And for domestic tourists, the share of
spending on food and drinks is about 24%, inferior to spending on shopping (Fig. 7).
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Figure 7. Expenditure of Georgian tourists in 2022
Source: [16]

The Georgian National Tourism Administration [16] and the Gastronomic Association of Georgia [12]
promote Georgia's gastronomic tourism on the world stage [18].

Kvevri production is practised throughout Georgia, especially in rural communities where unique grape
varieties are grown. A kvevri is an egg-shaped earthenware vessel used to prepare, age, and store wine. The
knowledge and experience of kvevri production and winemaking are passed down through families, neighbours,
friends and relatives, all of whom join in the collective harvest and winemaking. The winemaking process involves
pressing the grapes and then pouring the juice, grape skins, stems and seeds into a kvevri, which is sealed and
buried in the ground to allow the wine to ferment for five to six months before it can be consumed. This method of
wine preparation is used by most farmers and city dwellers. Wine culture plays an important role in everyday life,
as well as in the celebration of secular and religious events and rituals. Wine cellars are still considered the most
sacred place in the family home of Georgians. The tradition of kvevri winemaking defines the way of life of local
communities and is an integral part of their cultural identity and heritage, and wine and the vine are often mentioned
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in Georgian oral traditions and songs. However, it is not advisable to stop there, because the unique Georgian cuisine
can be fully included in the intangible heritage of UNESCO, following the example of French or Mexican cuisine.

The National Tourism Administration of Georgia prepared brochures "Food, Wine and Everything Else"
and "Guide to Wine Routes". The first one presents general information about the country's gastronomic tourism,
provides a map with the designation of gastronomic regions, and briefly describes some Georgian dishes, such as
khachapuri, khinkali, etc. The second publication tells in more detail and in-depth about the history of Georgian
winemaking, their traditions and customs, the peculiarities of Supra, Georgian grape varieties [19].

In addition, the Internet project "Taste Atlas" contributes to the development of gastronomic tourism in
Georgia, which presents information about the most popular products, dishes, drinks and restaurants of the country

(Fig. 8).
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Figure 8. Advertisement of Georgian gastronomy on the Internet project "Taste Atlas"
Source: [20]

The peculiarity of this resource is that it provides recommendations on which dishes to try in which restaurants,
as it is based on the reviews of experts and visitors to these establishments, who had the opportunity to determine
their features, that is, the tourist only needs to choose. In addition, restaurants are grouped by region, which allows
tourists to choose establishments in the cities and regions where they are or are going to be when planning their
route. A similar and more popular resource for finding establishments that present national Georgian cuisine is
the "Tripadvisor" application, which only in Tbilisi presents 654 establishments of national Georgian cuisine with
reviews from visitors, another 259 establishments are presented in Batumi, 87 — in Kutaisi, 32 — in Gudauri, 31 —in
Telavi, etc. [21].

Conclusions. Gastronomic tourism is a very popular type of tourism in the world, which has links
with cultural, ethnic, event and agrotourism. Due to its multifaceted nature, gastronomic tourism has several
classifications based on different characteristics, the most important of which is based on the type of specific
product or drink. Gastronomic tourism allows a person to experience the culture of a particular country or region
through culinary tastings and learning how to prepare dishes. Thanks to gastronomic tours and travels, it is possible
to get not only new sensations when eating different dishes and tasting wines, but it also acts as one of the
ways to penetrate a particular culture, an opportunity to understand the psychology of the native inhabitants and
get new impressions from communication with people of another culture. Gastronomy has gone through a long
historical path of development. The functioning of organizations of gastronomic tourism only contributes to its
development. The most influential international organization in the field of gastronomic tourism is the World
Food Travel Association. In addition, the popularization of gastronomy in tourist markets takes place thanks to
the activities of UNWTO and UNESCO. It has been proven that gastronomic tourism has significant potential
as a means of development of tourist destinations around the world. Forming a favourable image of the country
through the prism of national cuisine is a successful marketing ploy that helps attract tourist flows. Gastronomic
tourism includes various activities such as visiting producers of local products, participating in festivals, visiting
markets, cooking demonstrations, tasting high-quality products, visiting restaurants or other activities related
to food. Analysis of the Georgian tourism sector shows that gastronomic tourism has significant potential for
the development of new quality tourist products. Various activities such as marketing and promotional tours,
exhibitions, fairs, cooking courses, wine tastings, food and beverage brochures promote the country as a food
tourism destination. The Georgian food and wine sector plays an important role.

152 ISSN 2521-6643 Cucremu ta Texnouorii, Ne 2 (68), 2024



Bibliography:

1. Tourism Business Frontiers: Consumers, Products and Industry / edited by Dimitrios Buhalis and Carlos
Costa. 2006. P.137-147.

2. Brokaj M. The Impact of the Gastronomic Offer in Choosing Tourism Destination: The Case of Albania.
Academic Journal of Interdisciplinary Studies. MCSER Publishing, 2014. Vol 3. No 2. P. 249-258.

3. Gheorghe G., Tudorache P., Nistoreanu P. Gastronomic tourism, a new trend for contemporary tourism?
Cactus Tourism Journal. Vol. 9. Issue 1. 2014. P. 12-21.

4. De Jong A., Palladino M., Garrido Puig R., Romeo G., Fava N., Cafiero C., Scoglund W., Varley P,,
Marciano C., Laven D., Sjolander-Lindqvist A. Gastronomy tourism: an interdisciplinary literature review of
research areas, disciplines, and dynamics. Journal of Gastronomy and Tourism. 2018. Vol. 3. P. 131-146.

5. Tovmasyan G. Exploring the role of gastronomy in tourism. SocioEconomic Challenges. 2019. Vol. 3.
URL: https://armgpublishing.com/wp-content/uploads/2019/10/4-1.pdf

6. Dixit S. K., Prayag G. Gastronomic tourism experiences and experiential marketing. Tourism Recreation
Research. 2022. Vol. 47. P. 217-220.

7. Hukura O.B. IHHOBamifHUI pO3BUTOK I'aCTPOHOMIYHOTO Typu3My B perioHi (Ha mpuknani JIbBiBChKOT
obmacri): auc. ... a-pa ¢inoc.: 242 "Typusm". JIeBiB: JIIY®DK imeni IBana bobepcrkoro, 2022. 213 c.

8. Ilinripua B.H., €pewmis 1., Xnukina M.B. AHanii3 TeHIEHIil raCTPOHOMIYHOTO TypU3MY: MI>KHAPOTHHIMA
JocBig ta Ykpaina. Exonomika ma cycnineemeo. 2022. Bun. 37. URL: https://economyandsociety.in.ua/index.php/
journal/article/view/1250/1205

9. Xynmasepniea B. A. ['acTpoHOMIYHHI KOMIIOHEHT (OpraHi3allis Xap4yBaHHs TYpUCTIB) B aCIEeKTI MOTHBA-
midHOT iepapXxii Typu3my. Akmyanvhi npobremu cmanoeo pozeumxy. 2024. T. 1. Ne 1. C. 38-51.

10. Meladze M. Wine Tourism as a Great Opportunity for Georgia. European Scientific Journal. December
2016. P. 372-376.

11. Kadagidze L., Piranashvili M. Georgian gastronomic diversity to promote cultural heritage and sustainable
development of tourism in the country. European Science Review. 2019. URL: DOI:10.29013/ESR-19-9.10-21-25

12. Gastronomic Association of Georgia. URL: https://georgiangastronomy.ge/en/home

13. National Statistics Office of Georgia. URL: https://www.geostat.ge/en

14. bopucora O. B. CnemianizoBanuii Typusm. K: Konmop, 2020. 360 c.

15. BuHHUI Ta raCTpOHOMIUHUI TYpU3M: [I00aJIbH1 TPEHIU Ta JIOKAJIbHI NPaKTUKU: MOHOrpadis / [KOJIEKTHUB
aBTopiB] 3a Hayk pen. JI.I. bactok. Binnuns: T « T/ «Exensreiic i K», 2017. 316 c.

16. Georgian National Tourism Administration. URL: https://gnta.ge/

17. bonnmapenko A. I'., lyrieako H. O. TenneHtii po3Butky Typu3my B [ py3ii (mpuxman ans Ykpaiau). Cxiona
€spona: exonomixa, 6iznec ma ynpasainus. 2020. Ne 2(25). C. 15-20.

18. UNESCO - Decision of the Intergovernmental Committee: 8.COM 8.13, 2013. URL: https:/
web.archive.org/web/20220120123643/https://ich.unesco.org/en/decisions

19. Why Georgia, 2022. URL: https://georgia.travel/

20. Taste Atlas, 2022. URL: https://www.tasteatlas.com/

21. Tripadvisor. URL: https://www.tripadvisor.com/

References:

1. Hall C. M., Mitchell R. (2006). Tourism Business Frontiers: Consumers, Products and Industry / edited by
Dimitrios Buhalis and Carlos Costa, pp.137—-147.

2. Brokaj M. (2014). The Impact of the Gastronomic Offer in Choosing Tourism Destination: The Case of
Albania. Academic Journal of Interdisciplinary Studies MCSER Publishing, Vol 3. No 2, pp. 249-258.

3. Gheorghe G., Tudorache P., Nistoreanu P. (2014). Gastronomic tourism, a new trend for contemporary
tourism? Cactus Tourism Journal, Vol. 9, Issue 1, pp. 12-21.

4. De Jong A., Palladino M., Garrido Puig R., Romeo G., Fava N., Cafiero C., Scoglund W., Varley P,,
Marciano C., Laven D., Sjolander-Lindqvist A. (2018). Gastronomy tourism: an interdisciplinary literature review
of research areas, disciplines, and dynamics. Journal of Gastronomy and Tourism, Vol. 3, pp. 131-146. Retrieved
from: http://miun.diva-portal.org/smash/get/diva2:1240685/FULLTEXTO1.pdf

5. Tovmasyan G. (2019). Exploring the role of gastronomy in tourism. SocioEconomic Challenges. Vol. 3.
Retrieved from: https://armgpublishing.com/wp-content/uploads/2019/10/4-1.pdf

6. Dixit S. K., Prayag G. (2022). Gastronomic tourism experiences and experiential marketing. Tourism
Recreation Research. Volume 47, pp. 217-220.

7. Nykyha O.V. (2022). Innovatsiinyi rozvytok hastronomichnoho turyzmu v rehioni (na prykladi Lvivskoi
oblasti) [Innovative development of gastronomic tourism in the region (on the example of Lviv region)]. (PhD
thesis: 242 “Tourism”). Lviv: LDUFK imeni Ivana Boberskoho. 213 p.

8. Pidgirna V.N., Yeremiia H.I., Khnykina M.V. (2022). Analiz tendentsii hastronomichnoho turyzmu:
mizhnarodnyi dosvid ta Ukraina [Analysis of gastronomic tourism trends: international experience and Ukraine].

ISSN 2521-6643 Cucremu Ta Texnouorii, Ne 2 (68), 2024 153



Ekonomika ta suspilstvo. Issue. 37. Retrieved from: https://economyandsociety.in.ua/index.php/journal/article/
view/1250/1205

9. Khudaverdiyeva V. A. (2024) Hastronomichnyi komponent (orhanizatsiia kharchuvannia turystiv) v aspekti
motyvatsiinoi iierarkhii turyzmu [The gastronomic component (organization of food for tourists) in the aspect of the
motivation hierarchy of tourism]. Aktualni problemy staloho rozvytku. Volume 1. Ne 1. P. 38-51.

10. Meladze M. (2016). Wine Tourism as a Great Opportunity for Georgia. European Scientific Journal.
December, pp. 372-376.

11. Kadagidze L., Piranashvili M. (2019). Georgian gastronomic diversity to promote cultural heritage and
sustainable development of tourism in the country. European Science Review. Retrieved from: DOI:10.29013/ESR-
19-9.10-21-25

12. Gastronomic Association of Georgia. Retrieved from: https://georgiangastronomy.ge/en/home

13. National Statistics Office of Georgia. Retrieved from: https://www.geostat.ge/en

14. Borysova O.V. (2020). Spetsializovanyi turyzm [Specialized tourism]. K.: Kondor, 360 p.

15. Basiuk D.I. (Ed.) et al. (2017). Vynnyi ta hastronomichnyi turyzm: hlobalni trendy ta lokalni praktyky:
monohrafiia [Wine and gastronomic tourism: global trends and local practices: monograph]. Vinnytsia: PP «TD
«Edelveis i K», 316 p.

16. Georgian National Tourism Administration. Retrieved from: https://gnta.ge/

17. Bondarenko A.H., Duhiienko N.O. (2020). Tendentsii rozvytku turyzmu v Hruzii (pryklad dlia Ukrainy)
[Trends of tourism development in Georgia (example for Ukraine)]. Fastern Europe: economy, business and
management. No. 2 (25), pp. 15-20.

18. UNESCO - Decision of the Intergovernmental Committee: 8.COM 8.13 (2013) Retrieved from: https://
web.archive.org/web/20220120123643/https://ich.unesco.org/en/decisions

19. Why Georgia (2022). Retrieved from: https://georgia.travel/

20. Taste Atlas (2022). Retrieved from: https://www.tasteatlas.com/

21. Tripadvisor (2024). Retrieved from: https://www.tripadvisor.com/

154 ISSN 2521-6643 Cucremu ta Texnouorii, Ne 2 (68), 2024



M. M. Kucher, N. F. Stebliuk, S. O. Haponenko, M. Yu. Razinkova, K. O. Papsuy

UDC 338:24:640:41(045)
DOI https://doi.org/10.32782/2521-6643-2024-2-68.18

Kucher M. M., PhD in Economics, Associate Professor,
Department of International Tourism and Hotel

and Restaurant Business

University of Customs and Finance

ORCID: 0000-0002-3868-5311

Stebliuk N. F., PhD in Economics, Associate Professor,
Department of International Tourism and Hotel

and Restaurant Business

University of Customs and Finance

ORCID: 0000-0002-4488-769X

Haponenko S. O., PhD in Economics,
Department of International Tourism and Hotel
and Restaurant Business

University of Customs and Finance

ORCID: 0000-0001-6647-3335

Razinkova M. Yu., PhD in Economics, Associate Professor,
Department of International Tourism and Hotel

and Restaurant Business

University of Customs and Finance

ORCID: 0000-0002-1590-7428

Papsuy K. O., Higher Education Student,
University of Customs and Finance
ORCID: 0009-0002-4828-1406

FEATURES OF MANAGEMENT OF OPERATIONAL ACTIVITIES
OF RESTAURANT ENTERPRISES

The article reveals the essence of managing the operational activities of a restaurant business enterprise. The functions of
production management at the restaurant business enterprise were considered. The condition and evaluation of the operational
efficiency of the restaurant enterprise was analyzed. The main indicators characterizing the production capacity of the operating
system at the enterprises of the restaurant industry were established. Indicators that increase the efficiency of the use of production
facilities and indicators that characterize the organizational and technical level of production are systematized. Production
efficiency indicators were formed into general groups. On the basis of the research, it was found that different both foreign and
domestic scientists form certain groups of indicators in their scientific research. It has been proven that operational management
requires measurement indicators of such factors as: product quality; innovations; costs, speed of processes; flexibility. The
main factors affecting the level of satisfaction of the needs of consumers of restaurant products are considered. The directions
for improving the features and a comprehensive approach to the effectiveness of management of the operational activities of
the restaurant business have been defined and substantiated. On the basis of this study, it was determined that it is appropriate
to accept the profitability of the enterprise's operational activity as the largest generalizing indicator of the efficiency of the
enterprise’s operational activity. The essence of managing the operational activities of a restaurant is to ensure the effective
functioning of all aspects of the business related to its daily activities. The main aspects of this management include: processes
and operations; product and service quality; HR; financial management, risk and security management, strategic planning and
business development. These aspects help to ensure efficient and stable operation of the restaurant, ensuring that customer needs
are met, costs are optimized and business goals are achieved.

Key words: management efficiency, comprehensive approach, operational activity, management, restaurant business
enterprise.
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Kyuep M. M., Cmebniok H. @., I'anonenko C. O., Pazinvkosa M. I0., Ilancyi K. O. Ocobnueocmi ynpasninns
onepayiinoo JiAnbHICMI0 RIONPUEMCIEA PECMOPAHHO20 20CRO0APCMEa

Y ecmammi poskpumo cymuicmv ynpasninma onepayitinoro OiATbHICIIO NIONPUEMCIBA PECOPAHHO20 20CHO0APCMEda.
Posenanymo Qyuxyii ynpasninms eupobHuymeom Ha nionpuemcmesi pecmopannozo cocnooapcmea. Ilpoananizogano cman ma
npo8edeHo OYiHKy e(heKmusHocmi onepayitinoi JiAIbHOCHI pecmopanHo2o nionpuemcmesa. Bemanosneno ocHogHi nokasHuKu,
WO Xapaxkmepusylomos GUPOOHUYY NOMY*CHICMb ONEPAyiliHoi cucmemu Ha NIONPUEMCIMBAX PECMOPAHHO20 20CNO0APCMEd.
Cucmemamu308ano NOKA3HUKY, WO NIOBUWYIOMb eeKMUBHICIb BUKOPUCTIAHHS BUPODHUYUX NOMYNHCHOCHEN MA NOKAZHUKY,
Wo Xxapaxmepuzyloms oOpeawizayitino-mexuiynuii pigensv eupoonuymea. Cehopmosano epynu HOKAZHUKIE eghexmugHocmi
8upoOHUYMEa. JlosedeHo, wo 011 ONepamueHo20 YRPAGIiHHI 3aKIA00OM PECHOPAHHO20 20CNO0APCMBA HEOOXIOHT NOKAZHUKU
BUMIDIOBAHHA MAKUX (pakmopis, AK: AKiCMb NPOOYKYil; iHHosayil, sumpamu, weuoKicmos npoyecis, eHyuxicmy. Posenanymo
OCHOBHI hakmopu, wo enaueaiomb Ha pigeHb 3A0080NeHHS NOmMped CRONHCUBAUIE NPOOYKYII pecmopanto2o 20cnodapcmed.
Busnaueno ma o6rpynmosano Hanpamku RIOGUUEHHS eheKmUBHOCMI YAPAGIIHHL ONEPayiiiHo0 OIIbHICIIO NIONPUEMCMEA
PECMOPAHH020 20CH00apcmed. Busnaueno, wo Haubiibiu y3a2anbHIOIuUM ROKAZHUKOM eqheKmugHocmi onepayiiinoi disibHocmi
DECHOPAHHO20 NIONPUEMCIBA DOYLTLHO 86aXNCAMU PEHMADETbHICMb 11020 Onepayilinoi disnbHocmi. Cymuicmy YRpaeuiHHs
Onepayitinoi OIAILHICINI0 PeCMOPAHY NONS2AE 8 3a0e3neUeHH] eheKMUEH020 PYHKYIOHY8AHHA 6CIX acneKkmis OizHecy, o6 a3aHux
3 11020 noscakoennow dianvricmio. OCHO8HI acnekmu Maxo2o YNpasiinKa GKIIOUAIOMD 6 cebe. npoyecu ma onepayii; AKichb
NPOOyKYil i cepeicy;, YNpasuiHHA NepCOHANOM; (DIHAHCO8e YNPABNIHHA, YHPAGLIHHA PUSUKAMU Ma Oe3nexol, cmpameiuHe
nianysanHs ma possumox 6Oisnecy. Lfi acnexmu donomacaioms 3abe3neuumu egexmusne ma cmabitbhe QyHKYIOHYBAHH
pecmopany, 3abe3nedyiouu 3a0080jeHHs NOmMped KIEHMIg, Onmumizayiio eumpam i 0ocsieHenHst Oisnec-yinei.

KitrouoBi citoBa: eghexmusnicms ynpasninis, KOMILEKCHULL RIOXIO0, ONepayiina OisibHICIb, MEHEONCMEHN, NIONPUEMCIINGO
DeCMOPanH020 20cnodapcmad.

Formulation of the problem. The problem of the effectiveness of management of the operational activities
of restaurant enterprises is becoming increasingly acute, as customers expect better quality service with each visit to
a restaurant. Restaurant operational management problems can arise for a variety of reasons, and solving them can
require a comprehensive approach.

The solution to these problems usually includes analyzing current processes, improving management systems,
improving the quality of personnel, optimizing costs, and developing strategies for attracting customers. It is also
important to constantly monitor changes in the market and implement new technologies and management approaches.

Analysis of the latest research. The work of many scientists is devoted to the question of the operational activity
of the enterprise, namely: 1. Babii [2], O. Davydova [1], A. Usina [1], . Segeda [1], S. Kravtsov [3], V. Naumchuk
[5], T. Stadniuk [5], T. Petrushka [7], O. Yemelyanov [7], O. Kurylo [7] and others. However, there are not enough
scientific works that consider the problems and features of operational management in the restaurant business.

The purpose of the article. The purpose of the scientific research is to justify directions for improving
the features of management of the operational activities of the restaurant business through the use of various
management levers.

Presenting main material. In order to ensure the effective operational activity of the enterprise, it is
important to create an effective organizational and economic mechanism for its management. The organizational
and economic mechanism of enterprise management is a system of methods, tools, procedures and principles used
by the management to achieve the set goals, effective functioning of the enterprise and optimization of its resources.
The organizational and economic mechanism aims to ensure the efficient use of the company's resources and its
competitiveness on the market. Let's consider in more detail the functions of production management at a restaurant
enterprise, the characteristics of which are given in table 1.

Analysis of the state and evaluation of the efficiency of the enterprise's operational activity is carried out in
order to identify reserves, improve the organization of the production process, and increase the efficiency of the
enterprise's operational activity.

Having conducted an analysis of literary sources on the issue of determining the indicators characterizing the
operational activity of the enterprise, it was found that different authors present these indicators in different ways.
Therefore, we will present our own system of indicators.

The operator's activity (main production) can be characterized with the help of the following indicators: the
efficiency of the use of production capacity; organizational and technical level of production; production process;
production efficiency. Indicators characterizing the production capacity of the operating system are given in table 2.

The level of utilization of the production capacity of the enterprise characterizes the measure of practical use
of the production potential possessed by the enterprise [4].

The increase in the efficiency of the use of production facilities is ensured due to: improving the use of the
equipment park; improvement of the use of the fund of time of operation of the equipment unit, including reduction
of downtimes, reduction of time for scheduled repairs; increasing the productivity of the equipment [5; 7].

Indicators characterizing the organizational and technical level of production, namely: the production
structure of the enterprise, the management structure, the level of concentration and specialization of production,
the technical and energetic armament of labor, the degree of mechanization and automation, the progressiveness of
technological processes are given in table 3 [8].
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Table 1

Characteristics of restaurant production management functions

Function Aim

Peculiarities

Planning

personnel;

Justification of the division's
production program for the
year, quarter, etc.;
Calculation of the need for |[11]

Justification of expenses

Variety of planning areas: product production planning; planning
of the activities of divisions; product sales planning; operational
calendar planning; resource planning; product renewal planning

Organisation

their production.

The main goal is to provide
production with all the
necessary materials and
the following continuous
observation of the
movement in the course of

At the inter-shop level, the organization of shop work is reduced
to: provision of workshops with appropriate technological
documentation; provision of workshops with raw materials,
materials, semi-finished products; ensuring timely repair of
equipment in accordance with the schedule of planned and
preventive repairs, inter-shop maintenance, etc.

Control points

Detection of deviations
from established norms

Fulfillment of production control requirements.

Regulation of
production

Implementation of the
process of development and
implementation of solutions

Implementation of the operational regulation process

Source: [1; 3]

Table 2
Indicators characterizing production capacity
Indicator Formula Marking
Practical production capacity, natural q,— maximal real productivity of equipment,
unit per hour natural unit per hour
M 0 N — the number of devices working in parallel in
2=y N-T, one technological line, pcs
T — actual use of the time fund of working
equipment, time
Economic production capacity, T — annual equipment operating time fund, time
. M, =q, N-T M
natural unit per hour o o M
Hourly productivity of the equipment, Q — raw materials used, natural unit per hour
natural unit per hour _0-C, C, — the degree of use of the substance contained
=100 in the raw material, %;
! t_— duration of the technological cycle, hours.
The total production capacity of the Mj — economic production capacity of the
enterprise, in monetary terms, million M = i M1 enterprise for one type of product, natural unit
UAH ¢ <

I — the enterprise's wholesale price per unit of the
jth type of product, UAH/natural unit

The level of utilization of the
production capacity of the enterprise,
%

M

K, =22 100%
M

El

Q. — the actual volume of product production,

natural unit

The level of use of the hourly
productivity of the equipment, %

K, =22 100%
q,

9, ~ the passport hourly productivity of the
equipment has actually been achieved, natural unit

per hour

The degree of utilization of the
maximum possible equipment
operating time fund, %

Tti?
K, ==2.100%
T

6

T, — the actual operating time of the equipment for

the year, hours

T, — equipment operating time fund included in the
calculation, hours

The degree of use of the set number
of units, %

K

NC
K, =—2-100%
N

N,, — average annual actual number of units, units
N — the number of units included in the production
capacity calculation, units

Sources. created by author [1; 8]
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Table 3

Indicators characterizing the organizational and technical level of production

Indicator Formula Marking
Labor capital, UAH/person C,, C, o+ — average annual cost of fixed assets, UAH
Dy = e Y — average number of staff, people
Electrical equipment of labor, E — the amount of energy consumed during the
kWh / person E = _E year, kWh / year;
" Fen Foua™ actual worked time per year, person-hours /
year
The specific weight of the active o C,. o~ active part of fixed assets, UAH
part in the total cost of the fixed Qong. =
assets, % o
The fate of specialized production, B B, — production volume, UAH;
% d,, =—---100% B, — total volume of production, UAH
Coefficient of cooperation B, B, . — the cost of purchased semi-finished
K oon = 3B products, UAH;
mes 3B, — total production costs, UAH
Coefficient of rationality of moving 0, Q, — volume of work on flow lines, man-hours;
objects of work K,,= a Q, — total volume of work, man-hours
The degree of use of production . Q,» Q, — passport (design), actual equipment
equipment 3 ZlQ,,) -7, productivity, pcs/hour
ey Z:nQ—T T, — actual time of robot equipment, hours;
1=n S T —nominal operating fund of the equipment, h.
Source: [8]

Measuring the operational efficiency of restaurant enterprises is calculated using indicators. The analysis
of domestic and foreign scientific studies showed that it is best to form all indicators of the enterprise into certain
groups [6; 9]. Also, one of the indicators characterizing the efficiency of operational activity is the profitability of

production (table 4).
Table 4
Production efficiency indicators
Indicator Formula Marking
Fund return, UAH/UAH _ Bl BII — gross output, UAH;
“T O O, —average annual cost of fixed assets, UAH
cep
Capital capacity, UAH/UAH o 1 0, ®_— fund return, UAH / UAH
M 5@ - BIT
Labor productivity, UAH/person 71T = BIT Y — average number of employees, persons
q
Material capacity, UAH/UAH _ MB MB — direct material costs, UAH
M BH
Profitability of production, % I [Ip — profit from sales, UAH;
— P .
B 1B Baup — production costs, UAH;
oup P Bp — costs for the sale of products, UAH,;
Total profitability, % I IT— amount of profit, UAH;

OKcep — average annual balances of working
capital, UAH

Sources: [1; 2]

Measures of operational effectiveness and efficiency are often indicators of ultimate success or failure,
but do not provide clear guidance to management about what to do if unplanned changes occur. Non-financial
indicators of effective activity are necessary for operational management of the enterprise at the level of lower and
middle managers. At the highest level of the company's management, more attention should be paid to financial
performance indicators, which are criteria for the final results of the company's work. For operational management,
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indicators of measurement of such factors as: product quality are necessary; innovations; costs; speed of processes;
flexibility[10].

All these factors affect the level of satisfaction of the needs of consumers of restaurant products and determine
the competitiveness, and therefore the survival of the enterprise on the market. Of course, all these indicators must
be achieved under the condition of obtaining a sufficient level of profit or at least covering costs, depending on the
strategic objectives of the enterprise, which determines the purpose of the enterprise's activities. Therefore, the
company should systematically and regularly collect information on direct and indirect indicators of the degree of
consumer satisfaction.

The factors listed above affect the degree of satisfaction of the needs of the service sector. All of them are
interconnected and can be measured by the following indicators: product quality — the number of complaints in
relation to the volume of product sales; innovations — the number of new products over a period of time; the speed
of processes — the time that passes from placing an order to its execution; flexibility — by the number of types of
products that use the same nodes and parts for their production.

This, of course, is not a complete list of indicators. They will differ in different enterprises. However, they
should provide an adequate assessment of effectiveness. These figures should be considered in comparison with
the figures of past periods or with the best figures in the industry, if such information is available. The use of non-
financial indicators of the company's effective activity shifts the emphasis to business processes and determines the
search for better work methods.

Consideration of all the above indicators makes it possible to identify the main components of the formulas
that are most often used in the calculation of various indicators characterizing the efficiency of the company's
operational activities for various market subjects. Most of them are one way or another related to the profit of the
enterprise (total amount, profit from product sales, net profit).

Conclusions. Management of operational activities includes planning and coordination of the use of
enterprise resources in the process of transforming them into the final product, comprehensive control and
regulation of the production process. To achieve competitiveness, it is necessary to use production management
tools and methods to ensure its efficiency. During the analysis of the research, the indicators characterizing the
management of the company's operational activities were comprehensively considered. In the course of the
research, indicators characterizing the management of the company's operational activities were comprehensively
considered, namely indicators of production capacity, production process, organizational and technical level,
production efficiency and general economic indicators. To ensure the effectiveness of the organizational and
economic mechanism of effective operational activity of the enterprise, it is necessary to implement a controlling
system. To assess the efficiency of the enterprise, it is necessary to use a system of indicators, which can be used
to make such an assessment.
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HOSTELLING AT GLOBAL AND NATIONAL LEVELS

The current state of the global hostel market is characterized. It has been established that the global hostel market reached
USD 4.1 billion in 2022. The leader in the hostel market is the Asia—Pacific region, which is experiencing active recovery in
international tourism following the COVID—-19 pandemic. The European region ranks second, followed by the Americas. It has
been determined that the largest share of hostel guests consists of individuals aged 25 to 34. The TOP-5 hostel networks in the
world as of 2022 were: aco Hostels, Zostel, Meininger, St Christopher s Inns, and Nomads World.

The current state of hostelling in Ukraine is analyzed. It has been established that at the present stage, under the conditions
of Russian aggression in Ukraine, official statistics do not reflect the actual number of hostel establishments. The review of the
hostel base was conducted based on online booking websites. Hotelmix offers guests hostels in 20 cities of Ukraine, totaling 272
hostels. The largest number of hostels is located in Kyiv (39.3% of the total number of available hostels), followed by Lviv (20%)
and Odesa in third place (7.4%). Booking.com offers guests 275 hostels in various regions of Ukraine. It was found that not all
hostels are listed on official online booking platforms.

A SWOT-analysis of hostel businesses was conducted. Positive changes in the hostel market require joint actions
from government bodies and hostel operators. Combined efforts from both sides will ensure measures at the national level to
improve hostel operations and advance the hostel industry to a new stage of development, while simultaneously preventing
the influence of negative factors arising from the weaknesses in hostel operations (lack of service quality standards, the mass
emergence of economy—class hotels in the market, insufficient information on hostel services, lack of legislative regulation
for hostel operations) and threats (oversaturation of the market with hostel services, travelers' changing preferences toward
more comfortable accommodations, the growth of the 2-3 star hotel segment, which offers an alternative to hostels, lack of
government support, and a decrease in investment flows).

Key words: hostelling, hostel, hostel network, world regions, Ukraine.

Toposrcankina H. A., Kopueee M. B., I'opo K. M., Tpempsxk €. C. Xocmeninz na c6imoeomy ma HayionaaibHOMy pPigHAX

Oxapaxmepu3o8ano Cy4achuil cmat c8imogo2o punky xocmeninzy. Jlioepom na punky xocmeniney € Asiticoxo—Tuxooxe-
GHCHKULL Pe2iOH, 8 AKOMY 8I00Y8AEMbCSL AKMUBHE 8IOHOBNEHHA MIdHCHAPOOH020 mypusmy nicas nandemii COVID-19, dpyze micye
nocie €eponelicokutl pezion, mpeme — Amepuxancokutl. Bcmanosgneno, wjo Haubinbwa yacmka 2ocmeti Xocmenig — ye aoou
v 6iyi 610 25 0o 34 poxis. Pozenanymo TOII-5 mepeoc xocmenig y ceimi cmanom na 2022 pix: a&o Hostels, Zostel, Meininger,
St Christopher s Inns, Nomads World.

IIpoananizosano cyuachuii cman xocmeninzy 6 Ykpaini. Bcmanosieno, wo Ha cyuacHomy emani 8 yMogax pocilicokoi
aepecii 8 Ykpaiui oiyitina cmamucmuka He 8i006paxcae peanvhy KiTbKiCmb 3aKk1a0i8 XocmenvbHo2o eochodapcmea. Posanso
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XocmenvHoi 6a3u 30IUCHI08ABCA HA OCHOGI calimig oHnauH—Oponiosanna. Hotelmix npononye eocmam 20 micm Ypainu i3 272
xocmenamu. Hatibinowia xinvkicms xocmenis npunaoae na m. Kuis (39,3% 6i0 sciei kinbkocmi 3anpononosanux xocmenis), opyee
Mmicye nocidac m. Jlvgis (20%), na mpemvomy micyi m. Odeca (7,4%). Booking.com npononye 2ocmsm 275 xocmenie 8 pisnux
pecionax Vkpainu. Bemanosneno, wo ne 6ci xocmeny npedcmaeneni Ha oQiyitiHux caimax oHaaiiH—OpOHIOBAHH.

IIposedeno SWOT-ananiz disnerocmi xocmenvhux nionpuemcme. T1o3umueHi 3MiHu Ha PUHKy Xocmenis nompedyioms
cnitbHux Oitl opearie depocagHoi enaou ma xocmenis. CninoHi 3ycunis 000X CMOPiH 3a06e3neyams xCUmms 3ax00i6 Ha Hayio-
HANLHOMY pi6Hi 011 NOKPAeHHs OIANbHOCII XOCMeNi8 Ma 8UBEOEHHS XOCIMENbHO20 20CHO0apPCMed HA HOBULL eman po3euUmKy,
B00HOYAC 3aN00I2AI0YY BNIUGY HE2AMUBHUX (PAKMOPIB, WO BUHUKAIOMb Yepe3 CLAOKI CMOPOHU (YHKYIOHYBAHHA XOCmenig (6i0-
CYMHICIb CMAHOAPMIE AKOCIMI NOCIY2, MACO8A NOABA HA PUHKY 20MeNi8 eKOHOM—KILACY, 8I0CYMHICb Y HeOOXiOHIl KilbKocmi
IHGhopmayii npo nociyeu xocmenis, 6I0CYMHICMb 3AKOHOOABU020 Pe2yN0BAHHSA OISIbHOCMI XoCmenie mowjo) i 3a2po3u (3mina
iHmepecie ManOPigHUKIE 00 OiNbU KOMPOPMADETLHOO NPONCUBAHHS, 30ITIbLUUEHHS ceemenny eomenie 2—3 3ipKu, Ki € anbmep-
HAMUBO XOCMeNaM, GIOCYMHICIb 0epiCcagHOi NIOMPUMKY, SHUIICEHHS NOMOKY THBeCUYIT MOW0).

KitrouoBi cioBa: xocmenine, Xocmen, XocmenbHa Mepedica, pe2ionu cgimy, Yxkpaiua.

Problem Statement. Modern tourist accommodation is characterized by a wide range of options, from large
luxury hotels to small budget hotels. The growing popularity of independent travel has increased both the demand
for and supply of small, budget—friendly accommodations in the hospitality market. This category of accommoda-
tion includes hostels, which are characterized by relatively low accommodation costs and the provision of basic
services necessary for comfortable lodging and service.

The hostel market is a driving force in the global travel and hospitality industry. It offers budget—conscious
travelers affordable yet social and engaging accommodation options, appealing to a wide range of tourists, from
solo travelers to groups and families.

Hostels have become an essential part of the global tourism landscape, facilitating exploration and cultural
exchange. This expansion has contributed to economic growth in various regions of the world, the creation of new
jobs in the hospitality industry, and the development of small businesses.

Moreover, the development of digital platforms has made hostel bookings more accessible, further promoting
the growth of international tourism. With an increased focus on sustainability and unique experiences, hostels con-
tinue to play a key role in shaping the global tourism market.

Analysis of Recent Research and Publications. The theoretical and methodological foundation of the
research was based on the works of Ukrainian scholars, including I. Poplavska (Territorial Organization of Hotel
Industry in Ukraine [20]), M. Aldoshina (Hostels as Collective Accommodation Facilities in Ukraine [12]), Y. Bond-
arenko, I. Kulyniak (Evaluation of Collective Accommodation Activities as a Recreation Sector Organization [14]),
L. Stankevych, T. Sukhoruchenko (Functioning and Development Problems of Enterprises in the Hotel Business
Sphere in Ukraine under Real-Time Information Conditions [10]), S. Pambuk, I. Ustenko, M. Mardar (Marketing
Justification, Organizational and Economic Characteristics of Small Businesses in the Provision of Hotel Services
[8]). The study of the spatial distribution of hostel establishments in European countries was based on official statis-
tical data from the Hostel Market 2023 report [3], while the study of hostel operations in Ukraine was based on data
from online booking platforms [5,18,19].

Purpose of the Article: to investigate the functioning of hostelling in global and national markets.

Presentation of the Main Material. Modern accommodation facilities are characterized by significant differ-
entiation, ranging from large high—end hotels to small budget hotels. The growing popularity of self—planned travel
has increased both the demand for and supply of small, budget—friendly accommodations in the hospitality market.
These accommodations include hostels, which are distinguished by their relatively low cost and the provision of
basic services necessary for comfortable lodging and service.

The term "hostel" refers to a European accommodation system that offers guests short— or long—term stays,
typically providing a bed without additional in—room amenities [13].

According to the international classification of the UNWTO, hostels are classified as collective accommoda-
tion facilities and offer limited hotel services, excluding daily bed—making [16].

The global hostel market reached USD 4.1 billion in 2022, and it is expected to grow to USD 8.9 billion by
2030, with a GDP growth rate of 10.2% during the period 2023-2030 [3].

The Asia—Pacific region leads the hostel market, experiencing a rapid recovery in international tourism after
the COVID-19 pandemic (54% of the pre—pandemic level as of 2023). The European region ranks second, followed
by the Americas.

It can be noted that the largest share of hostel guests consists of individuals aged 25 to 34. This distribution is
related to the popularity of hostels among a group known as "flashpackers" or "backpackers," who prefer the social
atmosphere and amenities provided by hostels.

In European countries such as Germany, the UK, and France, hostels are predominantly concentrated in cities
and cater mainly to youth and student tourism. In Spain and Italy, hostels are increasingly expanding throughout the
country. The price per bed per night in major European countries ranges from 600 to 2000 UAH. The highest prices
for hostel accommodation are in the UK, which can be explained by the high cost of living in this country, including
accommodation services.

162 ISSN 2521-6643 Cucremu Ta TexHonorii, Ne 2 (68), 2024



Let us take a closer look at the TOP-5 hostel chains in the world (Fig. 1):
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Figure 1. TOP-5 largest hostel networks in the world as of 2022
Source: compiled by the authors based on [2—4]

— The first place in terms of the number of hostels is held by the a&o Hostels chain, which operates 39 hostels
with a total of 28,500 beds. The distribution across European countries is as follows: Germany (27), Austria (3),
Denmark (2), Czech Republic (2), Italy (2), Hungary (1), Netherlands (1), Poland (1). The a&o Hostels chain was
founded by Oliver Winter in 2000. The hostels are distinguished by offering modern, almost hotel-like amenities in
central locations while maintaining affordable prices [1].

—The second place is occupied by the Zostel network, with 37 hostels and 2,000 beds. The region of operation
is Asia, with 35 hostels in India and 2 in Nepal. Zostel was founded in 2013 and quickly became the largest hostel
network in India and Asia. Almost all Zostels operate as a franchise model, which explains their rapid growth [11].

— Third place is occupied by the Meininger network, with 30 hostels and 14,700 beds. The network operates
mainly in the European region: Germany (13), Austria (4) Italy (3), Netherlands (2), Belgium (2), France (4), Hun-
gary (1), and Copenhagen (1). The hostel that operated in Russia ceased to exist [6]. Meininger, founded in 1999,
brands itself as a "hybrid hotel," offering affordable accommodations with amenities similar to those of hotels. Its
hostels stand out for their high—quality furnishings and modern rooms.

— Fourth place belongs to St Christopher’s Inns, with 26 hostels and approximately 3,700 beds. The network
operates in the European region: the United Kingdom (13), Germany (3), Netherlands (3), France (2), Switzerland
(1), Spain (1), Belgium (1), Denmark (1), and Czech Republic (1). St Christopher’s Inns is managed by a young and
dynamic team [9].

— Fifth place goes to Nomads World, with 25 hostels, though the total number of beds is not specified. The
hostels are located in the Australia and Oceania region: Australia (15) and New Zealand (10). Nomads World was
founded by Richard McLeod in 1994 and is now the largest hostel network in the region. In 2015, Nomads World
acquired the second—largest hostel network in Oceania ("Base"), which now operates under the Nomads brand [7].

It is worth noting that the COVID-19 pandemic had a significant impact on the hostelling market. Travel
restrictions, quarantine measures, and safety concerns led to a sharp decline in both international and domestic tour-
ism, causing many hostels to temporarily close or operate at reduced capacity. This resulted in substantial revenue
losses, layoffs, and financial instability for many hostel businesses.

Russia's full-scale invasion of Ukraine has also significantly impacted the hostel market, primarily due to its
effect on international tourism metrics. Military actions have caused disruptions in travel across Eastern Europe.
Destinations such as Moldova, Slovenia, Latvia, and Finland have experienced substantial drops in flight activity,
with some countries seeing decreases as high as 69% compared to 2019 levels.

Now, let’s turn to the national hostel market. One of the key directions of Ukraine’s domestic policy during
the war is the development of domestic tourism in safer areas of the country. This can be considered an important
source of economic activity, contributing to the financial and economic development of cities and regions, mobiliz-
ing human capital, revitalizing the service sector, and fostering the formation of modern cultural and humanitarian
infrastructure [21].

Ukrainian cities and regions, with their rich historical, architectural, cultural, and natural potential, have sig-
nificant preconditions for developing this industry as a major source of revenue and budget replenishment. At the
same time, there is a need to increase the number of children and adolescents traveling within Ukraine, especially
from the eastern regions, which are closer to the conflict zone.
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A key measure for the development of domestic tourism is the organization of a network of budget accom-
modation facilities, providing affordable lodging for youth, schoolchildren, and tourists during excursions to tourist
and recreational destinations across Ukraine. Based on international experience and objective needs, it is advisable
to refer to the best foreign practices in managing popular and relatively inexpensive accommodation facilities for
travelers (youth hostels).

The most common and popular rooms accommodate 4, 8, or 10 people. Hostel accommodation is intended
for less demanding travelers. The primary customer of this type of accommodation is the independent traveler, who
embarks on a trip to another country or region of the country without purchasing a prearranged tour from a travel
company.

Official statistical information does not provide the total number of hostels operating in Ukraine at this stage
of the war. Therefore, we will examine the hostel base using data from online booking platforms.

On the website Hotelmix [5], the "Hostels of Ukraine" section provides a list of these accommodation facil-
ities across cities in the country, though it should be noted that this list is not comprehensive. It reflects the most
popular hostels that have positive reviews from visitors.

Hotelmix offers guests a choice of 272 hostels in 20 cities across Ukraine. The largest number of hostels is
located in Kyiv (39.3% of all available hostels), followed by Lviv (20%) and Odesa (7.4%). This top three confirms
the fact that in large cities with developed tourism potential, the availability of alternative accommodations to hotels
at affordable prices is essential. Dnipro ranks sixth in terms of the number of hostels (4.4% of all listed hostels) on
the site.

The lowest price for a night's stay in a hostel is 157 UAH at Hostel Darnitsa (Kyiv, the hostel consists of
129 rooms and is located 7 km from the Kyiv Pechersk Lavra and 8 km from the St. Michael's Vidubichi Men's
Monastery). The average cost of accommodation in hostels across Ukraine is approximately 300 UAH in a mixed
dormitory room.

Booking.com [18] offers guests 275 hostels in various regions of Ukraine. This figure is close to the data pre-
sented by Hotelmix. The Kyiv region ranks first, followed by the Lviv region, with the Odesa and Dnipropetrovsk
regions sharing third place.

On the Hotels—of—Ukraine website [19], there is information on 983 hostels in Ukraine, indicating a much
broader base of accommodation options listed on the site. Thus, it can be noted that, unfortunately, not all hostels
are represented on official online booking platforms.

A review of hostels in Dnipro based on data from [19] shows information about 24 such accommodation
facilities, mostly concentrated on the right bank of the city near the train station and central areas, highlighting the
importance of transport accessibility to hostels.

The average price for a night’s stay in a hostel is around 300 UAH. Most hostels in the city offer accommoda-
tion in rooms with 4, 8, or 10 beds. Meal services are not included and are not provided.

It can be noted that each hostel is unique and original. On the Internet, prices may range from 150 to 700 UAH
to attract attention, but the actual average price category is around 250 UAH in Dnipro. A problem is the lack of
information about hostels across different online booking platforms.

The hostel market is highly in demand in the frontline city, primarily due to the necessity for temporary relo-
cation of residents from eastern regions, who require budget accommodation near transport hubs.

Hostels are an integral part of the country’s tourism industry, helping to develop the hotel market and serving
as a cost—effective option for budget—conscious tourists and city visitors.

The creation of hostels in Ukraine addresses problems that existing traditional hotel companies are unable to
solve, such as providing housing for various social groups, establishing a base of budget accommodations, increas-
ing domestic travel, employing local populations, and fostering the development of small and medium—sized busi-
nesses in the country.

Ukraine has its own challenges and prospects for hostel development, which will be discussed below.

A significant obstacle to hostel market development today is the ongoing war in the country, political instabil-
ity, and difficulties in the banking sector. Hostel owners are hesitant to invest in improving the material and technical
base of accommodations, enhancing service quality, and registering on various online booking platforms.

Key issues include the lack of high—quality offerings, the need to restore the hotel stock, low service levels, a
shortage of qualified personnel, and the absence of themed hostels. If we look at hostels in economically developed
countries, they resemble small hotels with their own themes, design, and history.

Another issue is the high price levels. Sometimes, the cost of staying in a Ukrainian hostel is much higher than
in a similar hostel in a European country, which can be explained by the shortage of hostels in the market. A cheap
hostel in Ukraine is more likely to resemble an old storage room rather than a comfortable place for overnight stays,
while a hostel meeting European standards will have a price comparable to a comfortable hotel room.

The further development of hostels as a sector of hotel services creates conditions for applying internal and
social factors in other industries:

1. High economic efficiency of hostels. The technical management process of hostels and guest services
offers affordable services because accommodation services are highly competitive compared to the more expensive
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services of traditional hotels. Modern hostels have transformed from simple overnight accommodations into facili-
ties offering a range of additional services. This allows the hostel to differentiate its products for different consumer
segments (family travelers, youth, business travelers). Although this list of additional services is limited, it enables
low—income travelers to access affordable accommodations.

2. High competitiveness of hostel services in terms of price—quality ratio, flexibility of structure, and the abil-
ity to quickly respond to changes in supply and demand.

3. Hostel operations allow offering competitive prices to consumers. Hostel accommodation costs are lower
than those of budget hotels, and hostels have a more flexible market structure that can quickly adapt to market con-
ditions and change pricing strategies accordingly.

4. Hostels meet the accommodation needs of a wide range of people, mostly young individuals and those with
middle incomes, ensuring high occupancy rates in accommodation facilities [21].

With careful analysis of drawbacks and implementation of measures at the state level, hostels can become as
popular as hotels. This can be achieved by: low competition in the hostel market and high demand for accommoda-
tion facilities, as most hostel guests are business travelers, students, and budget—conscious tourists who require basic
lodging for a short stay; after Ukraine’s victory in the war with Russia, a new large wave of tourists is expected,
the majority of whom will be young people from various countries around the world; the third advantage is related
to modern travelers' preference for a complete sense of comfort, uniqueness, and originality in accommodation.
Hostels’ competitive advantages include personalized guest service, the exclusive opportunity to stay in a diverse
environment with foreigners and interact with them, and a relatively quick return on investment (3—5 years) [17].

To ensure the active functioning of the hostel market in Ukraine’s regions, close interaction between govern-
ment bodies and hostel owners is needed. This collaboration will not only implement measures to improve hostel
operations at the national level and elevate them to a new level of functioning but also protect hostels from negative
factors caused by the weaknesses in hostel operations and threats identified through the SWOT analysis (Table 1).

Table 1
Strengths and Weaknesses of Hostel Enterprises
Strengths Weaknesses
Increase in tourist numbersRising popularity of hostel Lack of service quality standardsMass emergence of
staysGrowth in the number of hostels with below— budget hotels on the marketInsufficient information about
average pricingCentral locationIndividual approach to hostel servicesLack of legislative regulation for hostel
guestsConsistently high occupancy rates operations
Opportunities Threats
Expansion of the small accommodation market Oversaturation of the market with hostel services
Obtaining international quality certifications Shift in traveler preferences toward more comfortable
accommodations
Growth of the 2-3 star hotel segment, which serves as an
alternative to hostels
Lack of government support
Decline in investment flow

Source: compiled by the authors

Conclusions and Future Research Prospects. Drawing on global experience in the development and func-
tioning of hostelling, effective collaboration between the private and public sectors in Ukraine's hostelling market
development should include: the development of regulatory documents governing hostel operations in Ukraine; the
establishment of a functional association/union that assists hostels in promoting services, provides consultancy sup-
port, and participates in drafting legislative documents for hostel operations; cooperation with government bodies
in gathering and analyzing data on hostel operations, identifying promising directions for the country’s tourism and
recreation policies, and using this data to shape long—term tourism development strategies.
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ANALYSIS OF COMPETITIVENESS OF ENTERPRISES
IN THE RESTAURANT SERVICES MARKET

The article conducts a comparative analysis and evaluation of the market positions of restaurant enterprises to identify
key areas for their development and ways to increase their competitiveness in the food service market. The main goal of this
article is to analyze the competitiveness and assess the development potential of restaurant enterprises in the Dnipropetrovsk
region, justifying ways to improve their market positions.

The study analyzes the current restaurant services market and identifies key development directions, including the growth
of demand for healthy food, technological progress, the development of gastronomic tourism, social media, and information
technologies. A comparative graph-analytical method for determining competitiveness and ranking restaurant enterprises is
formulated, consisting of operations such as forming criteria parameters and establishing their weights, selecting competitors,
determining ranking characteristics, calculating competitiveness indicators and overall enterprise ranking, identifying leaders
and outsiders, building a competitiveness matrix and zone, and determining the radius of the leaders’ circle.

Based on the results of the graph-analytical analysis, the indicators for evaluating the potential of the studied enterprises
in the restaurant services market of the Dnipropetrovsk region were calculated according to defined criteria parameters, as
well as their level of competitiveness. Using the obtained indicators, a matrix and a graph of the competitive positions of the
establishments were built. By determining the placement range of each food enterprise in the competitive field zone, their
positions were characterized as follows: the "Silver" restaurant is in the zone of untapped potential; the "Magnum" restaurant
is closest to the leader in the attack waiting zone, the "Oasis" restaurant is in the leaders' zone, and the "Kvitan" restaurant is
in the outsiders' zone.

Based on the evaluation results of the "Kvitan" enterprise, proposals for improving its activities and strengthening its
competitive positions were formulated, including: improving the atmosphere, increasing comfort and service quality, enhancing
staff qualifications, and greening the restaurant’s territory.

Key words: restaurant services market, food enterprises, competitiveness, analysis, graph-analytical method, evaluation
indicators, criteria parameters.
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Koina 0. I, Hepaba H. O., Cabipos O. B., Caiicax €. JI., Anmynin K. O. Ananiz KoHKypenmocnpomoyicnocmi
niOnpuUEMcme Ha PURKY PECIOPAHHUX NOCTY2

Y emammi nposederno nopisranvrutl ananiz ma 30iliCHEHO OYIHKY PUHKOBUX NO3UYILL 3aK1A0I6 PeCMOPAHH020 20CH00ap-
cmea, GUAGNIEHO KNIOUO08I HANPAMU iX PO3GUMKY MA WNAXY NIOBULEHHS KOHKYPEHMOCHPOMONCHOCIE HA PUHKY DECIOPAHHUX
nocaye. OCHOBHOIO Memo cmammi € nposedeHHs aHanizy KOHKypeHmOC}’lpOMODfCHOCMl ma oyYiHI08aHHsA nomeHuzaﬂy DO3BUMKY
RIONPUEMCING PECHOPAHHO20 20CHO0APCMEBA, OOIPYHNTYBAHHSA HANPAMIE NOKDAWYEHHS X PUHKOBUX no3umu

IIposedeno ananiz cmamy cy4acho2o pUHKy pecmopantux nociye, BUsieneHo K040l Hanpsamu 11020 po3eumxy. Posenanymo
npoyeoypy NOpPIeHAILHO2O 2PAPOAHATIMUYHO20 MEMOOY BUSHAUEHHS KOHKYPEHINOCRPOMOJICHOCMI Ma pelimuney nionpucmcme
DeCmOpanHoi cghepu, wo CKIAOAEMbCS 13 MAKUX eleMeHmi8: (opMYBAHHS KpUMEDIATbHUX NAPAMempie ma 6CMAHOGIEHHA X
numomoi eaeu, 8UbIp NiIONPUEMCMB-KOHKYPEHMIE AHANO02TYHO20 MUNY, BUIHAYEHHS PAHZY OYIHIOBANLHUX XAPAKMEPUCIMUK, PO3-
PaxyHOK IHOUKAMOPI8 KOHKYPEHMOCHPOMONCHOCHI MA 3A2AbHO20 PAH2Y RIONPUEMCIMGEA, 6CMANOGIIEHHS NIONpUcMcmea-iioepa
i nionpuemcmsa-aymcaioepa,; nobyoosa mampuyi, 2pagixy ma 30Hu KOHKYPEHMOCHPOMONICHOCTI Ul BUSHAYEHHS Padiycy Kona
nidepis nionpuemcms.

Y x00i epaghoananimuunoco ananizy po3paxo8ano iHOUKAmMopu OYiHIOBAHHS NOMEHYIATY OOCTIONCYBAHUX HIONPUEMCTNG
HA DUHKY PECIOPAHHUX NOCY2 30 BUSHAYEHUMYU KPUMEPIATbHUMY NAPAMEMPAMY, d MAKOJIC PI6EHb iX KOHKYPEHMOCHPOMOic-
nocmi. Ha ocrosi ompumanux nokaznuxie nooy0osano Mampuyio ma epagix KOHKypeHmHUX RO3uyiti 00CIi0NCYBAHUX 3aK1A0I6
DECMOPAHHO20 20CHO0APCMBA, a4 MAKOHC 6CIMAHOBILEHO 0iand30H iX pO3MAYBaHHs Y 30Hi KOHKYPeHmH020 noasl. Lle 00360nuno
BCMAHOBUNU PUHKOBE CIIAHOBULE PECHOPAHHUX RIONPUEMCING, SIKe XAPAKMEPUIYEMbC MAKUMU 0COOTUBOCISAMU: PECIOPaH
«Silvery posmiugyemuvca y 301i HeGUKOPUCIMAN020 Nomenyiany, pecmopan «Maznymy 3Haxo0umscs Hatioauxicye 00 1idepa, y 30Hi
ouikyeanns nanady; pecmopat «Qazucy 3aumac 301y 1ioepis, a pecmopan «Keimany — 30ny aymcaiioepis. 3a pesynvmamamu
OYIHIOBAHHA NOJIOJICEHHA peCmopanHo2o nionpuemcmea «Kgimany cghopmynvosano nponosuyii wjo0o yO0ocKoHaneHHs 1020
QiANIbHOCTT MA 3MIYHEHHS KOHKYDEHMHUX NO3UYIl, AKI KIIUAIOMYb. NOKPAUeHHA ammocdepu, nidsuLujeHHs pieHs Komgpopniy,
AKocmi 00Cye08Y8aHHS, K8ANipikayii nepconay ma o3eneHeHHs mepumopii pecmopany.

Kito4oBi croBa: purok pecmopannux nociye, niOnpUeMcmea Xapuy8anHs, KOHKYPeHmMOCHPOMOJCHICIb, AHAi3, 2pagoa-
HATIMuYHULl Memoo, OYiHI0B8ATbHI NOKAZHUKU, KPUMEPIATbHI napamempu.

Introduction. The restaurant services market is a dynamic and competitive environment with a diverse range
of food enterprises. The global food service market is constantly increasing due to the growing demand for various
types of restaurant products and the income level of the population, as well as its structure being reshaped by chang-
ing social processes and consumer taste preferences. Therefore, the restaurant services market represents a combi-
nation of food enterprises and consumers forming aggregated demand and supply, as well as relationships between
sellers and consumers of restaurant products. Currently, it is characterized by instability and a highly competitive
environment where competitive processes occur among food enterprises for offering diverse services and culinary
masterpieces to satisfy consumers' evolving and varied needs. Thus, important components in ensuring sustainable
leading positions in each market segment include: analyzing external environment factors and competitors' activ-
ities, identifying key development directions for the restaurant services market, and justifying ways to increase
competitiveness and the development level of the enterprise based on the obtained data.

Analysis of Recent Research and Publications. Many scientific works by foreign and domestic scientists are
dedicated to the problem of analyzing and evaluating enterprise competitiveness. Theoretical problems and meth-
odological approaches to determining competitive advantages are highlighted in the scientific works of F. Kotler,
J.-J. Lamben, D. Evans, 1. Ansoff, A. Marshall, O'Shaughnessy, V. Geets, A. Mazaraki, T. Ostashko, and others. The
theory of competitive advantage by M. Porter is based on reducing costs and efficient resource use [1], A. Marshall's
equilibrium theory focuses on maximizing sales and profits [2], A. Mazaraki emphasizes the importance of finan-
cial, economic, technical, and material competitive advantages [3], T. Ostashko examines approaches to evaluating
product price competitiveness [4]. However, issues related to evaluating and justifying enterprise competitiveness
based on ranking criteria remain not fully disclosed.

Purpose. The purpose of this article is to analyze the competitiveness and assess the development potential of
restaurant enterprises in the Dnipropetrovsk region, justifying ways to improve their market positions.

Results. Competitiveness is an important characteristic of an economic entity and is determined by its advan-
tage over similar enterprises in this sector, both domestically and internationally. Competitiveness is not an inherent
quality of an establishment; it can only be assessed within a group of enterprises in the same industry or producing
similar products and services. Therefore, the level of competitiveness can only be established by comparing enter-
prises within a specific market segment.

Thus, the level of competitiveness of an enterprise can be determined based on distinctive characteristics of
its development, operational efficiency, and the satisfaction of people’s needs with its products and services com-
pared to competitors. Competitiveness indicators indicate the ability and dynamics of an economic entity to adapt
to market competitive environment conditions. The key task for an enterprise in forming competitive advantages is
achieving and maintaining a dominant position based on the ability to produce products and services at a higher and
better level than competitors in this market.

The main essence of the modern restaurant services market is the combination of gastronomic experiences,
high-quality service, and creating a special atmosphere that together form a unique experience for consumers.
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Currently, restaurant services are characterized by a wide range of cuisines and cultures satisfying various
tastes and preferences. Restaurants can specialize in one cuisine or represent international culinary traditions. An
important aspect of progressive restaurants' activities is attention to product quality, using only fresh, high-quality,
and one hundred percent natural ingredients. This contributes to the creation of exquisite food and meeting guests'
needs.

Modern restaurants strive to personalize each consumer's experience by using an individual approach to
service, considering guests' preferences and needs. Applying innovations and technological advancements is now
widespread in the restaurant industry, where new technologies are implemented in management and service pro-
cesses, such as online table reservations, mobile apps for food ordering, electronic menus allowing direct order
transmission from the guest to the kitchen, loyalty programs, and more. The development of online platforms is
a characteristic of modern restaurants that actively use the Internet and social media to promote and realize their
services. Having websites and being present in social media improves consumer engagement and interaction. Res-
taurants are increasingly focusing on social responsibility and creating conditions for sustainable development by
implementing environmentally friendly practices, using local products, minimizing waste, and supporting social
initiatives.

Successful restaurants meticulously work on creating a unique atmosphere and design that attract consumers.
They skillfully use decor, lighting, music, and other elements to create a pleasant and comfortable environment for
their guests. The development of gastronomic tourism is one of the key directions in the modern restaurant services
market, aiming to enjoy local cuisine and gain unforgettable gastronomic experiences. Restaurants become impor-
tant tourist attractions, offering culinary tours, tastings, and various national gastronomy delicacies. The main key
directions of the restaurant services market development in recent years are shown in Fig. 1.

Key directions of restaurant services market development

‘ Technological progress and
Growth in demand for healthy food information technology
development
Development of gastronomic Development of social media and
tourism information technologies

Figure 1. Key directions of restaurant services market development

Source: compiled by the authors

These modern development directions indicate that the restaurant services market has become more diverse,
innovative, and focused on satisfying consumer needs in recent years. To ensure their competitive positions, res-
taurants actively adapt to changes, implementing unique gastronomic offerings and new approaches to improving
visitor service quality.

One of the important tools for determining the competitiveness level of food enterprises and justifying ways
to improve it is the comparative graph-analytical method. This analysis method allows identifying the strengths and
weaknesses of a restaurant enterprise compared to competitors and justifying effective strategies and tactics aimed
at increasing the rating and strengthening the competitive positions of the economic entity based on the obtained
evaluation data. The graph-analytical method involves determining the enterprise's position in the market and meas-
ures for its improvement, performed according to a specific procedure (Fig. 2).

Thus, the procedure of the comparative graph-analytical method for determining the competitiveness and
rating of an establishment in the restaurant services market includes the following sequential operations: forming a
list of criteria parameters (standard characteristics) that are evaluation characteristics of competitiveness; establish-
ing the weight of the criteria parameter based on expert assessment; selecting enterprises of a similar type that are
the closest competitors; determining the ranking of the enterprise's evaluation characteristics based on the absolute
values of the selected evaluation parameters (according to the best result); calculating the overall ranking of each
enterprise considering the weight (significance) of each evaluation parameter indicator; identifying the leader and
outsider enterprise and the distance range between them; building a competitiveness matrix and graph for enter-
prises in the restaurant services market; determining the radius of the leaders' circle (outsiders); determining the
level of competitiveness (competitive positions) of the enterprise in the restaurant services market.

Determining the competitiveness of four similar restaurant enterprises in the Dnipropetrovsk region («Kvi-
tany», «Silver», «Magnumy, «Oasis») operating in the same segment of the food services market using the specified
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method is based on criteria that are most important to visitors according to survey results, namely: food taste, service
quality, price-quality ratio, establishment atmosphere, and rating. The results of the analysis with the defined eval-
uation scores and ranks established by their ranking are presented in Table 1.

Procedure of the comparative graph-analytical method for determining competitiveness

and enterprise rating

L5

Forming criteria
parameters

Establishing the weight
and rank of criteria

)

Selecting competitors of
similar type

parameters
4>
o Calculating Determining the rank of
Identifying the leader and competitiveness g

outsider enterprise

indicators and the overall
enterprise rank

.

criteria parameters of
enterprises

~

Buildinga
competitiveness matrix
and graph

Determining the radius of
the leaders' circle

)

Determining the
competitiveness zone of
enterprises

Figure 2. Procedure of the comparative graph-analytical method
for determining competitiveness and enterprise rating

Source: compiled by the authors

Table 1
Evaluation of competitiveness potential of enterprises
in the restaurant services market of the Dnipropetrovsk region
Evaluation (Criteria) Parameters
Ne E";f;lll’;‘se Food Taste (FT) Se”‘ig %“ahty 1;{;:’0‘(2}‘,‘3“13 Atmosphere (A)|  Rating (R)
ball (B,) | rank |ball(B. )| rank |Ball(B,, )| rank | Ball (B,) | rank | ball (B,) | rank

1 |Silver 4,52 3 4,37 2 4,6 3 4,11 3 4,88 3

2 |Magnum 4,1 4 4,67 1 4,85 2 4,38 1 4,89 2

3 |Oasis 4.8 2 4,18 4 491 1 4,29 2 4,9 1

4 |Kvitan 4,81 1 4,25 3 4,41 4 4,1 4 4,7 4
Weight of the 0,22 0,19 0,37 0,09 0,13
Evaluation
Parameter (Vi) 2V =1

Source: developed by the authors

Based on the data presented in Table 1, the calculation of the weighted (by significance) indicator "food
taste" for each enterprise, characterizing its competitiveness level according to the specified criteria parameter, is
performed according to the formula:

IFT: BFT*VF]’ (1)
where 1, — competitiveness indicator by the criterion "food taste" of the i-th enterprise;

B, . —rank of the i-th enterprise in the evaluation environment;

V., — weight of the criteria parameter "food taste" (0.22).

According to the calculations, the weighted indicator "food taste" (/,,,) for the «Silver», «Magnumy, «Oasis»,
and «Kvitany» restaurants was 0.994, 0.902, 1.056, and 1.058, respectively.

The competitiveness indicator by the criterion "service quality" considering its weight is determined as fol-
lows:

I,= BSQ* Vio 2)

where [ 5o — competitiveness indicator by the criterion "service quality" of the i-th enterprise;
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By, — rank of the i-th enterprise in the evaluation environment;

Vs, — weight of the criteria parameter "service quality" (0.19).

The obtained values of the indicator (/ o) for the aforementioned food enterprises are 0.830, 0.887, 0.794, and

0.807, respectively.

The evaluation of the competitiveness of the studied restaurant establishments based on the indicator

"price-quality ratio" is performed according to the following mathematical expression:

IPQR: BPQR>I< VPQR’ (3)
where / por competitiveness indicator by the criterion "price-quality ratio" of the i-th enterprise;
B, — rank of the i-th enterprise in the evaluation environment;
VPQR — weight of the criteria parameter "price-quality ratio" (0.37).

The weight of the indicator "price-quality ratio" (/ por) for the «Silver», «Magnumy, «Oasisy», and «Kvitany

restaurants is 1.702, 1.794, 1.816, and 1.631, respectively.

The significance of the indicators "establishment atmosphere" and "rating" is calculated similarly using for-

mulas 4 and 5:

1=B*V, (4)

where /, — competitiveness indicator by the criterion "establishment atmosphere" of the i-th enterprise;
B, —rank of the i-th enterprise in the evaluation environment;
V,— weight of the evaluation parameter "establishment atmosphere" (0.09);

1=B*V, ©)

where I, — competitiveness indicator by the criterion "rating" of the i-th enterprise;

B~ rank of the i-th enterprise in the evaluation environment;

V. — weight of the criteria parameter "rating" (0.13).

The obtained values of the indicative indicators of the analyzed enterprises «Silver», «Magnumy, «Oasisy,

and «Kvitany» by the criterion "establishment atmosphere" were 0.369, 0.394, 0.386, 0.369, and by the criterion
"rating" — 0.634, 0.635, 0.637, 0.611, respectively.

The next step in determining the competitiveness level of food enterprises in the restaurant services market is

calculating the overall weighted rank of their indicative indicators:

RJiovrl =2 Bji * Vji (6)

where R, — overall weighted rank of the evaluation parameters;

2B, *V, — sum of competitiveness indicators (indicative) of the j-th criteria parameter of the i-th enterprise.
Thus, the calculated values of the overall weighted rank of the evaluation parameters of the «Silver», «Mag-

numy, «Oasis», and «Kvitan» restaurants and the results of their ranking are presented in Table 2.
Table 2
Ranking of the overall rank of the evaluation parameters of enterprises
Ne Enterprise Name Overall Rank, R Ranking
1 Silver 4,529 11
2 Magnum 4,612 II
3 Oasis 4,689 I
4 Kvitan 4,476 v

Source: compiled by the authors

Based on the ranking of the overall rank of the competitiveness indicators of the aforementioned establish-

ments, it was established that the «Oasisy» restaurant is the leader (L) and the «Kvitany restaurant (A) is the outsider

in the studied segment of the restaurant services market of the Dnipropetrovsk region.
Using the obtained data and formula 7, the range of lagging of the outsider enterprise from the leader is estab-
lished:
D BL-A RLovrI o Ronrl (7)
where D,  —range of lagging of the leader from the outsider;

R, —overall weighted rank of the leader enterprise;

R, . —overall weighted rank of the outsider enterprise.

Thus, the range of lagging of the «Kvitany restaurant (D, ) from the "Oasis" restaurant is 0.213 (i.e., 4.689 —

4.476).
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The lagging of each enterprise from the leader enterprise is determined as the difference between their overall
weighted ranks:

D, =R R, 3

Bi Lovrl ' “Ri

where D, —range of lagging of the i-th enterprise;
R, —overall weighted rank of the leader enterprise;

R, — overall weighted rank of the i-th enterprise.

According to the calculations, the lagging ranges of the «Silver» (D, ) and «Magnum» (D, ) restaurants from
the leading establishment in the food services market were 0.16 (4.689 — 4.529) and 0.077 (4.689 — 4.612), respec-
tively.

The level of competitiveness of each food enterprise in the restaurant services market is determined by divid-
ing the lagging range of the i-th enterprise by the maximum lagging range (between the leader and outsider):

RLovrl — Riowrt

D VL-A

where CM,, — level of competitiveness of the i-th enterprise;
R,,,, —rank of the leader enterprise;
R;... —rank of the i-th enterprise;
D,, ,—lagging range of the leader from the outsider.
The obtained evaluation parameters serve as the basis for creating a competitiveness matrix (Table 3) and
building a graph of the competitive positions of enterprises (Fig. 1).

CM,, = ©)

Table 3
Competitiveness matrix of enterprises
. Evaluation Parameters
Ne Enterprise Rank overall rank | range

Name Rank /| Rank [, L Rank I, | Rank 7, S Ri D, CM,,
1 |Silver 0,994 0,830 1,702 0,369 0,634 4,529 0,16 0,751
2 |Magnum 0,902 0,887 1,794 0,394 0,635 4,612 0,077 0,361
3 |Oasis 1,056 0,794 1,816 0,386 0,637 4,689 0 0
4 |Kvitan 1,058 0,807 1,631 0,369 0,611 4,476 0,213 1

Source: developed by the authors

Thus, to build a graph of the competitive positions of food enterprises, the overall rank indicators and lagging
range values, serving as coordinate points for the X and Y axes, are chosen and correlated as follows: (4.529; 0.16) —
for the «Silver» restaurant; (4.612; 0.077) — for the «Magnumy restaurant; (4.689; 0) — for the «Oasis» restaurant;
(4.476; 0.213) — for the «Kvitan» restaurant (Fig. 3).

1900n1900ral m Silver
1900n1900rat
1900n1900ra B Magnum
1900n190 Oasis
Kvitan
»1900n1900ral
Kvitan
» 1900n1900ral
Oasis
» 1900n1900ral
Magnum
7 1900n1900ral
Silver

Figure 3. Competitive positions of the studied restaurant establishments

Source: developed by the authors
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The competitiveness zone of enterprises in the studied segment of the restaurant services market of the Dni-
propetrovsk region is established by calculating the lagging range radius (10) and constructing the corresponding
graphical circle radii based on the obtained data (Fig. 4):

R =—£ 10
= (10)

where R, — lagging range radius;
D, —range of the i-th enterprise.

Silver

1900n1900ral
1900n1900ral
Kvitan 1900n1900 Magnum
1900n1900ral
Oasis

Figure 4. Radius of Lagging Range of Studied Enterprises from the Leader Enterprise

Source: compiled by the authors

Using the radius value, the position of each enterprise is determined by establishing the range limits according
to the following mathematical inequality:

RJiovrl < Ri SDB[ + RdL’ (1 1)
where Rd, — leader's range radius;

Performing the corresponding mathematical operations allows characterizing the placement features of each
restaurant establishment in the competitive field zone: «Silver» restaurant: 4.529 <R < 5.701 — is in the untapped
potential zone; «Magnum» restaurant: 4.612 < R < 5.784 — is closest to the leader in the attack waiting zone;
«Oasis» restaurant: 4.689 <R, < 5.861 — is in the leaders' zone; «Kvitan» restaurant: 4.476 <R, <5.648 —is in the
outsiders' zone.

Based on the evaluation results of the «Kvitan» enterprise's position in the food services market, the following
proposals for improving its activities and strengthening its competitive positions can be formulated: improving the
atmosphere (creating a cozy and aesthetic environment, ensuring rational planning of lighting points, improving
musical accompaniment of the service process); increasing comfort and service quality (upgrading the restaurant's
material and technical base, replacing used furniture, installing climate control and new ventilation systems, install-
ing sound insulation, replacing decor and menu according to seasons); enhancing staff qualifications (monthly
knowledge control of the menu and service standards, forming corporate culture, introducing checklists); greening
the restaurant's territory.

Implementing these recommendations will help improve the atmosphere in the «Kvitany restaurant estab-
lishment, making it more attractive to guests, thereby increasing the number of consumers and the establishment's
profit.

Conclusions. Conducting an analysis and evaluation of the competitiveness potential of enterprises in the
restaurant services market of the Dnipropetrovsk region based on the graph-analytical method allowed identify-
ing leaders and outsiders in this market segment, assessing their potential, determining strengths and weaknesses
according to selected criteria parameters, and identifying directions for improving activities and increasing the
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competitiveness of these restaurant enterprises. Using this method will allow economic entities to constantly moni-
tor and analyze competitive positions according to various evaluation characteristics and justify management deci-
sions to ensure the enterprise's dominance in the restaurant services market.
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TRENDS IN THE DEVELOPMENT OF THE RESTAURANT SERVICES MARKET:
METHODS OF DETERMINATION AND CHARACTERISTICS

Methodical approaches to determining the current state and development trends of the restaurant services market which
serve as a toolkit for forecasting future dynamic changes in the industry and planning measures for the adaptation of enterprises
to the new conditions of the organization of their activities are considered in the article. The purpose of this article is the study
of modern trends in the development of the restaurant services market and the formation of methodical approaches to their
determination.

In this study, based on the analysis of the external environment of restaurant establishments, the main methods for
determining the current state of the catering services market are established, which include the methods of analyzing market
stability, consumer preferences, competitive environment, and segmentation. With the help of the formed methodological toolkit,
the following is carried out: survey of consumers; study of new popular dishes, recipes, technologies and trends in the industry,
analysis of menus, concepts, price policy, forecasting future directions of industry development. The use of these methods allows:
to determine the features of demand, supply and market equilibrium, evaluate and characterize changes in consumer needs,
establish competitive advantages and disadvantages in the operation of the enterprise; determine the target audience according
to established criteria. Based on the mentioned approaches and methods, the main trends affecting the development of the
restaurant services market were identified and characterized.

Thus, it was proven that the key directions of the development of the restaurant services market are the growing popularity
of healthy food, the development of social media and information technologies, technological progress, and the development of
gastronomic tourism. Certain methods are used as a tool for determining trends in the development of the industry, which provide
the ability to adapt restaurant enterprises to dynamic changes in the service market. They include: marketing research methods,
analysis of trends in the gastronomic industry, observation of competitors, cooperation with specialists and experts, analysis of
changes in consumer demand. With the help of these methods, the main trends in the development of the restaurant business were
determined, namely: economic, gastronomic, technological innovations, macroeconomic and demographic factors. These trends
characterize the demand for restaurant services, the development of the restaurant business, digital development, changing
consumption habits and the state of the consumer market.

Key words: market of restaurant services, development, food enterprises, methods, development trends.
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K0oina 0. 1., Hepaba H. O., Kopuees M. B., Buwnikina O. B., Anmynin K. O. Tenoenyii po3eumky punky pecmopannux
nociye: Memoou euU3HAYEHHA MA XAPAKMEPUCIMUKA

Y cmammi posenanymo memoouyni nioxoou 0o oyinKu cyudcHo20 cmany ma mpenoig po3gumKy pUHKy pecmopanHHux
NOCYe, SIKI CAYHCAMb IHCMPYMEHMAPIEM 015 NPOSHO3YBAHHSA MAUOYMHIX OUHAMIYHUX PUHKOBUX 3MiH. Memoto cmammi € docni-
OXHCEHHA CYHACHUX MEHOeHYill PO3GUMKY PUHKY DeCOPAHHUX NOCTye. ¥ 0anomy 00CHiOxceHHi Ha OCHO8I aHANIZY 308HIUHbBO2O
OMOYeHHs 3aK1A0I8 PeCMOPAHHO20 20CRO0APCHBA BCMAHOBIEHO OCHOBHI NIOX00U 00 BUBHAUEHHS CYYACHO20 CMAHY DPUHKY
DECMOPAHHUX NOCTY2, 00 AKUX BIOHOCAMbCA: AHANI3 PUHKOBOT CINIUIKOCHIE, CROJICUBYUX Nepe6ae, KOHKYPEHMHO20 cepedosutyd,
ceamenmayii. 3a donomozoio chopmosanoeo MemoouyHoeo IHCMPyMeHMapiio 30iCHIOEMbCA. ONUMYBAHHS CHOJICUBAYIS,
BUBYEHHS HOBUX NONYIAPHUX CIPAB, peyenmyp, mexHo102il ma mpeHois 6 any3i, aHai3 MeHi0, KOHYenyil, YiHo80T NOTIMUKU,
NPO2HO3YBAHHA MATIOYMHIX HANPAMIE PO3GUMKY 2ay31. Bukopucmanus yux nioxo0ie 0036014¢€: GUIHAYUMU OCOOIUBOCMI nONUNTY,
Npono3uyii ma pUHKoBoi pieHosazu; OyiHUmMuU ma OXapaKmepusyeamu IMiHU nNOmped CROXCU8AYis; 6CMAHOBUMY KOHKYDEHMHI
nepegazu ma HedoNiKU y poOOmi NiONPUEMCIME PECMOPAHHO20 20CRO0APCMEA, BUSHAYUMU Yilb08Y dyOUmopilo 3a 6CMaHose-
HUMU Kpumepianorumu o3naxamu. Ha ocnosi 3a3nauenux nioxodie 6uagieHo ma oXapaxmepuso8aHo OCHOGHI MeHOeHyii, ujo
BNAUBAIONb HA PO3GUMOK PUHKY PECOPAHHUX NOCTY2. Bemanoeneno, wjo Kuouosumu Hanpamamy po3gumky puHKy pecmopan-
HUX ROCTIYe € 3pOCIMANHA NONYIAPHOCII 300P0BO20 XAPUYBAHHS, PO3GUMOK COYIANbHUX Media ma iH(POpMayitiHuX mexHonozit,
MeXHON0IUHUIL NPO2PeC, PO3GUMOK 2ACHPOHOMIYHO20 Mypusmy. Incmpymenmom susHauenHs menoenyili pO36UMKy 2any3i cy-
Jcams nesui nioxoou, wo 3abe3nedyiontb MONCIUGICIb A0ANmMayii pecmoparnux niONPUEMCME 00 OUHAMIYHUX 3MIH HA PUHKY
nociye, 00 ix ckiady 8X005mb. MAPKEMUH208i O0CTIONCEHHS, AHANI3 MEHOeHYIN ) 2ACMPOHOMIYHIT IHOYCMPIL, CHOCTEPeXCeHH s,
30 KOHKYypeHmamu, CRignpays 3i cneyianicmamu ma eKChepmamu, aHatiz 3MiH y CROMCUgUoMy nonumi. Busnaueno ocnogHi mem-
OeHYil PO36UMKY PeCOParH020 DI3HeCY, a came: eKOHOMIUHI, 2ACIMPOHOMIYHI, MEXHON0IYHI THHOBAYTT, MAKPOEKOHOMIYHI ma
Oemozcpaghiuni. L]i mendenyii xapaxmepusyoms HORUM HA PECMOPAHHI NOCTY2U, PO3BUNOK PECMOPAHH020 0i3Hecy, yudposuil
DO36UMOK, 3MIHY 36UHOK CHOJNCUBAHHA A CIAH CRONHCUBYO20 PUHKY.

KittouoBi cnoBa: punox pecmopanHux nocye, po3eumox, NiONPUEMCMEA Xapuy8anHts, Memoou, meHOeHyii po3UMKY.

Introduction. The restaurant services market is a dynamic and competitive environment with a diverse range
of food service businesses. It is constantly growing due to changes in taste preferences, increasing incomes and
demand for various types of restaurant services. Thus, the market of restaurant services is a set of enterprises and
the number of consumers that form the aggregated demand and supply in the market of food services, as well as
relationships between sellers and consumers of restaurant products. The development of the restaurant services
market is characterized by a number of trends that have a significant impact on the competitiveness of enterprises
in this area.

Analysis of Recent Research and Publications. Issues related to the activities of restaurant business
establishments operating in the food service market, trends in their development, are covered in the scientific and
scientific-methodological works of J. Walker, A. Mazaraki, M. Malska, G. Pyatnytska, P. Pucentailo The peculiarities
of the operation of restaurant business enterprises and the transformation of the restaurant services market were
studied by such scientists as B. Andrushkiv [1], O. Kuzmak [2], O. Grigorenko [3] and others. However, in the
conditions of dynamic changes and instability of the external and internal environment, there is a need to identify
modern trends in the development of the restaurant services market and establish methods for their determination,
which determines the purpose of this work.

The purpose of the article is the study of modern trends in the development of the restaurant services market
and the formation of methodical approaches to their determination.

Presenting main material. Today, the restaurant sector is developing dynamically and it is an important
component of the national food market. At the current stage, there is an increase in demand for healthy food, as
consumers become more aware of their health and change their food preferences. Therefore, restaurant establishments
focused on the production of dishes from natural and fresh products that correspond to a healthy lifestyle of a
person have a dominant position in the competitive environment. Also, today, an important trend in the restaurant
market is the growing interest in local and farm products, as consumers increasingly appreciate local suppliers and
environmentally friendly production. Catering companies that actively include dishes made from such products in
their menu attract the attention of consumers and secure a leading position in the competitive market.

Thus, certain methodological approaches are used to determine modern development trends, consumer needs,
and the competitive environment in the modern market of restaurant services (Fig. 1).

Thus, the following methods are used to determine the current state of the restaurant services market: analysis
of market stability, which allows to establish the peculiarities of supply and demand, factors affecting the change
of these parameters, the volatility of prices for restaurant products and services; analysis of consumer preferences
based on marketing research methods aimed at gathering information about consumer needs and requirements, their
preferences and expectations; analysis of the competitive environment, which provides the definition of competing
enterprises, their strengths and weaknesses, the assessment of price, assortment policy and own brand, as well as
the identification of the main factors affecting these characteristics; segmentation, which makes it possible to divide
the market into segments according to various criteria (behavioral, psychographic, demographic, geographic, etc.)
to determine target audiences and develop strategies aimed at each separate market segment.
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Methodical approaches to determining development trends and the current state of the
restaurant services market
Methods > Purposes of using the methods
Ly Methods of market stability .| Determination of features of demand,
analysis " supply and market equilibrium
Ly Methods of analyzing consumer »| Assessment and characterization of .
preferences changes in consumer needs
Ly Methods of analyzing the »| Establishing competitors, competitive |, |
competitive environment advantages and disadvantages
| »{  Market segmentation methods Determlnauog of the target audience |, |
y criteria

Figure 1. Methodical approaches to determining the current state and development trends
of the restaurant services market

Source: compiled by the authors

The methods of determining trends in the development of the restaurant sector are a necessary tool for
forecasting the future directions of the industry's development, and, therefore, planning measures to adapt the
enterprise to them. Such economic approaches help economic entities to develop strategies and business models
taking into account changes in tastes, needs and demands of consumers regarding restaurant products and services.
Identifying trends also helps to understand what new concepts, technologies and innovations can be used to improve
the guest service process and increase the efficiency of business operations. The use of such methodological tools
contributes to the growth of the level of competitiveness of restaurant establishments, allows them to respond more
quickly to changes in the surrounding environment, use new opportunities to attract and retain consumers, as well
as strengthen their positions in the market by providing unique services, products, forming new concepts that meet
modern trends and consumer requirements and are determined using a process approach (Fig. 2).

The process approach involves the step-by-step organization of the research, which is aimed at achieving
its main goal, namely, determining the trends in the development of the restaurant services market. This approach
includes the following stages of studying the object of research: marketing research, analysis of trends in the
gastronomic industry, observation of competitors, cooperation with specialists and industry experts, analysis of
changes in consumer demand.

Stage 1. Marketing research ]—

» Consumer surveys, focus groups and data analysis

1

S

Stage 2. Analysis of trends in the gastronomic industry

* Study of new popular dishes, recipes and technologies

Stage 3. Observation of competitors |

« Analysis of menus, concepts, pricing policy, etc.

Stage 4. Cooperation with specialists and industry experts |
* Forecasting future directions of industry development

AN AR

Stage 5. Analysis of changes in consumer demand |
* Research of new trends in the industry

Figure 2. Process approach: the content of the stages and methods of determining trends
in the development of the restaurant services market

Source: compiled by the authors

The determination of trends in the development of the restaurant services market is carried out on the basis of
marketing research, which is based on key methods of studying the characteristics of the external environment and
its impact on the internal state of the enterprise. Such studies are aimed at collecting information about the needs and
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requirements of consumers, their preferences, expectations and include methods of consumer surveys, focus groups,
and data analysis. This allows for first-hand information about tastes, priorities and changes in the consumption of
food products and restaurant services, and therefore helps restaurants to develop effective strategies and adapt to
changes in the external environment.

At the stage of analysis of trends in the gastronomic industry, innovative products and processes occurring
in the restaurant industry are studied, including new culinary directions, popular dishes, concepts, technologies
of service and production of restaurant products that appear on the market. This analysis is based on the study of
gastronomic magazines, blogs, social media, as well as experience from participation in exhibitions and conferences
of the gastronomic industry.

At the stage of monitoring competitors, competitor enterprises in the restaurant services market are analyzed in
order to determine their development and innovation strategies. Research may include analysis of menus, concepts,
costs, pricing and assortment policies, marketing strategies, quality of products and services, and other aspects of
competitors' activities.

Cooperation with specialists and experts involves interaction and establishment of partnership relations with
gastronomic consultants, chefs, experts in the field of restaurant business. The high professionalism, extensive
experience and knowledge of these specialists about the gastronomic industry help to identify trends and predict
the future directions of the industry's development. Valuable advice and insights of specialists contribute to the
formation of optimal decisions regarding the development of the enterprise.

Analysis of changes in consumer demand for restaurant services and products also includes changes in tastes,
diets, eating styles, and preferences for popular ingredients. At this stage, the analysis of statistical data, social
changes, research into consumer habits, trends in the food industry, etc. is carried out.

Defining and adapting to the development trends of the restaurant services market is an important aspect in the
activities of catering enterprises to ensure their competitiveness. This approach enables restaurant establishments to
adapt to modern development trends, to respond in time to changes in taste preferences and consumer requirements,
to improve the quality of service, and therefore to form dominant positions on the market.

Based on the mentioned approaches and methods, the main trends affecting the development of the restaurant
services market were identified (Fig. 3).

1

* Demand for restaurant services

>
J

* Development of the restaurant business, changing taste preferences

7
]

* Development of digital technologies

¢ The state of the consumer market

L

* Change in consumption habits

Figure 3. Development trends of the restaurant services market and their characteristics

Source: compiled by the authors

Economic trends affect the demand in the field of restaurant services, since the amount of consumer demand
largely depends on such economic factors as the level of gross domestic product, the level of inflation, unemployment
and the level of income of the population in the country (region).

Gastronomic trends today are characterized by the following areas: food pairing (searching for the perfect
food pairing with drinks); experiential cuisine (participation of guests in the process of preparing ordered dishes);
solo dinner in a restaurant; gastro tours with maximum immersion in local culture; zero-kilometer kitchens (creation
by restaurants of their own gardens, vegetable gardens and farms at a short distance from the establishment and the
offer of ecologically clean, vegetable-oriented farm dinners); growing demand for functional products that provide
additional health benefits (increased immunity, mental energy, performance, relaxation, improved mood and sleep)
and ancient cereals (buckwheat, rye, millet, barley, sorghum, amaranth) characterized by high the content of fiber,
protein, vitamins and minerals.

These trends are related to solving the problem of ensuring and preserving the health of consumers. Currently,
there is an increase in demand for dishes made from ecologically clean raw materials (without GMOs, pesticides,
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herbicides and other chemicals) and fresh products. Ensuring these needs requires food enterprises to improve
logistics systems, in particular such elements as transportation, loading and unloading operations, product storage.

Adaptation to changes in taste preferences and adaptation of establishments to modern requirements can
ensure increased profits due to an increase in the number of visitors and the turnover of places by organizing food
services that meet the conditions of a healthy lifestyle, environmental friendliness, the latest gastronomic concepts,
exotic cuisines, etc.

Innovations and new technologies in the restaurant business today are becoming a mandatory element for
attracting and retaining consumers, whose demands are constantly growing. New technologies are important both
for restaurant visitors (from the point of view of maximizing the convenience, level of comfort and usefulness of
services), and for enterprises, since technological innovations ensure the improvement of the management process,
increasing the efficiency of their production and service activities.

Services of restaurant establishments are characterized by complexity and include such components as concept,
cuisine, service technologies, atmosphere, organization of business processes, etc. Therefore, the introduction of
new technologies and other innovations in any of the specified components can increase the number and loyalty of
consumers and bring business success.

Advanced technologies use the advantages of digitalization, the possibilities of interaction and integration, and
allow them to be used comprehensively to increase the positive impact on the development of the activities of food
enterprises. According to Western researchers and restaurateurs, important directions in which new technologies
will be developed in the near future include: customer service (working with orders); loyalty programs; payment
options; robots and automation.

In the modern market of restaurant services, there is a growing demand for healthy, functional food, which
involves the balance of the main food components in accordance with the age, gender, intensity and characteristics
of a person's labor activity. Innovative services that ensure proper nutrition include the creation of a suitable menu
with the calculation of fats, proteins, carbohydrates and calories, as well as the possibility of delivering these
dishes to the specified address. Certain technologies are used to provide such services. POS systems and their
following functions are in demand in the restaurant business: credit card processing; inventory management, labor
organization, loyalty program; mobile payments, accounting, cloud systems. One of the most popular programs in
the field of digital technology today is R-Keeper. This program allows you to improve the process of production,
warehouse and restaurant management in general based on systems for remote monitoring of restaurant operations,
automation of the warehouse, delivery service, receiving orders and transferring them to the kitchen, CRM system.
In addition, R-Keeper contributes to the effective organization of staff work and the formation of a customer loyalty
system with the help of such software tools as mobile waiter terminals, electronic menu and cash register stations
on a tablet, virtual guest card, automatic table reservation system, video control, etc. The program includes a
convenient warehouse module, which in online mode shows product balances and current purchase prices with
recent dynamics — this allows you to quickly track fluctuations in the cost of meals. Innovations from R-Keeper
allow you to automate the business processes of all restaurant establishments, including modern types of food
establishments, such as anti-cafes, food trucks, etc.

The "Quick Resto" program refers to the universal automation systems of catering enterprises, the functions
of which are: menu creation; settlement with guests; managing the seating of visitors in the hall; creation of loyalty
programs; analysis of stock balances. Functionality includes a CRM system and management accounting, combines
front-office and back-office.

Jowi software has a cloud-based restaurant automation solution, a fast application that combines front-office
and back-office, mobile applications for waiters and chefs, a CRM system and analytics functions. The program
allows you to accept orders and reserve tables, organize delivery. The program is convenient to use both from a
computer and from a tablet or smartphone.

Modern trends in the development of technologies in the restaurant business are characterized by the use
of POS systems, POS terminals, tablet menus (tableservise), touch self-service kiosks (QSR). Digitization and
technological innovations in the market of restaurant services contribute to attracting more consumers, increasing
their loyalty to the establishment, simplifying the administration process, optimizing business processes, reducing
costs and increasing the profit of catering enterprises.

Macroeconomic factors influence the functioning mechanism of the national economy and the country's
internal market, which ensures socio-economic development, dynamic changes, shapes the market structure, the
order and algorithm of processes, and ensures the patterns of interaction of all its participants. Demographic factors
such as the number, composition and structure of the population, features of its territorial location, lifestyle form a
certain demand for products and services of restaurant establishments.

Research conclusions and prospects for further research in this direction. In modern economic conditions,
the key directions of the development of the restaurant services market are the growing popularity of healthy food,
the development of social media and information technologies, technological progress, and the development of
gastronomic tourism. Certain methods are used as a tool for determining the trends in the development of the industry,
which ensure the possibility of adaptation of restaurant enterprises to dynamic changes in the service market. They
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include: marketing research methods, analysis of trends in the gastronomic industry, observation of competitors,
cooperation with specialists and experts, analysis of changes in consumer demand. With the help of these methods,
the main trends in the development of the restaurant business were determined, namely: economic, gastronomic,
technological innovations, macroeconomic and demographic factors. These trends characterize the demand for
restaurant services, the development of the restaurant business, digital development, changing consumption habits
and the state of the consumer market. The proposed methodological toolkit can be used in further studies of dynamic
changes in the market of restaurant services, identification of factors for the development of catering enterprises in
future periods of time.
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CTAHJAPTU3ALIS B COEPI TOCTUHHOCTI - HEOBXIJHICTHh CYYACHOCTI
1 ®AKTOP 3AJTYUYEHHS IHO3EMHUX IHBECTHUIIN

Cmamms npucesyena npobiemam 8 cghepi 20CmuHHOCII — KOHKYPEHMO30amHOCHI, iH8eCmuyilinoi npueabausocmi, o
N08’A3aHI 3 HeOOCMAMHIM pigHeM CMILIKOCmi, BIOCYMHICIIO 2apanmill ma HeOOMPUMAHHAM CMAHOAPMIE C8IM08020 PiHs.
Asmopamu 00ciddHCeH s PO32TAHYMU CUCHEMU CIMAHOAPMuU3ayii ma cepmuixayii pisnux pisHis, Wo cb0200Hi € He8I0 EMHOIO
YACMuUHOI0 JisILHOCII YYACHUKI@ PUHKY 20CMUNHOCMI. B cmammi hagedeno ocnoHi meHOeHyii puHKy 20meibHO-pecmopan-
HO20 Gi3HeCy: akmusHe 6I0HOGNIEHHS NONUMY HA NOCLYeU 20CIMUHHOCTI, NOEOHAHHS pobomu Ha ionouunky («bleisure’ staysy),
2inepnepconanizayis nonumy, mypooma npo 300pos s, wo nompedyomy 6i0 YuacHuKie 2any3i 000AMKOBUX 3yCUTb | KOUMIS.

Besnepeunum niomseeposiceHHAM AKOCHE NOCYe, YAPAGTIHHS HA NIONPUEMCTINGE € DOMPUMAHHA CINAHOAPMIG | HOPM, NOKA3-
HUKU AKUX HANPABIEeHI HA 00CACHEHHA Yinell Cmano2o po3eUmKY, NiONPUEMCMBA, 2ay3i, pecioHy ma Kpainu 6 yinomy. B cmammi
pozenanymo ocobnueocmi cmandapmie ESRS, IFRS SI1 ma IFRS S2, nabip inouxamopis Hotel Sustainability Basics, eanyszesi
kpumepii GSTC, cmanoapmu ISO.

He empauaroms c6010 axmyansHicmy Cmanoapmu, 3a608Ku SKUM KOHMPOTIOEMbCA AKICHIb 8 PISHOMAHIMHUX cghepax Yoice
He 00He Jecamunimms, a maKodic, Ha eUMO2y CyYacHux npoonem, pospodnsiomvcs nosi. Cmanoapmu IFRS S1 ma IFRS S2,
wo Oynu euodami auuie MUHYI020 POKY, HAWiNeHi Ha OOMPUMAHHA NiOnpuemMcmeamu Kypcy docacnenns Llinei cmanozo pos-
sumky. Cmanodapmu noKIuKaui cpopmysamu 008ipy ma enesHeHicnb y JiAIbHOCH NIONPUEMCING, OONOMOSTNY SHAUMY CIITbHY
MO8Y 000 BNAUBY KIIMAMUYHUX PUUKIE MidiC iHBecmopamu ma Oi3Hecamil.

Asmopamu HaéedeHo 0CHOBHI NpobIeMHT MOMEHMU NPOYecis CMaHOApMuU3ayis 01s YKPAiHCbKO20 PUHKY 20CHIUHHOCE
ma nooanvuii nepcnekmugu po3sumxy eanysi. Haeonoweno, wo dompumanns cmanoapmis pisnux pignie ma HanpaeneHocmell
3aKAA0AMU 20CMUHHOCII — He Tuule HA0AE 2Apanmii CROJNCUBAYAM, NIO Yac NPULIHAMMS PilenHs PO Kyniguo nociyeu, daie
1l BUCIYNAE 2APAHMOM CIATOCTIE A NEPCNEeKMUBHOCIIE 01 THBECIOPIS, WO NPUUMAOMb PIUeHHS THBECIY8AmU HOBI NPOeKmu
20menvHo-pecmopanto2o biznecy. Taxi Kpoku 00NOMOdHCYMb AKHAUUMBUOUOMY 8IOHOBTIEHHIO MA CINALOMY PO3GUMKY GiMUU3HA-
HUX niOnpueMcme cghepu 20CMUHHOCH, 3AUHAMMA BULIOHUX KOHKYPEHMHUX NO3UYill HA CEIMOBUX PUHKAX.

KitrouoBi ciioBa: cmanoapmu, cmandapmuszayis, cepmuqpikayis, MINCHApOOHA cucmema CMAHOAPMU3AYLL, THO3eMHI
iHgecmuyii, iHgeCMopu, NOCyeU 20CMUKHOCI, 20CIMUHHICMb, CINANULL PO3GUMOK.

Yakovlieva-Melnyk N. H., Dzhyndzhoian V. V. Standardization in the field of hospitality — the need for modernity and
the factor of attracting foreign investments

The article is devoted to problems in the field of hospitality — competitiveness, investment attractiveness, which are
associated with an insufficient level of sustainability, lack of guarantees and non-compliance with world-class standards. The
authors of the study considered standardization and certification systems of various levels, which today are an integral part of
the activities of hospitality market participants. The article presents the main trends of the hotel and restaurant business market:
active recovery of demand for hospitality services, combination of work on vacation («leisure’ stays»), hyperpersonalization of
demand, health care, which require additional efforts and funds from industry participants.

An indisputable confirmation of the quality of services and management at the enterprise is compliance with standards
and norms, the indicators of which are aimed at achieving the goals of sustainable development, the enterprise, the industry, the
region and the country as a whole. The article examines the features of the ESRS, IFRS S1 and IFRS S2 standards, a set of Hotel
Sustainability Basics indicators, GSTC industry criteria, and ISO standards.

Standards that have been working for several decades remain relevant. They control quality in various areas. New prob-
lems contribute to the creation of new standards. The IFRS S1 and IFRS S2 standards, which were released just last year, aim to
keep companies on track to meet the Sustainable Development Goals. The standards are designed to create trust and confidence
in the activities of enterprises, to help find a common language regarding the impact of climate risks between investors and
businesses.

© H.T. SIxoBiaeBa-MeabHHK, B. B. /Iikmamkosn, 2024
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The authors present the main problematic points of standardization processes for the Ukrainian hospitality market and
further prospects for the development of the industry. It is emphasized that compliance with standards of different levels and
directions by hospitality establishments not only provides guarantees to consumers when making a decision to purchase a
service, but also acts as a guarantor of stability and perspective for investors who decide to invest in new hotel and restaurant
business projects. Such steps will help the fastest recovery and sustainable development of domestic enterprises in the field of
hospitality. Domestic enterprises will be able to confidently compete in the global hospitality market.

Key words: standards, standardization, certification, international standardization system, foreign investments, investors,
hospitality services, hospitality, sustainable development.

IHocTanoBka npodiaemu. B cygyacHOMy CBIT1 IHAYCTPilO TOCTUHHOCTI O4iKyIOTh ITOCTiHHI 3MiHU Ha 6ararbox
PIBHAX: 3MiHA MOBEIIHKH CIIOKMBadiB (Yepe3 BIUIMB 30BHIIIHIX 1 BHYTPIIIHIX (haKTOPiB, MOSIBA HA PUHKY HOBHX
MTOKOJIiHB 3 HOBUMH ITOTpebaMH Ta YSIBICHHSIMH IOAO 33J0BOJICHHS peKpealliitHux motped), Opak mepcoHay, TpaH-
chopmairisi KJIacCHIHHX Oi3HEC-MOJIENeH, MEPeOCMHUCIIEHHs ClIoco0y BelleHHs Oi3HeCy 3 OIVISIy Ha IHTerpamiiHi
MpoIecu cepu TOCTUHHOCTI.

MaiiOyTHs CcTiiika Ta KOHKYpEHTO3/laTHA 1HAYCTPis TOCTUHHOCTI YKpaiH! NOBHHHA HE JIMIIE MPAIfoBaTH Ha
KpEaTHBHUX 1J1esX, ajie i aKTHBHO MEePEXOIMTH Ha CyYacHi CTaHAapTH HaJaHHS MOCIYT TOCTHHHOCTI. JlocarHeHHS
TaKHX IiJIel moTpedye 3HAUHUX JOAATKOBUX KOIITIB Ta JOCBIy yIpPaBIiHHS.

Jist npuiHATTA pillIeHHS PO iHBECTYBaHHS 00 €KTY B cpepi TOCTHHHOCTI, iIHBECTOpaMH, 0COOIMBO, (hiHAH-
coBuMH ycraHoBamu po3BUTKy (DFI), BupimanpHe 3HAYCHHST MAIOTh MiATBEPPKSHHS, [0, TAHUH MPOEKT, € TAKKM,
IO PO3BUBAETHCSI, CIIPUSIE CTATIOMY EKOHOMIYHOMY 3pOCTaHHIO, a00 YMHUTH IHINHI TO3UTUBHU BILTHBIB Ha PO3BH-
TOK, & TAKOXK TapaHTy€e «3I0POBi» (iHAHCOBI MPHOYTKH.

B poni Takux rapaHTiil BUCTYMalOTh CTAHIAPTH Pi3HUX HANpPaBJICHOCTEH 1 PiBHIB, IO BU3HAYAIOTh MEPCIICK-
TUBHICTH 3aKJIaJly HE JIUIIE JIJIS KITIEHTIB, aje i s Oi3Hecy.

YkpalHCchbKa cucTeMa cepTU(IKaIlil Ta cTaHAapTH3aIlT BKE HE OTHE NECATHIIITTS 3HAXOAUTHLCS Ha NIIAXY rap-
MOHI3aIlil Iep)KaBHUX CTaHJAPTIB 3 MIXKHAPOJAHUMH, ajie e i 10 2024 poKy He 3aBXKIU MOXKE HaJIaTH YiTKi BiIO-
BiJli IIIOTO BiJITIOBITHOCTI CBITOBHM CTaHJApTaM SIKOCTI.

MixHnapomHa pasa 31 craHzapTis ctanoro po3Butky (ISSB) 26 uepsust 2023 poky Bunana crannaptu IFRS S1
ta IFRS S2, cTBOproroun HOBY epy pO3KpHUTTS iH(pOpMaNii 1010 CTAJIOTO PO3BUTKY 1 KJIIMATy Ha PHHKAX KaIliTaly
B YChOMY CBITI.

CranaapTy MOKJIMKaHi JONOMOTTH HiABULIUTH IOBIpY Ta BIEBHEHICTb, CTBOPUTH CHIJIbHY MOBY PO BIUIKB
KJIIMaTUYHUX PU3HKIB MK 1HBEeCTOpaMu Ta Oi3Hecamu. Tomy, akTyalbHUM IHUTAaHHAM JJIs YKpaiHCBhKO1 cdepu roc-
THUHHOCTI € OTaHYBaHHS MI>XKHAPOJHUX CHCTEM CepTH(DIKaIlil Ta cCTaHapTH3ALIii.

AHani3 ocTaHHIX JocaiKens i myosikaniii. BaxxnuBicTh cTaHmapTH3allii Ta KaTeropu3ailii 3aKki1ajiB TOCTHH-
HOCTI, 3aJTy4eHHS 1HO3EMHOTO KalliTaly Ta JOCTIPKSHHS rOTebHOro Oi3Hecy YKpaiHH BUCBITIIIOIOTH B CBOIX podoTax
psn HaykoBmiB: C.C. Ianactok [1], M.B. I'pa6ap [2], I.JI. Cazonens, [3], H.B. Tepemniyk [4, 5], O.B. lllukina [6] Ta iH1i.

M.B. I'pabap HaromoIye Ha repeBarax Mpoueaypy KaTeropu3allii roTeliB, 10 Hala€ MOXKITUBICTh CETMEHTAIIIT
PHHKY TOTEIIFHUX TTOCIYT Ta HeoOXiaHy iH(opMaIliro NOTEHIIIHHIM iHBECTOpaM i CHOKMUBAYaM, IO PO3IIHPIOE MOXK-
JIMBOCTI Ta KOHKYPEHTOCIIPOMOXKHICTh Tignpuemctsa. B podorax C.C. I'anaciok [1], M.B. I'pabap [2], H.B. Tepe-
myk [4,5], HaBeAEHO IOCBIJ PI3HUX KpaiH MO0 CTaHAAPTH3aLil MOCIYT TOCTUHHOCTI Ta PO3KPHTI pi3HiI cCHCTEMHU
KaTeropusallii roTeIbHUX MiANPUEMCTB, BIUIMB JaHOTO MPOIECY HA JOCATHEHHS CTaJlOTO PO3BHUTKY, MiIBUILCHHS
npuBabnuBocTi 3aknazis. [.JI. Cazoneup [3] B cBoix poOoTax Aocmikye eheKTUBHICT CHIBIpalli 3 MiXKHAPOIHUMHU
opraHizalisiMu JJ1s1 pO3BUTKY cpepr TOCTUHHOCTI Ta MiABUIEHHS KOHKYPEHTO3JaTHOCTI Ha CBITOBOMY PHUHKY. 3ara-
JIOM, B po00TaX HAyKOBIIIB 3a3HAYEHO, III0 3 METOIO ITiIBUIICHHS KOHKYPEHTO3/IaTHOCTI Ta IHBECTUIIIMHOT TPUBa0IH-
BOCTI BITYM3HAHOI c(hepy TOCTUHHOCTI, HEOOXiTHO TOTPUMYBATHCS MIDKHAPOJIHHUX CTAHIAPTIB YIIPABIIHHS Ta SIKOCTI,
YIOCKOHATFOBATH Ta aKTUBHO BIIPOBAKYBATH MPOLIEAYPY KaTeropu3allii 3aKiiaiB TOCTHHHOCTI B YKpaiHi.

Meta cTarTi. JlocmiKeHHS TPOIIeciB CTaHAAPTH3AIIT Ta CepTU(IKAIll TOCTUHHOCTI SK IHCTPYMEHTY 320XO0-
YEeHHS JI0 1HO3eMHOTO iIHBECTYBaHHS.

Bukian ocHoBHOro marepiajy. OIIHIOIOYH OCOOIWBOCTI PO3BUTKY TOTEIBHO-PECTOPAHHOTO Oi3HECy 3a
2023 pik MOXHA BU3HAYUTH JEKiIbKa OCHOBHUX MOMEHTIB. [lepmmii i, MaOyTh, HABaKIMBIIINI — I CKaCyBaHHS
OCTaHHIX 3HAYHUX OOMEXEeHb Ha TIOAOPOXKi, OB’ a3aHuX 3 Covid, 1110 CHpHUsIIO BUBUTEHEHHIO BiJKIaI€HOTO MOTHUTY.
HaitakTuBHilIe MONUT BiIHOBIIIOBABCS HA PUHKY BiJIIOYMHKY, OCOOJIHBO B OIOPKETHOMY Ta JJIOKCOBOMY CETMEHTaX.

Jpyra TeHaeHLis B roTeNbHIN 1HIYCTpil, sika Oyina 04eBUIHOIO 1€ i paHille, aje, 6e3yMOBHO, IPUCKOPHIIACS
migyac maHaeMii — e 3poctanss «bleisure’ stays» — moeaHaHHs Gi3HeCy Ta BiAMOYMHKY. KapaHTHHHI OOMEKCeHHS
CIPUYMHUIM OC3MPEIeICHTHUH CIUIeCK AMCTAHIIIHOT poOOTH, 1 3 THX Mip 0araro KOMIaHii HaJar0Th IPIOPUTET-
HICTh THYYKOCTI B poOOTi Ta yIpaBJIiHHI.

11100 3aTOBOJIBHUTH MOMUT TAKUX MOTSHIIIHHNX TOCTEH, TOTENI MIPOMOHYIOTh TaKi 3pYyYHOCTI, IK Ha IIBUIKIC-
Huit Wi-Fi, mokpaiieHi KIMHATH JUTsl TEPETroBOPIB, 3py4Hi poO0Ui MicCIIs 1 T.I1.

Tpets TeHmeHIIis — [1e PyX A0 TileprepcoHatizalii B iHAycTpii rocTHHHOCTI. ['0Teni Bce OuIbIe BUKOPUCTOBYIOTh
Big Data (Benuki 0OCSTH JaHHHUX) JUT CTBOPEHHSI TIEPCOHATI30BAHOTO JIOCBITY ISl TOCTEH, CITUPAFOYHNCh HA MUHYI
3BUYKH MEPEnIsiLy Y KYIIBII, a TAKOXK BiIOMI IIepeBary, o0 CTBOPIOBATH iHUBIAyalbHi IPOIO3UII] Ta ITOCTYTH.
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[ yeTBepTa TeHACHIIIS, Ky OM XOTIIOCS 3a3HAYHUTH, — II€ YCBIIOMJICHHS I[IHHOCTI 3I0pOB’S Ta OJIaromomyqysl.
3 TOUKHM 30py TOCTHHHOCTI, 1Ie 03HAYae, 10 3aKJIAAU TOCTUHHOCTI, TIOBUHHI HE JIMIIE JOTPUMYBATUCS CTaHAAPTIB
(110710 YMCTOTH, 3PYUHOCTEH), ajie i OlIblle iHBeCTYyBaTH B Taki 3py4HOCTI, SIK CMa-IEHTPH, TEXHOJIOTIi AlarHoc-
TUKU 3[J0POB’Sl, 1HAMBIAyasbHI IJIAHU JIIKyBaHHS, CIOPSMOBAHI Ha yNpaBIIiHHSA CTPECOM, EMOLIWHY piBHOBAry Ta
MOKPAIICHHS CHY 1 T.II.

IIpuBabiMBicTh 00’ €KTIB TOCTHHHOCTI, SIK 3 TOYKH 30py CIIOXKHBaYa, TaK i 3 TOUKH 30py IHBECTOPA, 3aJICKUTh
BiJI SIKOCTI ITOCITYT, [0 HUMHU HAJIAIOTHCS Ta CUCTEMH YITPABITHHS 00’ €KTOM. 3a0€31eUyI0Th Ta TAPAHTYOTh BUCOKIH
piBEHb CKIIAJIOBUX — CHCTEMH CTaHAApTH3aIlli Ta cepTudikaii pi3HUX PiBHIB.

ESG (Environmental, Social and Governance — iHBeCTHIIi1 B €KOJIOTi4Hi, COIiaJIbHI Ta YIPABIIHCHKI aCTIEKTH )
Ta CTaJIMH PO3BHUTOK — Iie HE e TeHAeHMii 2023 poky, e TOJIOBHI YNHHHKH, II0 MAIOTh (POPMYBAaTH MUCIICHHS
YYaCHHUKIB TaTy3i TOCTHHHOCTI Ha MOAAJIBIII POKH.

3rigno 3 dupektuBoro €C mpo 3BITHICTH M0A0 cTanoro po3Butky mianpueMctB (ESRD), komnanii, siki kia-
CU(]IKYIOTbCS K «BEIHKI», TOBUHHI OyAyTh 3BiTyBaTH Ipo cBOIO mpakTuxky ESG 3 2025 poky, nounnatouu 3 2024
¢inancoBoro poky. Lle Bxitodae qouipHi KOMIaHii IeSKUX opraHizamii, mo He Bxoaars 10 €C, i, 3room, 3aKOHO-
JABCTBO Ma€ MOLIMPIOBATUCS HAa MEHIII MiANPUEMCTBA, 110 MpalioTh B €C, He3aJIeXKHO BiJ] TOTO, e BOHH po3Ta-
moBaxi [7].

ESRS (European Sustainability Reportlng Standards) €Bp0nencm<1 CTaHJAPTH 3BITHOCTI MPO CTAJMHA PO3BU-
TOK HAIal0Th KOMITaHisIM OCHOBY JUIsI 3BITHOCTI 3 €KOJIOTIYHUX, COIIaIbHAX Ta MUTaHb cTiikocti ynpasiinas (ESG).

Iadopmaris, poskpuTa BigmosimHo 10 ESRS, nae 3Mory xoprctyBagam 3BiTHOCTI 3pO3yMITH CYTTEBHH BILTHUB
MiATPUEMCTBA HA JTIOAEH 1 HABKOJIHIITHE CEPE/IOBHIIIE, a TAKOK CYTT€BHUH BIUIMB ITUTAHB CTAJOTO PO3BUTKY Ha PO3-
BUTOK, PE3yNbTaTHBHICTh 1 CTAHOBUILE HlI[HpI/IeMCTBa B MailOyTHROMY. MeTa bOTO CTaHAAPTY (ESRS) oJIsirae
B TOMY, 11100 320€3Me€4NTH PO3yMiHHS apx1TeKTypn ESRS, ym0B odopMmieHHs Ta OCHOBHHUX KOHIICTIIiH, IO BUKO-
PHCTOBYIOTCS, & TAKOX 3arallbHUX BUMOT J10 HiATOTOBKH Ta TPE/ICTaBICHHS iH(opMaIii o0 CTATOTO PO3BUTKY
BianosigHO 10 Jupextusu 2013/34/€C 3 monpaskamu, mo BHeceHi Jupexkrusoro (€C) 2022/246 [8].

€ tpu kareropii ESRS: Hackpi3Hi crangapTH; TeMaTU4HI CTaHIAPTH (€KOJIOT1UHi, COliaJIbHI Ta yIPaBIiHCHKI
CTaHIAPTH); Taly3€Bi CTAHAAPTH.

Crpykrypa 3as1Bu mpo crifikicte ESRS naBenena B Tabmmmi 1.

Tabmung 1
CtpykTypa 3asaBu npo criiikicte ESRS
Yactuna ynpasiaiHcbkoro 3Bity | Koaudikanis ECPC HazBa
1.3aranpHi BigoMocTi ESRS 2 3arasnbHi BiIOMOCTI TIPO i IIPHEMCTBO
2. Exonorivyna indopmartist He 3actocoByeThea Poskpurts indopmaii BiamosigHo o crarti 8 Perna-
merTy (€C) 2020/852 (ITonoxeHHs IpO TAKCOHOMIIO)
ESRS E1 3MiHa KiMary
ESRS E2 3a0pyHeHHS
ESRS E3 Bojni Ta MOpChKi pecypcu
ESRS E4 BiopizHOMaHITTS Ta €KOCHCTEMHU
ESRS ES5 BukopuctanHs pecypciB i IUPKYJIsIpHA €eKOHOMIKa
3. ComianpHa iH(pOpMAIIis ESRS S1 Bracaa po6oua crna
ESRS S2 [TpaliBHUKH B JIAHIFOXKKY BapTOCTI
ESRS S3 IMocTpaxaaini rpomanu
ESRS S4 CrioxvBadi Ta KiHIIEeBl KOPHCTYBadi
4. Indopmaltist Ipo yrpasIiHHS ESRS G1 Benennst 6i3uecy

IDicepeno: [9].

Hackpi3Hi cTaHgapTH He 3aJIeXaTh Bill CEKTOPY, TOOTO BOHH 3aCTOCOBYIOTHCS IO BCIX IMiJIPUEMCTB, He3a-
JIeKHO BIJI TOTO, B IKOMY CEKTOpi 200 ceKTopax MiANMPHEMCTBO MPAIIIOE.

ESRS 2 BCcTaHOBIIOE BUMOTH JI0 PO3KPUTTS iH(opMaIlii, Ky MiANPHEMCTBO TOBUHHO HaJlaBaTH Ha 3aralib-
HOMY PiBHI IIOZI0 BCIX CyTTEBHX IHUTAHb CTAJIOTO PO3BUTKY IIOAO cdep 3BITHOCTI, yNPABIIHHS, CTPATETi], BIIUBY,
YTPaBIIiHHS PU3UKAMU Ta MOXKJIMBOCTSAMH, a TAKOK TIOKA3HUKIB 1 ITisIei.

Temaruuni nokasHuky ESRS 0XOIUTIOIOTE TEMY CTaOro PO3BUTKY Ta CTPYKTYPOBaHi Ha TEMH H MiATEMH, a 3a
notpedu — 1me i Ha Apyruit piBeHb MiATEM.

l'amy3eBi (cexkTopajbHi) CTaHAAPTH 3aCTOCOBYIOThCA A0 BCIX HIANPHEMCTB y Tany3i. BoHM cTOCyIOThCS
BIUIHMBY, PU3UKIB I MOXKIIMBOCTEH, SIKi, IMOBIpHO, OyIyTh CyTTEBHMHU JIJIsI BCIX MiJIPHEMCTB Y TIECBHOMY CEKTODi Ta
sIKi HEe OXOIUICeHI, a00 HEIOCTATHHO OXOILTIOIOTHCS aKTyalbHUMH cTaHmapTamu. CeKTopaibHi CTaHAApTH € Oarato-
TEMaTHYHUMHU, 10 HUX BXOISTH TEMHU, IO HAHOLIBIIE CTOCYIOTECS BiIMOBIIHOT ramy3i.
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Ha nomarox mo BUMOT, BUKIIaJIeHUX y TpboX Kareropisax ESRS, xonu miampueMcTBO poOUTH BUCHOBOK, IIIO
BILJIMB, PU3UK a00 MOXKJIMBICTh HE OXOIIEH1, a00 HeJ0CTaTHBO AeTalabHO oxoruieHi ESRS, ane € cyrreBumu yepes
CBOT KOHKpETHI ()akTh Ta 0OCTAaBUHU, MIAMPUEMCTBO MA€ HAIaBaTH JOAATKOBI BIJOMOCTI

3BiCHO, 110 MPUKJIAA CTaHAAPTU3aLii 3aKiIaZiB TOCTHHHOCTI HE OOMEXYETbCS €BPONEHCHKHM PETi0HOM.
Hotel Sustainability Basics — e BcecBiTHbO BH3HAHHH 1 CKOOPIMHOBAHUHN Ha0ip IHAWKATOPIB CTAIIOTO PO3BHUTKY,
SIKMI MAIOTh BIIPOBAKyBaTH Bel roreni. CTaHmapT npencrapisie 12 mo3umii, ki € GyHAaMeHTATbHUMH IS CTa-
JIOTO PO3BHUTKY TOTEJIIO Ta BKIIOYAE TPU HANPSAMU: €EKTHBHICTD, miaHeTa Ta iroan. WTTC 3akivkae 3aiikaBieHi
CTOPOHH HANPSMKIB 1 3aKJIa/1iB PO3MIIICHHS B YChOMY CBITI 3aIIpOBaPKyBaTH KPUTEPIi Ta IMiIBUIIUTH ILIAHKY CTii-
KOCTI B ITbOMY CEKTOPI.

Jorpumanns Bcix BUMor iHaumkatopiB Hotel Sustainability Basics motpeOye yacy Ta 3ycuib Ajisi BIIpOBa-
JUKCHHS, 0COOJIMBO B TOTEJISIX, SIKi IIOYMHAIOTH CBiM MIISX J0 CTAJIOTO PO3BHUTKY, CaMe TOMY Iepef0adeHo BIIPOBa-
JOKEHHS 8 KpUTEpiiB MPOTATOM MEPIIOTO POKY, a peliTa 4 — 10 TPETHOro POKY BiJl MOYATKY MPOXOIKEHHS IIEPEBiPKHL.
ITprHIMITN THYYKOCTI IPALOIOTh 1 B CUCTEMI CTaHJapTHU3aLlil Ta JO3BOJSIOTH MIAIPUEMCTBAM 00UpaTH KOMOIHALIII0
KpUTEpiiB OLIHKM Ha MEPIIUH pik Ta HaJali.

Hotel Sustainability Basics y3romxkeHo 3 IeKiTbKOMa HAIliOHAJBHUMH Ta MDKHAPOIHUMH BH3HAHHMU CXE-
MaMH, IO J03BOJISE TOTEISIM MPUHMATH IIi CXEMH, SIK YaCTHHY CBOTO IIUIAXY O CTAJOT0 PO3BUTKY.

I'amysesi kpurepii GSTC (I'moGansHa paja cranoro Typusmy) (puc. 1) Oyinu cTBOpEHi 3 METOO JTOCSTHEHHS
CIUIBHOTO PO3YMIHHS CTAJIOTO TYpU3MY Ta € MIHIMYMOM, JIO SIKOTO IIOBUHHI IParlyTH roTedi (abo iHII BUAN PO3-
MinieHHs). CepTudikaiis akpeJJUTOBAHUM OPTaHOM 3a IMMH TIOKa3HUKaMHU O03HaYae, 10 Balll POIYKT YK MOCITyTa
BiJIMOBIIAI0Th HAWBHUIIIMM COIIaJIbHUM Ta €KOJIOTIYHAM CTaHJapTaM Ha PUHKY.

cQO: GSTC

Global Sustainable Touriam Council

* Ouinka BignosignocTi JinasHocTi rotemie kpuTepiam GSTC Moxke oxonawEaTH npoueTypH
Ceprufizaniz GSTC ensHannz A?ZPE.HJETEJ.II':E ,
(rorenis) (meperipka Habopy CTAHTAPTIE) (oprasis cepragixani)

Kpurepil GSTC gnu rorenie e

Cepradiramia (roremnie) MAECHMATERS Marcmuizaniz comianeEEax Ta
e eKTHEHICTE CTAI0T0 Makcnizania BRI 108 _ ’ . ] -

i - ; ) OUTEIeHRA KOPHCTL 714 EXOHOMUHER IEPERar,
MEHeTEMEETY: VIPAETHAT, HAREOJHINHEOTD KTy pHOT Cra MIHIMISAIiA HeTaTHEEHE
EOMVHIEAN{, samyIeRat CepemoEHIE, MIHIMISAMT SR : iTHAE (TIir :

YHIKaTH, Sanyuemst P ’ ] MIH{Mi3AIA HeraTHEHOTO gacnmmsjm;ppmna TPOMATH,
OepCOHATY, JOCEL] KTIEHTIE, HETATHEHOTO BILTHEY BIUTHEY MICIEES 3AHMHATICTE T2 ZAKVINEL,
peEmaMa i T, - mignpaei)

Puc. 1. I'any3sesi kpurepii GSTC

IDicepeno: cgpopmosane asmopamu Ha ocrosi [10]

[TignpuemcTBa, cepTudikoBaHi akpenuToBaHUM opranoM ceptudikamii GSTC, 1mo BiANMOBINAIOTh YCIM KpH-
tepisMm GSTC (abo cranaapty, BuzHanomy GSTC), MaroTh HAWBHIIMKA TOCTYITHHIA PiBEHb TapaHTIH 1 TOBipH. 3aB-
JISIKW aKpeTMTOBaHIM cepTUdikallil KJIIEHTH Ta OKYIIl MalOTh BIIEBHEHICTh Y TOMY, 10 Oi3Hec cepTu(dikoBaHO 3a
Ha/ifHO epPEeBIPEHOIO MPOIEAYPOIO B IPO30PHUii, HEYIIEPEIPKCHHUH Ta KOMIIETCHTHHH CTI0Ci0.

AKTyaJIbHICTh TaKMX CTaHJIApPTIiB MIATPHUMYETHCS W BUMOTaMH CHOXHBadiB. HaBiTh CHOTOIHI HOCHIIKEHHS
MOKa3yI0Th, 110 39% CroXUBaviB TOTOBI IUIATUTH Oinblie 3a CTiiikuit JocBin Ta 43% 3a exosoriyHi moxopoxi. Jlume
noxodiHHA Z Mae 140 TpuibiioHiB JonapiB CHOXXUBUOI CIPOMOXKHOCTI, 1 BOHHU 3asIBIISIIOTH PO Oa’kaHHS BUTPATUTU
iX Ha cTilikuil Ta yHiKanpHUH qocBin [11].

3eitT Booking.com mpo cTanmuii po3BHTOK mofgopoxeit 3a 2023 pik MiCTHTh iH(pOpMaLiio, 3i0paHy Bif MOHA]
33 000 mMaHapiBHUKIB 13 35 KpaiH 1 TEPUTOPIH, sIKa BUCBIT/IIOE JAUJICMY, KOJH JIFOAH BiAYyBalOTh ceOe MOTCHIIIHHO
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3MYIIEHUMHU BUOMPATH MiXK CKOPOYEHHSIM BUTPAT 1 OLIBIIOI0 YBAXHICTIO 100 BUOOPY OLNBII €KOJIOTIYHUX MOJ0PO-
xel. 76% m106aabHUX MaHIPIBHUKH KaXKyTh, III0 BOHU XOTyTh ITOJOPOXKYBAaTH O1IBII €KOJIOTTYHO MPOTSITOM HACTYII-
Hux 12 Micsanis, mo Ha 16% Oinbliie, HiXK aHAJIOTIYHUH noka3HuK 3a 2021 pik, 1 Ha 5% Oinbine, Hix 3a 2022 pik.

Maibxe nosjaoBUHA MaHIPiBHUKIB (49%) 1IyKatoTh MPOIMO3UII] 31 3HMKKAMU Ta EKOHOMIYHHUX CTUMYIIB, I100
BHOpaTH SKOJIOTIYHO YHCTI BapiaHTH (3pocTtaHHs Ha 12% mopiBHsHO 3 2022 pokoM), Tomi sk 42% TOTOBI TOAOPO-
JKYBaTH OUTBII €KOJIOTIYHO 3a JOMOMOIOK0 HapaxyBaHHs OaiiB, sSIKi BOHH MOIJIM O BHKOPUCTATH IS OE3KOIITOBHI
JIOZIATKOBI MJIBIH a00 3HMKKHU Ha caliTax OHJIaH-OpOHIOBaHHS momopoxei [12].

[Tpuknagom citigyBaHHS Cy4acHUX TEHICHIH Moxke Oytu rotens Ritz-Carlton, Grand Cayman, po3ramniosa-
HUH Ha 3HaMeHUTOMY TUIsDKI CeBeH-Maii, 1o MPOIOHY€E CBOIM TOCTSIM HETIEpEBEPIICHY PO3KIIIL, MTOETHAHY 3 TBEP-
JI0I0 TIPUXHIIBHICTIO 70 eKoNoriyHoi crilikocTi. Kypoprt, nepmmii i eqununit 06’ext y Kapubcskomy Oaceitni, skuit
OTpHMaB IT’STh 3ipoK (TmepeMoxels 1’ siTu3ipkoBoro mytiBHHKA Forbes) [13]. Cimeiina nporpama «Ilocnu HaBKO-
JUIIHBOTO cepenoBuia» (Ambassadors of the Environment), po3po6iena nereanapaum JXXanom-Mimenem KycTo,
BHUKOPHUCTOBY€E CIMEIHI 3aX0/11, 1100 MO3HAHOMUTH TOCTEH 13 MPUPOAHUMH UyAeCaMU Ta KyJbTYPHUMH TPaTUIisIMH
KaiimaHoBHUX OCTpOBIB.

3rimHo 3 manumu kommnadii STR Inc., sika Hazmae qaHi MpoO CBITOBY TOTENBHY IHAYCTpitO, cepeanst 1000Ba
IUTaTa 32 TOTEl B IIbOMY ITYHKTI IpH3Ha4YeHH 3pocia Ha 12% y mopiBasHHI 3 2019 pokom. KpyisHi naitrepu mosep-
Hysucs Ha KaitmanoBi ocTpoBH B Oepe3ni 2022 poky, a 10 rpyaas 2022 poky MyHKT NpU3HaYeHHS TpuiHsIB 743 394
Kpyi3HMX macaxupiB Ha 261 cynHi [14, 15].

ToTens Takok TparHe 30inblyBaTH 3alydeHHs nepcoHany depe3 mporpamy REACT (The Ritz-Carlton
Environmental Action Conservation Team). Pa3 Ha micsib cIiBpOOITHHKIB 3allpOIIYIOTh IPUETHATHACS JIO TTaHE],
METOIO SIKOi € 0OTOBOPEHHS, OLliHKA Ta HaJIaHHS BIAT'YKIB IIIOI0 EKOJIOTIYHUX Ta COLIOKYJIBTYPHHUX MPOCKTIB. Takum
YHHOM, KypOpT 3a0e3Medye MIMpIIe OXOIUICHHS TPOMaIH Ta iHTerpamnito iiel nepcoHaiy B cTparerii CTIHKOro po3-
BUTKY Ritz-Carlton. IIpocBiTHHIBKI iHILIaTUBY Ta AHI [l BAKOPHCTOBYIOTHCS JUIS CIIPUSHHS BiAMOBIJANBHIH MOBE-
JiHIi, HanpuKiIan «leHp 6e3 cMITTs», IKUi 3a0X04Uy€e MiHIMI3yBaTH XapyoBi BiIxoau cepen nepconainy [14, 16].

Ceprudikauig ISO 22000 — e BcecBITHRO BUBHAHUH CTaHAAPT, IKUH BUKOPUCTOBYETHCS I BIIPOBAIKEHHS
CUCTEMH YIIpaBIiHHs Oe3MeuHICTIO XapuoBuX nponykTiB (FSMS).

Crargaptu [SO mns iHxycTpii TOCTHHHOCTI MICTATH BUMOTH IO CTAaHIAPTH30BAHOI CHCTEMH MEHEIKMCHTY,
sIKa MITPUMYBaTUME MOCIIIOBHICTh Y HaJlaHHI SKICHUX MPOAYKTIB 1 mochyr s kiieHTiB. Cranmaptu ISO mis
TOTENBHOI 1HAYCTPIi TAKOXK JTy’Ke MPOAYKTUBHI JIJIS 32I0BOJICHHS TIOTPeO 1 OYiKyBaHb KIi€HTIB. TakuM YWHOM, cep-
tudikata [SO € ay’ke KOPHCHUMU JUTsI TOTEIBHOT, PECTOPAHHOT Ta IHAYCTPIi MOCIYT IS BiAIOYHHKY.

Ceprudikanis ISO Moxe JOTOMOTTH 3aKJIaJaM TOCTHHHOCTI I THATH CBilf Oi3HEC Ha CBITOBOMY PHHKY:

— ceprudikaris ISO momomarae 3akiagaM MiATPUMYBATH 3aX0QH 3 OXOPOHH HABKOJHIIHBOTO CEPEIOBUIIA,
3[I0pOB’sl Ta O€3MEKH, 3MEHIITYBaTH PU3UKH, OB’ A3aHi 3 pOOOTOIO Ta €KOJIOTi4HI 3arpO3H;

— ceprudikamis ISO nna 6i3Hecy TOCTUHHOCTI JOIOMAarae CTBOPUTH OCHOBY ISt €(peKTHUBHOI Ta Ai€BOi
JOCTaBKH MPOAYKTIB 1 MOCIIYT, IPUALISE 3HAYHY yBary 30aJaHCOBAHOMY BUKOPUCTAHHIO €HEPrii, 3a0X0UyIOUHU €KO-
HOMIIO KOIITiB B OpraHi3aiiii;

— cranaapt [SO o1iHIoe Ta BU3HAYAE BC1 PU3UKH, ITOB’s13aHi 3 pOOOYMMH MPOIECaMH, 1 3HAXOAMTh CIOCi0 1X
MTOM’ SIKIIICHHS JTs1 OpTaHi3allii;

— ceprudikamis ISO mns roTeniB, pecTOpaHiB 1 IHAYCTPii JO3BULISA ONTUMI3y€e PEKOHCTPYKINIO MPOIECIB
B OpraHi3ailii, 1110, B CBOIO Yepry, CTUMYJIFOE EKOHOMIFO KOIITIB.

Haitnommpewnimi craagaptu [SO, sKi 3aCTOCOBYIOTBCS B iHAYCTPii TOCTHHHOCTI:

Craggapt ISO 9001: Cucrema ynpasmniaas skictio; Cranmapt ISO 14001: Cucrema ynpaBiiHHS HaBKOJH-
urHiM cepenoBuineM; Crangapt [SO 45001: Cuctema yrmpapiiHHS 0XOpOHOO mparli Ta 6e3nekoro; Cranmapt I1SO
50001: Cucrema ynpaBiiHHS €HEPTi€l0;

Crangapt ISO 22000: Cucrema ynpasiiHHs 0€3M€4HICTIO XapuoBUX NpoxykTiB; Cranaapt SOC: CucremHi Ta
oprasizauiiHi 3acoou koutpointo; Crangapt GDPR: 3aranenuii permament 3axucty ganux; Cranpaprt [SO 27701:
Cucrema ynpapiinHs KoH}ineHnidHO0 iHGopManieio (PIMS).

Ceprudikauis ISO 9001 e HaiiOLIBIT HEOOXITHUM CTaHAAPTOM, IO 3a0€3MeUy€e OCHOBY JIISI BIPOBAIIKCHHS
cUCTeMH ympaBiiHHA sAkicTio (QMS) B 3akmani. Bin rapaHTye, 10 AKiCTh MPOIYKTIB, MOCIYT, sIKi Hagae dipma,
a TaKOX IMPOIIECiB, IO BIIOYBAIOTHCS B OpraHi3allii, BIAMOBIIAI0Th MIXXHAPOIHUM CTaHIAPTaM.

ISO 14001 — crannmaprt, sSKui crieniadbHO PO3POOICHUN Il BIPOBAKCHHS CUCTEM YIIPABIIIHHSA HABKOJIHU-
mHiM cepenoBuineM (EMS) B roteni. Lleid crangapT nonomarae nepeBipaTd Bei [ii, iIKi HEraTUBHO BILTMBAIOTH Ha
HABKOJIMIITHE CEPEJIOBHUIIE, THM CaMUM (HOPMYIOUH PEIyTaIlil0 3aKIaay, IO OMIKyEThCS MPoOIeMaMH HaBKOJIHIII-
HBOT'O CEPEIOBHIIIA.

ISO 45001 — crannapt, sikuii 3a0e3nedye OCHOBY JUIsl BIIPOBAXKEHHS CHCTEMH YMPABIIiHHSI OXOPOHOIO 370-
poB’a Ta 6e3nexu npaui (OHSMS) Ha mianpuemctsi. Leit cranaapt rapantye Oesleky NepcoHaly Ta TOCTeH Bia
Oyab-KkuX npodeciiftHuX pU3UKiB a00 TpaBM.

ISO 22000 — cTangapt, IKUT BUKOPUCTOBYETHCS ISl BIIPOBAKEHHS CHCTEMH YIPABIIiHHS O€3MEYHICTIO Xap-
qoBux mponykriB (FSMS). Bin rapanrye, mo ika uu Oynb-siKi 1HII CIIOXKHBYI MaTepiali, sKi 3aKJIaJ MPOIOHYETe
KITIIEHTaM, MalOTh HafKpaIy sSIKiCTh Ta € a0COMIOTHO OS3MEYHIMH Ta 3M0POBUMH.
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ISO 50001 — cTranmaprt, sxuif BUKOPUCTOBYETHCS AJIsl BIPOBAKEHHS CHCTEM yIpaBiiHHs eHepriero (EMS). 3a
JIOTIOMOTO0 JAHOTO CTaHAAPTy MOXKHA ONTUMIi3yBaTH KUJIbKICTh €HEprii, IKa BUKOPHCTOBYEThCs [16].

3 1993 poky YkpaiHa craia IOBHOBaXKHHUI uieHoM MikHapoaHOT opraHizauii 3i ctannapruzanii (ISO) Tta
Mixnapoanoi enexkrporexHiunoi komicii (IEC), unen-kopecnoHaeHT MixHaponHoi oprasizaiii 3aKOHOAABYOI
METPOJIOTii, €BPOIEHCHKOr0 KOMITETY 31 CTaHIapTU3allii, wieH MikHapoaHOT iH(pOpPMAIIIifHOT MepexKi, Ta pueTHa-
nacs 10 Konekcy moOpoYHHHOT IPaKTHKH MIOA0 PO3POOICHHS Ta BUKOPHCTAHHS CTaHIAPTIB €BPONEHCHKOTO KOMi-
TeTy 31 cTanmapru3anii Tomo. Hama gepikaBa B3suta Ha cebe 3000B’sI3aHHS 100 HAONMKEHHS 3aKOHOJABCTBA Ta
rapMOHI3allii CTaHIapTIB, HOPM, MPaBHII 1 cepTh(iKallii 10 €BPONEHCHKUX, Y paMKaX JOTOBOPY 3 €BpONCHCHKIM
CotozoM. 11 IbOTO pO3pOOISIETHCS Ta PeallizyeThesl Oararo JepikaBHUX 1 Tally3eBHX MPOTpaM 3i CTaHAapTH3AIlii,
SIKi, B CBOIO 4Epry, CTUMYIIOIOTh 1HO3EMHI iHBECTHIIi1, MiABUIIYIOTh KOHKYPEHTOCIIPOMOXKHICTh YKPaiHCBKOI IPO-
nykiii. [l{o cTocyeThes kaTeropusaiiii roTesiB, TO i€ i ChOTOHI BITYM3HSIHA CHCTEMA HE BiJIMOBiIa€e B MOBHINA Mipi
€BPOMEHCHKIi, Y1 CBITOBIH.

UneHcTBO B eBponeiicekux ramysesux oprasizaniii HOTREC 1 HSU VYkpaina 3n06yna B 2021 poui. [ns
rOTeNBHOro Oi3HEeCy 1ie 03Ha4Yalo Kypc Ha OHOBJIEHHS 3aKOHOJaBuoi 6a3u BiAMOBIAHO 10 cTannaptiB €C Ta BIpoBa-
JDKCHHS €BPOIICHCHKUX MPAKTHK KOHTPOJIIO YYACHUKIB PUHKY.

JeprkaBHE areHTCTBO PO3BHUTKY Typu3My Ykpainu B 2022 pomi CHiTBHO 3 AcomiaIli€o TOTeNiB i KypopTiB
Vkpainun (UHRA) npoBenn aHoHIMHE ONUTYBaHHSI, 3TTHO 3 SIKHM 81% pECIOHIICHTIB BBaXKAIOTh, IO YKPATHCHKI
CTaHIAPTH 3aCTaplIn Ta HE BPaXOBYIOTh MOTPEOM MOTCHIIHMUX KIi€HTIB, a 58% Harolocwian Ha HEOOXiTHOCTI
3aIPOBAPKCHHSI B CHCTEMY €BPOIEHCHKHMX CTaHAApTiB Kareropmsamii. BogHouac, 3a pesyasraraMu ONUTYBaHHS,
61% yKpaiHCBKHX TOTETIB HE MAIOTh BCTAHOBJIICHOI KaTeropii, 0, B CBOIO YEPry, BIUIMBAE HA SKICTb TOTCIBEHUX
MOCTYT 1 pOOUTH BITYM3HSHUH PHHOK 1€ O1IBII BPa3MUBHM. ToMy, O#ANbIIE BIPOBAKCHHS €BPONCHCHKUX ITij-
xofiB 1o kiacuikariii Ta Kareropusamii rorenis, yHiikaril cTaHAapTIB Ta BIOCKOHAJICHHS IOCBiAY CIIOXHBadi
TOTENFHOTO MPOMYKTY € MEePIIOYEeProBUM Il pUHKY TOCTUHHOCTI B YKpaiHi, 3ay4YeHHs 1HBECTUIIH 10 BITYM3HS-
HUX 3aKJIaJiB TOCTUHHOCTI [17].

B VYkpaini mig yac BiiiHM NPOAOBXKYIOTh (PYHKIIOHYBaTH MEPEKEBl roTellbHI OpeHAU SK MiJ YIpaBliHHAM
MiKHapoaHuX oneparopiB («Radisson», «Hyatty», «InterContinentaly, «Accory, « Wyndhamy, «Hilton», «Rixwell»,
Tak 1 mix ynpaeiiHHAM HanioHampHHX («Optima Hotelsy, «Ribas Hotels», «Premier Hotelsy», «Senator Hotelsy,
«Vertex Hotel Groupy).

PuHKOBa YacTKa roTeNLHUX OTEpaTopiB (MKHAPOIHUX Ta HAIlIOHATBLHUX) 3 KIJIBKICTIO MEPEKEBHX TOTEIIB
300pakeHO Ha PUCYHKY 2.

Rixwell Rixos ArtBuild HG.
- 1% i
1% 1% Optima Hntels‘
51%
‘Hr,ratt
1%
Wyndham HG

1%

InterContinental HG

1%
Radisson HG
4%
Accor Group
T
Vertex HG
3%
Ribas Hotels
Senator Hotels .
" %, Premier 17%
0%

Puc. 2. YacTka rotenbHUX oneparopiB (M>KHAPOAHHUX Ta HAI[IOHAIBHUX) Ha YKPaiHCHKOMY PUHKY TOCTHHHOCTI
[oicepeno: [18]

ISSN 2521-6643 Cucremu Ta TexHonorii, Ne 2 (68), 2024 187



3a KiNbKICTIO TOTeNiB B YKpaiHi MPOBiIHE Micle 3aiMaroTh MEPExKi:

— «Optima Hotels» (64 roremni);

— «Ribas Hotels» (20 roremnis);

— «Premier Hotels and Resorts» (11 rotenis);

— «Accor» (9 rorenib);

— «Radisson» (5 rorenis).

MixHapojiHe TIPOHUKHEHHS B PEriOHHU: cepell HasBHUX 22 TpaHCHAIIOHAIBHUX ToTeliB B M.KuiB posrario-
BaHi 14 (abo 64%), m.JIeBiB — 4 (abo 18%), m.Omeca — 2 (abo 9%), M. Tpyckasems — 1 (4,5%), KypopT BykoBens —
1 (4,5%).

YactuHa roTeiiB BiIMOBHIIACS BiJ] iHO3eMHOTO yripaBiiHHs («Alofty, «Four Points By Sheraton Zaporozhye»
Bij «Marriott», «bpicrons Onmeca» Bin «Starwood Hotelsy»). Po3BUTOK HallioHaIBHUX OepaTopiB akTUBHIIIE HaIli-
JIeHWH Ha perioHu (00nacHi EHTPH Ta MOMYJSIPHI 30HM BiANOYMHKY Ta pekpeamnii). Jleski ykpalHCBKi IOTeIbHI
Mepexi po3noyand po3BUTOK Ha MiKHapogHux puHkax «Reikartzy (Kazaxcran, Y3bekucran, [py3is), «Premier
Hotels» (Yropmuna), «Ribas Hotels» (Inmonesis, [Tonbina, Mongosa).

BucHoBkM Ta mepcnekTMBHM. B mepcrnextuBi mependayaeThcs, 110 Ha TOTENILHOMY PHUHKY YKpaiHM Ha
2024-2026 poku 3aIIaHOBAHO peatizallito 45 HOBUX MPOEKTIB TOTEIbHO-aMapTAMEHTHUX KOMILIEKCIB 1 108 koTemx-
HUX MICTEUOK TOTEIHHOTO THUITY. B HaitOmmkui 1Ba pOKH 3asBIICHE MOTIOBHEHHSI HOMEPHOTO ()OHAY CTAHOBUTH LIS
TOTEJIiB Ta anapTaMeHTiB — 6670 HoMepiB, I KOTSIHKHUX MicTedok — 3097 Oynunkis [18].

[Ticns 3akiHYeHHS BiHM, aHATITUKHA MPOTHO3YIOTh 3pOCTaHHS TYPHCTUYHOTO MOTOKY N0 Ykpainu mo 14,5
MJTH 0¢i0. TakuM YMHOM, HUHINITHIA 00CST HOMEPHOTO (OHY HE 3MOJKE BiJITIOBIIaTH MOIHUTY, a OTEHITIiHA ToTpeda
B HOMEpHOMY (hoHI1 Moxe cTaHOBUTH +30-40% Bix HUHINIHBOI KiIbKOCTI. 1le TOBUHHO OyTH CHTHAJIOM IS BIAIU
Ta HAayKOBOI CIUIBHOTH, III00 BXXE CHOTOJHI aKTHBI3yBaTH POOOTH 1100 TOCUIIAHHS KOHKYPEHTO3aTHOCTI Ta iHBEC-
TULIHHOT TPUBAOIUBOCT] YKPAaTHCHKOTO PHHKY TOCTHHHOCTI.

JonydeHHs 10 MDKXHApOJHHMX CHUCTEM CTaHIApTU3allil Ta MojAajbllla aKTHUBHA rapMOHi3allisl HaI[lOHAIbHOI
CUCTEMHU CTaHAApTIB JO3BOJIMTh YYaCHHKAaM BITUM3HSHOTO TOTENbHO-PECTOpaHHOrO Oi3Hecy 3allyyaTd iHO3EeMHi
IHBECTHUIII] HA CTAHOBJICHHS BITYM3HSIHOTO pUHKY. OTpHMaHHS yKPAaTHCHKUMH TOTEISIMU CEPTH(DIKATIB SKOCTI MiX-
HApPOIHOTO PiBHS, KaTeTOpiil 32 MIKHAPOTHHMH BHMOTaMH, CTAHE CBITYCHHSM UII BHYTPIIIHIX Ta 3aKOPIOHHUX
YYaCHUKIB PUHKY IIParHeHHs 3aKJIaay O CTAJOr0 PO3BUTKY Ta NEPCIIEKTHBHOCTI BKJIaCHHS KOIITIB.
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THTETPAIIIMHUM NIJIXIJ 1O EHEPTOE®EKTUBHOCTI Y TPOEKTYBAHHI
TA BYAIBHULTBI OB’€KTIB 'OTEJIBHO-PECTOPAHHOI'O BIBHECY

Y emammi 0ocnioocyemuvcs 6nius apximexmyprux piuieHs Ha eHepeoe(eKmusHicms 00 €Kmie 20melbHO-pecmopaHHo20
Oisnecy. Ocobnusa ysaza npuodiisiemvpCs RUMAaHHAM 6ubopy mamepianis, opienmayii 6y0ieib, KOHCMPYKMUSHUM DIUEHHSIM,
cucmemam BeHMunAYii ma oCceimaeHHs, a Makodic iHmeapayii 6i0HOBII06aKUX 0Xcepen enepeii. [Ipedcmasneno ananiz cyuacHux
apximexmypHux nioxo0ig, Wo Cnpusioms 3HUNCEHHIO eHEP2OCNONCUBAHHS A 3A0e3neyyIomb CIMATICIb 20MelbHO-PeCOpaH-
HO20 Oi3Hecy.

Memoio cmammi € 00CiOXCeH s ACneKmI6 GNAUGY APXIMEKMYPHUX pilleHb Y NPOEKMYSaHHI ma 6YOiHUYMSI 3aK1a0ie
20MeNbHO-PeCMOpanto20 Oi3HeCy Ha ix enepeoeekmueHichb.

Haoano xapaxmepucmuxy eniugy 306HIiUHIX (hakmopie mepumopii pozminerts 3axkaiady ma 1o2o opieHmayii 6iOHOCHO
cmopin ceimy. Busnaueno KoHcmpyKmugHi Moocnugocmi smenuenns meniosmpam. IIposedeno ananiz cucmem eeHmunsyii ma
KOHOUYioHy8anHa npuminyens. Hagedeno npuxiadu euxopucmanhs iOHOGNIOBAHUX eHepeemuuHux Oxcepen. [logedeno nepe-
saeu asmomamuzayii cucmemu ynpasninua oyoiener. Busnaueno pons axocmi cucmemu ocgimieHHs y nidgulyeHti enepeoegpex-
muenocmi. TIposedeno ananiz 6UKOPUCMAHHS eKON02IYHO Yucmux mamepianie. OxXapakmepu3o8ano Cyuachi enepeozbepiearoyi
mexnono2ii ma innosayitini mamepiany. Ilposedeno ananiz eniugy enepeoepexmuenocmi na npubymrosicmo oisnecy. Haoano
DEKOMeHOayii w000 MONCIUBOCH NIOBUEHHS eHep2oeeKMUBHOCIT MA ONMUMI3AYI] eHepeOCHOJICUBAHHSL WIIAXOM 8NPOBA-
0XCEHHA 3aNPONOHOBAHUX APXTMEKMYPHUX PIuleHb K Y Npoyeci NpoeKmyeans 3akiadie cepu cocmuHHocni, max i nio uac ix
OyOigHuymea.

Pezynvmamu docnioocenns niokpeciomy 6axciugicmy inmezpayii enepeoeqeKmueHux mexnon02il Ha parHix cmaoiax
NPOEKMYBaHHs ma 6 npoyeci excniyamayii Oyoisens.

Kniouogi cnosa: enepeocnosicusanns, enepeosdepexcents, eHepeoeqekmugHics, apXimekmypHi piuienHs, iHHO8AYIlIHI
mexnonoeii, inghpacmpykmypha mepesica, 20menvHO-pecmopantuil oisnec.

Pogrebnyak A. V., Kucher M. M., Sabirov O. V., Grytsenko A. V., Zinchenko H. K. Integrated approach to energy
efficiency in design and construction of hotel and restaurant business objects

The article examines the impact of architectural solutions on the energy efficiency of hotel and restaurant business facili-
ties. Particular attention is paid to the choice of materials, buildings orientation, constructive solutions, ventilation and lighting
systems, and the integration of renewable energy sources. The analysis of modern architectural approaches that help reduce
energy consumption and ensure the sustainability of the hotel and restaurant business is presented. The results of the study empha-
size the importance of integrating energy-efficient technologies in the early stages of design and during the operation of buildings.

The paper considers the main architectural aspects that affect the energy efficiency of hotels and restaurants and provides
examples of modern solutions that allow for achieving high energy efficiency indicators.
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The purpose of this study is to investigate the impact of architectural solutions in the design and construction of hotel and
restaurant business establishments on their energy efficiency. Based on this, its objectives are as follows: to characterize the
impact of external factors of the location area of the establishment and its orientation relative to the cardinal points; to identify
constructive opportunities to reduce heat loss; to analyze ventilation and air conditioning systems; to provide examples of the use
of renewable energy sources,; to prove the benefits of building management system automation; to determine the role of lighting
system quality in improving energy efficiency, to analyze the use of environmentally friendly materials; to characterize modern
energy-saving technologies and innovative materials; to analyze the impact of energy efficiency on business profitability.

Investments in energy-efficient technologies are often perceived as additional costs that are not always a business priority.
However, the long-term perspective shows the opposite: energy efficiency can have a significant impact on the profitability of
hotels and restaurants.

Energy-efficient buildings are becoming more attractive to guests who are increasingly paying attention to environmental
aspects when choosing a place to stay or eat. The marketing advantage provided by energy efficiency certificates or participation
in sustainability programs can be a significant factor in competing in the market.

1t is also worth noting that energy efficiency investments often have a short payback period. Due to reduced energy costs,
such projects can pay off in 3-7 years, after which the company begins to receive a net profit from the saved funds.

Key words: energy saving, energy efficiency, architectural solutions, innovative technologies, infrastructure network,
hotel and restaurant business.

ITocranoBka npoﬁneMn. VY cydacHOMY CBiTi po3B’ sI3aHHS npo6neM €HEePro30epeKeHHS Ta eHeproe(beKTHB—
HOCTI CTalOTh OJTHIMH i3 KITFOUOBHX (haKTOPIB, [0 BU3HAYAFOTh YCIIIIHICTb 1 CTATINI PO3BUTOK OY/Ib-SIKOT rany31 eKo-
HOMIKH, 30KpeMa roTeIbHO-pecTOpaHHoTo Oi3Hecy. Lle 00yMOBITIOE aKkTyalIbHICTh 00paHOT TEMATUKH J0CIiIKSHHSI.
Takoxx, He MEHIIT BaKIMBUMH Ta aKTyaJbHUMH JAJIsI TOTEILHO-PECTOPAHHOTO Oi3HECY € EKOHOMIUHI Ta EKOJIOTiuHi
MIPUYUHY A7 OOpaHHA Cy4aCHUX apXiTeKTYPHHX PillleHb, SIKi CIPUATUMYTh 3HW)KEHHIO BUTPAT Ha €HEProCIIOKH-
BaHHS, MIJBUILIEHHIO KOM(POPTY Ta OE3MeKH I TOCTEH, a TaKoXK MiHIMi3alii HETraTHBHOT'O BILTUBY HAa HABKOJIMIITHE
cepemoBHIIe. APXITEKTYpHI PIllICHHS, IO MPUAMAIOTHCS HA €Talli MPOEKTYBAHHSI, 3HAYHOIO MipOI0 BH3HAYAIOTH
SHEepPreTH4Hy e(eKTHBHICTh MalOyTHHOTO 3aKiaay TOTEeIbHO-PECTOPAHHOTO TOCmomapcTBa. Binm onmTuManbHOTO
BHOOpPY KOHCTPYKTHBHUX MarepialiB, IIAHyBaHHS MPHUMIIIEHb IO 3aCTOCYBAaHHS CyYacHUX IH)KCHEPHUX CHCTEM,
3aJIe)KUTh HE TUTBKH PiBEHh CHEPrOCIIOKUBAHHS, aJIe i 3arajbHa eKCIuTyaTaliiHa e(eKTUBHICTh OymiBii [1].

APpXITEKTOpH Ta 1HXEHEPH CTHKAIOTHCS 3 BUKIMKOM iHTETpallii eHeproe(eKTHBHUX TEXHOJOTIH Ta pillleHb
y CBO1 IIPOEKTH, IO CTAE MOKITUBUM 3aBJISIKU PO3BUTKY HOBITHIX TEXHOJIOT1i, BAKOPUCTAHHIO BiTHOBIIIOBAHUX JIXKE-
pen eHeprii Ta BIPOBaHKEHHIO iHTEIEKTYaIBHIX CUCTEM YIPaBIiHHS 3aKIaJaMU TOTeIbHO-PECTOPAHHOTO Oi3HECY.
Y po6OTi pO3MISIHYTO OCHOBHI apXiTEKTYPHI aCMIEKTH, 110 BIUTUBAIOTH Ha eHeproe()eKTUBHICTh FOTEIIB 1 peCTOPaHiB,
Ta HaBEJICHO MPUKJIAIN CYYaCHUX PillieHb, K1 JO3BOJISIIOTH JOCATTH BUCOKHMX TTOKAa3HUKIB €HEProe()eKTHBHOCTI.

AHaJi3 ocTaHHiX qocaigkeHb i myOaikaniil. AHami3 iICHyIOUMX IOCHIPKEHb Ta MyOiKalii moao miaxiaiB
10 eHeproeeKTUBHOCTI Y MPOEKTYBaHHI Ta OyHiBHULTBI 00’ €KTiB TOTEIbHO-PECTOPAHHOTO Oi3HECY MOKa3aB, L0
JAaHWI HampsM € Hapasi HemonpaiboBaHuM. [laHi nuTanHsA BUB4aauch T. Anarenko, B. f3inoro, O. BumHikiHOO,
A. Kimimmuyk, 1. JleBunpkoro, I'. Tapaciok Ta iHITAMH.

MeTta pocigaenHst. JlociiKeHHS aCTIEKTIB BILTUBY apXiTEKTYPHHUX PIllICHb Y MPOEKTYBaHH1 Ta Oy/[IBHUIITBI
3aKJIaJIiB TOTEILHO-PECTOPAHHOTO Oi3HECY Ha X eHeproeeKTHUBHICTh CTAJI0 METOIO Iiei poboTH. Buxomsuu 3 4oro,
i1 3aBJaHHSAMH BH3HAYCHO: HA/IATH XapaKTePUCTUKY BIUIMBY 30BHIIIHIX ()AKTOPIB TEPUTOPIl PO3MILIICHHS 3aKialy
TOTEIBbHO-PECTOPAaHHOTO Oi3HECY Ta HOTo OpieHTalii BiIHOCHO CTOPIH CBiTY; BU3HAYUTH KOHCTPYKTHBHI MOXKIIH-
BOCTI 3MEHIIICHHS TEIUIOBTPAT; MPOBECTH aHAJi3 CHCTEM BEHTWJIALII Ta KOHIWI[IOHYBaHHS MPHUMIICHb, HABECTH
MIPHUKJIAJX BUKOPUCTAHHS BiIHOBIIOBAaHUX EHEPTeTHYHUX JDKEpPEN; HOBECTH IepeBard aBTOMATH3allii CHCTEeMH
yIpaBiiHHA OyIiBIICI0 3aKJIafy I'OTEIbHO-PECTOPAHHOIO Oi3HECY; BU3HAYUTH POJIb SIKOCTI CHUCTEMH OCBITJICHHS
y MiJBUIICHHI €HeproeeKTUBHOCTI; IPOBECTH aHAaIi3 BUKOPUCTAHHS E€KOJOT1YHO YMCTUX MarepialliB; oxapakTe-
pHU3YyBaTH Cy4yacHi eHepro30epirarodi TEXHOOTI Ta iIHHOBAIliiHI MaTepialii; MPOBECTU aHAi3 BIUIUBY CHEproeQek-
TUBHOCTI Ha NMPUOYTKOBICTh TOTEIBHO-PECTOPAHHOTO Oi3HECYy. Y BHCHOBKAX MPOBEICHOTO JOCITIHKECHHS HAJaHO
PEKOMEHIAIIT MO0 MOXKJIMBOCTI IMiIBUIIICHHS €HeProe(eKTUHBHOCTI Ta ONTHMI3allii eHEPTOCTIOKUBAHHS MUITXOM
BIIPOBA KECHHS 3alIPOTIOHOBAHUX apXITEKTypHUX PIIICHb K y TPOIIECi MPOEKTYBAHHS 3aKIaliB chepu TOCTHHHO-
CTi, Tak 1 i1 9ac iX OyJiBHHUIITBA.

Buxsiax 0CHOBHOTO MaTeplaJ'ly JOOCTiZKEeHHS. Apx1TeI<TypH1 plIJ.IeHH}I BiZIrpaioTh KITFOYOBY POITb y BH3HA-
YEeHHI CHePreTHYHUX MMOKa3HUKIB Oy/liBeNb, 30KpeMa roTelliB Ta pecTopaHiB. [lepir 3a Bce, apXiTeKTypHi pl]J_IeHHH
BIUIMBAIOThH HA TEIUIOBHH OaaHc OymiBIIi. Hanpmcﬂau, ¢opma Oyxisii, mromia ii 30BHIIIHIX MOBEPXOHb Ta iX 13051s-
LilHI BIACTHUBOCTI 6e3nocepe,um>o BILJIMBAIOTH Ha PiBEHb TEIUIOBTPAT 1, BIAMOBIHO, HA HEOOXiIHICTh 10JATKOBOTO
omnajieHHsa a00 KOHJULIOHyBaHHs. Bubip marepianis ams OyniBHUIITBA TAKOXK 3HAYHO BIUIMBAE HA EHEPreTHUHY edek-
TUBHICTb OyAIBIIi 3aKiIaay TOTEIbHO-pecTOpanHoro 0i3Hecy. CyyacHi Marepiajiu 3 BUCOKMMHU TEILIO130JIALiHHUMH
XapaKTEePUCTUKAMH JO03BOJSIOTH 3HU3UTH PiBEHb TEIUIOBTPAT, IO MO3UTUBHO [TO3HAYAETHCS HA CHEProCIOKUBAHHI.
Bukopucranss 6araronrapoBuX KOHCTPYKIIH CTiH, JaXy Ta IMiIOTH MOXKE CyTTEBO 3HU3UTH PiBEHb TEILIONEpenadi,
0 TaKOX CIIPHSIE MIJBUINCHHIO eHeproeeKTUBHOCTI OyiBelb 3aKiiaay TOTEIbHO-PECTOPaHHOrO Oi3Hecy. Baxk-
JIUBOIO CKJIAJIOBOIO € TAKOXK BPaxyBaHHS BIACTHBOCTEH MarepialiB, ki BAKOPUCTOBYIOTECS IS Oy/iBIIi, OCKUIBKH
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BiKHA € 3HAYHUM JIKEPEJIOM TeIIoBTpat. Kpim Toro, Ha eHepreTH4Hi MOKa3HUKHU Oy/iBIIi BIUIMBAIOTH 11 pO3MIILICHHS
Ta OpieHTallisl BIIHOCHO CTOpiH CBiTYy. [IpaBuiibHa opieHTalis OyiB/II MOXe 3a0€3MEeUYUTH MaKCHMaJbHE BUKOPH-
CTaHHS COHSYHOIO TeIJa B3UMKY 1 MiHIMi3yBaTu MOTO BIUIMB BIIITKY, 1[0 CYTTEBO 3HUXKYE MOTPeOy B €HEpril At
omayieHHs 1 KoHnuiiroBanHs. [ImanyBaHHs OyIiBIli TaKOK TOBUHHO BPaXOBYBAaTH IMPHPOAHY BEHTHIIALIO, IO J03-
BOJISIE 3HU3UTH CHEPrOCIOKUBAHHS HA KOHIUIIIFOBAaHHS MOBITPs. BaxkmuBuM (akTopom, 110 BILIMBAE HAa EHEProe-
(hexTUBHICTP Oy/iBEIb, € OpIEHTAIlIS OY/IiBIIi BIIHOCHO CTOPIH CBITY Ta BpaxyBaHHS KJIIMAaTHYHUX YMOB MIiCIICBOCTI.
OpienTariist OymiBJli BU3HAYA€ KiJIbKICTh COHSYHOTO CBITIA, SIKE TIOTPAILISE BCEPENUHY NMPUMIIEHb POTATOM JIHS,
0, y CBOIO 4Yepry, BIUIMBA€E HAa PiBEHb €HEPTOCIIOKHUBAHHS JUTSI OCBITJIICHHS Ta omalieHHs. Hanpukian, opieHTamis
BIiKOH Ta iHIINX CKJITHUX ITOBEPXOHb HA MiBICHB O3BOJISIE MAKCUMAJIFHO BUKOPUCTOBYBATH COHSYHE TEIUIO B3UMKY,
110 3MEHIIye MoTpedy B JOMATKOBOMY OllasieHHi. BogHOYac BIiTKy MOYKe BUHUKHYTH HEOOX1IHICTh Y BUKOPHCTaHHI
COHIIC3aXHCHUX E€IEMEHTIB, TAKHX SIK JKaJlf031 200 HaBicH, JJIs1 3a1I00iraHHs eperpiBy NPUMIIIECHb 3aKJa/(iB TOTENb-
HO-PECTOpaHHOTro Oi3HECy.

OueByHO, 10 IIaHYBaHHSA OyaAiBIi MMOBUHHO BPaxOBYBaTH MICLI€Bi KIIMaTW4HI YMOBH, TaKi K BITPOBi
HABAHTAXXCHHS, PIBEHb OMAJiB, CEPEIHbOPIUHI TEMIEPATYPHU TOIIO. Y PEriOHaX 3 BUCOKOI TEMIIEPATYPOIO BIITKY
BapTO MependaynTi BUKOPUCTAHHA MaTepialiB Ta KOHCTPYKILIH, 110 3HIKYIOTh PiBEHb TEIUIoNepenayi, a TaKox
3aCTOCYBaHHS IPUPOIHOI BEHTHIIAIIT AJIS1 OXOJOMKESHHS IPUMIMICHb. Y XOJOMHUX KIIMAaTHYHHUX 30HaX 0COOIUBY
yBary ciijn HpI/I,I[iJ'I}ITI/I TEIUTOI30JIAIIIT Ta MiHIMI3aMii TerutoBTpaT [1,5]. 3HMKEHHS TETUIOBTPAT € OAHHUM 13 KITIOYO-
BHX acCIIeKTiB eHeproecbeKTnBﬂoro 6yzuBHHuTBa OCHOBHUMH KOHCTPYKTHBHUMH €JIEMEHTAaMH, III0 BILUTUBAIOTH HA
PIBEHB TEIUIOBTPAT, € CTiHH, Jax, IiIOTa Ta BiKHA. BukopucTaHHs cyqacHuX TETUTOI30JIAIIIMHIX MaTepiajliB, TAKIX
SIK eKCTPYIOBaHUH ITOJIICTUPOJI, MiHEpaIbHA BaTa a00 MHOCKIIO, JO3BOJISE 3HATHO 3HU3NUTH TEIUIONIEpEAady yepes i
eneMeHTH. OCcOOIMBY yBary CIIiji IPUIUIATH YTEIICHHIO Jaxy Ta IMiJUIOTH, OCKIJIBKU caMe depes 11l YaCTUHH OyIiBIi
9acTo BiAOyBaroThCs HaWOINBIII BTpaTH Teruia. bararorapoBi KOHCTPYKIIii, III0 BKJIIOYAIOTh TEIUIOI30JIALIIHI Ta
Mapoi30JIALiiiHI mapu, JO3BOJISIOTH HE TUTBKU 3HU3UTH TEIJIOBTPATH, aje if 3a0e3nednt KOM(POPTHI yMOBH B IIPH-
MIIeHHI He3aJIeXHO Bij 30BHIIIHIX Temrmeparyp. BikHa Ta aBepi € 1€ OJHUM BaXKJIMBHUM JKEPEIOM TEILUIOBTpAT.
CyuacHi BIKOHHI CCTEMH 3 MOJABIHUM a00 MOTPIAHUM CKIIIHHSM, 3aIIOBHEH] IHEPTHUM ra3oM, 3HAYHO 3HUKYIOTh
piBeHb Temutonepenadi. Kpim Toro, BUKOPUCTaHHS ClIELialbHUX €Hepro30epiralounx MOKPUTTIB Ha CKIIi TO3BOJISIE
3MEHIIIMTH BTPATH TEIJIa B XOJOAHHUU MEPioJ 1 MmeperpiB BIITKY. Y Tabi. 1 mpencTaBieHO MOPIBHAIbHI TOKa3HUKH
KUTbKOX BHJIIB TEIIOI30JIAIHHUX MaTepialiiB, o Hapa3i MPOMOHY€E CydacHHUH OymiBeIbHUA PHHOK [1, 5].

Tabnuns 1
IlopiBHSIHHSA XapaKTepPHCTUK TeIJIOi30JsALiiHUX MaTepiaJiB
. TenjonpoBiaHicTh R . ) Tepmin
Marepian (BT/wK) Bara (xr/m?) |Baprictb ($/m?) exccruTyaTanii (poxs)
MinepanpHa Bata 0.036 100-200 10-15 30-50
ExcrpynoBanuii miHOMoMicTHPOI ) ) :
(XPS) 0.030 35-45 15-20 50-75
[Toniyperanosa miHa 0.025 30-40 20-25 30-50
CkioBata 0.040 25-35 8-12 30-40

EneproeekTHBHI CHCTEMH BEHTHJIALII Ta KOHAWIIIOBAHHS TOBITPS TaKOXK BIIrpalOTh BAXIUBY pPOIb
y 3a0e3IeueHHi KoM(OPTHOTO MiKpOKIIIMATY B TOTEIsX 1 pecTopanaX. CydacHi BEHTHIISIIHHI CHCTEMU JO3BOJISIOTH
3a0e3meunTr e(heKTHBHUI OOMIH MOBITPs O€3 BTpAT TeIUIa, IO JHOCSATAETHCS 3aBISKH BHKOPHUCTAHHIO PEKyIepa-
TOPiB — IPUCTPOIB, IO TO3BOJISTIOTH NEPEeIaBaTH TEIUIO BiJ BUTSDKHOTO MOBITps A0 mpurutuBHOro [1]. IIpupoxna
BEHTHJIALLIS, IO 3a0€3MeYy€eThCs Yepe3 BiKHA, BEHTHIIAIIIHI KaHAIIM Ta 1HIII OTBOPH, TAKOX € BAXKIIUBUM CIIEMEH-
TOM €Heproe(eKTHBHOTO MPOEKTYBAaHHS. BoHa M03BOJISE 3HU3UTH HABAaHTAKCHHS HA CHCTEMH KOHIMIIIOBaHHS Ta
320€3MEeUNTH OXOJIOKEHHS IIPUMIIIEHb y TEIULY TIOPY POKY.

IHTenexTyanpHi CHCTEMH YNPaBIIiHHS KJIIMATOM, III0 BUKOPUCTOBYIOTH JaTYMKH TEMIIEPATypH, BOJIOTOCTI Ta
SIKOCTI TIOBITPS, TO3BOJIIIOTH ABTOMATHYIHO PETYIIIOBATU MTapaMeTpH BHYTPIIIHBOTO MiKPOKJIIMATYy, 3HIKYIOUH CIIO-
JKUBaHHA eHeprii. Taki cucTeMl MOXXyTh aBTOMaTHYHO BKJIIOYATH 200 BUMHUKATH BEHTHIIALI0, KOHJUIIFOBAHHS Ta
OTaJICHHA 3aJIEXKHO BiJ MOTOYHUX YMOB y NPHUMIILEHHI, 10 J03BOJISE MIATPUMYBATH KOM(OPTHI yMOBH 3 MiHi-
MaJbHUMHU BUTpaTamMu eHeprii. CuCTeMH KOHIUIIIOBaHHS, 1110 BUKOPUCTOBYIOTH TEIJIOBI HACOCH, TAKOX € EHEepro-
e(i)eKTI/IBHI/IM PILICHHAM JIJIsl TOTENIB 1 peCTopaHiB Bonu MOXYTh MPAIFOBATH SIK Ha OXONOKCHHS, TaK i Ha 00irpiB
HpI/IMIH_IeHL BHKOPHCTOBYIOUH TPH LILOMY MiHIMaJIbHY KUTBKICTh €JIEKTPOEHEPTIi. Bukopucranms ribpuaHUX cuc-
TEeM, SIKi KOM61Hy}0TI> pi3Hi mKepena eHeprn JO3BOJISIE TOCSITTH 11I€ BUIINX IIOKa3HHUKIB eHeproe(eKTUBHOCTI. [HTe-
Tpalist BiTHOBIIOBAaHUX JoKeper eHeprn B apx1TeKTypH1 IIPOEKTH TOTENIB i pECTOPaHIB JO3BOJISIE 3HATHO 3HM3HUTH 1X
CHEeProCIOKUBAHHS Ta 3aJCKHICTh Bill TpaAUIIHHUX JKepel eneprii. Cepex HAMTOMMPEHIMNX PillieHh — BUKOPH-
CTaHHS COHSYHUX MaHEeNeH, BITPOBUX TypOiH Ta Te0TepMaIIbHUX CUCTEM [2, 3].

BceraHnoBneHHs COHSYHUX MaHesel Ha naxax abo dacagax OymiBenb 103BoJsie 3a0e3MeUuTH 00’ €KTH BIac-
HOIO €JICKTPOCHEPTI€I0, 3HIDKYIOUH 3aJISKHICTh BiJl TpagULiiHIX eHepropecypciB. KpiM Toro, Taxi pillleHHs! MatoTh
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MO3UTUBHUI BIUIMB Ha €KOJOTIYHUI iMIJDK 3aKJIa/liB TOTEIBHO-PECTOPAHHOTO Oi3HECY, IO € BaXJIMBUM YMHHHKOM
y KOHKYpEHTHil 60poTh0i. COHSUHI TaHEN1 € OAHUM i3 HalleeKTUBHILINX PIlLlIeHb IS FOTENIB 1 peCTOpaHiB, po3Ta-
LIOBAaHUX Yy PErioHaX 3 BUCOKOI) COHAYHOIO aKTUBHICTIO. BOHM MOXYTh OyTH iHTErpOBaHi B KOHCTPYKLIIO Aaxy abo
(hbacany Oynisii, 3a0e3neuytoun BUpoOIeHHs eleKTpoeHeprii st norped Oynisii. BukopucranHs cOHSAYHOT eHeprii
JUTSL TIAITPiBY BOIU TaKOXK € €(PEKTUBHUM PIIIEHHSM, IO AO3BOJISE 3HU3UTH BUTPATH HA rapsve BOIOIOCTAYaHHS
[1, 4]. Tabn. 2 IEMOHCTpPYE MOKa3HUKH e(DEKTUBHOCTI CydyaCHUX COHSAYHHUX MaHenek [1, 4].

Tabmurs 2
EdexTuBHicTH Pi3HMX THUIIIB COHAYHMX NMaHedel
. KK Bapricts Tepmin KinbkicThb eHeprii, 10 BUPOOIAETHCS
Tun nanenei .
(%) | BcranoBJjenns ($ kBT) | ekcniryaranii (poxu) (kB1°'roa/m> Ha pik)
Momnokpuctamiyai | 18-22 1000-1500 25-30 150-220
[Monikpucranivui 15-17 800-1200 20-25 130-180
TOHKOTITIBKOB1 10-12 600-800 15-20 100-140

BitpoBi TypOiHM TakoX MOXYyTh OyTH €(pEeKTHBHHM pIIICHHSAM ISl TOTENIB i PeCTOPaHiB, PO3TAIIOBAHUX
y perioHax 3 HOCTIHMMHE BiTpaMu. Xo4a BiTpOBa €HEpPris MEHIN nepeadadyBaHa, HK COHSYHA, BOHA MOXE CTaTH
Ba)KJIMBUM JIOIaTKOBUM JDKEpesIoM eHeprii. [ eoTepmManbHi cCHCTEMH, 1110 BUKOPHCTOBYIOTH TEILIO 3eMJIi IS 00irpiBy
a00 OXONOMKEHHS MPUMIILEHb, € I1e OJHUM e(EKTUBHUM PIIlIeHHSIM JUIS MiABUIIECHHS eHeproeeKTUBHOCTI Oyi-
Benb. BoHM 3a0e3neuyoTh cTabiabHy poOOTY MPOTATOM YChOTO POKY, HE3aJEXKHO BijJ MOTOAHUX YMOB, 1 MOXYTh
OyTu IHTErpOBaHI B CUCTEMU ONAJICHHS Ta KOHIUIIFOBAHHS.

[HTEIeKTYaNBHI CHCTEMH YIIPaBIIHHS 6yzuBJ1e}0 (Bulldmg Management Systems BMS) n03BosI0TH ONTH-
M13yBaTI/I CITOXXMBAHHS CHEpTii 3aBASKN aBTOMATH3aIli{ npouecm YIIPABIIiHHSA OCBITJICHHSM, OIAJICHHSAM, BeHTHIIA-
Ii€10 Ta KOHAMIIFOBaHHAM. BOHM MOXyYTbh IHTErpyBaTH JaHi 3 Pi3HUX AATYHKIB Ta CUCTEM 6yz[113n1 JUTS. TIPURHATTA
ONTUMAIBHUX PIllleHb MO0 eHeproBUKOpUCTaHHS [3]. BMS 103BONSIFOTE aBTOMATUYHO PETYJIIOBATH OCBITICHHS
3aJIe)KHO BiJ IPUPOIHOTO CBITIA, IO TOTPAIUISIE 10 MPUMIIIEHHs, a00 X 3a HassBHOCTI JIrofiel y npumimeHHi. [le
3HW)KY€E CIIOKHBAHHS CJICKTPOCHEPTii, MiIBUILYIOUN MPH IbOMY KOMQOpT i rocted. CHCTeMH aBTOMaTH3aIlil
TaKOXK MOXXYTb 3a0€3MeUUTH e(EeKTUBHE YNPABIiHHA CHCTEMaMH ONAJCHHS Ta KOHAWIHIOBAHHS, MiATPUMYIOUM
ONTHMAJIBHUM MIKpOKIIMaT B MPHUMIIIEHH] Ta 3HWXYIOUH BUTPATH Ha €Heprilo. BoHM MOXyTh amantyBaTu CBOIO
PpOoOOTY 3aleXHO Bifl 30BHILIHIX MOTOJHUX YMOB, IPOTHO3Y IOTOAU Ta iHIIMX (haKTOpiB, 3a0€3MEUYIOUH MAKCH-
MaJbHy €()eKTUBHICTb. 3 TaON. 3 BUIAHO HasBHI MepeBard BUKOpUCTaHHS BMS-cuctemu ynpaBiiHHA SK Y MUTaH-
HAX eHeproeeKTHBHOCTI Ta 3MEHILEHH BUTPAT Ha ONAJeHHd, TaK 1 Ha cTaH KoM(OpPTHOCTI nepedyBaHHs rocTer
B rotedni [3, 4].

Tabnuns 3
IMopiBHSIHHS MOKA3HUKIB eHeproe)eKTUBHOCTI roreis i3 3acrocyBanusiMm BMS Ta 6e3 Hux
Iloxa3Huk T'oteas 3 BMS T'otens 6e3 BMS
CrnoxuBaHHS €I1EeKTPOCHeprii 30% 3HIKEHHS be3 3min
Burpartu Ha onasneHHs 25% 3HWKEHHS bes 3min
Kombopt s rocreit [TigBrmennii Cepenniii
OKyNHICTh 1HBECTHUIII 5 pokiB bes okymHoCTI

ExosnoriuHo umcti OymiBenbHI Marepiany HE JIMIIE CHPUSIOTH 3HIXCHHIO HETaTUBHOTO BIUIMBY HAa HaBKO-
JIUIIHE CEPEOBUINE, ajle i MOXKYTh ITOKPAIIUTH CHEProeeKTUBHICTh OyziBenb. Taki Marepianu, sK, HAIPUKIAL,
HaTypajbHE JepeBO, IIMHA, IMIHOOETOH a00 MEpiiT, MalOTh BUCOKI TEIUIOI30JIALiIHI BIACTUBOCTI, IO JO3BOJISIE
3MEHIINTH BUTPATHU HAa ONAJICHHS Ta KOHJUIIIOBaHHA [3, 4].

BuxopucTtanHsa marepiajiiB 3 BUCOKOIO TEIUIOEMHICTIO, TAaKUX SIK 0€TOH a00 KaMiHb, TO3BOJISIE aKyMYIIOBATH
TEIUIO BOPOIOBX JHS Ta MOCTYIIOBO BiIIaBaTh HOro BHOYI, IO 3a0e3medye CTaOUTBHUI TeMITepaTypHIH PeXUM
y IpUMIIIeHHI. Y Ta0i. 4 MpeIcTaBICHO MepeBard BUKOPUCTAHHS MIPUPOTHUX MaTepiaiB y OyIIBHHUIITBI 3a IMOKa3-
HUKaMU eHeproedekTuBHOCTI [3, 4]. Bubip marepiaiiB TakoK BIUIMBA€E HA BHYTPINIHIA MIKPOKIIMAT MPUMIIICHb.
Marepiany, mo JUXarTh, TaKi K IIMHA a00 HaTypaJlbHE JEPEBO, 3/IaTHI PETYJIIOBATH BOJIOTICTh y NMPHUMIIIEHHI,
IO CHPHsIE CTBOPEHHIO KOM(DOPTHUX YMOB [UIsl IepeOyBaHHS JIFOACH Ta 3HIDKYE MOTPeOy B JONATKOBUX CHCTEMax
KOHIMI{IFOBAHHS.

Po3BuTok eHepro3depirarounx TEXHONOTIH BiAKPHBA€E HOBI MOXKJIMBOCTI ISl MiJIBUICHHS €HEProe(eKTHB-
HOCTI TOTeJiB Ta pecTopaHiB. OAHUM i3 IPUKIAIIB TAKUX TEXHOJOTIH € BUKOPUCTaHHS CHCTEM TEIUIOBOTO aKy-
MYJIIOBaHHS, IO JO3BOJISIOTH 30€piraTi HaJJUIIKOBE TEIUIO JJISl MONANbIIOTO BUKOPUCTAHHS B ONAIIOBAIBHUX
a0o0 rapsYMx BOAOINOCTaYaJbHUX CHCTEMaX. [HIIOI 1HHOBALI€I0 € BUKOPUCTAHHS (ha3omepexiHUX MarepiajliB
(PCM), sxi 3matHi 30epiraté Ta BiaBaTH TEIUIO Mif Yyac 3MiHHU arperaTHoro crany. Taki Marepiaiu MOXYTh OyTH
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IHTErpoBaHi B KOHCTPYKIIiIO CTiH a0 cTeni, 3a0e3neuyioun cTabiIbHy TeMIeparypy B IMpUMIIEeHHI 0e3 BUKOPH-
CTaHHS 0JaTKOBOI eHeprii [1-5]. 3acTocyBaHHS eHepro30epiraroInx MOXKJINBOCTEH CKJa TAKOX € BAXIIUBUM eJle-
MEHTOM Cy4acHOro OyaiBHUITBA. CKIIO 3 HU3bKUM KOE(]illiEHTOM Teruionepeaadi J03BoJIsi€ 3HU3UTH BTPATH TeIUia
yepes BiKHA, L0 € OJHIEI0 3 TOJOBHUX MpobieM y cTapux Oyaiisax. CydacHi BIKOHHI CHUCTEMH 3 MOABIMHUM abo
MOTPIHIM CKJIOIIAKETOM 1 CIIeHiaTbHUMH TOKPUTTSIMU 3HAYHO IiIBUINYIOTh €HEeproeeKTUBHICT OyIiBeb 3aKia-
JIiB TOTEJIbHO-PECTOPaHHOro Oi3Hecy. KpiM TOro, TeXHOJOTIT «pO3YMHHX» BIKOH, [0 371aTHI 3MIHIOBATH CBOIO MPO-
30pIiCTh 3aJICKHO BiJl 30BHIIIHIX YMOB, J03BOJISIOTH KOHTPOJIIOBATH KUTBKICTh COHSYHOTO CBITJA, SIKE MOTpPAILISE
B IIPUMIIICHHS, 1 TAKMM YHHOM 3HIIKYBAaTH HaBaHTaKEHHS Ha CHCTEMH KOHIUIIIOBaHHS [2, 3, 4].

Tabmunsg 4
IlopiBHsiHHA BIIUBY OyliBeJbHUX MaTepiajliB HA NOKA3HUKH eHeproe)eKTHBHOCTI
MarepiaJ Tennonposinnicts, Br/(M-K) BB Ha eHeproeeKTHBHICTH
Harypanpae nepeBo 0.13 Bucoxwnit
I'muna 0.15 Bucokuit
[TinoGeton 0.04 Jlyxe BUCOKHIA
Beron 1.7 Hu3zpkuit

Hapasi, y apxiTekTypHOMY IUIaHYBaHHI Ta OyIiBHUITBI BX€ LIMPOKO BHKOPUCTOBYIOTHCS apXiTEKTypHi
PIIICHHS, ITOB’s13aHi 13 BIPOBAPKEHHSIM «3EJICHUX» TEXHOIOTIH [3]. «3eNeHi» qaxu Ta BepTUKAIBHI cau — [e apXi-
TEKTYPHI PillICHHS, K1 HE JIUIIE TTOKPAIyOTh 30BHIITHIN BUNIIA OyiBIIi, aje i CIPUSIOTH i IBHIIICHHIO 11 eHeproe-
(extuBHOCTI. Taki aXu 3HIKYIOTH TEIJIOBTPATH B3UMKY Ta 3aXHIIAOTh OYyMiBIIIO BiXl mmeperpiBy BIiTKy. Kpim Toro,
BOHH ITOTJIMHAIOTH TOIIOBY BOIY, IO 3HI)KY€E HABAaHTAXXKEHHSI Ha CHCTEMH BOJOBIABEICHHS. Y Ta0l. 5 IpeacTaBIeHO
MTOPIBHSHHS PI3HUX THIIB «3€NICHUX» JaxiB [2, 3, 4].

Tabmums 5
IMopiBHsAHHA XapaKTepHCTUK Pi3HUX THIIB 3eJIEHUX JaXiB

BapricTh BcTaHOBICHHS - ) TepMmiH exkcriryara- )

Tun xaxy ($/m?) TemnonposianicTs (BT/M?K) uii (poicu) Bara (xr/m?)
ExcreHcuBHuMiA 50-100 0.30 30-50 60-150
InTeHcuBHMIA 150-300 0.15 40-60 200-500

[mxeHepHi CUCTEMH € HEeBiJI'EMHOIO YaCTHHO Oy/Ib-sIKOT OymiBIIi, 1 1X e()eKTUBHICTh 3HAYHOI MipOO BILIH-
Ba€ Ha 3arajbHy eHeproeekTuBHICTh. CUCTEMHU BEHTWIALIT, onaieHHs, KoHauionyBanHs nositps (HVAC), Bomo-
MIOCTAYaHHS Ta OCBITIIEHHS — YCi Il CHCTEMH MOBHHHI OyTH CIIPOEKTOBAHI TAKUM YHHOM, OO0 MiHIMI3yBaTH CIIO-
KMBaHHsI eHeprii 0e3 mxoau At komdopty kopuctyBauiB [1, 5]. EdexruBnicts cuctem HVAC Bu3HagaeThes He
JIUIIE TUIIOM OOJIalHaHHS, aje i THM, HACKIIbKH J0OpE Ii CHCTEMH IHTETPOBaHi B 3arajIbHUIN apXiTEKTypHHU IIaH
OyniBni. Hanpukiaza, BUKOPUCTaHHS CUCTEM peKylepaii Teria J03BoJIsie 3HU3UTH BUTPATH HA OMAJICHHS Ta 0XOJIO-
JOKEHHS, 30epiralouu npu bOMY ONTHMaJbHUNA piBeHb BeHTWIALIT. CydacHi CUCTEMH OCBITIIEHHS, 1[0 BUKOPUCTO-
BYI0Th cBiTnogioau (LED), 103BONSIOTs 3HAYHO 3HU3UTHU CIIOKUBAHHS eleKTpoeHeprii. KpiM Toro, BUKOpUCTaHHS
CHCTEM aBTOMATHYHOTO KEPYBaHHS OCBITJICHHSIM, SIKi aaNTYIOThCS O PIBHS IMPUPOIHOTO OCBITIICHHS Ta IIPHCYT-
HOCTI oIl y mpuMillieHHI, 3a0e3Meuye 101aTKOBY eKoHOMIo (Tabi. 6) [2, 4].

Tabnus 6
IHopiBHSIHHS XapaKTePUCTUK Pi3HUX TUIIB OCBIT/IeHHSA
. EneproedexTnBHicTh Tepmin .. | BapricTb KoediuienT
Tun ocBiTnenns eKcIuTyaTanii .
(am/BT) ($/1mrr) eHeproedeKTHBHOCTI
(ropunm)
Jlammiu pozkaproBaHHS 10-17 1,000 0.5-1 Huzbkuit
I"amorenni TaMnu 20-30 2,000-5,000 1-2 Cepenniit
KomMmakTHi TroMiHECLIEHTHI o
sammn (KJLT) 50-70 8,000-10,000 2-5 Bucoknit
Ceimomionsi tammu (LED) 80-100 25,000-50,000 5-15 Jyxe BuCOKHI

CyuacHi TeHJICHIIiT B apXITEKTypi Ta OyIIBHUIITBI aKTHBHO PO3BHBAIOTLCS B HATPSMKY ITiJIBUINECHHS eHEproe-
(hexTUBHOCTI OyNiBEJIb, 110 BiIOOPAYKAETHCS Y BUKOPHUCTAHHI HOBITHIX TEXHOJIOTIH Ta MarepianiB. Cepell HUX BapTO
BiJI3HAYNTH KOHIICMIIIi «TACHBHOTO OYIMHKY», IHTETPaIlil0 CMapT-TEXHOJIOTIH Ta BUKOPUCTAHHS BiJTHOBIIFOBaHUX
Jokepen eHeprii. «[lacuBHMIA OyTHHOKY» — 1€ KOHIICTIIiA, SKa CIIPAMOBaHa Ha MiHIMI3aIlil0 EHeproCIOXHBAHHS Yepe3
BUKOPUCTAHHS IPHPOAHUX PECYPCiB Ta BUCOKOE(hEeKTUBHUX MarepiamiB. Taki OymiBii MalOTh repMETHUHY 00O0JIOHKY,
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BHUCOKHH PiBEHb TEIUIOI30JILIT, @ TakOX €(QEKTUBHY CHCTEMY BEHTWIALII 3 peKylepalicio Temia. Y pesyibTari
CHEProCHOXXUBaHHS Ha OIAJICHHS Ta OXOJIOPKCHHS 3HIDKY€EThCA 710 MiHIMyMy [6]. CMapT-TeXHOJIOrii, TaKi sk cuc-
TEMH aBTOMAaTHYHOTO KepYBaHHS OCBITJIEHHSM, OMAJICHHSIM, BEHTHIIALIEI0 Ta KoHAuLiroBaHHAM noBiTpa (HVAC),
JO3BOJISIFOTH 3HAYHO MMiABUILUTH €HEProePeKTUBHICTh Oy/aiBesb. BoHM 3a0€3Me4y0Th ONTUMANBHUHN PEKUM POOOTH
IH)KEHEPHUX CHUCTEM, IO JO3BOJISIE 3HU3UTH SHEPTOCIIOKUBAHHS, TOKPAITATH KOM(OPT LI TOCTEH Ta MiIBHITATH
E€KOHOMIYHY e(eKTUBHICTb OymiBii (Tadmn. 7) [3, 6].

Tabmuns 7
IIpukaaam cMapT-TeXHOJIOTiH 11 NiABUIIeHHS eHeproeeKTUBHOCTI
. . . BrniuB Ha Exonomist
CMapT-TexXHOJIOTist DyHKIIOHATBHICTH . ‘o
eHeproe(eKTHBHICTh eHeprii (%)
CMmapr-TepMocTaTi ABTOMaTHYHE PETYIIOBAHHS TEMIIEPATyPH OnTuMizamis podoTH CUCTEM
B 3aJISKHOCTI BiJl IPHCYTHOCTI JIFOZIEH Ta HVAC 10-15%

30BHILIIHIX YMOB
[HTeNneKTya bHi cucTe- | ABTOMaTHYHE BMUKAHHS/BUMHUKAHHS CBITIA | SHIDKCHHS CIIO)KUBAHHS €JICK-
MH OCBITJICHHS B 3aJIC)KHOCTI BiJl piBHS PUPOJHOTO OCBIT- | TPOEHEPTii 20-30%
JICHHS Ta IPUCYTHOCTI JIIofied
Cucremu yrnpaBiniHHs | MOHITOPHUHT Ta aHalli3 eHeprocnokuBaHHs B | [linBuiieHHs 3aranbHOi edek-
e"eprieto (EMS) PEeXUMIi peasbHOTO Yacy TUBHOCTI OyiBITI

15-20%

[TincymoByrO0YH OTpUMaHi Pe3yJIbTaTH, IiIKaBO IMOPIBHATH BILUIUB Ha eHEproe()eKTUBHICTh OCHOBHUX apXiTeK-
TYpPHUX PillIeHb, 1110 PO3TIIHYTO Y Ta0I. 8 [3, 6].

Tabmnurs 8
IlopiBHSIHHSA OCHOBHHX aPXIiTEeKTYPHHUX pillleHb 32 BIIMBOM HA eHeproe(peKTHBHICTD
Abxi . Bnus Ha . BapricTs
PXiTeKTypHe pillleHHs . JoBrocrpoxoBuii epexr
eHeproe(eKTUBHICTH BNpoOBa:keHH ()
Opienrarist OyaiBii Bucoxuii 3HMKY€E BUTPATH Ha eHeprocno- | BinHocHO Hu3bKka
KMBaHHS
Buxopucranus temnoizons- | Jlyke BHCOKHUIA 3HmKye TeTUIOBTpaTh Ta enep- | Cepenas
IHHUX MaTepiaiB TOBUTPATH HA KOHIUITIFOBAHHS
IuTerpanis BinHOBIMIOBaHUX | Bucokuit 3HIKYE 3aJIeXKHICTh BiJ Tpagu- | Bucoka
JDKepeT eHepril LIHHIX €HepPropecypcis
[HTerparis cMapT-TeXHO- Bucoxwuii Onrumizye poboty imxenepHux | Cepenns
JIOT1H CUCTEM

3po3ymisio, IO TUTBKK 1HTETPOBaHUN MiIXiA A0 BUOOPY THX UM 1HIIUX apXiTEKTypHUX PillleHb y OyIiBHULITBI
TOTEJIB Ta PECTOPAHIB TOMOMOXKE OTPUMATH MAaKCHMAIIBHIH €(EKT 3 ONTUMI3allii eHeProCIOKUBAHHS Ta EHEProe-
(hEeKTUBHOCTI SIK TOTEIbHO-PECTOPAHHUX 3aKJIAJIB, TAK 1y IIJIOMY Oi3HECY.

BucnoBku. EHeproeheKTHBHICTh cTa€ KPUTUYHO BAXXIUBHM aCIIEKTOM PO3BHTKY TOTEIHHO-PECTOPAHHOTO
0i3Hecy. BripoBakeHHs eHeproe()eKTUBHIX TEXHOJIOTIHM Ta pillleHh HE JIUIIE CIpPHUAE 3HWKECHHIO SKCILTyaTalliii-
HUX BHTpAT, ajie ¥ MiIBUIIY€e KOHKYPEHTOCIPOMOXHICTh TOTEIFHO-PECTOPAHHOTO MiATPUEMCTBA, TIOKpPAIIy€e HOTO
iMiZK Ta pOOHUTH OIIBII HpI/IBa6.]II/IBI/IM JUISL €KOJIOTIYHO CBIJOMHX KITi€HTIB. EHeproeq)eKTI/IBHiCTL TOTEJIbHUX Ta
pecTopaHHUX 00’ €KTiB 3HAYHOIO MipOIO 3aJICKHUTH BiX apx1TeKTypHHx pillicHb, MPUUHATHX HA €TaIll MPOEKTYBAHHSL.
OnTuMizais opleHTauu 6ymBm BUOIp MaTepialiB, iHTETpallisl Bi/IHOBIIOBAHUX JIKEPeEIl eHeprn Ta BUKOPHUCTAHHS
CMapT-TEXHOJIOTiH 31aTHI CYTTEBO 3HU3UTH €HEPrOCIIOKUBAHHA Ta MOKPAIIUTH €KOHOMIYHI MOKa3HUKU 00’ €KTiB.
BrpoBapkeHHS TakuX pillleHb CTa€ HEOOXiTHUM Yy CydaCHUX YMOBAX, KOJIM IIUTaHHSI €eHEPro30epe:KeHHS Ta eKOJIO-
TIYHOI CTIHKOCTI CTAlOTh BCE OLIBII aKTYaIbHIMU. APXITEKTYPHI PillIeHHS], 110 BKIIOYAIOTh BUKOPUCTAHHS BiJTHOB-
JIIOBAHUX JIKEPEIT eHEpriil, eHepro30epiralounx MarepiajiB i pO3yMHHX CUCTEM YIPaBIiHHS OYIiBISMH, TO3BOJISIOTH
JOCSTTH BHCOKHX MOKA3HUKIB eHeproedekTtuBHOCTI. Lle, y cBOIO uepry, 3ade3medye cTannii pO3BUTOK TOTEIIB Ta
PECTOPaHiB, 3MEHIYFOYH iXHIH €KOJOTIYHHH CIIIJT 1 CIPUSIOUH 30epeKEHHIO MPUPOTHUX PECypCiB. 3BaXKalOUH Ha
mI00aTbHI TEHACHITIT y chepi eKoIoTii Ta eHeProePEKTHBHOCTI, IHBECTHIII B I1i HAIPSIMKH € HE JIUIIC aKTyaIbHUMH,
ayie i HeoOXiJTHUMH JUTS YCIIITHOTO PO3BHTKY TOTEIBHO-PECTOPAHHOTO Oi3HECY B MallOyTHBOMY. EHeproedekTus-
HICTb, SIK CKJIQJIOBa CTPATErii CTANIOrO PO3BUTKY, CTA€ BAKIMBHUM iHCTPYMEHTOM IIiABHIIECHHS NMPUOYTKOBOCTI Ta
KOHKYPEHTOCIPOMOKHOCTI Ha Cy4acHOMY PHHKY. [HBecTHIIIT B eHeproeeKTUBHI TEXHOJIOTI] YacTO CIPHUHMAIOTHCS
SIK IOJATKOBI BUTPATH, SIKi HE 3aBXIM € IPIopUTeTHUMU 1151 613Hecy. [IpoTe, Z0BrocTpoKkoBa MepcreKTUBa CBITUUTh
PO 3BOPOTHE: €HEProe(PeKTUBHICTh MOXKE CYTTEBO BILTMBATH HA MPUOYTKOBICTh TOTENIB Ta peCTOpaHiB. SHIKEHHS
BUTpAT Ha E€HEeprito Oe3nocepeaHbo 301IblIy€e NMPUOYTKOBICTh MiNPUEMCTBA. BIpoBaIKeHHS! Cy4yaCHHX CHUCTEM
OCBITJICHHS MOXKE 3HU3UTU BHTpaTH Ha eHepriro Ha 20-40%, mo ocoOIMBO BaXKIMBO B YMOBAaX 3pOCTaHHS IIiH HA
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eHepropecypcu. Kpim Toro, eHeproedekTruBHi Oy/IiBii CTarOTh OibII MPUBAOIMBUMU ISl TOCTEH, SIKi Bce OiIbIme
3BEPTAIOTh YBary Ha EKOJIOTi4HI acleKTH HpH BUOOpPi Micus Juis MpOXKUBaHHS a00 xapuyBaHHS. MapKeTHHroBa
nepesara, sIKy HaJjaloTh CepTH(]iKaTH eHeproe(eKTUBHOCTI 200 y4acTh y IporpaMax CTajaoro po3BUTKY, MoXxe OyTu
3HAYyIIUM (aKTOPOM Yy KOHKYpeHLii Ha puHKY. Takoxk BapTO BiJI3HAYUTH, IO 1HBECTHLI] B eHEproe(eKTUBHICTD
9acTO MalOTh HE3HAYHUH TIEPio OKYIMHOCTI. 3aBISKH 3HIDKCHHIO BUTPAT HA SHEPTil0, TaKi MPOEKTH MOXKYTh OKyIa-
THCA 32 3-7 POKIB, HICIIS YOTO FOTEIBHO-PECTOPAHHE MIAMPUEMCTBO TIOUHHAE OTPUMYBATH YHCTHIA TPUOYTOK.
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IllanoBHi aBTOpH!

Jlo HaykoBoro xypHamy «CHCTEMH Ta TEXHOJOTIl» MPUIMAIOThCS PYKOIIMCH HAyKOBUX IIPallb, SIKi HIKOJIM paHiIIe
He IyOITiKyBaJIHCs 1 He PU3HAYCHI ISl OTHOYACHOT ITyOiKaiil B iHIINX BUIAHHSX.

[Tpocumo BpaxoByBaTy BUMOTH JIO CTaTei 1 MOPSAKY X mojanHHs 1o myOnikanii. Marepiasm, oopMIteHi 3 BIAXUICHHIM
BiJI 3a3HAUEHNUX HIDKYE BUMOT IIO/I0 TTIOPSAKY ITOIaHHS Ta 0(hOPMIICHHS HAYKOBOI CTATTi, PEIKOJIETIs HE PO3IIsiIaE.

Ilpuiimaromeca cmammi, HaMCaHi YKPATHCHKOIO, aHITIHCHKOK0 MOBAMH.

Pykonuc cmammi nogunen mamu maxi enemenmu:

1 — V/IK (BupiBHIOBaHHS 10 JTiBOMY Kparo). BusHaunTtu kon — uB. http://www.udcsummary.info/php/index.php?lang=uk;

2 — iHiIiaay Ta npi3BuIe aBTopa (IpudT — HaiBKUPHHIA), HAYKOBHI CTYITiHb 1 BI€HE 3BaHHSI, TI0Ca/1a Ta Miciie poOOTH
(ToBHa Ha3Ba CTPYKTypHOTO minposairy), ORCID (mupudt — npsamuii);

KoxkeH HacTymHHMIA Cr1iBaBTOP 3 HOBOTO PSI/IKA.

3 — Ha3Ba HAayKOBOI CTaTTi (BUPIBHIOBAHHS 0 LICHTPY, MIPUQPT — HAIIBKUPHUI);

4 — aHOTAIIis Ta KITFOUOBI CIIOBA YKPATHCHKOIO (cepenHii oOcsr aHorarii — He MeHie 1800 qpykoBaHHUX 3HAKIB);

5 — iHimianm, Tpi3BHINE aBTOpa, HAa3By CTATTi Ta AHOTAIIIO aHIIIHCHKOI0 MoBoIO (2000-2500 npykoBaHHMX 3HAKIB),
KIIFOYOBI CJIOBA aHIIIHCHKOIO;

6 — TEKCT HAyKOBOI CTATTI 13 3a3Ha4YEHHSIM HACTYITHUX EJIEMEHTIB!

IlocTanoBka npodJeMu.

AHaJII3 OCTaHHIX J0cTiIKeHb i myOJikamiii.

Mera crarTi.

Bukiax ocHOBHOro Martepiauy.

BucHOBKH 3 J0C/IiT’KeHHS] i MepcneKTHBH NOJAIBIINX PO3BiIOK y IIbOMY HANPAMI.

7 — CriMCOK BUKOPUCTAaHHX JDKEPEI Y HOPSIIKY 3ralyBaHHS a00 y asipaBiTHOMY MOPSIKY (ITOAAETHCS MOBOIO OPHTIHAITY
Ta oopmittoeThes 3a Mikaep:kaBHuM ctannaptoM JICTY 8302:2015 «Indopmarist Ta qokymenratisi. bidmiorpadiune nocu-
TaHHsL. 3arajgbHi BUMOTH Ta TIPaBIJIa CKIaTaHHD)).

[Nocuanns Ha niTepaTypHi JUKepera B TEKCTI HayKOBOI CTATTI CITiJl Ha/laBaTH B KBaIpaTHUX yKKax [1, c. 56; 7, c. 45-51].

8 — References (Tpancmitepamnisi) (odopmimoeTsess y pomMancskoMy andasiti B et APA Style Reference Citations
BiAmmoBiTHO 10 MizkHAapoaHoro cranaapty APA).

3a3Ha4yeHi eJIeMEHTH BUALISIOTHCS B PYKOIIUCI HAMTIBKUPHUM IPHPTOM.

IMocTanoBKa nMpod/1eMH BUKOHY€ETHCS y 3aTalIbHOMY BUIVISAIL T2 HATOJIOIITYEThCS HA 1i 3B'SI3KY 13 BAXIIMBIMH HAYKOBUMH
YM TPAKTHYHUAMHM 3aBIaHHAMH. [1i7] yac BUKOHAHHS aHAI3y OCTAHHIX JOCII/DKCHB 1 MyONiKaliil, Ha sIKi CIIMPAEThCS aBTOP
Ta B SKAX PO3NIIAETHCS AOCIIDKyBaHa mpodieMa 1 miaxoau 1o ii po3B’s3aHHS, HEOOXiTHO BUALINTH HEBUPIIICHI YaCTHHH
3araJbHOI MPo0JIeMH, SIKY JOCIIKYIOTh y CTarTi. Bukitag 0CHOBHOrO Marepiaity 10CHiKSHHS BAKOHY€ETHCS 3 TOBHUM OOTPYH-
TYBaHHSIM 300y THX HAYKOBUX PE3YJIBTATIB.

Texcm cmammi mae 6ymu nadpanuii B TekcroBomy penakropi Microsoft Word. Tum daiiry — texer y dopmari
RTF a6o DOC(X).

O6csr crarti — 12-20 cropinok (OcHosna dactura). [pudrt — Times New Roman, xerens — 14, MikpsnkoBHit
iHTepBan — 1,5, mosst — yci 2 cm, ab3an — 1 cM. @opmaryBaHHs ab3alliB 3a JOIOMOTOIO iHTEPBAJIIB (MIPOOLTIB) YK TaOyIIALIT
HENPUIYCTUMO. Y TEKCTi He0OXiTHO BUKOPUCTOBYBATH JIAIIKH JIUIIE TAKOTO 3pa3ka: « ». Y TEKCTi 3a00pOHEHI MepeHOCH.
Hymeparist cTOpiHOK He BeAEThCA.

PucyHku, cxemu, Ta0nuili, (popMyITH CITiZl HABOJMTHU y BUIISII, LIO IO3BOJISIE iX kopuryBaHHs. KijbkicTh Tabmuis, dhop-
MYII Ta LTFOCTPAIlii Mae OyTH MiHIMATBHOFO Ta TOPEYHOI0. PHCYHKH 1 TaONHIl Ha aTbOOMHUX CTOPIHKaX HE PHUMAIOTHCS.

Po3mipu Ta0mumIe T LTIOCTpAllii He TOBUHHI IEPEBHIITyBaTH PO3MIpH JPYKOBAaHOT CTOPIHKH 30ipHUKa. PucyHku, rpadiku
1 TaONHIi TOBHMHHI Oy TH IPOHYMEPOBaHi Ta MaTH Ha3BYy (I0ITycKaeThes mpudT TekeTy — Times New Roman, posmip — 12 o).
Haii6inbIn ckiiajHi pUCYHKH TIPOIIOHY€THCSl HAOMPATH, 3aCTOCOBYIOUH rpadiuauii penakrop Microsoft Visio.

ITix ko)xHOO Tab1. Ta puc. Mae OyTr 3a3HaueHO mxepeno (Jhxeperno: ...). Tabmui, rpadikd Ta pUCYHKH MArOTh OyTH
KOHTPACTHUMH Ta T0Ope YUTaTucs. [IrocTpaTuBHI Marepiai MOTPiOHO PO3MIIYBATH IICIIS MOCHIAHHS Ha HUX y TEKCTI.
Pucynku nonarkoBo noaaroTs okpeMuM Qaitiom Microsoft Excel. OnHoyacHe BUKoprCTaHHS TaONUIb 1 rpadikiB uis 1osic-
HEHHsI OIHHX 1 TUX CaMHX ITOJIOKEHb HE PEKOMEHIY€ETHCS.

MaremarnyHi GopMyiu MaroTh OyTH peTesbHO MEpeBipeHi Ta YiTko HaapykoBaHi. PopMyaH NpONOHYyeThCsl HaOK-
paru, 3actocoBytoun BiamroBaauii y MS Word penakxrop ¢hopmyn MathType 4.0 (6.0) Equation, abo Microsoft Equation 3.0
3 HACTYIIHUMH PO3MipaMy CUMBOJIIB: 3BUYaliHUH — 14 1T, KpynHuit inaexc — 10 T, Minkuit iHaeKc — 7 T, KpYITHUH CUMBOI —
18 nit, Misikuii cumBo — 12 T, @opMyITH HEOOXiTHO BUIUISTA OXHUM PSIIKOM BiJ PEIITH TEKCTY, ICHTPYBATH, HyMEPyBaTh
B KPYIJIMX Ty’KKax, BUPIBHSIHUX IO TIPABOi MEXi TEKCTY.

CrenianbHOCTI, 32 SIKKMU MOXYTb OyTH IOJIaHi CTaTTi

113 — Ilpukiamaa MaTteMarnka (kareropis b)

122 — Komn’totepHi Hayku (kareropis b)

123 — Komm’roTepHa imkenepis (kareropis b)

125 — Kibepbe3neka Ta 3axuct iHpopmarii (kareropis b)

275 — TpancniopTHi TexHouori1 (32 Bunamu) (kareropis b)

172 — TenexomyHikamii Ta pamioTexHika (kareropis b)

241 — l'otenpHO-pecTopanHa crpasa (kareropis b)

Iepenpyk mMarepiaiiB T03BOISETHCS JIUIIE 32 ICHMOBOI 3TN PEAAKIIII.
Marepianu, o myOITiKyIOThCS, BiIOOPaKat0Th MO3UIII0 aBTOPA, SIKa MOXKE He 30iraTics 3 MONISIOM PEAAKLIil.
3a TOCTOBIpHICTH (DAKTIB, CTATUCTHYHMX JTAaHUX Ta IHIIOI iHpOpMAIIii BiIITOBINaTbHICTh HECE aBTOP.
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