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MATHEMATICAL MODELS AND ALGORITHMS OF CRYPTOGRAPHIC DATA PROTECTION
IN DISTRIBUTED INFORMATION SYSTEMS

In modern conditions, information networks and data processing and transmission centers are a determining factor
in the effective functioning of management systems of state institutions, financial and industrial organizations, energy
and communications enterprises, transport and logistics infrastructure. Accordingly, the increase in the number of such
centers and the number of different communication lines between them significantly increases the risks of unauthorized access
to confidential information, ensuring data security and integrity. Therefore, the study of the problem of information security is of
great importance for preventing and countering phishing attacks, which are constantly exposed to both individual enterprise
networks and national networks.

The paper analyzes mathematical models that describe the process of information protection using cryptographic data
encryption algorithms. The practical application of the algorithms of the given substitution, the Vigenére cipher, and self-
synchronizing stream ciphers is considered. To increase the stability of the ciphertext, a modification of the Vigenére algorithm is
proposed using separate unified alphabet tables for the text and the encryption/decryption key. Recommendations are developed
for the use of the considered crypto algorithms to ensure effective protection of information systems from intentional or accidental
interference. To increase the efficiency of the use of crypto algorithms, the feasibility of the integrated use of symmetric
and asymmetric encryption methods to use their positive qualities, such as the speed of processing secret keys and the security
of their transmission, is indicated. Promising directions for the development of information security systems using cryptographic
algorithms are identified.
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Formulation of the problem. The use of information and communication technologies is one of the most
important levers of economic development of society. In modern conditions, information networks implement the
processing and transmission of large volumes of data that ensure the management of state institutions, financial and
industrial organizations, energy sector enterprises, transport and logistics infrastructure, special-purpose control
and communication systems. According to expert estimates, the total volume of data processed and transmitted
in computer networks increases almost an order of magnitude annually. The effectiveness of the functioning of
such information systems involves the use of a distributed architecture that combines a large number of computer
centers located at a considerable distance. Accordingly, the increase in the number of such centers and the number of
different communication lines between them significantly increases the risks of unauthorized access to confidential
information, ensuring data security and integrity [1, 2]. Therefore, the issues of protecting computer networks and
systems from unauthorized access in modern conditions have become particularly important, and the problems
of improving and determining the effectiveness of information protection methods are quite relevant and require
further development.

Analysis of recent research and publications. Currently, one of the most effective approaches to data
protection in information systems is cryptographic methods that are based on the properties of the information itself
and do not use the properties of its material carriers, the features of computer centers for its processing, transmission
and storage technologies. Therefore, various aspects of the study of the problems of the development of cryptology
and cryptographic analysis are actively investigated in numerous scientific works.

Thus, the conceptual principles of information security, national interests in the information sphere, the strategy
for the development and formation of a single information space, threats to the security of the state and its citizens
in the information sphere, the system for ensuring information security in Ukraine, the features of the functioning
and functions of its subjects are systematized in the textbook [1]. The work [2] presents the results of the unification
of practical approaches and standards, which are proven and agreed methods for implementing cybersecurity for
a wide range of technical developments in the field of computerized systems, information networks and computer
architecture.

The article [3] considers the problem of increasing the security of Web resources with stable cryptographic
algorithms based on random number generators that take into account the features of user behavior in distributed
information systems of collective access. During the study, a random number generation algorithm was developed
that uses pre-prepared tables containing verified irrelevant numbers. An algorithm for the operation of a table
generator for the software implementation of an encryption system was proposed.

The work [4] is devoted to the problems of information protection at critical infrastructure facilities. It is
shown that in order to ensure the reliability of the functioning and protection of such facilities from cyber threats,
it is necessary to ensure the implementation of the latest strategies and approaches in this area using innovative
technologies of artificial intelligence, cryptography, machine learning, blockchain, and others.

The results of the analysis of the problems of developing an information security system and protecting
information systems from intentional or accidental interference are given in the publication [5]. Directions for
improving information security technologies are determined, taking into account real and potential threats, as well
as the basic principles of its provision.

In [6], a methodology for identifying information security violations of a cyber-physical system of a wind
generator is presented, taking into account the analysis of statistical indicators of dispersion, asymmetry and
kurtosis of the input parameter “power” collected by the system sensors. An algorithm for formalizing the process
of identifying falsified data in the information flow of a cyber-physical system and detecting information security
violations using methods for analyzing the corresponding statistical indicators is proposed.

In [7], several cryptographic algorithms were proposed to implement access to authorization centers — the
Diffie—Hellman key exchange protocol, the DSA algorithm for creating a digital signature of data required for the
above protocol, as well as the AES algorithm with different encryption modes for authentication and symmetric data
encryption. It is shown that this choice of protocols is explained by the mutual compensation of the problematic
areas of these protocols. Thus, the AES algorithm uses an encryption key that is the same for two recipients, since
it is used both for encryption and decryption of data. Accordingly, to prevent unauthorized access, a protocol for
creating a shared key with the recipient is used, the authentication of which is provided by the DSA algorithm.

The possibilities of using technical systems of interconnected computing devices, mechanical and digital
machines (IoT) for data protection of information and telecommunication networks are analyzed in the article
[8]. The limitation of the power cycle, memory and data processing of such systems is shown, which complicates
the implementation of reliable network security. Based on the analysis of known encryption algorithms: RSA,
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Vernam cipher, EI-Gamal scheme, a prototype of the loT system was presented using limited devices and a software
implementation of the Vernam cipher, which ensured its high cryptographic stability.

Inthe work [9], astudy of models and algorithms of information security systems of corporate telecommunication
networks was conducted. According to the results of the analysis, the identified problematic issues of protecting
such networks are related to the need to improve the guest Wi-Fi system connection models and password manager
operation algorithms that allow implementing a secure architecture through additional user authentication with its
audit within the corporate network perimeter, while protecting credentials from external influence and implementing
the “Zero Trust” principle (“never trust, always verify”).

The purpose of the article. The purpose of this article is to study mathematical models of complex protection
and ensuring the security and reliability of data transmission in computer systems and networks using algorithms
of given substitution, Vigenére cipher and self-synchronizing stream ciphers. Identification and justification of
promising directions for improving methods of cryptographic encryption and information protection.

Presenting main material. At this stage, the main features of the development of information technologies
can be characterized as follows:

— access to certain data allows you to control significant material and financial values, and the value of
information began to increase rapidly;

— continuous growth in volumes and a wide range of computer processing of information, which is no longer
limited to text data;

— the complexity of the nature of information interactions poses new tasks for cryptography, such as signing
an electronic document and delivering an electronic document “against receipt”;

— the subjects of information processes are now not only people, but also the software systems they create;

— the power of modern computers provides new opportunities for both cipher developers and analysts to
break these ciphers.

The above conditions have given new impetus to the development of practical cryptography on mathematical
methods for ensuring the confidentiality, integrity and authenticity of information in the following areas:

— firstly, stable ciphers with secret symmetric and asymmetric keys have been developed, designed to perform
the classic task of ensuring the secrecy and integrity of transmitted or stored data;

— secondly, methods have been created for solving new, non-traditional problems in the field of information
protection, the most famous of which are the problems of signing a digital document and open key distribution.

It should be noted that data can be encrypted both during storage and during transmission using:

— with symmetric encryption, only one key, and everyone uses the same secret key;

— with asymmetric encryption of several keys: one “public key” for encryption, and another “private key” for
decryption.

To effectively protect different types of data, it is advisable to use different types of crypto algorithms. A crypto
algorithm is an algorithm for implementing a mathematical model of data transformation (encryption) and key
generation to ensure access only to authorized users. The use of effective encryption algorithms and secure keys is
important for protecting information and preventing unauthorized access to it by attackers. A cryptographic protocol
defines a set of cryptographic schemes for data transformation, rules and procedures for key management, including
their development and distribution. A cryptographic transformation with a known key k can be represented by the
transformation function F, which is defined as follows:

y=F(x, k) +x, (D)

where x — elements of the original text; k£ — encryption key; y — elements of the cryptogram.

Let’s consider modifications of well-known algorithms: simple substitution, Vigenére cipher, Playfair cipher,
and the stream encryption algorithm. We will also consider an algorithm that allows you to encrypt and decrypt data
using the proposed crypto algorithms using different data tables.

Simple substitution cipher. This is the simplest encryption method, also called monoalphabetic substitution.
The key is a permuted alphabet, the letters of which replace the letters of the regular alphabet of the source text.
For example, each letter is replaced by the letter that is 3 positions after it: A®D, B®E, etc. Then the text ABC is
replaced by DEF. All monoalphabetic substitutions can be represented in the following form:

Y=(ax,+b)mod g, (2)

where a — some constant decimal coefficient; b — shift coefficient; g — number of letters of the alphabet used (g = 33
for the Ukrainian alphabet, g = 27 for the Latin alphabet); x, — code of the i-th character of the plaintext (sequential
number in the alphabet); i = 1, ..., n; n — number of letters of the alphabet used.

The main disadvantage of the considered method is that the statistical properties of the plaintext (frequency
of letter repetition) are also preserved in the ciphertext.

Vigenére cipher. A Vigenére cipher is a polyalphabetic encryption algorithm that uses a keyword to shift each
letter of the plaintext according to a Vigenére table according to the following formula:
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¥, = (x,+ k) mod g, )

where k,— code of the j-th character of the key, as which a word or phrase of the main alphabet is used.
Let us consider an example of data encryption according to the given model (3), using the encoding of letters
of the Ukrainian alphabet, table 1.

Table 1
Encryption algorithm using alphabet letter code

Letter A B C D E F G H 1

Code 01 02 03 04 05 06 07 08 09
Letter J K L M N 0] P Q R
Code 10 11 12 13 14 15 16 17 18
Letter S T U \Y Y X Y V4 gap
Code 19 20 21 22 23 24 25 26 27

We assume that the original plain text TECHNOLOGY and the substitution of the Vigenére cipher are given,
table 2.

Table 2
Encryption algorithm using alphabet letter code
T E C H N o L (] G Y
A L G R I T M A L G

The results of encryption of the original data given in Table 2 using the Vigenére cipher (3) are presented in
table 3.

Table 3
Algorithm for encrypting the original data with a given key
Y, = (20 +0l) mod 27 =21 = U; Y, =(15+20) mod 27 = 08 = H,
Y,=(05+12)mod 27 =17 = Q; Y,=(12+13) mod 27 =25 =Y,
Y,=(03 +07) mod 27 = 10 = J; Y,=(17+01) mod 27 = 18 = R;
Y, = (08 + 18) mod 27 = 26 = Z; Y,=(07+12)mod 27 =19 = S;
Y, = (14 +09) mod 27 =23 = W; Y, =(25+07) mod 27 =05 = E.

Thus, the resulting cryptogram of encrypting the source text using the Viginer algorithm will have the form
given in table 4.

Table 4
Ciphertext from a fixed code letter to an alphabet

L v | o | v | z | w | u | v [ ®R | s | E |

It is also possible to use modifications of the Vigenére cipher — Beaufort ciphers, which have the following
formulas:

y,=(k,—x) mod g, 4)
y,=(x,—k)mod g. &)

Homophonic replacement of one character in the ciphertext makes it like a few characters in the ciphertext.
This method is used to twist statistical power into the text.

To increase the strength of the Vigenére cipher, it is recommended to introduce the following modification of
its algorithm:

o= (x, + k.) min(mod g, mod q), (6)
where x, — i-th code of the symbol hldden in the text; k, — code of the j-th symbol of the key, the role of which is
matched with letters from the table of keys, which has a size — q.

Stream ciphers. Ciphers of this type have recently become popular due to their high speed. They convert
plaintext into ciphertext one bit per operation. The keystream generator, also called a rolling key generator, produces
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a stream of bits: k, k,, k., ..., k. This keystream and the plaintext bitstream p , p,, p., ..., p, undergo surgery XOR

b 23
(exclusively or) to produce the ciphertext bitstream:

c,=p, k. (7

During decryption, an XOR operation is performed on the ciphertext bits and the same key stream to recover
the plaintext bits:

p=c k. )

The security of the system is entirely dependent on the power of the key flow generator. The key stream
generator creates a bit stream that is like a drop-in stream but is determinative and can be created without delay once
decrypted, fig. 1. It is necessary to ensure that the closer the output of the generator to the key flow is to the output,
then more time will be required for the evil cipher.

For all stream ciphers, keys are verified. The output of the key stream generator is the key function. Now, if
you remove the plaintext/ciphertext pair, you can only read messages that are encrypted with the same key. Stream
ciphers are especially useful for encrypting continuous streams of communication traffic, such as a channel that
connects two computers.

Keystream Keystream
generator generator
Key | flow K; Key|flow K;
Cryptocurrency
P, > > > P,
Plain textw @ \J/ Plain text
Encryption Decryption

Fig. 1. Algorithm for implementing streaming data encryption

The key flow generator consists of three main parts. The internal mill describes the flow mill of the key flow
generator. Two key stream generators with the same key and the same internal host produce the same key streams.
The internal output function generates a bit to the key stream. The function of attacking the internal stun generates
a new internal stun.

Let’s also look at the algorithm for implementing the symmetric stream cipher RC4, which is related to
ciphers that are self-synchronizing. This cryptographic algorithm is called a ciphertext autokey. In stream ciphers
that are self-synchronizing, the flow of keys is a function of a fixed number of leading bits in the ciphertext, fig. 2.

Internal

v

Next state

Key K; Exit
function

Fig. 2. Algorithm for implementing a key stream generator

A stream cipher that is self-synchronizing is shown in fig. 3. The internal structure is the function of the
forward n bits of the ciphertext. It is a cryptographically complex output function that uses the internal machine to
generate bets to the key stream.

The fragments of the internal system are entirely contained in the front n symbols of the ciphertext, the
decryption generator of the key stream is automatically synchronized with the encryption generator of the key stream
that has received the n bits of the ciphertext. In intelligent implementations of this mode, skin notification begins
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Fig. 3. Schematic of a self-synchronizing key stream generator

with a drop-down heading of up to n bits. This header is encrypted, transmitted and then decrypted. Decryption will
be correct after these n bits, as long as the key stream generators are synchronized.

The main advantage of the use of streaming crypto algorithms, which are self-synchronizing, is the speed
of their work. The weakness of such algorithms is the widening of the cuts. For each ciphertext bit encoded at the
time of transmission, the key stream decryption generator shows 7 incorrect bits to the key stream. Therefore, each
incorrect bit ciphertext is given n replies to the open text until the zipped bits stop flowing into the internal system.

Conclusions. The results of the analysis show that encryption and data protection are important components
of information systems protection, ensuring information confidentiality and preserving data integrity in the face of
growing cyber threats. The use of modern computer technology and mathematical methods allows to significantly
increase the efficiency of the application of models and algorithms of cryptographic data protection.

Modern crypto algorithms provide ample opportunities for modification to dynamically respond to the
emergence of new cyber threats when using limited computing resources. Thus, in the work to increase the
stability of the ciphertext, a modification of the Vigenére algorithm using separate unified alphabet tables for the
text and the encryption key was proposed. It is also necessary to take into account that despite the expediency of
separate application of symmetric and asymmetric encryption methods when ensuring certain types of information
protection, in information and computing networks it is advisable to use a combination of both approaches for the
comprehensive use of their positive qualities, such as the speed of processing secret keys and the security of their
transmission.
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