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cucmemol I'ocyoapcmeennou ghuckanvrot cayarcovl Ypaunol. Takowce ucciedosa-
HO ObicmpoOeticmaue pabomul aneopummos8 U NPo8eoeHd OYeHKA POCma 3a2py3Ku
cepeepos U HAZPY3Ka HA KOMIbIOMEPHYIO Cemb 3d CYem Y8enudeHus 00bemos nepe-
oasaemvix Oanmuvix. I[lomyuun OanvHeliulee pazeumue Memoo OYEHKU pabombl
BCMPOCHHBIX CUMMEMPUYHBIX AN2OPUMMO8 wugposanus oannvix. Ilpednodxcen an-
20pUMM YHUBEPCANILHOU (QYHKYUU, KOMOPAs NO380JiAem Npogooums wugposansie
OaHHbIX O1A200aps 66€0EHHOMY KIIOYY U 8bLOPAHHOMY ANCOPUMM).

KioueBble ciioBa: kpunmoanecopummsl; 3auwuma OAHHLIX, WUPDpPOBaHUe
OAaHHBIX; 6A3bl OAHHBIX; CHEYUATUZUPOBAHHBIE UHDOPMAYUOHHBIE CUCTEMDL.

At the present time Oracle and MS SQL Servers are used for datastorage in
the information system of department of customs control organization and for
processing of State Fiscal Service of Ukraine. Data cumulated during customs
clearance which requires access from all users are spread among many
databases located between various physical storages. Data is passed between
servers using different types of computer networks. With development of ramified
informational systems and networks become a topical issue of ensuring sustaina-
bility, confidentiality and authenticity of data in customs departments of fiscal
service of Ukraine, which are transmitted through open data line, through usage
of modern cryptography methods. It's important to know that there are different
methods that help to choose such set of security tools that will provide maximum
data security. To protect data from unauthorized access are used modern data
encryption algorithms. At the present time data is transmitted over the computer
network without usage of any crypt protection system which may give attacker
opportunity to capture data. DBMS Oracle and MS SQL Server have standard
built-in crypto data protection packets. The purpose of this article is to consider
merits and demerits of using these packages and analyze possibility of their using
in customs departments of fiscal service of Ukraine. According to research tech-
nigque in this article following tasks were solved: analyzing of built-in crypto data
protection packets, as in their cryptostability, speed and volume increase of
transmitted data, developing of plug-in for speed test of existing methods for crypt
protection, considering possibility of implementation built-in packets into infor-
mational system of fiscal service of Ukraine. In this article, the speed of algo-
rithms work was investigated and an estimation of the growth of server loading
and loading on the computer network was made due to the increase of data vo-
lumes being transmitted. In the article, the method for evaluating the work of em-
bedded symmetric data encryption algorithms has been further developed.

Key words: grid system; partitioning; data consolidation; data bases;
specialized information systems.
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IlocranoBka nmpo6aemu. Huni B iHoOpmariiiHiii cuctemi aenapTamMeHTy
oprasizaiii MUTHOTO KOHTpouIto Ta oopmieHHs [lepkaBHoO1 (ickaabHOI ciyxOu
VYkpaiau ais 30epekeHHs TaHUX BUKOPUCTOBYIOTH cepBepu Oracle Ta MS SQL
Server. laHi, 10 HAKOMUYYIOTHCA M1l YaC MUTHOTO O(OPMIICHHS, 10 SIKUX HEO0O-
XITHUM TOCTYN yCIM KOpHUCTyBadaMm, po3KuaaHi cepen O0e3mivi 0a3 maHux, po3ra-
IIOBAaHUX Y Pi3HUX (i3MUHUX MicIsIX 30epiranHHs. JlaHi mepenaroTbes MixK cepBe-
pamMu 4epe3 Pi3HI TUIH KOMIT FOTEPHUX MEpeX. 3 pO3BUTKOM PO3Tay)KeHHUX 1H-
(dbopmamiifHuX CHCTEM 1 MEpEeX CTallo aKTyalbHUM MHUTAaHHS 3a0e3MeveHHs LiJic-
HOCTI, KOH(IIEHIIIHHOCTI Ta JOCTOBIPHOCTI JaHUX B MUTHHUX miaposainax Jlep-
XKaBHOT (pickambHOI ciy)Ou YKpaiHu, sKi MepeJaroThCsl Yepe3 BIIAKPHUTI KaHAIU
3B’SI3KY, IIJITXOM BUKOPUCTAHHS CY9aCHUX METOIIB Kpunrorpadii. Baxxnuso 3Ha-
TH, L0 ICHYIOTh Pi3HI METOAM, KOTPi J1OIOMAaraioTh 00paTH TaKy CyKYIHICTh 3a-
co0iB 3aXHCTy, sKa 3a0€3MeYNTh MaKCUMaIIbHY Oe3rneky manux. Jljis 3axucry na-
HUX BiJl HECAHKI[IOHOBAHOTO JIOCTYITY BUKOPUCTOBYIOTh CY4acCHI alrOPUTMH UG-
pyBaHHA JaHUX. JledKi cTaHAApTHI alTOPUTMHU Y BHUTJISAJII MAKETIB MOCTAYaOThCS
pasom i3 CKBJ] Oracle Ta MS SQL Server. [Ins opranizauii po6oTu cy4acHoi
€nuHoi 1HpopMaIIiitHOT cucTeMu (iCKAIBHOI CIIYKOM BUKOPUCTOBYIOTHCS 3aCO0HU
Oracle, siki Ha3MBaIOTHCS PO3MOIIICHO 0a300 MaHUX 1 THPAKYBAHHAM JaHUX.
KoxHa 0a3a naHux KepyeThCsl BJIACHOIO JIOKAIBHOIO CUCTEMOIO KEpYBaHHS 0a3010
naaux (nam — CKBJI). Yci cepBepu 6a3 maHux y po3nojijieHiil 0a3i JaHUX CITiB-
MPaIlOI0Th, 00 MIATPUMYBATH TMOTOKEHICTh TNI0O0ANbHOI 0asu maHux. OmHak
HUHI JaHi MepelaloThCcsl Yepe3 KOMI' IOTEpHY Mepexy 0e3 BUKOPUCTAaHHS Oy/b-
SKUX CHUCTEM KPHUITO3aXHUCTY, 1I€ YMOXKIIUBIIIOE MEPEXOIUICHHS JaHUX 3JI0BMHC-
nukamu. CKBJI Oracle mae yrunity Oracle Advanced Security, siky notpiOHO Ky-
MyBaTH 3a OKPEMi KOULITH, ajieé BOHA HE MpHUAAaTHA JIJIs1 pOOOTHU IeTEPOreHHUX PO3-
noainenux 6a3 gaaux. CKBJ] Oracle Ta MS SQL Server MaroTh cTannapTHi BOY-
JI0BaHi1 MaKeTH KPUNITO3aXUCTy NaHUX. MeTa OCiKeHHS — PO3TJISTHYTH TepeBa-
I Ta HEJOJIKM BUKOPHCTAHHS IMX IMAKETIB, a TAKOXX MOXIIMBICTb X BUKOPHC-
TaHHS B MUTHHX MiIpo3aiiax (ickaabHOI Ciy:kOu YKpaiHu.

BianosigHO 10 METH HAYKOBOTO JIOCII/KEHHS CJTi/T BUKOHATH TaKi 3aBJIaHHS:

— BUBUYHUTH BOY/IOBaHI MaKeTH KPUIITO3aXUCTY JaHUX, & cCaMe: iIXHIO KPUIITO-
CTIHKICTB, IIBUAKO/IIO Ta 301IBIICHHS 00CATY JaHUX, 1110 IEPEIA0ThCS;

— pO3pOOUTH ANITOPUTM TECTYBAHHSI IIBUAKO/IIT HASSBHUX METO/IIB KPUIITO3aXHUCTY;

— PO3TJISIHYTH MOKJIMBICTh BTUICHHS YOY/IOBaHHUX TMAKETIB B iH(GOpMAIiHY
cucremy Jlep>kaBHo1 pickanbHOT CITy:KOM Y KpaiHH.

AHaJi3 octaHHix gocaimxens i myoaikaniii. ¥ CKB/[ Oracle Ta MS SQL
Server HasBHi Taki anroputMu mudpysanus nanux: DES, DES3, AES.

DES (anrn. Data Encryption Standard) — 1me cuMeTpUYHHIA alrOpUTM
mmdpyBaHHs IEBHUX JaHUX, CTAHAAPT WU pyBaHHs npuitHatuil ypsaaom CIIIA 3
1976 p. mo xinms 1990-x pp., 13 yacom HaOyB MiKHapoHOTO 3actocyBaHHs. Llle
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miciist po3poOJIeHHST aJTOPUTM BHKJIMKAaB HeoMHO3HauHI BiAryku. Ockinbku DES
MICTHB 3aCEKpEUEHi €IEMEHTH CBO€T CTPYKTYPH, TO BUHUKAIN TOOOIOBAHHS 111010
MOXJIMBOCT1 KOHTpOJtO 3 60Ky HarionanpHoro ArenrctBa besmeku CIIA (anri.
National Security Agency). AITOpUTM MiJ1aBaBCsl KPUTHIIL Yepe3 Maly JOBKUHY
KJIO4a, 110, 3PEHITO0, MICHI OypXJIMBUX OOrOBOPEHB 1 KOHTPOJIIO aKaJeMIdyHOT
IPOMAJICBKOCTI HE 3aBaJINJI0 OMY CTaTH 3arajlbHONPUHHATUM cTanaaprom. DES
JIaB TOMITOBX CYYaCHUM YSBJICHHSM IMPO OJIOKOBI aJIrOpUTMH IMHGPYBaHHS Ta
kpunroanaiis [1-3].

Huni DES BBakaeThcsi HeHaIIWHUM, aJDKE BIH Ma€ Majy JIOBKHHY KItO4a
(56 0ir) i po3mip Onoky (64 6itu). Y npari M. Mitsuru [4] mogaHo MeToTUKY
KpUnrToaHamizy, 3aBasiku ki y 1999 p. xmou DES Oyno nmy6niuno aemmdpona-
Ho. [Iponec nemudpyBanns Tpusas 22 rox 15 xB. HuHi meii anroputM BUKOpHC-
ToBY€eThCsl B Moaudikaiii 3-DES, BBaxkaeTbcs, 1110 B miit Moaudikaiii aroputm
JIOCUTH HaJiHUMA 1711 3acTocyBaHHs. DES MOCTynoBO BUTICHSETHCS alrOPUTMOM
AES, 1o 3 2002 p. e crangaptom CIIA [2; 4].

PoGota Han po3pobkoro anroputrmy mudpyBanas AES noganace 1997 p. y
NIST (National Institute of Standards and Technology). CniBpoOiTHHKH ITHOTO
IHCTUTYTY CHIBIPAIIOBAIN 3 TPOMHUCIOBIISIMUA Ta BUCHOIO CIIJIBHOTOO, KOTpPA 3a-
HWMasach KpUINTO3aXUCTOM iH(MOpMaItii, i JOCIiKyBaIX HOBITHI METOIH VISl PO3-
POOKHM CydacHOTO OUITBII HAAIMHOTO, BAOCKOHAJIEHOTO CTAaHJAPTHOTO CTAaHAAPTY
mudpyBaHHsi. MeTa nosisiraina B TOMY, 00 pO3pOOUTH airOpUTM MU(PyBaHHS,
KM MOXHAa BUKOPHCTOBYBATH SIK CTaHAAPTHUU alropuT™m ImupyBaHHs. | mei
anroput™m Oyiio 3apaxoBaHo 10 denepanbHOro cranmapty oOpoOku iHbopmarii
(mami — FIPS). BBaxkaeThcs, 110 BiH Ma€ TOCTATHIO KPUMTOCTIHKICTE 1 3MOXKe J100-
pe 3axucTUTH 1H(GOPMAIlIIO YpAIY Ta IHIIUX OPTraHi3alii YyIpoJIOBXK JOCUTH TPH-
BaJIOro MpOMXKKY uacy. Huni ueit anroputm BukopuctoBye ypsan CLIA Ta Ha go-
OpoBUTBHUX 3acafax Oyap-sKi mignmpueMmctBa. Kpim Toro, et anroputm peasizo-
BY€ CUMETPUUYHY KpUNTOrpadito KIOUiB sIK OJOKOBUM MHUGP, BIH MATPUMYE PO-
3Mipu 6110kiB 128 OiT 1 po3mip kirouiB 128, 192, 256 6it [5-8].

MeTta crarTi — JOCHIKEHHS MOXKJIMBOCTI BHUKOPHCTaHHS BOYJIOBaHHX Y
CKBJ] Oracle Ta MS SQL Server kpunrorpadiyHUX aJropuMiB 3aXHCTy
iHdopmarii Ha MBUAKOAIIO, PO3MIP JaHUX, SIKI OTPUMYIOTHCS MICHs UG PYBaHHS
JaHUX, 1 KPUOTOCTIMKICTh. /)1 TecTyBaHHs BOYyIOBaHMX QJITOPUTMIB PO3pOOIEHO
CHeliaJIbHUN MPOrpaMHHUM JA0JaTOK, 32 JTOTIOMOTOI0 SIKOTO MPOBOAMIIUCEH €KCIIe-
PUMEHTH.

Buxiaan ocHoBHoro marepiajy. B cydacHiit €auHiii aBTOMaTH30BaHil 1H-
¢dopmaniiiHii cuctemi MHUTHHUX Hiapo3ainiB [lepxkaBHoi ¢ickambHOI ciyxOu
VYkpaiau BukopuctoBytoThcss CKBJI ORACLE ta MS SQL Server.

Y CKB/] Oracle ta MS SQL Server nasiBHi Taki aJropuT™MH muppyBaHHS
nanux: DES, DES3, AES. Jlnsa peanizamii 1IuX aJrOpUTMIB BHKOPHCTOBYETHCS
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naker DBMS CRYPTO. Onuc ¢yHKIIH, 110 3apaXx0oBYIOTHCS 0 MaKeTa, MOAaHO
B Ta6n. 1. [Taker DBMS CRYPTO nanae Tinbku oHy (yHKIIO A7 muppyBaH-
HS JTaHWX, CaM€ TOMY THUN IIN(PYBaHHS 3a3HAYAETHCS B MMapameTpi. AITOpUTMH
mmdpyBaHHs, O MiATPUMYIOTECS, Ta BIAMOBIAHI iM (yHKIII mogaHo B Tabdm. 1.
HeoOxinna koHCTaHTa 3a1a€Thes Y hopmarti im’s_naxema.im’s_¢hyukyii. Hanpuk-
nman, mo6 obpatu amroputMm Triple DES, cmig BukopucroByBaté (yHKIIiIO
DBMS_CRYPTO.ENCRYPT_3DES.

Ta6muns 1
Auaroputvu mm¢ppysannsa nakera DBMS_CRYPTO
IM’st_ dyHKIT Omnuc ﬂOBX{HH%
- KiIroua, Bit
ENCRYPT_DES Data Encryption Standard (DES) 56
ENCRYPT_3DES_2KEY | Modified Triple Data Encryption Standard
00po0JIsIe KOXKEH OJI0K 112
TpHYi, BUKOPUCTOBYIOUH 2 KITIOUi
ENCRYPT_3DES Triple Data Encryption Standard (3DES); 156
00p00JIsTE KOXKEH OJI0K TPHUi
ENCRYPT_AES128 Advanced Encryption Standard 128
NCRYPT_AES192 Advanced Encryption Standard 192
ENCRYPT_AES256 Advanced Encryption Standard 256
ENCRYPT_RC4 [ToTtokoBe muppyBaHHs

ITixg "ac 3acTocyBaHHs MaKeTa Ciij 00paTH arOPUTM UPPYBaHHS, 3a/1aB-
M BiANOBiJHE 3Ha4YeHHsA napamertpa typ. Ilig vac mumdpyBaHHS JaHUX KOXKEH
0JIOK, SIKMH 3amM(pPOBYETHCS, MOKE OyTH 3am(PpoBaHU HE3AICKHO BiJ IHIITHUX
a00 3YerIeHUH 3 1HIIMMH JJIi CTBOPEHHS OUTBII HAMIHWHOI (3 MOTJIAMY KPHIITO-
rpadii) cuctemu. B octaHHbOMY BUIAJKY 3amm@poBaHe 3HAYEHHS Kpallle 3aXH-
meno. 1106 oOpatu mMeTon 34erieHHs, CiJ 3a3HAYUTH BiAMOBIIHY KOHCTAHTY 3
Tabn. 2 y 3HaueHHi napamerpa typ, Hanpuxinag DBMS CRYPTO.CHAIN OFB.

[Tix yac BUKOpPHCTaHHS JITOPUTMIB IIU(GPYBAHHS CIiJ SBHO IONOBHUTH
naHl Tak, o0 iXHs qoBXuHA Oyia KpaTHa po3Mipy 010Ky, OmHaK 11eH miaxia He €
kpunrorpadiuno Hagiitaum. DBMS_CRYPTO nae 3mory Bka3atu HEOOXITHUNA THIT
JOMOBHEHHs. binbimicts kommaniii BukopucroBye merox PKCS # 5 [9].

[IIo6 oOpatu MeTON JOMOBHEHb, CIIiJ 3a3HAYMTH BIJMOBIIHY KOHCTAHTY 3
tabu. 3 y 3HaueHHi napamerpa typ, DBMS_CRYP TO.PAD_PKCSS5.
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Ta0mus 2

Tunu 3yensiens DBMS_CRYPTO

Koncranra Omnnc
CHAIN_CBC 3uertenns 6s1okiB mmmdporexcty — Cipher Block Chaining
CHAIN_ECB Enexrponna kuura koxis — Electronic Code Book
CHAIN_CFB [udpysanHs 31 3BOPOTHUM 3B’ I3KOM BiJl HIUPPOTEKCTY —
Cipher Feedback
CHAIN_OFB HIudpyBanHs 31 3BOPOTHUM 3B’ A3KOM 3a Buxoaom — Output
Feedback
Taomums 3
Tunu nonoBuennss DBMS_CRYPTO
Koncranra Omnuc
PAD_PKCS5 JlomoBHEeHHS 3aco0amMu KpunTorpadiqHoi cucTeMu i3
3aranpbHUM KimroueM (Public Key Cryptography System # 5)
PAD_ZERO JIoTIOBHEHHS HYJISIMU
PAD_NONE BincytHicTh momoBHeHHs. BUKOpHCTOBY€EThCS B pasi
BIICBHEHOCTI B TOMY, III0 JIOBXKHHA JIaHUX yXKe KpaTHa
po3mipy 0JIOKY, 1110 3amu(pPOBY€ETHCS (KpaTHO &)

Huni Ha MHTHHUX MOCTaxX Uit MUTHOTO OGOPMIICHHS BHKOPHUCTOBYETHCS
ITIK “Iacniektop 20067, Tomy mani 30epiratoteest y CKBJI MS SQL Server. ¥V
CKBJ MS SQL Server nns mumdpyBaHHS TaHUX BUKOPUCTOBYIOThCS BOYIOBaHi
nporeaypu PL/SQL, sKi mMOCIyroBylOThCS TaKMMH K ajJrOpPUTMaMH, IO W Yy
CKB/] Oracle (puc. 1).

[TpoananizyBaBmy iHGOPMALIHY CHCTEMY MUTHUX MiApo3auIiB, OyJIo BH-
SIBJICHO, 110 HE3aKOHHHH JOCTYII 10 JaHUX MOXKE OTPUMATH 3JIOBMUCHHMK IiJ 4ac
nepenanss iHdopmartii 1o 11/, a Takoxx agminictparop b/l, sxuit Mmae foctyn 10
He3amu(poBaHUX NaHMX, 110 30epiratotbes B BJI. s 3axucty maHux ciijg 3a-
crocyBatu mmdpyBanss. [1ludpyBanHs maHux HE po3B’s3ye MpoOIEeMy KOHTPO-
JII0 JIOCTYIY, OJTHAK 3HAYHO MiJBUIIYE Oe3MeKy 30epekeHHs JaHUX, a/DKe 10 HUX
HE MaTHUMYTh JOCTYIYy BCl piBHI aamiHicTpatopiB (puc. 3). Hampukian, sxmio
cepBep LEHTpabHOI 06a3u JaHuX OYIIO HEMPaBUJIBHO HAJAIITOBAHO, 1 XaKep 3Mir
OTPUMATH JOCTYM J0 JaHUX, TO BKPAJCHI JJaHI HE MAaTUMYTh HISIKO1 IIIHHOCTI, SIK-
1110 BOHU 3aIu(poBaHi.
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Anwminicrparop BJI murHuni 3/10BMHCHHK Anminictparop LIB/I

B ba

Incnekrop 2006 OO6acHa MEUTHHIS LenTpansHa b/]

Puc. 1. IlepexoruieHHs cekpeTHOI iHPOpMAaIIii 3TOBMUCHUKOM

Xoua mudpyBaHHs — HAAIWHUHN 3aci0 3aXUCTY JaHUX, HOTO HE CIijJ 3aCTO-
COBYBATH ILOJIO BCiX JAaHUX, TOMY IO MiJl yac MU(PYBaHHS CYyTTEBO 301JIBIIY-
IOThCSl 00CAT MaHWX 1 HaBaHTAXXEHHs Ha mporiecop cepepa. Komm BupimryeTnes,
9y TOTPiOHO mudpyBaTH MaHi, CI1J OIIHUTH, YA MOXKYTh OTPUMATH JIOCTYI JO
KOMIT TOTEPHOT MepeKi 37TOBMUCHHUKH. SIKIIO KOPUCTYBadi OTPUMYIOTh JOCTYII 110
JaHUX Yepe3 3arajbHOJOCTYITHY MEPEXKY, Ul 30UIbIICHHS O€3MEKH MOXKE 3HA0-
outucs mmdpysanns nanux. OnHaK, SKIIO IS JOCTYIy nependadeHo 6e3neuny
KOoH(irypalito iHTpamepesxi, mudpyBaHHsI MOKe He 3Hanooutucs. byab-ske Bu-
KOpHUCTaHHS MHU(PYBaHHS TaKOXK MA€ MICTUTH CTpPaTErito 00CITyroByBaHHS Mapo-
JIiB, KJIFOYIB 1 cepTHQIKATIB.

MS SQL Server nae 3mory agMmiHicTpaTopam i po3poOHUKaM 0OUpaTH 3 Jie-
Kimpkox anroputMmiB, 30kpema DES, Triple DES, TRIPLE DES 3KEY, RC2,
RC4, RC4 31 128-po3psanum kmouem, DESX, AES 3i 128-po3psaHuM KinoueMm,
AES 31 192-po3psnaum kimodeM 1 AES 13 256-po3psaHuM kimouem [9].

Axmo s mmdpyBaHHS JaHUX HA MUTHHX MTOCTaX BUKOPHUCTOBYEThCS MS
SQL Server, a B I1BJ] Oracle 11g, To motpiOHO, 1100 anropuT™Mu MHPpPyBaHHS
30iramucs. B Oracle 119 acumerpuyHHX aaropuTMiB minpyBaHHS HEMAE, iX MOXK-
Ha BUKOpHCTOBYBatH, sikuio npuabatu yrwiity Oracle Advanced Security. B
Tabx1. 4 BimoOpaxkeHO anroputmu mmMdpysanHs, HassHi B Oracle ta 8 MS SQL
Server.
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Ta0muus 4

AJropuTMu MUppPyBaHHS, IO 30iral0THCA

Anropurm Oracle | Anroputm MS SQL Server JomxuHa kitoua, Byte
DES DES 4
Triple DES Triple DES 20
3DES_2KEY 3DES_2KEY 14
AES 128 AES 128 8
AES 192 AES 192 12
AES 256 AES 256 16

[IIo6 BHOKpPEMHUTH aNTOPUTMH, SKI HAWIOIUIBHINIE BUKOPUCTOBYBATH B
€aunili iHpopManiliHiil cuCTeMi MUTHOI CITY»KOM, MaeMO JOCIIIUTH, 5K IIi ajro-
PUTMU MPALIOIOTb.

JInst mpoBeieHHs. OPIBHSJIBHOTO aHaNi3y 3alpONOHOBAHUX IU(PIB PO3IIIs-
HEMO iXHI OCHOBHI IIapaMeTpH: AOBXKWHA KJI0Ya, KUIBKICTh payHAIB MU(PpPYBaHHS,
JOBKMHA 00OPOOITFOBAHOTO OJIOKY, SIKUH 3aIUPPYETHCS, KPUTITOCTIUKICTD.

Tenep BU3HAUMMO, CKUJIBKH Yacy 3abepe crpoda nibpatu Kiova 10 alropu-
™y. Cripo6a 1000py KIIF04a PO3paxoBYETHCS 3a GOPMYJIIOFO:

-

Twn

T =

ne P — notyxsicts andasity kmoua, P =2 (0 ado 1);

L — goBkuHa Kiro4a;

V — mBuaKicTh IepeHabopy Ha koMt toTepi Pentium I 5 13 4 sigpaMu 1 TaKTOBOIO
gacrororo 2,7 GHz — mpubmmzuo 2 700 000000 omepariii 3a cexkyHAy,
SKIIO0 OyayTh 3aiisHI BCl YOTHpPH spa, TO IIBUAKICTH TEepeHabopy Oyne B
4 pa3u OLIBIIOLO;

N — koedilieHT nepeBeieH s, ceKyH 3a aHi, N = 3 156 000;

3HaueHHs po3paxoBaHUX MapameTpiB i kpunroaaroputMis DES, AES mo-
1a”o B TadiI. 5.
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Tabmumsa 5

ITapameTpu KpUNTOCTINKOCTI AJITOPUTMIB

Kinpkicte KinekicTe
JoBxxuHa . .
Anroputm orroua. Bit nepeHabopin POKIB 11
’ TUTST pOBIHI/é(%)pyBaHHH n000py KiTtoua
DES 56 2 2,11
Triple DES 168 218 1,1*10%
AES 128 128 2148 1*10%
AES 192 192 2192 1,8*10*
AES 256 256 228 3,4*10%

Sk 6aunmo 3 Talm. 5, KOJEH 13 aJTOPUTMIB HEMOXIIMBO 3JIAMaTH IUIIXOM
no0opy KII0Ya, OJHAK HaWOLIhIn He3axuiieHuMHu anroputmamu € DES ta AES
128. Ane # ang nMX aNrOpuTMIB cripo0a 37IamMaTH AITOPUTM ILISXOM J000pYy

KJI04a 3abepe ayke Oarato Jacy.
Jl7is OIiHIOBaHHS IIBUAKOMIl poOOTH anropuTMiB OyJo po3poOJIEHO Mpo-
TPaMHHI J0JATOK, 1110 TPAIIOE 32 TIEBHUM aJITOPUTMOM (puc. 2).

-focnigHuk -Cucrema

*
* 3 Bxia *
L BUGIp Tabnuy, sika nignsrae LWdpyBaHHIO D
WKNpyBaHHS JaHUX

cpikcauis onepauii

Gmﬁip anroputmy LUMEbpyBaHHD
Gac 3akiH4YeHHs npolecy LLII/I(*)pyBaHHD
>{ 36ep {HS AaHuX

Yac noyatky LLII/ICbpyBaHHﬂ

é Buxig

Puc. 2. Aaroputm poGOTH POrpaMHOIo A0AATKA
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Jlocnigauk oOupae TabIWIIO, THUI AITOPUTMY, SKHH 3aCTOCOBYBATHMETHCS
s mApyBaHHS, TOTIM TEHEPYEThCS KIT0Y, Aajli 0OMpaeThes U MUppPyBaHHS
3a3HAYEHUI CTOBIECIH 13 IEBHUM THUIIOM JIaHUX, SIKUW MOTpi0HO 3ammdpysatu. [1in
gac poOOTH JI0/aTKa 3amam’sITOBYeThCs Is — dac mouaTky mmmdpyBaHHs, tr — gac
3aKiHYeHHS MUGPYBaHHA. PI3HHIIO MK 9aCOM MOYATKY Ta 3aKiHYCHHSIM MUDPy-
BaHHS Ha3UBAEMO IIBUIKO/IEI0 00paHOTO anroputMmy: T = ts — tr. Ko nani Oyzne
3amu@poBaHo 3a JOMOMOTOI0 BOYJIOBaHUX aJITOPUTMIB, EKCIIOPTYEMO TAOJIUIIO, B
AKil mudpyBany faHi, i OLIHIOEMO, HACKUTBKU 30UIBIINBCS pO3Mip TaOIUII Ticist
G pyBaHH.
Jlnst TeHeparii KIIFOYiB BUKOPHUCTOBYETHCS Taka MpoIenypa Hal BXiTHUMH
JaHUMH, 1110 € JOBXHHOIO KITFOYa MU(pyBaHHS.
CREATE OR REPLACE procedure
genkey (pl IN PLS_INTEGER, key out raw)
1S
BEGIN
key := dbms_crypto.randombytes (pl);
END genkey;

Jlnst renepartii kimoya 3acrocoByerbest pynkuis RANDOMBYTES i3 makera
DBMS_CRYPTO.

Jnis mmdpyBanas manux y CKBJl Oracle  BUKOpHCTOBYETHCS TaKeT
DBMS_CRYPTO 3 ¢ynkuismu uist mudpyBaHHs AaHuX. Ji1s 3py4HOCTI B poOOTI
3 IIUM MAKETOM pO3pobisieMo (QyHKIIIO MH(pyBaHHS, AITOPUTM AKOi 300pakeHo
Ha puc. 3. BxigHi naHi y GyHKINO — I1e Ha3Ba aJrOpUTMy IMHUQPPYBaHHS 1 CTOB-
news i3 Tabnuii, KU nimsirae mmdpyBaHHo. OCKiTbKE BOYIOBaHI B MakeT (QyHK-
uii mm$pyBaHHs NPALIOIOTH TUTHKK 3 AaHuMU y dopmatri RAW, To couatky dy-
HKIIIS J]aHi 31 CTOBMI nepeTBoproe Ha popmatr RAW, notim mmdpye, micist 4oro
nepetBoproe Ha popmat CHAR 1 mepezanucye Bxe 3amudpoBaHi 1aHi B TaOmm-
ro. yHKIIs 15 po3uMppyBaHHS JAHUX MPALOE AHATIOTIYHO, TUTBKH 3aMiCTh (PYHKIII
DBMS_CRYPTO.encrypt suxmkaerbest pynkimis DBMS _CRYPTO.dencrypt mis
po3mudpyBanHa gaHux (puc. 3).

JU1st mocnipkeHHsT poOOTH CHCTEMH CTBOPIOEMO IPOTPAMHHUM JTOJAaTOK Ha
MmoBi C#. ¥V mpoBeneHHI TOCHIPKEHHS BUKOPUCTOBYBAaTHMEMO TaOJHIIO, KA € B
nemo BJI Oracle 11, — me tabmuns xopucryBada SH.CUSTOMER, Bona mae
55 000 3anwcis.

s mmdpyBanas nanux obupaemo Tpu croBmmi CUST_FIRST_NAME,
CUST_LAST_NAME, CUST_STREET_ADDRESS. I1{0o0 3ammudpoBaHni aaHi mo-
TIM MOKHa OyJI0 Tepe3anucard B Ty caMmy YapyHKY TaOJuili, 301IbIIyEMO pO3Mip
croems 10 VARCHAR2(4000).
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in_val, key,
talg, iv

v

|_enc _val, |_enc_algo
Iin, Liv, |_key,
| ret

Hi

Alg="DES’

@4__ DBMS_CRYPTO.encrypt_des

Hi

Alg="3DES’

@4—— DBMS_CRYPTO.encrypt_3des_2key

Alg=" AES128’
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Y

@4— DBMS_CRYPTO. encrypt_aes128

Alg=" AES192’

DBMS_CRYPTO.encrypt_aes192

Alg=" AES256’ Hi

DBMS_CRYPTO.encrypt_aes256

v
vin ;= utl_i18n.string_to_raw (in_val, 'AL32UTF8";
@—» viv ;= utl_i18n.string_to_raw (iv, '"AL32UTF8");
vkey :=utl_i18n.string_to_raw (key, 'AL32UTF8");

A\ 4
venc_val := DBMS_CRYPTO.encrypt (src => vin,

KEY => vkey, iv => viv, typ => venc_algo +
DBMS_CRYPTO.chain_cbc + DBMS_CRYPTO.pad_pkcsb );

v

vret := RAWTOHEX (venc_val);

v

RETURN vret

\ 4

l«

KIHELD |

Puc. 3. Anroputm po6otu ¢hyHKIIIT mmdpyBaHHs TaHUX
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3a jponmomororw po3pobieHoro moaarka (puc. 4) 300pa3uMo TOJIOBHE BIKHO
MPOrPaMHu.

& KPWMTO TECT

1 ann 55500 | b Bl |4k K [
[DES ] WASPYBATH PE3YIBTATH TECTY
| KTty | FO3WMPPYBATH
Koy [+ | BYTE
[117DD286
MPI3BULLE | OATA MOLLTOBAI IICLE -
D MA HAPOIDKEHHA ~ CTATYC ALPECA IHOEKC POKMBAHHA
» Abigail Ruddy 1976 mamied 27 North Sagada... |BU33Z Ede
3228 Abigail Ruddy 1964 37 West Geneva... | 55406 Hoofddomp
6783 Abigail Ruddy 1942 single 47 Toa Alta Road | 34077 Schimmert
10338 Abigail Ruddy 1577 maried 47 South Kanabe... | 72556 Scheveningen
13854 Abigail Ruddy 1545 57 Morth 3rd Drive | 67644 Joinville
17445 Abigail Ruddy 1550 single &7 East Mcintosh... | 83786 Nagoya
21005 Abigail Ruddy 1546 mamied 77 Bradford Aven... | 52773 Santos
JARR1 Ahinzil R 1678 T7 Marth Parkar V7ANN Yrkerhama v
< >

Puc. 4. T'osioBHE BIKHO TIpOTrpaMu

ITo uep3i o6upaemo anroput™Mu MHUPPYBaHHS, TEHEPYEMO TSI KOKHOTO ajl-
TOPUTMY KJIIOY, TIOTIM HPOBOJUMO omeparlii mudpyBaHHS Ta po3mudpyBaHHS
naHux tabmwmii. Yac poOoTH anropuTMiB 1 po3mip daiina ekcrnopTy Tabaulll 3aHO-
cumo B Tabmuiro “TEST”. Ilicns mpoBeneHHs TECTIB HATUCKAEMO KHOMKY ‘‘Pe-
3ynbTaTu TecTiB”. Ha puc. 5 300pakeHo pe3yapTaTi poOOTH CHCTEMH mr(pyBaH-
Hs TaHuX. Yac poOOTH aIropuT™MiB BiOOpaka€eThCs B CEKyHAX.

A PE3YNbTAT

1 a6 | b bl |4 X [ [ WHOPYBAHHA POSWMDPYBAHHA (]
he ANTOPUTM uaC FO3MIP NOYATOK KIHEL TN
» 3DES 21 14204 221208 21:47 (28112018 21:47 | WASPYBAHHA
& DES 17 14204 281120182140 | 281120182140 | WMPPYBAHHA
85 ADES_ZKEY 24 14204 282112018 21:45% (28112018 21:4% | WMSPYBAHHA
&7 AES128 1 16258 281200182152 | 281120182152 | WMPPYBAHHA
89 AES1S2 18 16256 2871201821:54 | 281120182154 | WHPPYBAHHA
kDl AES256 21 16256 28112018 21:56  28.11.2018 21:57 | WHW<PPYBAHHRA
L]

Puc. 5. Pe3ynbratu oniHoBaHHS pOOOTH CUCTEMH B PeXKUMI IIM(PpyBaHHS
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Hatucnemo na kHomky “PO3IINM®PYBAHHA”, y Bikni “PE3VYJIBTAT ”
Oyzie BUBEIEHO JIaHi MI0JI0 pe3yabTaTy poOOTH BOYJOBAaHUX AITOPUTMIB Y PEKUMI
po3mmdpyBanHs gaHux. Ha puc. 6 300pakeHO pe3ynbTaT poOOTH CHCTEMHU Y pe-
XKUMi posmudpyBaHHs faHux. Ha puc. 7 — yac poGOTH anropuT™MiB y BUIIIAII Tpa-
¢ika. Ha puc. 8 BimoOpakeHO 3aleKHICTh PO3MIpY 3ammm(poBaHUX JaHUX BiJl pe-

JKUMIB U PYBAHHS .

/% PE3Y/ILTAT

4 4 |1 aab | b M 4k X [E [] WWOPYBAHHA PO3WMGPYBAHHA 2]
N ATOPMTM Yac POIMIF MOYATOK KIHELE ™n
b 3DES 20 81120182149 | 28.11.20182149 | FOWMPFYBA..
82  |DES 16 81120182145 | 28.11.201821:46 | FO3WMPFYBA..
%  DES2HEY |23 81120182151 (281120182151 | FOJWMPPYBA..
8 AESIZ 12 81120182153 (281120182154 | FOJUMPPYBA..
0 AES1R2 16 1120182156 | 28.11.201821:56 | FOIWMPFYBA..
52 AES256 » 81120182158 (2811201821559 | FOIUMPFYBA..
]
Puc. 6. Pezynbrat po60TH alITOPUTMIB Y peKUMI po3mudpyBaHHs
Weugkonia poboTn anropuTMie WHgpPYBaHHA
%- I 305
DES
204 I 30ES W
I AEST2S
AESIR
14 I AR5
10+
5_
ﬂ T

L-3pes— “—DES—! 'IDES KEY -AES126— L-AES192— L-AES256—

HA8A ANropuTUY

Puc. 7. Peaynbrar po60TH anropuTmiB mmdpyBaHHsS y BUTIIAI Tpadika
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18000
16000
14 000
13000
12 000
11000
10000
8000
8000

6 000
£ 000
4000
3000
2 000
1 000

g : g : ]

Puc. 8. 3anexHicTh 00cATy 3aM(ppoBaHUX JAaHHUX BiJl pSKUMIB HIM(DPYBAHHS

BHCHOBKH 3 TaHOT0 JOCJIII:KEeHHS i NePCNEeKTUBH MOAAJNBIINX PO3BIIOK
y naHomy Hanpsimi. HaOGyB monmansIioro po3BUTKY METOH OIIHIOBAaHHS POOOTH
BOYIOBaHUX CUMETPUYHHUX AJTOPUTMIB IMH(PPYBaHHS NaHUX. 3alPOIIOHOBAHO aJl-
TOPUTM YHIBEpCalbHOI (PyHKIII, siKka gae 3Mory mudpyBaTH JaHi 3aBASKA BBEIE-
HOMY KJIFOUEBI Ta 00paHOMY arOpUTMY. Y pe3yibTaTi TOCIIHKEHb pOOOTH BOYI0-
BaHMX AJITOPUTMIB MM (PPYBAHHS OTPUMAHO TaKi pe3yIbTaTH:

1. HadfmBuammii anroput™ mudpyBanHs 3 BOyJoBaHUX aaroputMmiB — AES
128, naiinmoBineHimmi — 3DES 2KEY, ane pi3Huns He3HayHa — 5 CEeKyHJA Ha
55 500 3anmcis.

2. Ilig yac mmdpyBaHHS AaHUX iXHIA 0OCAT 30UIBIIYETHCS JUIS AITOPUTMIB
cepii DES ynBiui, 1yt anroputmiB AES — yrpuui.

3. Big 10BXUHU KITF0YA 3aJI€KHUTh MIBUIKO/ISI POOOTH arOpPUTMY.

4. O6csr 3ammdpoBaHUX JaHUX HE 3aJICKUATH BiJ JOBXKWHHU KIIIOYa, BIiH 3a-
JISKHUTD TIIBKHU BIJ] TUITY aJITOPUTMY (pHcC. §).

5. Pecypcu, 1110 ClIOKHMBAIOTh QJITOPUTMH, HE 3AJIEKATh Hi BiJl JOBKUHU KITIO-
Ya, Hl BiJ| TUITy aJITOPUTMY HaBaHTXKEHHS Ha MPOIECOp KOMIT toTepa (3a BCIX BH-
aiB mudpyBanHs — mpuodausHo 30 %).

6. 3acrocyBaHHs BOYJOBaHHX aJrOPUTMIB IU(PPYBaHHS JOIUIBHE JHIIE TO-
Ili, KOJIM BUKOPUCTOBYETHCS IIIBU/IKICHA KOMIT FOTepHA Mepeska. Hampukiiazn, B MUT-
HUX MiAPO3/iIaX MOXIIMBO BUKOPUCTOBYBATH LIEH METOJ TUIBKH Yy pasi mepemadi
iH(opMarlii yepe3 KpydeHy mapy 4 ONTOBOJIOKHO. SIKIIIO MU 3aCTOCYEMO IFO KPHII-
TOCUCTEMY JUTsl 3aXUCTY 1H(pOpMaIlii HA MUTHHX TTOCTaX, /e BUKOPUCTOBYETHCS CY-
ITyTHUKOBHH 3B’ 30K 13 TexHojoriero VSAT, To B MIKOBI TOJMHU CUCTEMA HE 3MO-
e TiepenaBaTu 30UIbIICHUH YHACTIIOK (pyBaHHs oOcsr iHdopMallii, e crpu-
YUHUTH 3aTOPY HA MATHHIII.

7. SIxkmo obupatu Meroa mudpyBaHHS 3 TOTJISIY MOMIIMBOTO KPUITOAHATI-
3y Ta MBUIKOIIT, TO onTUManbHUM € MeTo] AES 128, BiH HalllBU NI,

8. Skmo oOupatH o0 30UTbIICHHS 00CATY 1H(OpMAITii, MOKIIBO 3aCTOCO-
ByBatu Meto 3DES 2KEY. Bin xoua i 3a6upae 6ibiie yacy (sk 0yio mokasaHo,
i yac mmmdpysanns 55 000 3anuciB crnpaioBaB NOBUIbHIIIE HA 3 C), OHAK LIEH
METOJI IOCUTh KPUITOCTIMKHIA 1 3amidpoBaHi JaHi 301IbIIYIOTHCS TUIBKU BIIBIYI.
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