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The analysis presented in the paper shows that there is no unambiguous 
interpretation of many terms in the modern community of scientists and practitioners. 
On this basis, one can conclude that there is a need for uniform interpretation of 
terms. This will allow representatives of different fields to communicate more closely. 
The integrity model and threats in the infocommunication systems makes it possible 
to understand the place of information integrity in modern systems. Currently, 
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violation of information integrity is the most dangerous impact on all systems, 
including critical ones. The impact on information, from the point of view of integrity, 
can be its distortion and imposition. For the purpose of protection, both 
organizational and technical methods. From the economic point of view, the 
construction of technical means of protection systems is unprofitable. However, the 
cost of these systems of defense in oftentimes can be less than, than possible damage 
that can be inflicted as a result of attacks. The threat model proposed in the article 
reflects both the objects targeted by the threats and the threats themselves. Based on 
the results of the analysis, we can conclude that the most vulnerable elements are 
software. The number of attacks on software is more than 53 percent. The paper 
describes the possible methods and means of providing and monitoring the 
information integrity. Among them it is possible to allocate both well known methods 
(for example, noise proof coding), and methods which are rather seldom used for 
maintenance of information integrity (steganography). The methods of providing of 
integrity of information can be divided into two large groups. To the first group will 
be belongs methods that directly provide to integrity of information. Methods that 
allow you to control the integrity of information and, if necessary, restore the 
message belong to the second group. Some methods are used both in the first and in 
second groups. For example, facilities of anti-virus defense allow both to protect a 
computer from a virus (first group) and recover the damaged file (second group). 
The analysis which has been spent, shows variety of forms and methods of 
construction of systems of maintenance of information integrity.

Key words: model of information integrity; threat; objects of threats; 
methods of providing; control of integrity.
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4 16 20 7,4
- 2 1 3 1,1

2 2 0,7
3 35 38 14,0
9 43 52 19,1

BIOS 12 3 15 5,5
4 36 40 14,7
28 117 145 53,3
1 13 14 5,1
4 7 11 4,0

11 11 4,0
1 10 11 4,0
1 6 7 2,6
2 27 29 10,7
5 8 13 4,8

11 11 4,0
5 5 1,8

1 7 8 2,9
8 8 2,9
3 3 1,1

47 225 272 100,0
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